
Many organisations are realising that the traditional locked-down approach 
to IT security can be a hindrance for a modern, flexible business. The idea of 
putting walls around the network is being replaced by a drive to understand 
what really needs to be secured and how to secure it. Tools such as identity 
management and encryption might offer cheaper and more effective ways of 
securing key assets. This paper examines the relative merits of the different 
approaches. 

Security spending as a percentage of total IT budgets is expected to fall in 2010 to 5% as 
opposed to 6% in 2009, according to figures from analyst Gartner.  The research suggested that 
while some areas of IT security would be down in terms of expenditure this year, those security 
solutions which were closely tied to new business initiatives would not see a slump. Technologies 
that focus on securing data assets are likely to be among the most popular.

Identity and access management 
Gartner says that identity and access management (IAM) and data loss prevention (DLP) projects 
are growing in priority, despite the general economic slump affecting other projects. IAM was the 
top security priority for 20% of organisations surveyed in Gartner’s 2010 CIO Survey, making it 
the clear leader among the most important projects. More than 40% of organisations named 
intrusion prevention systems, patch management, DLP, antivirus and identity management 
among their top five security priorities for 2010.

Spending is set to continue, said Gartner, for priorities such as supporting guest networking and 
employee teleworking, securing wireless Lans, meeting Payment Card Industry (PCI) standards, 
consolidating audit trails, security information and event management, and penetration testing 
requirements. Most of these areas can be supported by effective identity and access 
management.  

“Although the economic downturn has affected the IAM market, it is proving to be fairly resilient 
and, along with other security areas, IAM continues to receive higher prioritisation compared with 
other technologies,” says Gartner analyst Ruggero Contu. 

Contu also says on-demand IAM is expected to catch on in the future. “A hierarchy of IAM-as-a-
service requirements will evolve over the coming years, beginning with basic authentication and 
access management needs, and progressing to provisioning and administration functionality.”

He adds, “Compliance reporting and analysis services for existing enterprise-based IAM will also 
evolve quickly to accommodate the rise in complexity of enterprise IAM needs, without wholesale 
expansion of the enterprise IAM solution.”

With data privacy being pushed by enthusiastic and increasingly better resourced regulators, 
organisations must continue to improve their identity-related processes to protect their most 
valuable information assets.

Identity and access management technology can be used to underpin staff, customer and 
business partner data access controls across a company’s corporate network and company 
websites. When using a common platform to do this, businesses can enforce an even higher level 
of security and data processing diligence, while reducing costs and centralising the 
administration of associated information security services.
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A standardised identity and access management platform across an organisation can also 
deliver federated security to staff, customers and partners, whereby single individual log-in 
details can be used to access multiple databases, on-demand applications, extranets and 
websites – whether they are operated and managed by a single organisation or multiple partners.

The services that can be offered and protected by IAM platforms could include customer 
accounts that are held by online companies, allowing customers to change their personal 
information and contracts held by that organisation. This saves time on the customer’s part and 
money on the organisation’s side. IAM platforms are also increasingly seen as essential in 
financial services industries where wider compliance demands from regulators are becoming 
ever more important to address. 

With data protection regulators now threatening large fines to those organisations that don’t do 
enough to protect their customer data, the use of identity and access management is becoming 
a mandatory item rather than a matter of choice for many companies. A good identity and access 
management suite should offer a wide range of incremental security technologies to address a 
company’s business growth and changing needs, in response to an increased number of staff, 
increased customers and sales, changing compliance needs, and other factors.

In addition, when looking for an acceptable IAM provider, IT managers should be searching for a 
stable provider that can deliver good support structures. That way the organisation can 
demonstrate good security governance to customers and investors.

The chosen identity management system should also preferably support industry web identity 
standards, such as WS, XACML, SAML and SPML, which enable organisations and their 
partners to more easily integrate the chosen application across their networks and websites. 

The bottom line for any identity and access management solution to address though, is to 
minimise the risks and costs to a business, while maximising the safeguarding of sensitive and 
personally identifiable information, something which all customers and partners expect.

Encryption
When looking at other forms of security that meet the demands of data risk management, 
encryption is high on the list. Public exposure of private data is becoming a regular occurrence, 
but the majority of these incidents can be prevented if companies implement proper security best 
practices. Anything from lost laptops, smartphones and other gadgets to misplaced data 
back-up tapes and USB drives have to be mitigated by firms. 

While in most cases lost data back-up tapes containing consumer records probably don’t result 
in fraud, there is no way to know for sure, so companies have to assume exposure anyway. 
Encryption, therefore, can ensure that the data will still be safe. For large tape installations, in-line 
encryption appliances can be used. For tape drives connected to local systems or servers, 
companies may want to consider software encryption. 

If organisations give employees portable laptops or netbooks, the staff will store sensitive data on 
the devices. There is only one tool to protect sensitive information on a lost laptop and that’s 
encryption, and preferably whole-drive encryption. 

Whole-drive encryption, as opposed to file and folder encryption, involves very little user action, 
and protects all data on the computer. It’s also not vulnerable to the same kinds of “recovery” 
techniques that can be used by thieves and data hackers to skirt round passwords and other 
security controls.

Further technologies that can be used to protect data include content monitoring and filtering 
(CMF) systems. A CMF solution on the network monitors all outbound network traffic and 
generates alerts or blocks activity when something being sent violates policies. 

Firms can also deploy database activity monitoring (DAM), a security control technology 
designed to be easier to implement and more viable than encryption for many types of database 
data. These types of tools observe all activity within a database, record this activity in a secure 
repository, and then generate instant alerts for unusual activity.

DAM can limit insider misuse of database systems, enforce separation of duties for database 
administrators, and limit certain external attacks. And it can offer this protection without affecting 
database performance.
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