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HE RUMBLINGS ARE UNMISTAKABLE. Something’s afoot with data storage, and it looks
like some big changes may be looming on the not-too-distant horizon. It’s not
just about cool new products from brash startups that may catch the storage
market behemoths napping or the latest new twists on old technologies.

The signs of a real shakeup are emerging, with some core storage technolo-
gies and disciplines finally being scrutinized and questioned. Even bedrock stor-
age principles seem a little iffy these days. Are file systems relevant anymore?
Is RAID really the best way to protect data?

Mostly, it’s about unhinging the software from the hardware—or rethinking
what the software should actually be doing. In this regard, the storage faction
in the IT shop (as usual) is moving along a little more slowly than the server
side. The server revolution is well underway, with server virtualization soft-
ware successfully freeing apps and
servers from the confines of their
hardware homes. 

Server virtualization adds both
simplicity and complexity to server
infrastructures, but it unarguably
creates a far more nimble and eco-
nomical environment. It does that by
essentially distancing itself from the
hardware, which, for the most part,
remains largely unchanged. So it’s a
revolution that has occurred without
any significant disturbances to the
underlying server infrastructure.
Servers are bigger and faster platforms, of course, with processors supporting
more and more cores, but they’re still built on x86 architectures with a direct
lineage that stretches back 30 years.

For storage, the hardware part is nearly as basic; the components that
make up the storage environment have pretty much remained the same since
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the idea of networked storage surfaced nearly 20 years ago. Everything is bigger,
faster and safer, but the model has essentially remained the same. Some of
the most profound changes that have come to storage, like IP-based networks
and solid-state storage devices, seem more evolutionary than revolutionary.

Storage hasn’t been a complete laggard; over the past few years we’ve
started to see some disengagement of software from the hardware. Those 
developments are still mostly proprietary, and the degree to which storage
subsystem vendors are working at this varies broadly, but thin provisioning,
automated tiering and storage virtualization are tangible steps in the right 
direction. As data storage software plays a bigger role, storage hardware be-
comes more of a commodity, which is fine for storage managers but not a
very comfortable situation for storage vendors.

Ironically, if you look at two of the
strongest forces steering storage in
this new direction—the need for more
efficient storage operations and 
the effects of out-of-control data
growth—one is likely to disappear if
it’s successful and the other exists
only because storage vendors haven’t
provided the right tools.

Pummeled by the compounded 
effects of regulatory compliance, 
a recession and plain old profligate
waste, storage managers have made
efficient operations a singular objective
in most shops. This has been primarily
a tools story (as in give us the tools we need to make better use of our storage
gear) that has overshadowed the hardware parts of the problem. Most shops
that have initiated efficiency programs have seen encouraging results, so their
next challenge is to turn those efforts into standard operating procedures.

Ultimately, efficiency may not have a lasting impact on storage evolution.
For vendors, it’s mostly a short-term opportunity, even as it becomes a way of
life for storage shops.

The capacity issue is a completely different story. Not surprisingly, vendors
have jumped all over this one. And why not? The equation is painfully simple:
More data = more sales. Storage vendors are on a nonstop jag of “Web 2.0,”
“social networking,” “big data” and any other catchphrase that says “Hey,
you’re drowning in your own data.” But the products they’re rolling out to
counter this onslaught only treat the symptoms. If it’s snowing, they’ll sell you
a snow shovel, and if the snow doesn’t quit, they’ll sell you a bigger shovel and

Pummeled by the
compounded effects of
regulatory compliance,
a recession and plain
old profligate waste,
storage managers
have made efficient
operations a singular
objective in most shops. 



then an even bigger one. Pretty soon, you won’t be able to lift the shovel much
less move the snow. 

What they don’t want to acknowledge is that we all know that most of that
Web 2.0, social networking and big-data stuff is useless junk. And if we continue
to collect and protect all those billions of bits of digital detritus that come our
way, we’ll just get buried in it or distracted with the process of making believe
we’re actually managing it all.

If we’re going to get a storage revolution, the first things we’ll need are the
tools to help us determine what’s worth saving and what should be tossed.
Google and other search engines, as well as e-discovery applications, use 
sophisticated techniques to crack files and evaluate their contents, so I don’t
expect that it’s an issue of technical constraints holding back development of
effective content classification tools.

And a lot of that sophisticated stuff is being done on run-of-the-mill hard-
ware. Server virtualization took off because the underlying hardware became
unimportant. The commoditization of storage hardware can only be good, and
whether storage vendors like it or not, it’s happening now. Vive la revolution! 2

Rich Castagna (rcastagna@storagemagazine.com) is editorial director of the 
Storage Media Group.

* Click here for a sneak peek at what’s coming up in the August 2011 issue.
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fOR A LONG TIME now, people have been predicting the death of backup, but with
Rasputin-like tenacity, it just won’t die. Stab it, poison it, shoot it and then
drown it—it’s still a dominant and pervasive technology throughout the known
universe. And while some may want to believe that backup has one foot in the
grave and the other on a banana peel, the rumors of the death of backup have
been greatly exaggerated. All the ingredients to kill it off exist right now, but 
IT tends to move at a leisurely pace, so it will take years for those elements 
to become mainstream.

Backup is still one of the areas of IT that’s the least innovative, causes some
of the biggest issues, and costs users time and money. The most exciting thing
to happen to backup in a long time was Data Domain, which attacked the uni-
versal challenges created by using tape as a backup medium. Tape is unreliable
and hard to manage; recovery processes can be complex, inefficient, cumber-
some and prone to error . . . the list goes on. But the one thing tape has going
for it is that it’s cheap. Who doesn’t want an inexpensive insurance policy? It’s
only when something goes wrong that you care about how good your insurance
policy is. And if that hardly ever (or never) happens, life is good.

Data Domain changed the economics of backing up to disk with dedupe, and
the rest is history. What they ultimately do is provide much better “insurance”
that’s economically compelling. It’s a no-brainer.

But whether or not anything exciting is going on with backup, you still have
to back stuff up. You still require software and agents, as well as server, net-
work and storage resources. And while data continues to grow as databases
get bigger and file systems become more massive, you still need to have small
backup data sets because who wants to recover a 10 TB, 100 TB, 500 TB or 1 PB
data set? Just guessing, but I’d say nobody does.

Data storage vendors love to talk about limitless file systems and massive
object-based storage systems, but how do you back up that kind of stuff? If
you have a large file system, you’re most likely not backing it up, but replicating
it. However, finding and recovering data at a granular level is what’s lacking in
using replication. If you replicate at the storage system level, you’re using
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block-based technology. If you use host-based software, then you eat up so
much of the server’s resources it becomes impractical and even impossible 
to replicate large amounts of data with that method.

Users with smaller environments
can continue to back up using the
same traditional processes, but what
happens when 100 TB increases to 200
TB? When 500 TB turns into 1 PB? I’m
working with companies that have
petabytes of data in their environ-
ments, and the rate of growth is stag-
gering. The unbridled growth of storage
will soon require another approach 
because legacy backup and recovery
software won’t cut it anymore.

A vast majority of users don’t have
massive file systems or gargantuan
databases, but rather lots and lots of smaller instances of each. There are often
hundreds and even thousands of discrete backup jobs creating operational
challenges, multiplying the risk of data loss and racking up huge costs.

Server virtualization is also pushing the limits of backup. Even users with
smaller environments may have dozens of applications they have to manage.
With virtualization, it’s not just the amount of data, but the number of apps
you have to protect.

Overall, backup is still the de facto method of protecting data and will be for
at least the next decade. Having said that, I think the beginning of the end is
upon us. Backup processes are being replaced incrementally. Replication and
recovery will be used more often as will application-based data protection
tools. These two points seem contradictory, but it’s often the way within IT
that both the status quo and the next-generation approach coexist for long
periods of time. 2

Tony Asaro is senior analyst and founder of Voices of IT (www.VoicesofIT.com).
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Backing up virtual servers:
Traditional apps

and new tools

Most IT shops are still relying on traditional 
backup applications with their server clients 
to back up virtual servers, but that approach 

has its limitations. Today, there are plenty of good 
alternatives for virtual machine backup. BY JACOB GSOEDL

IN MOST IT SHOPS, virtual servers are backed up just like physical
servers at first, but as the number of virtual servers increases
traditional backup methods start breaking down. The fact that a
single physical machine can host many virtual machines (VMs)
poses challenges that simply don’t exist when backing up dedicated
physical servers. 



With multiple VMs competing for processing, storage and networking 
resources, contention for those resources is the No. 1 challenge of virtual
server data protection. Concurrent backup jobs on multiple virtual machines
can seriously impact the performance of applications hosted on those VMs.
And when traditional backup methods are used to protect virtual servers,
some key capabilities are sacrificed, such as application-consistent data
protection and the ability to restore sub-VM-level objects such as files with-
out having to restore the whole virtual machine. As virtual servers proliferate
in the data center, there’s a clear call to IT managers to rethink their backup
strategy to efficiently protect VMs and the applications they host. 

VIRTUAL SERVER DATA PROTECTION OPTIONS
Contemporary virtual server environments can be protected using one of the
following backup methods:

• Backup agents on VMs
• Continuous data protection (CDP)
• VM image backup on the hypervisor using a backup proxy server

Backup agents on VMs. Backing up virtual machines by placing backup
agents on each VM extends the most popular backup method of physical
servers into the virtual server realm. Instead of having one backup agent per
physical server, each VM gets its own agent and backup jobs run independ-
ently for each virtual machine. This approach is workable as long as the 
number of VMs is small; as the number of VMs per hypervisor grows, resource
contention will create performance problems. Besides being able to leverage
an existing backup product and approach, a backup agent can be the most
straightforward way of ensuring application consistency. For many apps, espe-
cially non-Windows applications and applications that aren’t integrated with
Microsoft Volume Shadow Copy Service (VSS), backup agents may be the only
way of ensuring application consistency of backup data.

Continuous data protection. A CDP product that runs on each VM is one
step up from backup agents running traditional full and incremental backups.
A CDP product captures changes on an ongoing basis and puts a much smaller
burden on the host machine than traditional backups do. CDP products work
either at the file or block level, and usually provide integration with main-
stream applications to enable restoring to consistent points in time. In addition
to large backup application vendors that have added continuous data protection
to their suites, CDP products are offered by a list of smaller vendors such as
FalconStor Software Inc., InMage Systems Inc., Vision Solutions (acquired Double-
Take Software) and others. 
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VM image backup on the hypervisor using a backup proxy server. Back-
ing up VM images on the hypervisor, rather than backing up virtual machines
via agents within each VM, is appealing for many reasons: it enables efficient
backups with little processing overhead; eliminates the need to install and
manage backup agents on each VM; and by centralizing the backup of all VMs
at the host, the backup of multiple VMs can be orchestrated to minimize per-
formance problems and resource contention. To offload the backup task from
the hypervisor machine, VM snapshots are usually replicated or mounted to a
backup host or proxy server, minimizing the performance impact while backups
are performed. 

Host-side VM image backup, however,
is usually only acceptable if virtual ma-
chines can be backed up in a consistent
state; all major hypervisor vendors have
added the ability to quiesce a VM while
a snapshot of the VM image is taken.
Another challenge with VM image back-
up is restoring granularity. While some
backup products are only able to re-
store virtual machines, others are able
to restore sub-VM objects such as files.
Consistent data protection of apps
within each VM is more challenging
with VM image backup than it is with
backup agents within virtual machines.
Application-consistent data protection
is usually limited to applications that
are integrated with VSS. For apps that
aren’t integrated with VSS, crash-con-
sistent backups may be the only option; but if application consistency is 
required, backup agents on VMs are the way to go. 

Without question, the trend is toward VM image backup at the hypervisor
level and offloading the backup task to a proxy backup server—and as the
number of virtual servers grows it becomes even more relevant. Mechanisms
to enable efficient VM image backup and capabilities vary significantly between
Citrix XenServer, Microsoft Hyper-V and VMware vSphere.

VMWARE vSTORAGE APIs FOR DATA PROTECTION
Data protection has been a sore spot for VMware and it took VMware until
vSphere 4 to get it right. Prior to vSphere 4, VMware provided VMware Consoli-
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Virtual server data protection: 
Key features

Virtual machine (VM) image backup implementations differ in features and
capabilities, and depending on requirements, they may be more or less
suitable for a given virtual server environment. Look for these features
and capabilities when evaluating a virtual sever backup application:

Deduplication. Operating system VM images are very similar and ideal for
deduplication, so dedupe is a must-have feature. Deduplication at the
source (hypervisor), as provided by Arkeia Software, EMC Avamar and PHP
Virtual Backup, is preferable to deduplication on the backup target. 

Restore granularity. Even though block-based VM image backups take
snapshots of VM images, it’s up to the backup application to provide sub-VM
object restore capabilities. The ability to restore sub-VM objects like files is
a must-have feature for any virtual server backup application you consider. 

Recovery options and flexibility. Recovery capabilities vary significantly
among virtual server backup apps. For instance, Veeam Backup & Replication
allows running a virtual machine directly from the backup file without
having to restore virtual machines; the feature is called vPower and en-
ables instant restores. Veeam’s Virtual Lab is another notable restore 
feature. It supports starting virtual machines from VM backup images as
non-production instances in parallel to production VMs, sandboxing these 
non-production instances and enabling them to communicate with pro-
duction VMs via network address translation (NAT). 

Backup verification options. Not all backups succeed, so options that
help verify backups without having to restore them are a tremendous boon.
Veeam Sure Backup provides for automated startup and testing of backups.

Deployment options. VM backup products are available as software, hard-
ware appliances and virtual appliances. Virtual appliances are preconfigured
virtual machine images; examples are products from Arkeia, PHD Virtual
Technologies and VMware (VDR).

Performance considerations. Hardware-based snapshots outperform
software-based products for performance and scalability and should be
considered for large VM environments. All backup applications support soft-
ware-based snapshots, but hardware-based snapshot support is sparser.

Backup target support. While all backup products can write to a disk 
target, not all can write to tape; VM-only backup products are more likely 
to only support disk targets.

Hypervisor support. Many companies run more than a single hypervisor.
Ideally, your backup application should support multiple hypervisors. 

Virtual and physical server support. Almost all companies run a mix of
physical and virtual servers. Therefore, your backup application should be
able to protect both physical and virtual servers. 



dated Backup (VCB) to offload backups from hypervisors to a proxy server, but
it wasn’t widely adopted due to some grave shortcomings. With VCB, snapshots
of virtual machine disk (VMDK) images were taken and copied in full to a proxy
server from which backups were run. Offloading the backup to a proxy server
minimized the impact of backups on VMs, but it required additional storage for
the snapshots. 

“VCB was clumsy and the biggest problem with it was how to size the proxy
server to where all snapshots needed to be copied,” said Lauren Whitehouse, a
senior analyst at Milford, Mass.-based Enterprise Strategy Group (ESG). 

The vSphere 4 vStorage APIs for Data Protection (VADP), the successor to
VCB, addresses the shortcomings of VCB. To start with, VADP no longer requires
copying data to a proxy server; instead, snapshots can now be mounted to a
proxy server where they’re backed up to disk or tape. While VCB only supported
taking full snapshots of a VMDK, regardless of how much it changed, VADP sup-
ports efficient snapshots via its change
block tracking (CBT) feature. CBT keeps
track of changes within a VMDK at a
block level and enables efficient 
snapshots of changes only. 

vSphere 4 is fully integrated with
VSS to enable application-consistent
snapshots of VSS-enabled applications
running on virtual machines. To be able
to take advantage of VSS, however,
VMware Tools needs to be installed on
the virtual machine. vSphere communi-
cates with VSS via VMware Tools. 

To back up a VM via VADP, a “quiesce” command is sent to vSphere to 
instruct the VM to flush data in memory to disk and no longer accept writes. 
If VMware Tools is installed on the VM, VMware Tools can pass on the “quiesce”
to VSS-enabled applications on the virtual machine to also “freeze” applications
within the VM. A snapshot is then taken; on completion of the snapshot, the
“freeze” is removed from the VM and VSS-enabled applications. Finally, the snap-
shot is mounted to the backup proxy from where it’s backed up to disk or tape.

VADP is widely supported by third-party backup applications. In addition to
major backup application vendors (Arkeia Software, CA, CommVault Systems
Inc., EMC Corp., IBM, Quest Software Inc./BakBone Software Inc. and Symantec
Corp.), smaller vendors such as PHD Virtual Technologies and Veeam Software
offer virtual server backup applications with VADP support. Additionally,
vSphere provides its own backup tool called VMware Data Recovery (VDR).
VDR is delivered as a virtual appliance to perform snapshots and deduplication
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to a backup disk target. VMware has positioned VDR as a lower end backup
product.

MICROSOFT HYPER-V AND VSS
Thanks to VSS, Microsoft got data protection for Hyper-V right from the get-go.
In many ways, a VMware VADP backup cycle resembles backing up Hyper-V. 
A backup app dispatches a “quiesce” command to a Hyper-V VM via VSS to
flush data in memory to disk; VSS then takes a snapshot and removes the
freeze from the VM. Similar to VADP, the snapshot can then be replicated or
mapped to a dedicated backup proxy server. The “quiesce” can be extended 
to VSS-enabled applications within VMs, but requires the so-called backup 
integration service installed on the VM, akin to VADP requiring VMware Tools.
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Microsoft Volume Shadow Copy
(VSS) components

Component

Requestor

Writer

Provider

Source Volume

Storage Volume

Description

An application (e.g., backup application) that 
requests a volume shadow copy (snapshot) to 
be taken

A component of an application (e.g., Microsoft
SQL Server) that stores persistent information on
one or more volumes that participate in shadow
copy synchronization 

A component that creates and maintains the
shadow copies; a provider is included with the
latest Microsoft operating systems, and is also
available from software and storage hardware
vendors

The volume that contains the data to be shadow
copied

The volume that holds the shadow copy snapshots



VSS depends on several main components (see “Microsoft Volume Shadow
Copy (VSS) components”): VSS-enabled applications need to implement a 
so-called VSS-writer that coordinates various components to create consis-
tent shadow copies of one or more volumes. Applications, such as a backup
application, need to implement a VSS-requestor to request a volume shadow
copy. The key component, though, is the
VSS-provider, which creates and main-
tains shadow copies (snapshots). While
VSS-providers are included with the 
latest Windows OSes, software and
storage hardware vendors can provide
their own VSS-providers. Noticeably,
hardware-based VSS-providers of arrays
enable high performance and highly
scalable data protection of Hyper-V 
environments. While it took VMware 
to implement change block tracking 
to get to efficient snapshots, in VSS it’s a capability of the VSS-provider. For
instance, the VSS-provider that’s part of Microsoft’s operating systems does
incremental snapshots via a copy-on-write method; that is, when a change to
the original volume occurs but before it’s written to disk, the block to be
modified is read and stored away.

The support for VM image-level backup of Hyper-V isn’t as extensive
among third-party backup applications as is support for VADP. For instance,
IBM Tivoli Storage Manager (TSM) and PHD Virtual Backup don’t have support
for it at present. Similar to VMware, Microsoft provides its own backup solu-
tion for Hyper-V environments with System Center Data Protection Manager
(DPM). DPM provides near-continuous data protection for virtual machines
hosted on servers running Hyper-V. With advanced features like disk-to-disk
and disk-to-tape support, the ability to recover sub-VM objects like files, pro-
tection of virtual machines while live migration is in progress, integration into
Microsoft System Center, and support for clustered and standalone Hyper-V
systems, DPM provides a state-of-the-art product rather than the entry-level
product VMware provides with VDR.

CITRIX XENSERVER BACKUP
Third-party backup applications can initiate full or incremental disk image
snapshots of Citrix XenServer VMs through XenAPI (XAPI). These snapshots 
are usually crash-consistent and depend on applications to regain a consistent
state after a restore. Recovering after restoring a crash-consistent backup 
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is analogous to powering up a virtual machine after a power failure.
With XenServer 5.6, Citrix added live memory snapshots to capture the

state of a virtual machine when a snapshot is taken and allows reverting to 
a previous state on restore. Citrix memory snapshot leverages Microsoft VSS,
so it’s available for VSS-enabled VMs (Microsoft operating systems) but not
for Linux virtual machines.

In addition to XenServer snapshots, XenServer supports shared storage
snapshots for arrays supported by XenServer. Leveraging snapshot capabilities
of arrays is the fastest and most scalable method to protect a XenServer envi-
ronment, but it’s only an option if the storage infrastructure is supported by
XenServer.

Like vSphere and Hyper-V, Citrix provides its own VM image backup applica-
tion with VM Protection and Recovery (VMPR). A scaled-down version of VMPR
that lacks features like scheduling is included with all versions of XenServer.
A more advanced version that supports scheduling and automation is avail-
able as a paid option. Third-party backup application support for XenServer
image-level backup is more tenuous than for vSphere and Hyper-V. Among
the backup application vendors that support it are Arkeia Software, Comm-
Vault, PHD Virtual Technologies and Veeam Software.

VM BACKUP BOTTOM LINE
Block-based VM image backup on the hypervisor host, ideally via a backup
proxy server, is becoming the preferred way of backing up virtual servers. 
Maturing backup APIs in vSphere, Hyper-V and XenServer, as well as increasing
support by backup applications for these APIs combined with performance
and scalability merits, are among the main reasons for its adoption. Because
most organizations run more than a single hypervisor (more than 70% of
companies according to ESG’s Whitehouse) and a mix of physical and virtual
servers, multihypervisor support and the ability to support both physical and
virtual server backups are important considerations when choosing a virtual
server backup application. 2

Jacob Gsoedl is a freelance writer and a corporate director for business systems.
He can be reached at jgsoedl@yahoo.com.
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Build a private
storage cloud

BY PHIL GOODWIN

Private storage clouds might seem like a rehash of old
technology and even older ideas, but there are significant

potential benefits once you cut through the hype. 
Here’s what you need to know to get started.

mETAPHORS FOR CLOUD STORAGE may be overused, but we can still relate to
the notion that clouds obscure vision and can be either beneficial or
turbulent. Both conditions can certainly apply to private cloud storage.
Although a lot of the hype around private cloud storage promises all the
benefits of a public cloud behind a firewall, private cloud storage really
boils down to a new name for utility storage.

Utility storage suffered from its association with selective outsourcing
in the post dot-com bust period, even though it’s just about simple, certain
availability. The name “utility storage” also lacks cachet—it sounds more



like a place to stash your garden tools than a sleek, sexy storage array. “Utility”
just doesn’t sound as cool as “cloud.” 

WHAT PUBLIC CLOUD TELLS US ABOUT PRIVATE CLOUD
The name change doesn’t alter the fundamental aspects of the technology
being a storage infrastructure designed to provide better service levels with
less effort and lower cost. And you can’t deny the benefits an IT organization
can gain from adopting private cloud concepts, regardless of what label is
currently popular. To some extent, though, private cloud marketing catches a
ride on the coattails of public cloud. One must also acknowledge that storage
is only a part of the cloud solution, whether it’s public or private. Server virtu-
alization, in particular, enables cloud computing of any sort. Nevertheless, a
solid data storage strategy is critical to the success of a cloud deployment.

To put private cloud storage into perspective, consider the benefits of public
cloud storage:

• Availability. Capacity should be available for immediate provisioning, 
always on and include swift, certain recovery.

• Quality of service. Service levels should be clearly described and 
aligned with a services catalog. Tangible metrics should define what 
users can expect in terms of response time, recovery time and uptime.

• Cost certainty. The per-unit cost of storage in a cloud environment is 
usually available according to a price list. Users pay for what’s actually 
used, not what’s provisioned or the high-water mark, depending upon the
service-level agreement.

Looking at that list, there are definitely some significant benefits, but ben-
efits to whom? Therein lies the first key difference between public and private
cloud storage. In a public cloud, these benefits accrue to the user and con-
tracting organization as one in the same. Users get all the application support
benefits, while the organization gets cost certainty and perhaps a lower cost
than that of maintaining an internal infrastructure. But in a private cloud envi-
ronment, only the app user gains any of these benefits. The IT organization
must provide what’s essentially platform-as-a-service functionality. While the
business unit may gain cost certainty, pay-as-you-go chargeback and concrete
service-level agreements (SLAs), none of these benefits flows to the IT organ-
ization. They must procure and manage just as much storage, establish the
monitoring systems and implement disciplined cost accounting.

In addition, none of the benefits specify “the latest storage array,” the “fastest
disk drive” or “10 Gb Ethernet.” In fact, there are no technical specifications.
Public cloud benefits are all oriented around better operations: service levels, cost
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control and responsiveness. But storage vendors generally don’t sell better opera-
tions, they sell hardware and software. So what exactly are vendors selling with
respect to private cloud storage? Surely, it must be more than a hardware up-
grade and a fanciful idea. Fortunately,
the answer is “yes.” It can be more
than hardware and a vision, but only 
if it’s all put into the proper context and 
environment.

Some vendors emphasize the need
for scalability and flexibility as require-
ments for a cloud architecture. Systems
that offer a lower cost model contribute
to the attractiveness of a cloud scenario.
But nearly all vendors claim those attrib-
utes, so the definition isn’t very helpful. Moreover, a hardware architecture alone
doesn’t define a cloud implementation because cloud is ultimately more
process than product.

PROCESS MATURITY REQUIRED FOR CLOUD
Many IT advisory organizations have developed business process maturity
models, all of which look more or less the same. Your favorite search engine
can locate a few in a couple of seconds. They usually describe five levels of
maturity similar to the following:

• Level 1. Ad hoc, tactical where few processes are defined or documented.
• Level 2. Repeatable, where processes are defined and documented but 

may vary between functional areas even for similar tasks.
• Level 3. Processes are documented and standardized across the 

organization and include performance metrics.
• Level 4. Process metrics are routinely gathered, correlated to business 

operations and disseminated to stakeholders.
• Level 5. Continuous process improvement is enabled by quantitative 

feedback; proactive capabilities are implemented.

Within the context of private cloud storage, organizational process maturity
is clearly a prerequisite to a successful private cloud implementation. Firms
should attain a Level 3 capability at a minimum before considering a private
cloud storage implementation. The reasons for standardized processes relate
to standardized infrastructure, which will be discussed shortly. If your firm
doesn’t legitimately have a Level 3 maturity, improving processes to that level
is the first step to take before embarking on the road to private cloud storage.
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DEVELOPING A PRIVATE STORAGE CLOUD ARCHITECTURE
The organizational benefits from a cloud implementation flow from the discipline
and standardization demanded by a cloud architecture. These include better
control, optimized utilization, simplified infrastructure architecture and enter-
prise-wide management practices.

A key characteristic of private cloud storage is a standardized infrastructure,
which is sometimes referred to as a reference architecture. Some may argue
that a standardized infrastructure is necessary to standardizing procedures and
there’s some merit to that argument.
However, backup and recovery, provi-
sioning, monitoring and other storage
management tasks can be standard-
ized across disparate platforms.

Although a reference architecture
can be single-vendor, most are not. 
A reference architecture is merely 
a specification of the systems and 
configurations the organization will
support. This will include versions of
software and firmware to ensure the
technology components are consistent across the organization. For most organ-
izations, storage consolidation will play a key role in evolving to a reference
architecture. Because of business acquisitions, business unit autonomy or
simply circumstance, organizations often have more variety in systems than
can be economically or technologically justified. A private cloud storage initiative
is a good opportunity to pare extraneous systems from the data center or to at
least prevent them from expanding into other areas.

PRIVATE STORAGE CLOUD BUILDING BLOCKS
While IT organizations can develop a reference architecture for any combina-
tion of systems, they can also use preconfigured systems such as NetApp’s
FlexPod. FlexPod is a prequalified and preconfigured system consisting of
VMware components, Cisco Unified Computing System blade servers, Nexus
switching components and NetApp FAS storage. It’s probably most appropriate
for new application deployments or technology refreshes because it’s a fresh
start from existing systems and doesn’t incorporate storage from other vendors.
It also simplifies technical support, as all three vendors implicitly support the
configuration and keep firmware levels in sync.

For organizations that want to consolidate existing diverse systems into 
a private storage cloud, Hitachi Data Systems’ Virtual Storage Platform (VSP)
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storage controller allows a wide variety of arrays from other vendors to directly
attach to it. This offers the benefits of heterogeneous virtualization as well as
standardized tools sets (Hitachi’s) across the different arrays. This approach
can function as a transitional step from diverse systems to standardized 
configurations without losing the current equipment investment.

THE SOFTWARE SIDE OF THE STORAGE CLOUD
Standardization can also be facilitated at the software level. For example,
Symantec Corp. offers a software stack that can be used to bring commonality
to multiple hardware systems. Its Storage Foundation product has file system,
volume manager and data movement products across operating platforms.
Symantec’s Veritas Operations Manager and recently announced (though not
yet released) Veritas Operations Manager Advanced purports to provide single-
point of management across the virtual server and storage environments, 
including storage resource management (SRM) functionality for visibility and
reporting about the storage environment. The reporting and measurement
functionality of SRM apps, among other
things, allows firms to determine the
cost of storage delivery. This facilitates
chargeback for services, which is essen-
tial to controlling costs. Some companies
won’t actually enforce a chargeback, but
rather use the charge function to estab-
lish the relationship between cost and
delivery, and to illustrate it to the IT
group, user and management.

F5 Networks Inc., perhaps best known
for its IP load balancers, also offers a
slightly different take on integrating 
existing infrastructure into a cloud. F5
takes a more app-oriented perspective. Its Dynamic Services Architecture uses
appliances to provide data classification services that help ensure data is located
appropriately so it can be delivered at the required service level. These appliances
dynamically move data to the appropriate storage tier or device.

EVALUATE APPS
Indeed, application classification is critical to appropriate deployment of
cloud services. Part of having mature operational procedures is maintaining
an application catalog for the organization that includes service-level require-
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ments and delivery specifications. This is necessary for any cloud deployment
because some applications are more appropriate for a public cloud than a
private cloud.

The clearest way to segregate applications appropriately is to consider
their strategic importance to the organization. Applications can be classified
as either commodity or high value. Commodity applications are important but
offer no competitive advantage in the
marketplace, while high-value apps 
offer such an advantage.

To get a better picture of the differ-
ence, consider backup and recovery.
Every company needs data protection,
but it doesn’t result in a competitive
advantage in the marketplace; organi-
zations with great backup and recovery
processes won’t be able to charge high-
er prices for their products or use their
backup prowess to increase demand for the company’s products. Thus, back-
up and recovery, once it has met the threshold of viability, is an operation
where costs should be minimized. This makes it an ideal target for public
cloud services. Email and contact management are two other examples of
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From data center to cloud: 
Five transformational steps

1. Assess process maturity and improve, if necessary, to at least 
Level 3 (processes are documented and standardized)

2. Develop a service-oriented IT culture

3. Implement business processes that include the business units 
on service-level definitions and cost allocation

4. Define a service catalog and future-state reference architecture

5. Develop a transitional plan to the future state, both business 
processes and infrastructure



necessary but non-strategic applications.
In contrast, strategic applications differentiate a company from its competi-

tors. Examples could be unique manufacturing processes and product design
systems. In those cases, the systems may depend upon unique devices, spe-
cialized configurations of devices or operating software not commonly found
in public cloud deployments. For those technological reasons, strategic apps
aren’t candidates for cloud outsourcing. Moreover, secure systems, such as
those related to defense or other classified environments, couldn’t be deployed
externally. Nevertheless, they can benefit from standardization and improved
operational processes and, therefore, private cloud configurations.

EMC Corp. can offer a standardized infrastructure for private cloud deploy-
ments, anchored by its Symmetrix VMAX architecture. In addition, the company
has a unique filtering model for classifying applications. The filtering model is
applied by EMC’s consulting arm to assist organizations in their private storage
cloud transformations.

This filtering model specifies an economic filter, a trust filter and a functional
filter. For example, applications have economic parameters, trust requirements
and functional requirements that may be improved or hindered by a specific
cloud architecture. By mapping applications to the results of the filter analysis,
EMC classifies applications as being best suited to a private cloud, public
cloud or hybrid cloud, or simply left in a legacy environment. No organization
will migrate all its applications to a cloud environment, and EMC’s methodology
is a useful way to classify applications and set priorities.

HYPE, BUT HOPE TOO
The hype surrounding the private cloud can make it seem like a unique industry
development with heretofore unachievable benefits; and vendor marketing
has it sounding like success is only a purchase order away. Transforming data
center storage systems into private storage clouds begins with disciplined
processes based on a standard operating platform. Does that qualify as utility
storage, cloud storage or just better infrastructure? Call it what you want;
users care about better service, not labels. 2

Phil Goodwin is a storage consultant and freelance writer.

STORAGE

Vive la storage
revolution!

Are backup’s
days numbered?

Relief for virtual
server backup

Create a 
private cloud

Soup up 
your storage

Cloud won’t
overshadow tape

Big data 
needs big tools

Solid-state
adoption grows

Sponsor
resources

29 STORAGE July 2011



Don’t have time for a webinar?
Scan to see a snapshot of customer success 

with Dell Compellent storage.

For scan app visit get.beetag.com

Manage data diff erently 
with Fluid Data storage.
Always put your data in the right place at the right time for

the right cost.

See a live webinar 
featuring Fluid Data 
technology at 
compellent.com/ttdemo.

http://www.compellent.com/ttdemo


g

Vive la storage
revolution!

Are backup’s
days numbered?

Relief for virtual
server backup

Create a 
private cloud

Soup up 
your storage

Cloud won’t
overshadow tape

Big data 
needs big tools

Solid-state
adoption grows

Sponsor
resources

31 STORAGE July 2011

IVEN THE CHOICE between fine-tuning data storage for capacity or
for performance, most data storage managers would choose the
latter. Tips and tricks to boost storage speed are common, but
they’re not all equally effective in every environment. A variety of
products and technologies do have great potential for many shops,
from optimizing server-side access to improving the storage-area
network (SAN). We’ll look at some effective, but often overlooked,
methods to speed up storage system performance.

10 quick and
easy ways to
boost storage
performance

Don’t let capacity concerns or virtualized servers bog down the 
performance of your storage systems. Here are 10 ways to pump up

the performance of your storage arrays and storage networks.

BY STEPHEN FOSKETT



Networked storage is incredibly complex, requiring a diverse set of hardware
and software elements to interoperate smoothly. Not surprisingly, one of the
most common causes of slow storage performance is the misconfiguration or
actual failure of one or more of these components. Therefore, the first place to
look for better performance is in the existing storage I/O stack.

Check server and storage array logs for signs of physical faults; I/O retries,
path movement and timeouts along a functional link are sure signs. Try to
isolate the failing element, but start with cable-related components. Flaky
transceivers and cables are common, and can seriously impact performance
while still letting things run well enough to go unnoticed. These items often
fail after being physically disturbed, so be especially vigilant after installation,
migration or removal of data center equipment.

1. Freshen firmware and drivers
Manufacturers are constantly fixing bugs, and new capabilities can sneak in
with software updates. It’s wise to stay on top of driver and firmware updates
for all components in the storage network, with scheduled and proactive testing,
tuning and upgrading. Microsoft Corp. and VMware Inc. have been actively
adding new performance features to the storage stacks in Windows and
vSphere, often without much fanfare. SMB 2.0 and 2.1, for example, dramatically
accelerated Windows file sharing, especially over slower networks. Updates to
NTFS and VMFS have also routinely improved performance and scalability. Stay
tuned to storage blogs and publications to keep on top of these developments.

But you should note that not all updates are worth the time and effort, and
some can be downright perilous. Make sure your configuration is supported by
all vendors involved and has been thoroughly tested, and never use beta code
in production. As a systems administrator, I tend to be conservative about
what I roll out, waiting for reports from others before taking the plunge myself.

2.Question the queries
Most of our tips focus on locating and eliminating bottlenecks in the storage
stack, but one should also consider reducing the I/O load before it’s created.
Working with database administrators (DBAs) to tune their queries for efficiency
and performance can pay off big time, since a reduced I/O workload benefits
everyone and every application.

STORAGE

Vive la storage
revolution!

Are backup’s
days numbered?

Relief for virtual
server backup

Create a 
private cloud

Soup up 
your storage

Cloud won’t
overshadow tape

Big data 
needs big tools

Solid-state
adoption grows

Sponsor
resources

32 STORAGE July 2011



3. Break down backup bottlenecks
Traditional backup applications are extremely taxing on storage resources,
dumping massive volumes of data according to a daily and weekly schedule.
Improving the performance of backups so they can fit within their assigned
“window” has become a priority for data protection pros, but the techniques
employed can help improve overall data storage performance as well.

One effective method to reduce the backup crunch is to spread it out using
continuous data protection (CDP) technology. Built into many products intend-
ed for virtual servers, CDP continually copies data from a server rather than
collecting it in a single, concentrated operation. This is especially valuable 
in virtual machine (VM) environments because the nightly backup “kick off”
across multiple guests can crush storage responsiveness, from the bus to the
host bus adapter (HBA) or network interface card (NIC) to the array. Microsoft
and VMware also have technologies to offload backup-related snapshots to
storage arrays that are better able to handle data movement.

4.Offload virtual machine I/O with VAAI
The release of VMware vSphere 4.1 included many new features, but one of 
the most important was the vStorage API for Array Integration (VAAI). This new 
interface allows VMware ESX to coordinate certain I/O tasks with supported
Fibre Channel (FC) or iSCSI storage systems, integrating the hypervisor and 
array to work more closely and effectively together.

VAAI includes three “primitives,” or integration points:
1. Unused storage can be released for thin provisioning using the efficient 

“write_same” SCSI command, increasing capacity utilization and reducing 
I/O overhead.

2. Snapshot and mirroring operations can be offloaded to the storage array, 
greatly reducing the network, hypervisor and operating system I/O 
workload.

3. Access locking can take place at a level more granular than the whole 
LUN, reducing contention and wait time for virtual machines.

Although none of these screams “storage performance,” the net effect can
be a dramatic reduction in the I/O workload of the hypervisor as well as less
traffic over the SAN. Analysts expect further improvements (including NFS 
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support) in future versions of VMware
vSphere, and one imagines that Microsoft
is working on similar integration features
for Hyper-V.

5. Balance virtual 
machine I/O with SIOC
While not a performance acceleration
technology per se, VMware vSphere
Storage I/O Control (SIOC) is a “quality 
of service” mechanism that makes I/O
performance more predictable. SIOC
monitors the response latency of VMFS
datastores and acts to throttle back the
I/O of lower-priority machines to main-
tain the performance of others. In prac-
tice, SIOC reduces the impact of “noisy
neighbors” on production virtual ma-
chines, improving their responsiveness.
This helps keep application developers
and managers happy, bringing the 
appearance of better performance 
even though total throughput remains
the same.

6.Streamline the 
server side
Today’s multicore servers have CPU
power to spare, but network interface
cards (NICs) and HBAs have traditionally
been locked to a single processor core.
Receive-side scaling (RSS) allows these
interface cards to distribute processing
across multiple cores, accelerating 
performance.
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WHAT 
DOESN’T

WORK
Besides looking at how to
ratchet up storage network
performance, we also need to
consider some not-so-effec-
tive approaches to improving
performance. Testing can 
reveal interesting outcomes: 
Enabling jumbo frames on 
Ethernet networks, for exam-
ple, typically hasn’t yielded
much of a performance benefit.

One common question 
relates to the merits of vari-
ous storage protocols and 
the common belief that Fibre
Channel is inherently faster
than iSCSI, NFS or SMB. This
isn’t the case generally, al-
though implementations and
configurations vary. Similar
architectures produce similar
levels of performance regard-
less of protocol.

One should also be cautious
about employing “bare-metal”
technologies in virtual envi-
ronments, including paravirtu-
alized drivers, direct I/O like
VMDirectPath and raw device
mapping (RDM). None delivers
much performance improve-
ment and all interfere with 
desirable features like VMotion.



Hypervisors face another task when it comes to sorting I/O and directing 
it to the correct virtual machine guest, and this is where Intel Corp.’s virtual
machine device queues (VMDq) technology steps in. VMDq allows the Ethernet
adapter to communicate with hypervisors like Microsoft Hyper-V and VMware
ESX, grouping packets according to the guest virtual machine they’re destined for.

Technologies like RSS and VMDq help accelerate I/O traffic in demanding
server virtualization applications, delivering amazing levels of performance. By
leveraging these technologies, Microsoft and VMware have demonstrated the
appropriateness of placing demanding production workloads on virtual machines.

7. Get active multipathing
Setting up multiple paths between servers and storage systems is a traditional
approach for high availability, but advanced active implementations can improve
performance as well.

Basic multipathing software merely provides for failover, bringing up an 
alternative path in the event of a loss of connectivity. So-called “dual-active”
configurations assign different workloads to each link, improving utilization
but restricting each connection to a single path. Some storage arrays support
trunking multiple connections together or a full active-active configuration,
where links are aggregated and the full potential can be realized.

Modern multipathing frameworks like Microsoft MPIO, Symantec Dynamic
Multi Path (DMP) and VMware PSA use storage array-specific plug-ins to enable
this sort of active multipathing. Ask your storage vendor if a plug-in is available,
but don’t be surprised if it costs extra or requires a special enterprise license.

8. Deploy 8 Gbps Fibre Channel
Fibre Channel throughput has continually doubled since the first 1 Gbps FC
products appeared, yet backwards compatibility and interoperability have been
maintained along the way. Upgrading to 8 Gbps FC is a simple way to accelerate
storage I/O, and can be remarkably affordable: today, 8 Gbps FC switches and
HBAs are widely available and priced approximately the same as common 
4 Gbps parts. As SANs are expanded and new servers and storage arrays are 
purchased, buying 8 Gbps FC gear instead of 4 Gbps is a no-brainer; and 
16 Gbps FC equipment is on the way.

Remember that throughput (usually expressed as megabytes per second)
isn’t the only metric of data storage performance; latency is just as critical.
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Often experienced in terms of I/O operations per second (IOPS) or response
time (measured in milliseconds or nanoseconds), latency is the speed at which
individual I/O requests are processed and has become critical in virtualized
server environments. Stacking multiple virtual servers together behind a single
I/O interface requires quick processing of packets, not just the ability to
stream large amounts of sequential data.

Each doubling of Fibre Channel throughput also halves the amount of time
it takes to process an I/O operation. Therefore, 8 Gbps FC isn’t just twice as
fast in terms of megabytes per second, it can also handle twice as many I/O
requests as 4 Gbps, which is a real boon for server virtualization.

9. Employ 10 Gbps Ethernet (10 GbE)
Fibre Channel isn’t alone in cranking up its speed. Ethernet performance has
recently jumped by a factor of 10, with 10 Gbps Ethernet becoming increasingly
common and affordable, but 10 GbE storage array availability lags somewhat
behind NICs and switches. Environments using iSCSI or NAS protocols like SMB
and NFS can experience massive performance improvements by moving to 
10 Gbps Ethernet, provided such a network can be deployed.

An alternative to end-to-end 10 Gb Ethernet is trunking or bonding 1 Gbps
Ethernet links using the link aggregation control protocol (LACP). In this way,
one can create multigigabyte Ethernet connections to the host, between
switches or to arrays that haven’t yet been upgraded to 10 GbE. This helps 
address the “Goldilocks problem” where Gigabit Ethernet is too slow but 
10 Gbps Ethernet isn’t yet attainable.

Fibre Channel over Ethernet (FCoE) brings together the Fibre Channel and
Ethernet worlds and promises better performance and greater flexibility. 
Although one would assume that the 10 Gbps Ethernet links used by FCoE
would be 20% faster than 8 Gbps FC, the difference in throughput is an 
impressive 50%, thanks to a more efficient encoding method. FCoE also 
promises reduced I/O latency, though this is mitigated when a bridge is used
to a traditional Fibre Channel SAN or storage array. In the long term, FCoE will
improve performance, and some environments are ready for it today.

10. Add cache
Although the quickest I/O request is one that’s never issued, as a means of
speeding things up, caching is a close second. Caches are appearing through-
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out the I/O chain, promising improved responsiveness by storing frequently 
requested information for later use. This is hardly a new technique, but inter-
est has intensified with the advent of affordable NAND flash memory capacity.

There are essentially three types of cache offered today:

1. Host-side caches place NVRAM or NAND flash in the server, often on a 
high-performance PCI Express card. These keep I/O off the network but 
are only useful on a server-by-server basis.

2. Caching appliances sit in the network, reducing the load on the storage 
array. These serve multiple hosts but introduce concerns about availability 
and data consistency in the event of an outage.

3. Storage array-based caches and tiered storage solutions are also common,
including NetApp’s Flash Cache cards (formerly called Performance
Acceleration Module or PAM), EMC’s Fully Automated Storage Tiering (FAST)
and Hitachi Data Systems’ Dynamic Tiering (DT).

STILL NO SILVER BULLET
There are many options for improving storage performance, but there’s still no
single silver bullet. Although storage vendors are quick to claim that their latest
innovations (from tiered storage to FCoE) will solve data storage performance
issues, none is foolish enough to focus on just one area. The most effective
performance improvement strategy starts with an analysis of the bottlenecks
found in existing systems and ends with a plan to address them. 2

Stephen Foskett is an independent consultant and author specializing in enter-
prise storage and cloud computing. He is responsible for Gestalt IT, a community
of independent IT thought leaders, and organizes their Tech Field Day events. He
can be found online at GestaltIT.com, FoskettS.net and on Twitter at @SFoskett.
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cLOUD STORAGE DISCUSSIONS are typically centered on cost savings and keeping
everything online and always available somewhere in the ether, but without
taking up valuable space the way tape does. So, does the advent of cloud-based
infrastructure and applications mean tape is finally going away? Surveying
today’s tape landscape, the answer is a definitive no . . . no matter how often
we hear the death knell toll for tape.

In recent years, tape was focused on the data center and the middle-to-high
end of the small- to medium-sized business (SMB) market with decreasing
penetration below this level. Disk has been edging into tape’s traditional back-
up and recovery role by using faster disk arrays that appear as tape libraries—
virtual tape libraries (VTLs)—and disk-based deduplication to reduce the amount
of storage needed. These days, tape is
utilized by many businesses for low-
access applications. The technology 
is positioning itself to compete in the
fast-growing tier 3 storage opportuni-
ties that include fixed content and
data kept for compliance reasons.

Tape remains a viable economic
part of the data storage hierarchy
due in part to its lower cost per GB,
decreased operating expenses and
reduced energy costs. And tape
technology has added security fea-
tures such as encryption and WORM,
as well as a greatly enhanced media life (more than 30 years in some cases).
The notion that “tape is dead” ignores all this. As we learned in early 2011
when Google admitted to restoring 40,000 cloud-based email accounts from
tape, these advantages hold true even in the cloud.

hot spots | terri mcclure 

Tape remains a viable
economic part of the
data storage hierarchy
due in part to its lower
cost per GB, decreased
operating expenses
and reduced energy
costs.

How will tape factor into your cloud?
Disk and tape-based technologies can and should be 

used in concert to meet the spectrum of 
data protection requirements.
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PROTECTING DATA IN THE CLOUD
When considering data protection methodologies, IT organizations need to
consider both physical and logical data protection. Physical protection ensures
data is protected in the event of a disk, array or site failure. Logical data protec-
tion guards against the most common contributors to data loss, machine or
human error (data corruption or accidental delete). A good backup plan provides
both sorts of protection, which is why good backup is so expensive.

With the cloud, it’s likely your cloud storage service provider handles phys-
ical data protection (disk failures, array failures, site failures) via some sort of
mirroring or remote replication capabilities that are built into the per-GB price
you pay. But chances are the provider doesn’t handle logical data protection
(user and machine errors), which is a key shortcoming of the cloud.

In many cases, disk and tape-based technologies can and should be used 
in concert to meet the spectrum of data protection requirements (see “Data
protection methods and levels,” this page). Synchronous remote mirroring may
be suitable for your organization’s most mission-critical data and for full-site,
near-zero data loss disaster recovery. Disk backup is for data that’s a little less
mission critical and can tolerate a little more data loss, while tape backup is

Data protection methods and levels

TYPE OF PROTECTION

Physical data protection Logical data protection
No data 

protection

Allows users 
to recover 
from:

Accidental 
delete

Data
corruption

Disk
failure

Array
failure

Site
outage

Remote
replication

with 
snapshots

Remote
replication

Local
snapshot

Backup to
virtual tape

library
Backup 
to tape Do nothing

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Ç

Source: Enterprise Strategy Group, 2011
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typically for still less critical data or for affordably keeping long-term offline
copies of data.

WHY KEEP TAPE IN THE CLOUD?
Most organizations employ traditional backup software where the backup
server software communicates with backup client software (which resides
on the system where the data lives). That data is transferred from the client
to the storage device across the local-area network (LAN) or from a client 
directly to the storage device across a storage-area network (SAN).

The data captured by the backup software might be a complete copy of an
organization’s production data (full backup), or just the incremental changes
since the last full or incremental backup (incremental and differential). Best
practices suggest having multiple copies of backup sets (one set to be stored
offsite and one kept on site) with copies maintained for a specified period of
time. Backup can be performed directly to tape (D2T) or to disk first, with a
copy made to tape (D2D2T) outside the regular “backup window.” Tape is a pop-
ular storage medium with a good shelf life and, over time, the Capex and Opex
cost per GB declines substantially. Tape is scalable and provides true “capacity
on demand” because you buy tapes as needed, rather than investing in spinning
media that’s filled over time. Tape is also low cost and portable, making it an
ideal media for seeding cloud storage or migrating between cloud storage
providers. Advancements in tape verification technology have made the tech-
nology a more reliable restore medium, and tape is searchable. Perhaps most
importantly, tape is a good multitenant platform—it supports partitioning, 
encryption and has strong key management—so it addresses users’ top 
concerns about cloud storage, security and privacy.

But a number of well-known issues remain with backup to tape. If a tape is
stored offsite, retrieving it can easily take hours or even days. Because backup
is typically a once-a-day event, the recovery point is whenever the last backup
was performed, so a gap of 24 hours could exist. Tape media can also be ren-
dered unreadable for a number of reasons, such as exposure to a magnetic
field or damage to the case. Poor or insufficient media management and veri-
fication testing can exacerbate the situation. And tapes can be lost. But data
still needs to be protected from logical errors like accidental deletions and
software bugs. As shown in the table on the previous page, tape covers all the
bases. Despite its shortcomings, and in light of cloud security concerns and
today’s prices for power, cooling and floor space, it’s still difficult to beat the
long-term value proposition of having backup copies of data on a medium
that’s offline and encrypted. That’s why tape may have a second life in the cloud.
Just ask Google. 2

Terri McClure is a senior storage analyst at Enterprise Strategy Group, Milford, Mass.
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tHE SEEMINGLY INEXORABLE march toward cloud storage has run into a detour
called “big data.” It’s not that the cloud drifted away or disappeared, but the
buzz about big data has captured the attention of tape, storage and database
vendors, and just about everyone else in the data storage industry. Obviously,
if you sell gear, you like the idea of “big data” because it means users will
need more gear to handle all that big data. But what is big data?

In the long run, the term big data is squishy enough that it may not
amount to much more than a passing marketing term, but when you step
back and view the big picture, “big data” is all about what you do with digital
information, and that’s an underlying requisite driving nearly every IT change
unfolding now.

Disruptive trends in IT have always revolved around new ways to interact
with information. The new capabilities that are unlocked are usually so impor-
tant that we’re willing to make huge tradeoffs to get them. We gave up solid
management and availability in the shift to distributed computing, and relin-
quished reliability and speed in deference to Internet-based operations. Such
major shakeups have allowed us to do more with information, and to do it
more easily. Big data is about taking the integration and use of information 
to an entirely new level. It may range from new high-performance analytics
across large quantities of structured or unstructured data, to new layers of
content analysis, to making better use of general metadata on massive
amounts of currently stored and often little-used data. It may also involve
bringing together digital information from many different data sets.

The problem is that we’re looking at big data as the driver of other tech-
nologies. At EMC World, there was some notable signage that showed cloud
on top of big data. The way I see it, cloud doesn’t sit on top of big data—it’s
more a case of the other way around. More importantly, the success of cloud
will be highly dependent on whether it delivers the right capabilities to unlock
big data. And we’re hardly there yet.

In the last few years, wherever infrastructure technologies—networks,

read/write | jeff boles 

Move over cloud, big data is here
With all the talk about cloud and big data, it’s hard to 

tell which comes first; but it just might be a cloud 
foundation that enables big data applications.



storage, protection, servers, applications—intersect, the industry has taken
great strides in simplifying and making the infrastructure more efficient. But
the next major challenge is information, and we have a long way to go. Con-
sider this: How is your infrastructure enabling your IT programmers and busi-
ness to do new things with information, and to use it more effectively and 
efficiently than ever before?

Some vendors’ responses to that
question are a little dubious. They
usually involve big stacks of tech-
nology from big vendors that look
like the big engine options revved up
for the information speedway. That’s
not to say those solutions won’t
work, but every big vendor has a
stack, and they all need that stack
to be competitive with the other big
guys. But for users, even though the
big engine looks slick, it may not
provide the agility for your business
to maneuver its way around the hairpin turns of big data.

It isn’t good enough to build big sets of infrastructure and then have a
team of technologists figure out what to do with the information related to
the infrastructure. The cloud is about creating linkages between information
and the infrastructure so the infrastructure can be harnessed to turn infor-
mation to new purposes. Vendors can help by providing the enabling under-
pinning for applications and business users. And if the vendors that currently
dominate the storage market want to dominate this new space too, they’d
better move fast because lower profile startups like Cloudera, Eucalyptus
Systems, the OpenStack consortium and others are making some noise with
their innovative technologies. In addition, a potentially formidable competitor
(VMware) lurks in the wings. VMware is wielding a number of secret weapons
like Cloud Foundry and SpringSource that may someday become the building
blocks for the right scale-out and orchestration technologies in this next 
generation of IT evolution.

There’s a lot of value in capacity optimizing big data sets, cost-effectively
storing big data sets, and delivering tools and technologies that keep the
physical infrastructure matched to the scaling demands of big data. But making
big sets of data into “big data” means turning those digital bits into some-
thing exponentially more useful to the business. This isn’t to say the widgets
that support big data—like capacity optimization, virtualization and automation—
don’t have value; but to deliver on “big data” they need to come together into
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It isn’t good enough 
to build big sets of
infrastructure and
then have a team of
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out what to do with
the information related
to the infrastructure.



something that’s more than the sum of the parts. When it comes to big data,
you have to consider not only how well a vendor’s converged infrastructures
enable efficiency across the many different domains of the IT infrastructure,
but how well their vision paints a picture of an infrastructure that changes
how your business creates and uses information. 2

Jeff Boles is a senior analyst at Taneja Group. He can be reached at 
jeff@tanejagroup.com.
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Solid-state storage showing up in more shops
THERE’S SOMETHING just so cool about solid-state storage that you’ll find yourself
using exclamations when you talk about it. M ore than 500 data storage pros 
responded to our survey with comments ranging from “SSD rocks!” to “Wish it was
cheaper!” High cost aside, just a shade under 50% use solid state and are pretty
pleased with it: on a scale of 1 to 5 where 1 is extremely satisfied and 5 is extremely
disappointed, solid-state users registered an average of 1.8. The last time we asked
(approximately 18 months ago) average installed solid-state capacity was nearly 1.5
TB; now it’s at 2.1 TB. And shops have now used solid state for an average 12 months
vs. eight months on the previous survey. The favorite place to stick that solid-state
storage hasn’t changed, with 45% favoring laptop/desktop deployments. When we
asked which solid-state storage vendors respondents were familiar with, Seagate
rang a bell most often, followed by Intel and SanDisk. —Rich Castagna

“In an enterprise storage environment, solid-state 
storage makes the most sense when used to 
enhance cache or used with storage tiering.”

—Survey respondent
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67%
How have you implemented 

solid-state storage?*

45% In desktop/laptop PCs

44% In traditional hard disk drive arrays

27% Directly in servers

15% Solid-state-only arrays

12% Caching appliance in front of 
storage array

*Multiple responses allowed

Of non-users of solid-state
storage say it costs too much.

Yes
49.6%

No 
50.4%

16%

16%

18%

More than
5 TB

2 TB to 
5 TB

1 TB to 
2 TB

500 GB to
1 TB

Less than
500 GB

0% 10 20 30 40

Approximately how much solid-state 
storage capacity do you have 

currently installed?

13%

37%
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COMING IN 

August
The state of backup dedupe

We’ve debated source vs. target
dedupe approaches, whether dedupe 
is better implemented in hardware or
software, global vs. local dedupe and
so on. We’ll take stock of where back-
up data dedupe is now and where it’s
heading, including what the major
players are doing, de facto standards
that are getting attention, and new or
enhanced dedupe products

Storage virtualization: 
It’s ready, are you?

Storage virtualization was always a
good idea, but it seemed hard to do
and inevitably led to vendor lock-in.
But storage virtualization products are
now easier to implement and offer the
kinds of efficiencies storage managers
are trying to squeeze out of their
installed systems. We look at storage
virtualization trends and provide insight
into some of the most popular hard-
ware/software virtualization choices.

New trends in storage
Many smaller and often more nimble
storage vendors are breaking ground
with new or revamped technologies.
This story profiles some of the more
intriguing players, products and techs
that are likely to have an impact on
mainstream storage systems.

And don’t miss our monthly columns and
commentary, or the results of our

Snapshot reader survey.
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