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Online criminals have smaller targets
firmly in their crosshairs. BY MICHAEL S. MIMOSO

HELLO! I’m talking to you! Yes, you, the IT director or network manager at your average
SMB. I have a message and hopefully you listen loud and clear: There are no weeds tall
enough in which you can hide.
There it is; said it.
Your company’s relatively small size, which for so long led you to believe you A) were
not in the crosshairs of hackers; and B) you processed and stored nothing of value that
would interest a criminal operating on the Internet, is in fact just what the bad guys are
pining for. They love small fish. They get a twinkle in their eye because they know you’re
busy, under-staffed and barely have a network firewall configured properly, much less an
incident response plan.
Now we’re not talking Mom and Pop
So many points of entry,
stores here. We’re talking, for example,
franchises in a large restaurant chain left on
and so much free time
their own to manage IT. Care to guess where
for online criminals to
IT security falls on the list of priorities for
those franchises? We’re talking about relasit there, watch and
tively small operations, Level 3 and 4 PCI
collect the goods.
merchants for example, processing credit
card transactions on wonky point-of-sale
systems. There’s also probably a vulnerable PC connected to the Internet running server
software somewhere on-premises. And there’s probably some RealVNC or other remote
access management interface on that vulnerable PC that some consultant or centralized
techie can use to check in every six months to make sure things are running A-OK.
So many points of entry, and so much free time for online criminals to sit there, watch
and collect the goods. SMBs are a huge sitting duck for cybercrooks, and I think the lack
of SMB security has been the dirty secret of the information security industry for a long
time. We’re just as guilty of focusing on splashy attacks such as RSA, HBGary, the VA,
Heartland, TJX and others of its ilk. And for good reason; there are lessons to be learned
from each of these incidents against huge enterprises, some with boundless resources.
They make simple mistakes we can all learn from. These incidents also cast a bright light
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on the importance of data security and do a neat job of grabbing the attention of law
enforcement and legislators.
But while we’ll get an RSA-style attack or two a year, there are thousands of low-volume
attacks against SMBs every year. And most of these go unnoticed, unreported and untamed.
That’s too bad.
The most recent edition of the Verizon Data Breach Investigations Report (DBIR),
however, does a good job of starting to reverse that trend. The report’s biggest takeaway:
cybercriminals prefer smaller, easier targets. For a lot of reasonable reasons too; smaller
organizations have few, if any, dedicated information security resources. Investments in
security technology are minimal and awareness may be relatively low. IT, and especially
IT security, is not the core competency of your local favorite watering hole; selling beer
is its job.
The Verizon DBIR looks at 2010 breaches handled by Verizon’s investigators. They
conclude that while the number of breaches is way up, the number of records stolen in
those breaches is way down. Why? There are a host of theories, starting with some highprofile arrests that may have taken down some of the top underground operators leading
to a slowdown in activity. Also, there have been hundreds of millions of credit card numbers
compromised in the last half-decade, which has certainly devalued this data underground;
cybercriminals could be looking for new revenue streams (intellectual property, anyone?).
Also, as likely is the preference to hit smaller, softer targets. The report says these targets
“provide them with a lesser yet steady stream of compromised data.” The industries hardest
hit are retail and hospitality.
From the report: “Criminals may be making a classic risk vs. reward decision and opting
to ‘play it safe’ in light of recent arrests and prosecutions following large-scale intrusions
into financial services firms. Numerous smaller strikes on hotels, restaurants and retailers
represent a lower-risk alternative, and cybercriminals may be taking greater advantage of
that option.”
Online crooks have a soft spot for you SMBs, they really do. You’re just as likely to fall
victim to custom malware as a Fortune 1000 (the DBIR theorizes that malware customization
costs/services are likely to be low). You also take a long time to discover and remediate breaches.
You mistakenly assume your POS vendor, for example, would take action in a breach, and
by the time you realize it’s all on you, the horse—and all your credit card data—has left the
barn. Take the time to read the DBIR. And then take the time to come out from hiding in
those weeds.w
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Michael S. Mimoso is editorial director of the Security Media Group at TechTarget. Send comments on this column
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“Mobilization” of IT
Banks and financial institutions are
rushing to jump on the mobility
trend but leaving security behind.

e

BY CHENXI WANG

EVERYONE AGREES THAT consumerization of IT is an oncoming train. Plenty of ink has been
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used describing the adoption trends. Mobility is the latest consumerization movement—
organizations large and small are embracing mobility to engage with consumers and
promote enterprise productivity and collaboration.
One industry that has adopted mobility enthusiastically is the payment and banking
industry. Every consumer bank and financial institution has some form of a mobile
payment/banking strategy. However, many important decisions about mobile banking
are being made without consulting security teams, and even when they’re invited to the
discussion, they’re not given the power to say no, because everyone is feeling urgency
with the mobility trend.
For example, there is a lot of pressure
Every consumer bank and
to push information out via SMS. SMS
financial institution has
account alerts, balance inquiries, etc., are
becoming a common practice. In North
some form of a mobile
America, there is a unique phenomenon best
payment/banking strategy.
described as SMS to Web. Imagine your bank
sends you an account overdraft SMS alert
and includes a URL for you to deposit more funds. If you click on the link, your mobile
browser then takes you to the banking page. This is a classic application of SMS to Web.
SMS is not a secure and authenticated communication medium, and linking via SMS is
a problematic practice. Phishers can easily spoof an SMS message and it’s challenging for
consumers to distinguish a phishing URL from the real thing on a mobile screen.
Similarly, everyone wants mobile banking to integrate with the single sign-on infrastructure of the financial institution. Sure, that’s a good thing to do. But I’m aware of a
number of SMS banking deployments where the mapping information from the phone
number to user accounts—including user credentials—is stored on a server in DMZ to
enable efficient SMS access. None of these deployments have gone through a thorough
security architecture review; a competent security architect would never have allowed
this kind of design. The right way to do this is for the SMS server to connect to a properly secured SSO server sitting in the internal network via a set of secure SSO APIs. But
the design decisions are being made without involving security.
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Another trend that’s worrisome is the fast proliferation of Android devices in enterprises.
The latest statistics from both comScore and Nielsen indicate that Android is now the topselling smartphone platform. Though these statistics came from consumer sales, enterprises
are also seeing accelerated Android penetration.
While many developers prefer the Android platform, Android creates some unique
security challenges for IT that are not likely to be solved any time soon. To cite a couple:
• Market fragmentation: Due to the fragmentation of the Android market, there is no easy
way to do a universal patch update of all your Android devices if they come from
different manufacturers. This problem will throw endpoint management all the way
back to the 80’s!
• Lack of native support for security: Android 3 is expected to include support for the longawaited endpoint encryption features, but Android 3 is yet to get a definite release date.
TABLE OF CONTENTS

“Mobilization” of IT is perhaps unavoidable. It’s best to prepare yourself for it. But if
you don’t get security involved in the adoption and app-dev decisions, likely this oncoming
train will do some damage before it arrives at the station.w
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Chenxi Wang is a vice president and principal analyst at Forrester Research, where she serves security and risk
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Security Slip-ups
Sony and other data breaches suggest need for data
accountability and better configuration management.
BY ROBERT WESTERVELT
TABLE OF CONTENTS

SONY HAS CREATED a new CISO position and is
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implementing additional firewall protections
and other safeguards after multiple data breaches
of its systems resulted in the exposure of sensitive
data on at least 100 million of its customers.
The company is one in a line of large businesses
struggling with high-profile data breaches that have
marred the first few months of 2011. RSA, the
Security Division of EMC, is still investigating a
breach that may have exposed its most precious
asset: intellectual property. Marketing services
firm Epsilon Data Management, which handled
customer email addresses and other information
for dozens of major companies, including RSA,
suffered a massive breach of its systems.
Sony executives have apologized for the security lapses and are giving customers free credit monitoring, a standard move following
breaches. But security experts say Sony’s breach highlights a number of lapses, including
the inability of the company to isolate its customers’ sensitive payment data from the rest
of its systems. Sony’s initial breach affected 77 million users of its PlayStation Network,
but a week later, the firm disclosed that a server tied to its Online Entertainment division
containing credit card information dating back to 2007 was also exposed, potentially
affecting an additional 24 million people. And a third breach of its systems in Japan could
affect millions of more Sony customers.
The recent breaches point to a need for better data security management in the enterprise, experts say. Too often, companies focus on infrastructure and system security
improvements, but fail to take an inventory of the data residing on remote systems, says
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Eric Holmquist, president of security consultancy Holmquist Advisory.
“I’ve seen so many instances where people can evidence all the technology, all the procedures and all the policies and you say, ‘Great, where’s the data inventory?’ and you get blank
stares,” Holmquist says. “It really is unfortunate that it often takes an event to get people to
do things better.”
Jon Gossels, president and CEO of consulting
“Understand the way
firm SystemExperts, says he advises all companies,
large and small, to measure themselves against
your business is supthe ISO 270002. The framework helps organizaposed to operate, the
tions formalize security policy, manage their
way it actually operates
assets more closely and bridge operations
management, risk analysis and access control.
and figure out the gaps.”
“Understand the way your business is supposed
—JON GOSSELS, president and CEO, SystemExperts
to operate, the way it actually operates and figure
out the gaps,” Gossels says.
Gossels says the Sony breach shares similarities to breaches at other organizations. Oftentimes, organizations aren’t running the latest software. Even if they are running updated software, a configuration error can lead to weaknesses, he says. According to the 2011 Verizon
Data Breach Investigations Report, nearly all the data breaches analyzed exploit configuration
weaknesses or “inherent functionality of the system or application.” In fact, Verizon found only
five vulnerabilities were exploited across the 381 breaches attributed to hacking.
“Even companies that are very good [at security], we’re finding today are still very vulnerable,”
says Gossels, referring to the RSA breach. “Today you have organized crime, hostile foreign
governments and industrial espionage going on; [attackers are] trying to do something that
is subtle.”
In many cases, organizations are doing a much better job of patching, but few are addressing
software vulnerabilities in legacy systems, says Bill Curtis, director and co-founder of the
Consortium for IT Software Quality. Even if SQL injection, cross-site scripting and buffer
overflow vulnerabilities are found and patched, a determined hacker will find his way in,
says Curtis, who believes organizations need to conduct a more thorough code review of
their systems as well as maintain a better configuration management program.
“The minute you expose your apps to the Web, you have all kinds of interactions you
never had before with people you may not know,” says Curtis. “A payment system would
hopefully not be connected to a system for the gaming world.”w
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Scoring Online Security

by Information Security staff

A survey by the Online Trust Alliance (OTA) showed that a huge number of top
websites and organizations don’t make the grade when it comes to adopting
technologies for protecting users from Internet fraud. The nonprofit OTA’s 2011
Online Safety Honor Roll, its third annual, studied 1,112 domains, their published
DNS records and more than 500 email messages from them. The judging criteria
included implementation of email authentication, Extended Validation SSL
certificates, and testing for malware and known vulnerabilities. Federal government
sites also were evaluated for their support of DNSSEC. OTA’s membership includes
security vendors and marketing companies.
TABLE OF CONTENTS

• Only 26% of the top public and private websites and government agencies
qualified for the honor roll, leaving 74% that put users at risk, according to the OTA.
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• 56% have adopted either Sender Policy Framework (SPF) or DomainKeys
Identified Mail (DKIM), two email security protocols that help thwart phishing.

PERSPECTIVES

• Almost 27% of the top 100 FDIC member banks and about 25% of the Fortune
500 made the honor roll. Only 12% of the top federal government sites qualified.
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• EV SSL is nearing 45% adoption across top retail and banking sites, representing
a year-to-year increase of more than 78%.
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overheard

MOBILE SECURITY

When it comes to targets, [attackers] don’t really
pursue elephants like they used to; they now go
after rabbits. Criminals realize that when you are
hacking into large companies these days there is
enough security evolution that their actions tend
to leave a footprint behind and that footprint
leads to prosecution.

”

—BRYAN SARTIN, director of investigative response at Verizon,
commenting on the Verizon 2011 Data Breach Investigations Report.
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BOB BLAKLEY

Security expert and Information Security magazine
columnist Marcus Ranum continues a new bimonthly
feature where he goes one-on-one with a fellow security
industry insider. This month, Marcus talks to Bob Blakley,
vice president and distinguished analyst at Gartner, where
he manages the identity and privacy agenda and dabbles in risk management.
TABLE OF CONTENTS

Marcus Ranum: Let’s jump right into this, shall we? You know I’ve been a pretty vocal skeptic
of the idea we can manage risk in computer security–especially since we’d have to understand risk first and it doesn’t seem like we do a good job of that. It seems almost unfair
to point to nuclear accidents and Wall Street crashes as examples of risk management
failures, but, really–is that unfair?
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Bob Blakley: You’re joking, right? Of course it’s fair to point out that these things were failures of risk management. Take Chernobyl. The Chernobyl accident has certainly already
cost more than the value created by the Chernobyl reactor over its lifetime, and the costs
will keep adding up for the foreseeable future. Furthermore, the accident imposed costs
on people who had nothing to do with the reactor’s construction, did not benefit from
it, and were not given any say in any decision regarding its construction or operation.
This is the textbook definition of a risk management failure—an incident that causes an
entire initiative to have a net negative lifetime value, and whose costs cannot be contained
within the organization that undertook the initiative. No sane person, having seen the
consequences of the accident, would have built the Chernobyl plant in the form it was
built AT ALL. It’s not clear (to me anyway) whether we could successfully have managed
the risks of a nuclear reactor designed as Chernobyl was—though we could of course
have gotten lucky. I believe that there are reactor designs—certainly fusion reactors and
possibly also some types of fission reactors, for which the risks could be managed. But
that’s not necessarily good news for security, because (except for terrorist threats) reactor
risks aren’t like information security risks—the security risks are worse! Natural risks, like
earthquakes and tsunamis, don’t analyze reactors and try to figure out what the worst
possible sequence of events is. Only people do that. So natural risks aren’t ideal worstcase adversaries. In security, we always have to assume we may be dealing with a worstcase adversary.
Marcus: Your point about the accident imposing costs that were much larger than the lifetime value of the initiative is well-taken. I keep encountering that problem again and
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again when it comes to security: The security practitioner who is waving the caution flag
is competing against the best-case estimates of how a project will work out. It’s a matter
of duelling fictions and if one fiction is, “It’ll save us a million bucks and increase our
customer awareness” and the other is, “It’ll possibly expose our customer database,” we
know which fiction is more attractive. I guess security practitioners can be a little more
definite, can’t we? It’s not like we’re saying: “It’s possible that people will try to hack the
system” as in “9.0 earthquakes are possible.” We’re saying, “People will try to hack the
system.” Can we say that what’s possible is a virtual certainty?
Bob: The bad guys have to feed their kids too, so yeah, we will be attacked. And the attackers
will be as smart as we are. And either they will have significant resources at their disposal
or we’re protecting the wrong things. Risk
management tends to turn into a political
Risk management tends
discussion, in which executives use phrases
to turn into a political dislike “possible” and “unlikely” to put off investcussion, in which executives
ments in protection in favor of investments in
dangerous, but potentially profitable, funcuse phrases like “possible”
tionality. This is a good reason to get rid of
and “unlikely” to put off
risk management and replace it (at least in
investments in protection
the computer security context, where we have
in favor of investments in
real adversaries) with game theory. Doing so
shifts the conversation from, “What are my
dangerous, but potentially
odds of being hit by a meteorite,” to “Do you
profitable, functionality.
think the bad guys have guns?”

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

—BOB BLAKLEY
SNAPSHOT

Marcus: A couple of years ago I read Charles Perrow’s Normal Accidents and was fascinated
by his argument that as systems become more connected and interdependent, our ability
to predict failure modes eventually goes out the window. I’m not sure the idea of “connectedness” isn’t just subjective hand-waving, though, but it does sound compelling. You
can’t help but think of the Japanese nuclear reactor situation: Their fail-safes generally
worked, and we can all agree it could have been a whole lot worse. But it also could
have been a lot better. How do you reason about a potential system failure in which
two things that exceed your worst-case scenario happen at more or less the same time?
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Bob: I’m not sure we can agree yet that the Fukushima Daiichi reactor accident could have
been a whole lot worse. One of the things the Sendai earthquake and its aftermath have
really brought home to me is that certain kinds of accidents (including nuclear reactor
accidents) happen in slow motion. Solon’s advice to Croesus was right: Wait until the end
to judge how bad things are. But to answer your question rather than dispute your premise,
here’s how I think we ought to reason about potential system failures: At the zeroth order,
we should imagine the worst possible sequence of events and estimate the consequences.
Unless we’re sure in this instance we can either prevent a disaster, or recover from the
disaster and pay for all the consequences, and not just direct consequences to ourselves,
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we shouldn’t proceed with building the system. After that analysis, we can move on to firstorder considerations like how much to spend on controls, what controls to implement,
how to allocate liability for failures, how to
assess penalties for malfeasance and incomRegarding Perrow’s notion
petence, and so on.
of connectedness, I think
Regarding Perrow’s notion of connectedwhat’s really going on is
ness, I think what’s really going on is nonnonlinearity—or extreme
linearity—or extreme sensitivity to initial
conditions. The problem in complex systems
sensitivity to initial conditions.
is that small changes can have large and
—BOB BLAKLEY
unpredictable consequences, and the number
of event sequences is so large that we can’t enumerate the space of possibilities and figure
out which sequences of events we need to avoid.
TABLE OF CONTENTS

Marcus: If we bring this stuff down to system/network security, it seems we’ve got the
same problem. If we think of a security breach as a form of failure, then it seems like
we’re back to trying to predict the future based on our current expectations, even though
we know the future is not guaranteed to look like the present. I guess I keep coming back
to the idea that some systems just shouldn’t be connected to anything else, ever, period.
But that’s just as ridiculous in practice as saying, “No nukes, ever, period.” The cat is out
of the bag. In fact, the cat is out of the bag and is playing in the freeway.
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Bob: Well, we shouldn’t try to predict the future, but we should know the worst case.
If the worst case is too bad to tolerate, we should do something different. If the worst
case—or lots of cases—is impossible to understand, then we should do something we
can understand. Your point about extrapolation is very important too. Lots of risk
management failures are caused by assumptions that the future will be like the past. The
future is often like the past—and sometimes for deep reasons—but sometimes important
things change and our assumptions don’t change along with them. When that happens,
our models give nonsense answers, and we get nasty surprises. There’s pretty good evidence
that climate change is currently changing severe flood frequencies in a way that makes
insurance policy pricing very inaccurate, for example.
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Marcus: I think that’s where I get really uncomfortable with risk management for computer
security. In general, the worst case that’s sold to management is nothing like the actual
worst case. So I start off by questioning if our initial assumptions are even in the ballpark, before we get into the messy reality of the future. In IT the future is not at all like
the past, unless you’re looking at fairly narrow aspects of it like hard drive capacity or
processor complexity. None of us thought the Internet would be a big deal back in the
1980s (because, if we did, we’d own our own private countries, by now) and none of us
could have predicted social networking in the 1990s. I’m still dumbfounded by the information about themselves that people rush to publish online—and even more dumb-
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founded when they complain that marketers trade that information. Something like auto
insurance can be tied to long-term observation that young males are worse drivers than
females, but there’s no long-term anything about the Internet, yet.
Bob: We could have a long discussion about whether security professionals or social changes
will solve the information sharing problem. But your point is right on; the Internet is not
just a new thing—it’s a new kind of thing. It’s hugely nonlinear; our brains were evolved
to deal with linear phenomena. Not only do we not have long-term information about
the Internet, we probably wouldn’t even have the right tools to make sense of long-term
information about the Internet if we had it.
Marcus: I’m also deeply concerned that the people who are advocating a potentially risky
thing are often the people who are performing the cost/benefit projections for it. Whatever you think of cloud computing, it seems a meta-risky behavior to have the business
units that are pushing for it also be the ones who are predicting how much it’ll save and
negotiating the service level agreements. That seems suspiciously like having the oil
companies performing their own studies that determine deep-water drilling is peachy
keen. It makes me wonder what “determine” means in a given context.

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CHAT WITH RANUM

MOBILE SECURITY

SIMs

FISMA

SPONSOR RESOURCES

19

Bob: Externalities are a huge problem, as are
Externalities are a huge
conflicts of interest and plain technical ignorance on the part of management, the politiproblem, as are conflicts of
cal class, and the general population. These
interest and plain technical
are hard problems to fix. Externalities can
ignorance on the part of
only be eliminated by good public policy.
management, the political
Hammurabi understood this better than the
U.S. government. Hammurabi regulated his
class, and the population
engineers thus: “If a builder builds a house
generally.
for a man and does not make its construc—BOB BLAKLEY
tion firm and the house collapses and causes
the death of the owner of the house, that builder shall be put to death. If it destroys
property, he shall restore whatever it destroyed, and because he did not make the house
firm he shall rebuild the house that collapsed at his own expense. If a builder builds
a house for a man and does not make its construction meet the requirement and a wall
falls, that builder shall strengthen the wall at his own expense.”
Alan Greenspan let them regulate themselves, and was surprised when that failed.
After the 2008 crash, he said: “Those of us who have looked to the self-interest of lending
institutions to protect shareholders’ equity, myself included, are in a state of shocked
disbelief.” That’s how far backward we’ve moved in 4,000 years. Greenspan was explicit
about where the problem lay—it was a risk management failure. Here’s what he said:
“This modern risk-management paradigm held sway for decades. The whole intellectual
edifice, however, collapsed in the summer of last year.” It was the only important thing
he was right about.
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Marcus: I’m surprised that nobody in IT has hit on the too-big-to-fail strategy, yet. Or
have they…?
Bob: You weren’t supposed to bring that up. We don’t want anyone to know that our
continued failure to solve the security problem guarantees us lifetime security. Could
we edit this part out?
Marcus: Bob, as always, it’s fascinating to get your take on this stuff. I really appreciate your
taking the time to school me; as usual when I think about risk management, I feel more
uncertain leaving than I did going in.w
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HOW FAST
CAN YOU
DETECT A
SECURITY
BREACH?
When your network is compromised, seconds count.
Waiting hours or even days to discover a breach is not
an option. You need to know now. Or better yet, detect
the threat and block it. That’s exactly what TriGeo SIM –
Security Information Manager lets you do.

Catch them in the act, not after the fact.
Forget forensics. Only TriGeo SIM combines real-time
log analysis with proactive network defense. TriGeo
identifies a threat, notifies you immediately and
responds automatically – leaving your network
unharmed and sensitive data untouched.
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Where compliance and security meet.
From HIPAA to SOX and GLBA to PCI, TriGeo SIM can
keep you compliant with your industry’s regulations right
out of the box. It comes complete with over 300 built-in
compliance and network management reports. And because
security goes hand in hand with compliance you’ll also get
more than 700 network and security rules from day one.

Log files never looked so good.
Keeping up with the daily data deluge of log files
used to be a daunting task. Not anymore. TriGeo SIM’s
interface is powerful, intuitive and revealing – over 80%
of TriGeo customers spot activity they had no idea was
happening on their network.

See for yourself, risk free.
Attend a free, one-hour webinar and discover why TriGeo SIM is
so right for your organization. Learn how powerful, affordable
and easy-to-use it is and how it protects like no other network
security and regulatory compliance solution.

Visit www.trigeo.com/secondscount or call
866-664-9292 for more information.
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The influx of personal
smartphones and
other computing
devices into the
enterprise is forcing
a shift in security
thinking. BY MARCIA SAVAGE
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ABOUT TWO YEARS AGO, Thomson Reuters began tackling a problematic phenomenon
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that was emerging for enterprises worldwide: Employees bringing their smartphones
and other computing gadgets into the workplace. While companies can lock down
corporate-owned mobile devices with policies and established technologies such as
BlackBerry Enterprise Server, these personally owned systems require a whole new
way of thinking.
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“We knew data would be on devices that we didn’t control and wanted something that
was Blackberry-like to manage those devices,” says Tim Mathias, senior director of IT security at Thomson Reuters. “The problem was we didn’t own the device, so we started looking at the technology, policies and standards within the company and challenged ourselves
to come up with some policies that would protect the company but allow individuals to
use a device of their choice.”
The New York-based information giant—which has 55,000 employees in more than 100
countries worldwide—is taking a multi-level approach to deal with the growing issue. In
addition to developing policies, it’s looking into mobile device management technologies,
and working with a technology partner to understand mobile application security risks.
The deluge of iPhones, iPads and Android devices into the enterprise is forcing a major
shift away from the standard model of corporate-owned, corporate-controlled computer
systems. The powerful and portable computing systems give employees anytime anywhere
access to corporate email for increased productivity. At the same time, this consumerization
of IT has security managers on edge. These personal mobile devices are easy to lose—and
for thieves to steal—along with all the sensitive enterprise data on them. The threats of
mobile malware and malicious mobile applications also loom.
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Forrester says organizations need to include these
rules in their policy for personally owned mobile devices.

SNAPSHOT

Enterprises that want to allow employees to use their personal smartphones and other devices in the workplace need to include some baseline items in their mobile policy, according to Chenxi Wang, a vice president and
principal researcher at Forrester Research. They include:
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• IT reserves the right to manage any mobile device with access to corporate data, including those that
are personally owned.
MOBILE SECURITY

• The organization reserves the right to monitor the activity of personal mobile devices when they are in
the company network.

SIMs

• Employees should follow Internet acceptable use policies while in the corporate environment.

FISMA

• The company isn’t responsible for damage to personal content due to corporate management functions
imposed on the device.

policies

• The organization can disable any mobile device access to corporate resources at any time deemed necessary.
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• Users must inform IT if the device is lost or stolen.

More specific policies a company might want to consider include enabling password-based entry and remote
locking features, and reserving the right to remotely wipe the content on the device in the event of theft or
loss, according to Forrester’s Wang.w
—MARCIA SAVAGE
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Experts say the new post-PC era requires companies to shift their security thinking,
develop new policies and implement technologies that maintain enterprise security without
degrading the experience that users value in these
devices. Without a doubt, IT consumerization is a
“You’re sticking your
trend organizations can’t afford to ignore.
head in the sand if you
“You’re sticking your head in the sand if you
think you’re not going
think you’re not going to allow these things,” says
Philip Cox, director of security and compliance for
to allow these things.
consulting firm SystemExperts. “Either you take
Either you take control
control of this or it’s going to control you.”

A GROWING TIDE
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–PHILIP COX, director of security

It’s a scenario many IT managers are probably
and compliance, SystemExperts
familiar with: A C-level executive enamored with
his or her iPhone or iPad wants enterprise support for the device. The trend really took
hold last year, says Ojas Rege, vice president of products and marketing at mobile device
management company MobileIron. “That opened the door to this notion of devices coming into the enterprise outside of IT and IT needing to support them,” he says.
Kurt Roemer, chief security strategist at Citrix Systems, says he was flooded with calls from
worried enterprise security managers after the iPad and other tablets came out. They wanted
to know how to tell their executives the company couldn’t use the device, but “executives were
saying, ‘If you don’t put this on the network, I’ll find someone who will,’” he recalls.
“More and more employees want to bring their personal devices into the enterprise and
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NAC helps high school ensure mobile security.
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of this or it’s going to
control you.”

Essex Agricultural and Technical High School—“Essex Aggie”—wanted to be able to allow students and faculty to
bring their own personal computing device to campus, whether a laptop, iPhone or iPad. The question was how
to do it securely.
The public vocational high school in Danvers, Mass., which counts about 485 students and 55 faculty
members, decided to deploy network access control technology (NAC) from Bradford Networks. Campus
Manager automates registration of users, scans for operating system and antivirus updates, and monitors
access and network usage.
“It’s nice to know that security holes in the operating system are plugged,” says Kyle Jones, technology
manager at Essex Aggie. “Bradford is checking to make sure the latest versions of the Windows service packs
and Apple updates have been applied.”w
—MARCIA SAVAGE

case study
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A DV ER TO R I A L

Best Practices in Security Information by Joe Gottlieb

How to move from a reactive to a proactive state
of security information management
As recent threat research from Verizon1 and Sensage2 indicates,
many organizations take a siloed approach to five critical security
processes: log management, compliance reporting, real-time
monitoring, forensic investigation and incident response. Below are
ten useful points to help make the move from reactive to proactive:
LOG EVERYTHING

KEEP RAW DATA

CONSISTENCY IS KEY

NO WEAK LINKS

START WEEKLY

LET DATA TALK

NO EXCUSES

FLEXIBILITY IS A MUST

AVOID AUDIT HELL

1

Log everything. This is especially important since
you don’t always know what you have—or what
you will need—in the way of forensic data analysis.
Your log management solution should allow you
to maintain at least five years worth of event data.
This allows you to analyze data over time, for
example, identifying a vulnerability that may look
new every 90 days but is actually a recurring risk.

2

Maintain fidelity. If the event data you store is
not exactly as it was generated, you run the risk
of stripping the data down to an unusable form.
Ensure that you maintain data in its original form
so that you can go back and analyze events as they
really happened.

3

Get going. While SIEM technologies seem complex,
don’t let the technology drive your agenda. It’s
pretty simple to establish consistent processes for
log review and engage in practicing those. Just as
we’ve seen in quality initiatives and business data
analysis practices, you can’t improve what you
don’t measure.

4
5

Avoid weak links. Don’t get too fancy in any single
area without maintaining consistent vigilance
across all areas… just as security defenses are only
as strong as their weakest link, security monitoring
is only as perceptive as its shortest sight.
Don’t belittle weekly reviews. While there is much
talk about why weekly reviews are not useful, data
shows that often threats that evolve over time are
not so obvious in the day-to-day analysis. It’s in
deeper reviews each week or month that you can
spot attacks forming over time. Besides, it’s a good
place to start: if you don’t have time for daily analysis,
weekly reviews will yield positive results and get
you into the rhythm for more frequent reviews.

6

help answer questions like “how did this policy
change affect our security?”

7

Make no excuses. Just because the events or data
is sensitive does not mean you should stick your
head in the sand and avoid sharing it with key
stakeholders. Access controls exist for a reason—
so apply the same model to event data.

8

It’s not a “one-size-fits-all” approach. Each
team in your organization—from the incident
response unit, to the compliance guys, to the
domain leads—need to access and analyze data
differently. Don’t drive the lowest common
denominator rule when you don’t have to—and
certainly, don’t make the access or analysis process
so complex that only a few experts can get to it.
Your security information solution should allow
data to be queried and visualized in the context and
environment most familiar to your stakeholders.

9

The rearview mirror exists for a reason. If you
are only focused on the road ahead, you are
missing half the journey. Having a historical
reference of your security posture helps you set
baselines. Baselines help you highlight variances.
Analyzing trends within those variances helps you
with predictive modeling, answering questions
like “what impact would this security policy
have had?”

10

Use data as a weapon. Break down organizational
or process silos by using forensic analysis to show
where teams can better link together to shore up
security practices. Since data can be correlated and
analyzed regardless of where it is generated, let it
do the talking. It can also be used to show changes
to your security posture over time and

Don’t be audit-driven. Why wait to be penalized
for not responding to requests about what really
occurred? If you can confidently maintain a
clear record of your events, suddenly the audit
is not so bad.
Sensage Security Intelligence Solutions enable
large enterprises and government agencies to
coordinate—and even converge—security processes
with a single data architecture that scales to
petabytes and beyond. If you would like to learn
how organizations leverage Sensage to enhance
their visibility into security and compliance
operations while reducing their costs, please
contact us for a demo.

Verizon 2011 Data Breach Investigations Report 2Sensage 2011 The State of Security Information and Event Management Processes

1

many organizations aren’t ready, but they’re being forced to consider it,” says Nicholas
Arvanitis, a principal security consultant at Dimension Data Americas, an IT services and
solutions provider.
Companies are caving into the demand, it appears. According to a Forrester Research
survey of about 1,000 North American and European enterprises and SMBs from the first
quarter of this year, about half of the firms surveyed support employee-owned mobile
phones and smartphones.
In describing how companies are dealing with the influx of personal phones and tablets,
Andrew Jaquith, chief technology officer at Perimeter E-Security, compared what he saw
six months ago when he was an analyst at Forrester to the famous five stages of grief:
denial, anger, bargaining, depression and acceptance.
“I would say about half of companies are in the bargaining phase. They haven’t fully
accepted it, but they know they need to do something and they’re starting to figure out
what their policies need to look like and what their approach will be,” he says.
Consumer mobile devices represent both a curse and an opportunity, Jaquith says.
“They’re a curse in the sense that you’re making IT security rethink its entire approach to
mobile devices,” he says. “The opportunity is very clear: These are devices that give employees
more satisfaction and high productivity at their jobs. As we move into this post-PC era,
enterprises are going to be forced to accommodate these devices one way or another.”
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“Simply being able to
plug an Android phone
into any workstation of
my choosing and use
the storage on that
phone as a way to take
files out of the office—
now it’s a gigantic
USB fob.”

Supporting employee-owned devices is important
to Thomson Reuters for recruiting new employees,
Mathias says. In the two years that the company
has been working on its strategy for personal
mobile devices in the enterprise, the technology
options have improved and the company’s understanding of the risks posed by the devices has
grown, he says.
“Simply being able to plug an Android phone
into any workstation of my choosing and use the
storage on that phone as a way to take files out of
–TIM MATHIAS, senior director of
the office—now it’s a gigantic USB fob,” he says.
IT security, Thomson Reuters
Data loss and unauthorized access are the top
enterprise security risks posed by personal mobile
devices, says Matthew Todd, CSO and vice president of risk and technical operations at
Financial Engines, a Palo Alto, Calif.-based independent investment advisor.
“Portable devices like smartphones and iPads are really just modern takes on the laptop—
smaller, more fun, but just as filled with information as that old ThinkPad,” he says. “Portable
devices can have contact lists, emails, confidential attachments, or even confidential images,
audio or video. The threat takes on a whole new angle when smart devices are integrated with
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the corporate environment and your smartpad or smartphone can access internal systems or
websites.”
Compounding the risk is the fact that these small portable devices are easy to leave behind
in cabs and restaurants and for thieves to snatch.
Mobile malware is another risk, but one that’s just emerging. In March, Google pulled
nearly two dozen free applications from its Android Market after they were discovered to
contain hidden malware. Called DroidDream, the malware tried to gain root access to the
smartphone to view sensitive data and download more malware.
DroidDream “illustrated how real the malware threat is for Android,” Chenxi Wang, a vice
president and principal researcher at Forrester Research, wrote in a recent report. “Personal
devices that have the freedom to download any apps are a ripe source for infection.
…Defending against mobile malware will be an increasingly important IT priority as
Android overtakes iOS as the top selling mobile platform.”
Chris Wysopal, co-founder and chief technology
officer at application security company Veracode,
“I believe mobile
says the iPhone has been fairly unscathed by maldevices will be the next
ware, “which goes to show that the walled garden,
or whitelisting, of only known apps on the device is
huge threat vector.
adding some security.” In comparison with the highWe’re still in a learning
er scrutiny in Apple’s App Store, applications in the
phase, but I think they
Android Market lack security vetting, he says. Veracode earlier this year launched a mobile application
really will be a huge
verification service.
target for attacks down
“One of the biggest risks is applications
installed by users without being vetted,” says
the road.”
Dimension Data’s Arvanitis.
—RYAN LAUS, network manager,
Central Michigan University
“I believe mobile devices will be the next huge
threat vector,” says Ryan Laus, network manager at
Central Michigan University. “We’re still in a learning phase, but I think they really will be a
huge target for attacks down the road.”
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While Thomson Reuters wants to implement strong security on employee-owned devices,
the company knows it needs policies in order to do that.
“We want to be able to reach out and kill a phone that’s been stolen or lost, much like
we can with the BlackBerry today, but we as a company want to have the right to do that
and the technology to be able to do that for a device we don’t own. That’s where the policies
come in. We need an agreement with individuals before we can start managing a device like
that,” Mathias says.
Jaquith says companies need to create what he calls a “mobile access and security covenant”
with their employees. “You have an agreement between employees and the employer, and
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that’s, ‘You can bring your gear to work and use it to get email but in exchange, I’m going to
ask you to do some things.’” That includes allowing security policies to be implemented on the
device that enforces corporate passcode settings, and agreeing to give the device to corporate
managers in the event of an investigation where they need to perform forensics on the device
or comply with a subpoena.
Arvanitis says corporate policies can list what mobile platforms will be supported and
include different rules depending on an employee’s role. “Those use cases need to be
understood, along with the flows of data and security of that data,” he says. “Only once
you’ve got that security architecture in place at the business level can you put in technical
controls.”
In her report, “Managing the Security and Risk Challenges of Personal Devices in the
Workplace,” Forrester’s Wang outlines baseline items organizations should include in their
mobile policy (see “Rules of the Road”). Security teams need to work with legal and privacy
departments on the rules, and also need to consider some unique legal and privacy challenges
posed by personally owned devices in the office, she advises.
For example, she notes, an organization could be liable if an employee misuses copyrighted
material on their personal device. Also, imposing corporate controls on personal smartphones and other devices could conflict with privacy laws; some countries don’t permit a
company to audit the network security of personal devices, enforce acceptable usage policies
or impose an endpoint agent, Wang says in her report.
“For a global organization, where your operations must comply with multiple, different
privacy regulations, knowing how to monitor and control personal devices on your network
can indeed be a challenge,” she says. “It may also mean you must develop different policies
for different regions.”
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When it comes to enforcing enterprise security like passwords and lockout on a mobile
device, the BlackBerry platform is the run-away favorite, experts say. Mathias calls the
BlackBerry Enterprise Server the “gold standard.”
“The BlackBerry was built from the ground up to meet those requirements. It’s an enterprise device that found its way into the consumer world,” Veracode’s Wysopal says. “Other
devices are coming from the consumer world into the enterprise and lack these features.”
One way organizations can gain a basic level of control over all the iPhones, Androids
and other devices employees are using at work is through Exchange ActiveSync, experts
say. “That’s going to be your choke point,” says Jaquith. Companies can use it to enforce
password policies and device lock if the wrong passcode is entered too many times, he says.
However, companies can run into scalability problems with Exchange ActiveSync when
trying to manage personal devices, Wang notes. A mobile device management system “can
impose whatever policies you’ve established for these devices, monitor their operations,
and give you a platform to impose controls to the extent it’s appropriate,” she says.
Mobile device management systems will become even more important as “mobile com-
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puting starts moving beyond just email to mobile applications,” Jaquith says.
According to Gartner, the mobile device management software market is quickly evolving
with more than 60 vendors and little consistency. Most vendors offer on-premise or Software
as a Service based tools and offer a range of capabilities, including inventory management,
software distribution and security, such as enforced password, device wipe and remote lock,
Gartner analysts wrote in a recent report.
They also advised enterprises that some device platforms will limit manageability due
to their design; companies should not expect mobile device management systems to support
each platform the same way. Also, Android support is still immature, according to Gartner,
which predicts it will be at least another year before Android is well supported by mobile
device management vendors.
Thomson Reuters is taking another look at mobile device management vendors now
that mobile device operating systems are more mature and have better support capabilities,
Mathias says. The company is also looking at ways to improve its ability to link devices to
its Exchange environment, and protecting its internal environment by working to deploy
a mobile VPN capability that will integrate with the firm’s digital certificate deployment
so digital certificates can be deployed to mobile devices for secure VPN access.
Research in Motion (RIM) recently announced plans to release a multi-platform version
of its BlackBerry Enterprise Server later this year, promising enterprises another way to
manage the consumerization of IT trend. RIM is acquiring Ubitexx to develop the product,
which it says will incorporate secure device management for Android and iOS devices.
RIM notes that companies can “expect a range of security, manageability and controls
depending on different device platform capabilities.”
A technique that some companies are using to balance mobility and security is to leverage Citrix desktop virtualization technology, experts say. That way, no corporate data is
stored on the device. The Citrix Receiver, offered for a variety of mobile devices including
iPhone and iPad, works as a “window to application and desktop virtualization,” Citrix’s
Roemer says.
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Understanding the risks in mobile applications, specifically those for Android and iOS
phones, is another area that Thomson Reuters is tackling by working with a company that
scans the applications to spot problems.
It’s beginning to discuss whether it wants to have a whitelist of applications for mobile
phones, but whitelisting could be problematic because it makes the devices less personal,
Mathias says. Understanding what applications are out there, how mobile employees are
using them, and how the applications can be misused is new territory. “We’re just beginning
to talk about how we keep up with this,” he says.w
Marcia Savage is editor of Information Security. Send comments on this article to feedback@infosecuritymag.com.
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Your network
has a hole in it.
Are you protected from
advanced malware, zero-day
and targeted APT attacks?

Advanced attacks get through the majority of
networks today. Don’t get caught with a hole
in your defenses left open by traditional
security technologies.

Contact us to see if you are protected!
www.fireeye.com | info@fireeye.com | 877.FIREEYE (347.3393)
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pline and technology used to collect security information
from log files and other sources in order to detect and react to
security events. SIM is a lot broader still. Today’s servers, network devices and applications generate enormous amounts of
logs and an infinite variety of information. That mountain of
data can be analyzed, correlated and filtered to arrive at a myriad
of conclusions related to security, compliance and application performance to name just a few. With so many possible uses, a SIM
solution must be focused or it will succumb to information
overload, performance problems and become unusable.
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The function of SIM is to find indications of specific security events in a large set of security
events. In plain terms, SIM is about finding a needle in a…needle stack. It is a difficult task
to begin with, yet many companies make it even more difficult by trying to do too much
with SIM, effectively making the “needle stack” bigger and bigger.
The first and most important part of deploying a SIM is to focus on a single goal or a
limited set of goals. Is the SIM intended to detect intrusions? Is it intended to find compliance exceptions? Is it focused on internal or external attacks? With so many possible uses
for the technology, it is easy to lose focus and answer “all of the above.” The more business
problems you try to solve with SIM, the less effective it is at solving any one of them.
What logs should you collect? If you set a specific goal for SIM, then it is easier to decide
what to collect. For example, if you have decided to focus on Payment Card Industry Data
Security Standard (PCI-DSS) compliance, then firewall logs would be among the first you
must collect and analyze. PCI is one of the few prescriptive regulations, so there is plenty
of PCI specific guidance on log collection. Other regulations are not so easy: HIPAA for
example will require that you protect personal health information (PHI), but what logs
do you collect to do that?
A common mistake in log collection occurs
when security professionals apply filtering too
early in the process. In a health care organization, for example, the SIM was configured to
only collect log entries for failed login
attempts. The reasoning was that such log
entries would point to any attempts to break
in to the system. Unfortunately, when a breach
did occur, the company in question discovered
that the attackers had already compromised a user password. So the attackers were not
generating failed login entries, they were generating successful logins with a legitimate
user account. Because those were not collected, the security experts brought in to analyze
the breach were unable to see what the attackers had done.
This is a difficult balance to strike: If you don’t collect some specific detail it will not be
there when you need to review historical data after a breach. But if you collect everything, you
will have performance and storage growth problems. Little details that seem unimportant in
advance may be the crucial piece of data you needed in retrospect.
SIMs can be used for more than forensic analysis of historical data after a breach. Many
companies try to make SIM solutions the basis of real-time incident response in a security
operations center (SOC). The distinction between real-time incident response and postincident historical analysis is critical because those two goals are often at odds, if not
directly conflicting. SIM solutions optimized for real-time analysis are tuned for high-performance correlation and filtering, minimizing the collected information as much as possible.
To make a SIM actionable for historical analysis post-breach you must tune it in almost
the exact opposite way to maximize the information collected and stored.
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Actionable results are results that can be used in the context of an operational workflow.
If your goal is compliance, then the workflow should produce an annual audit report. If
your goal is breach detection then the results should enable investigation of security alerts
by an analyst with an incident response workflow. If you’re trying to improve security
operations, then the SIM results should support a change and configuration management
workflow. You can’t make a SIM produce actionable results without the context of a specific
goal and workflow you’re trying to achieve.

MAKING SIM PART OF A SECURITY GOVERNANCE PROGRAM
Once you’ve focused your SIM solution on a single goal and successfully integrated it into
your standard security operations, then you can start gradually expanding your focus to
address other business challenges. This doesn’t mean collecting more data, because that
will only make the SIM slower and less focused. Rather, it means finding new ways to reuse
the SIM results as part of your overall security governance program.
Many companies are gradually shifting their attention from compliance to risk management. Risk management means looking at the risks to the organization and managing that
risk by prioritizing security controls and
incident response according to the risk to
the business. For SIM solutions, that means
correlating security event information with
risk information such as:
• User identity/role: Which users/roles
were involved or affected
• System risk: Whether the system affected
is a business critical system
• Application risk: Whether the application
affected is business critical
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To add a risk management perspective to
a SIM product, you don’t necessarily have to
collect any more logs. In most cases you can
supplement your existing log data with information about the risk/criticality of the
applications, systems, users and roles. For example, many SIM products give security
analysts the ability to classify servers into multiple tiers of criticality with a numeric score
(such as 1 through 5 where 1 is most critical and 5 is least) or labels such as high, medium
or low. These additional attributes add another perspective to your results, allowing security
professionals to prioritize business critical security events over non-critical events. The key
distinction is that criticality is an attribute of the business, not a security attribute.
Similarly, to adapt a SIM for regulatory compliance, you don’t necessarily need more
logs. In many cases you must relate your existing SIM results to specific audit report
requirements or rules. Most compliance regulations represent the minimum security
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controls that are appropriate in any industry. If you designed your SIM to support a robust
security program, you probably already collect all the logs needed for compliance.
Some companies may want to implement real-time response to security events. Without
a doubt, this is an ambitious goal for any company. Real-time response requires almost perfect
execution on technology, process and people—and few companies are successful. If you embark
on this ambitious goal, make sure it is the final goal of a well established and successful SIM
implementation, not the first goal.
To make a SIM suitable for real-time correlation and analysis you must pick out a subset of
your log data to correlate. Real-time analysis of too much log data will result in poor performance, but collection of too few logs will make post-incident analysis impossible because there will
be gaps in the record. A successful implementation splits the log data into a long-term archive,
which is as comprehensive as possible and smaller log data feed for correlation and alerting.
The key to success is incrementalism: Start with a limited and focused goal, then gradually
add capabilities while making sure the SIM system is not overwhelmed with data. If you look
at a SIM solution as a tool that is part of a broader operational process, you will realize that
the weakest link is not the technology, it’s the operators. If you set an overly ambitious goal
for SIM, you will not only overwhelm the system with logs, you will overload the people with
log results too. The operators of a SIM that is producing too many results and alerts have two
options: throttle the results, thus risking a missed security event, or ignore the alerts. Many
SIM deployment projects have succumbed to one or both of those reactions and have ended
up discussed or cancelled after a while.
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An interesting way to look at SIM is to consider it
as the feedback loop of a security program. All
the policies, configurations and security devices
ultimately express themselves in the form of
security events. A SIM is a great way to close the
loop on your risk management program and use
it to find out if the policies are working as they
are supposed to.
To turn the SIM into a powerful feedback
mechanism, security operations managers have to
make it part of a continuous improvement program. Every event produced by the SIM hints at
the success or failure of security in an organization. When a security professional reviews a security event, they have an opportunity to go
beyond the event and examine the root causes in policy, process or controls. In Japanese
manufacturing, the process of continuous quality improvement is called “kaizen,” a concept
that can have tremendous implications for improving a security program.
At the first level of inspection, a security event can highlight omissions or errors in the log
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collection process. While reviewing an event, a security analyst can find that they are missing
a crucial piece of information from a log that was not collected. In many cases, that insight is
not acted upon and nothing changes. In a continuous improvement process, a security analyst
will be able to submit a change request form to add a log to the collection set.
In the process of reviewing a security event, a security analyst may discover an earlier
event that was critical but did not generate an alert. Again, there is an opportunity to
improve the process by adding an alert pattern to the SIM. For example, an analyst may
receive an alert about an inappropriate database access pattern, such as a SQL query that
is unusual. While investigating the event, the analyst notices that not only is the specific
query unusual but that it was initiated from a different IP address and database user than
the one expected by the application. While the SIM generated an alert only for the strange
query, it could have alerted on the strange connection origin and credentials that preceded
it. By adding this pattern, the analyst ensures that in future there will be an alert on the
earlier event, allowing a security team to respond faster.
Most businesses sustain a frenetic pace of change, both in their business process and
in the supporting infrastructure. Of course, change is the archenemy of security, because
change introduces errors and errors introduce security risk. A SIM is often the first place
that configuration errors show up, whether they trigger security alerts or just uncorrelated
and seemingly spurious log entries. It is
crucially important to follow up on changerelated events in a SIM, not just because of
possible security exposure created by the
change but also because the change may have
broken the SIM’s correlation and filtering
patterns. For example, a routine upgrade
in an application can change a log message
from “Login failed: unknown user” to “Failed
login: no such user.” To a human, both messages are equivalent but to a string pattern
matching engine of a SIM, they are completely different. If you were getting alerts
before the upgrade, you will no longer get alerts.
At the most fundamental level, however, a SIM gives you an opportunity to improve the
policies and processes, not just the technology. If you collect different logs, change the patterns
or introduce a new pattern, you will improve the SIM. But if you use the SIM to identify
broken or inefficient processes or misapplied security policies, you will improve the company’s overall security, not just the SIM.
Security analysts need more than a change request form to fix policies and processes in
a security organization. To get that extra layer of kaizen you must conduct a post-incident
review with the explicit goal of process improvement. You need to look at a security incident,
from a simple policy violation by a well-meaning employee to a catastrophic breach as an
opportunity to review your existing policies and procedures with an eye for improvement.
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Security information management tools are an important part of a security organization’s
arsenal. They are so versatile that many companies are led to overreach, trying to do far too
much far too quickly. As a result, many SIM deployments fail because of performance problems, human operator overloading or ballooning costs without significant results. To avoid
this outcome, start small, focus on a single goal and gradually expand the scope as you build
on success.w
Andreas M. Antonopoulos is a senior vice president and founding partner with Nemertes Research, where he
develops and manages research projects, conducts strategic seminars and advises key clients. He is a computer
scientist, a master of data communications and distributed systems, a Certified Information Systems Security
Professional (CISSP), with an engineering, programming and consulting background. Send comments on this
article to feedback@infosecuritymag.com.
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COMPLIANCE WITH THE Federal Information Security Management Act of 2002
(FISMA) has long been a thorn in the side of government agencies. Failing grades
from the Government Accountability Office have been commonplace, leading to
increased scrutiny of government security within respective agencies.
“FISMA was never implemented by measuring security effectiveness, it was only
used to justify wasteful exercises in compliance,” says Alan Paller, director of research
at the SANS Institute.
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FISMA, often considered an ineffective paper exercise, has since undergone something
of an overhaul. The introduction of an automated reporting tool and mandates for continuous monitoring are aimed at moving agencies beyond data collection to risk management
and ultimately, better information security. The road to streamlined FISMA requirements
has its challenges, though.

CYBERSCOPE
In October 2009, seven years after FISMA was enacted and racked up some $40 billion in
costs, Federal CIO Vivek Kundra unveiled CyberScope. The automated FISMA reporting
tool replaces the costly annual paper reports, which were manually compiled. Aside from
saving the government time and money, the Webbased reporting process aims to enable continuous
“We define what gets
monitoring and a deeper understanding of federal
reported into CyberScope
cybersecurity.
and what CyberScope
Developed by the Justice Department, CyberScope is overseen by the Department of Homeland
actually collects.”
Security (DHS). “We define what gets reported
—MATTHEW COOSE, director of federal network
into CyberScope and what CyberScope actually
security, DHS’s National Cyber Security Division
collects,” says Matthew Coose, director of federal
network security for DHS’s National Cyber Security Division. The data collected by CyberScope differs from what has been collected in the past for annual FISMA reports, the focus
now being on continuous monitoring in response to new guidelines published by the
Office of Management and Budget that emphasize continuous monitoring.
These efforts are also supported by legislation proposed this spring by U.S. Representative James Langevin (D-Rhode Island). The Executive Cyberspace Coordination Act
would, among other things, create the National Office of Cyberspace and require agencies
to obtain third-party audits of their information systems to confirm their compliance with
FISMA. Perhaps most importantly, the bill would make continuous monitoring a requirement for FISMA compliance.
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The call for continuous monitoring and deeper insight into the state of information systems
all boils down to shifting operational efforts away from reporting for compliance’s sake to
reporting for risk management. The State Department was a trailblazer for the government
in its attempt to adopt this “new” approach to cybersecurity.
“We began doing continuous monitoring even while the FISMA of 2002 reporting
requirements were still happening. No one asked us to, but we thought it would help us
at the State Department be better prepared for attacks. We were not sure the information
we were collecting under FISMA was helping. In fact, we were pretty sure it wasn’t, so we
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began looking for something better,” says John Streufert, deputy CIO for information
assurance and CISO at the State Department.
“The State Department did something with [FISMA] data that no one else did,” says
Paller. “They used it to calculate a composite risk score and grade every element of the State
Department and managed that at a higher level. The result was a more than 90 percent
reduction in risk in less than 12 months. They have hard measurements that show they were
able to respond to the Aurora threat at 85 percent in under 10 days, where other agencies
were at 65 percent after one month. That’s what led people to say ‘we want continuous monitoring,’” Paller says.
The State Department is accompanied by
“They have
a handful of agencies that have implemented
hard measurecontinuous monitoring and a risk-based
approach to improving security, but many
ments that
other agencies are just beginning their move
show they
to continuous monitoring with the mandate
were able to
to file FISMA reports via CyberScope. And for
them, this is a drastic change.
respond to the Aurora
Prescott Winter, chief technology officer for
threat at 85 percent in
the public sector at ArcSight, an HP company,
and former CIO and CTO of the National
under 10 days, where
Security Agency, describes the situation:
other agencies were at 65
“Many agencies are still relying on what I conpercent after one month.”
sider old-fashioned perimeter-oriented security
monitoring and managing processes. Increas—ALAN PALLER, director of research at the SANS Institute
ingly, you have to move to a risk management
framework that allows you to see where your risks are. Putting that in place in most of the
agencies is in its early phases. Many are not as far along as they should be in the previous
generation of security and now we’re asking them to move to the threat management model
with logs, better command of the correlation process, and on top of that they have to figure
out how to bundle it all up and send it to the OMB.”

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CHAT WITH RANUM

MOBILE SECURITY

CHANGE BRINGS NEW CHALLENGES

SIMs

FISMA

SPONSOR RESOURCES

41

Paller describes four stages, or levels, of FISMA compliance maturity: having access to data
about information systems, having the tools to collect that data, using those tools to feed
data into CyberScope and, finally, using that data to minimize threats and manage risk.
Potential challenges lie at each of these stages, beginning with access to the data. FISMA
reports require two sets of information, explains Paller. One set can be automatically generated
by the information systems themselves and the other set is provided by humans. Some CIOs
don’t have the right to monitor their agencies’ systems for the status of patches, configurations,
antivirus updates, etc. “Often the agencies just won’t let the CIO look at everything unless the
CIO has a lot of power over them,” Paller says.
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These CIOs must rely on other people to provide data that could otherwise be automated,
in addition to the data that must be human-generated. If the CIO is given the data, there is
no guarantee that it is reliable. This was a problem with the former FISMA reporting
process, Paller says.
Of the CIOs who have the right to access the data on their systems, the issue becomes a
matter of having software installed on the systems to collect the information. “The right to
the systems doesn’t give you the data. The right to the systems only gives you the ability to
collect the data,” Paller says.
Agencies have myriad security tools such as antivirus, configuration management and
remote vulnerability testers, Paller says. “But they don’t have an agent on each of the machines
that feeds the actual configuration,” he said. They could use a vulnerability scanner to identify
weaknesses, and “they all have one. But it takes a long time to run across a big agency and
uses a lot of resources,” he says.
Agencies that are successful at risk management use agent-based endpoint management
tools, such as the IBM Tivoli Endpoint Manager (formerly BigFix). While these tools are in
a lot of agencies, many don’t have the tools deployed agency-wide. “Some are saying, ‘that’s
a showstopper for me,’” Paller says. As a result, these agencies are stuck at level two of his
maturity model.
The Department of Housing and Urban Development is one such agency. “A few agencies
are providing automated data feeds, but HUD is not part of that elite community,” says Marian
Cody, CISO at HUD.
Two challenges are preventing HUD from submitting automated feeds, according to
Cody: the lack of clarity around reporting requirements and a lack of automated tools. “We
don’t know the full requirements yet. The DHS specs are not stable. Number two, you’ve
got to have automated tools in place in order to put the automated feeds in place. We have
a few of the automated tools, but we haven’t worked through all the processes needed to
understand exactly what has to be sent,” Cody says.
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“Vendors are important
because we’re looking
to them to solve the
technical problems.”

Understanding the reporting requirements
has proven to be a hang-up for agencies and
vendors alike. Some agencies are waiting for
vendors to make their products integrate with
—MARIAN CODY, CISO for HUD
CyberScope, and the vendors are waiting for
the National Institute of Standards and Technology (NIST) and DHS to finalize the guidelines for continuous monitoring.
“Vendors are important because we’re looking to them to solve the technical problems,”
Cody says.
“We’re waiting to get enough detail on what the reporting process is like and final
details on what goes into it,” HP’s Winter says. “In many cases, it would be easy to add a
reporting module to baselines and operational processes. The question is making sure we
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get a well-defined technical specification for how it’s supposed to be formatted and flow
control—where it goes and what happens once it gets there.”
But, according to Paller, feeding the data into CyberScope is a non-issue. “It takes a couple
days to write the feed to integrate with CyberScope. All vendors supply data in readable
formats. It’s not a showstopper…anyone who has been in the software business for a couple
years knows that generally someone has to write a translator so the two software items can
work together,” Paller says.
Coose at the DHS agrees: “If you’re making
“DHS is working with
product development decisions, you don’t
NIST on the standards
want to change the product to accommodate
a moving target. But that’s not to say you can’t
piece. There’s a lot of
accommodate the schema with a much less
moving parts we’re trying
expensive means. A lot of vendors have developed external utilities…and when they know
to orchestrate.”
what the final requirements are, they can make
—MATTHEW COOSE, director of federal network
some bigger investments,” he says.
security, DHS’s National Cyber Security Division
Coose says fully defining the guidelines for
continuous monitoring is a complex process. “DHS is working with NIST on the standards
piece. There’s a lot of moving parts we’re trying to orchestrate. It’s going to have to happen
in waves, regardless of how we’d like it to happen,” he says.
However, Coose says the DHS is aware of the difficulty in meeting changing reporting
requirements. “On our monthly feeds, when we do turn those on, it will match exactly what
we asked for in 2010,” Coose said. “We’re trying to stay consistent. FISMA metrics were
changing too frequently in the past and agencies couldn’t establish themselves in one
direction before they were changed.”
The reporting requirements of 2010 are a testament to that, as some agencies are still
working through the process of obtaining new data sets. “Finding information has been a
challenge,” says HUD’s Cody. “If you don’t have business processes in place that have generated the level of detail that is now created in FISMA, it takes some time to get yourself
oriented. Under the old FISMA report, we knew how many systems we had. Now we have
different data points. It takes awhile to change and begin collecting new [information].”
Agencies are currently required to submit quarterly reports via CyberScope and, according to Coose, DHS has not required quarterly data that could be automated. Nor will the
DHS require manual data when monthly reporting begins. “It’s not worth people’s time
and money to collect data manually. We would rather have them spend their time improving
security,” Coose says. While CyberScope currently accepts both manual and automated feeds,
eventually agencies will be required to submit monthly automated feeds.
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reporting process more efficient. It is forcing agencies to put the tools in place that are
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required to fight today’s threats, Paller says.
“Security was done manually through the last 10 years because it was primarily a compliance function. The attacks have radically escalated in the past three years and manual
methods can’t keep up,” Paller says. “There is no substantive defense against most current
attacks if people don’t have these tools in place, so the need for the tools is completely independent of CyberScope. But they don’t think about it this way because only a few of them
think of themselves as security people where their job is to minimize vulnerabilities. Most
of them think of themselves as compliance people because their bosses tell them that they’ll
find someone new if they fail an audit. The big job is to minimize vulnerabilities, and the
only way to do that is with automated systems.”
“CyberScope is pushing the agencies to get the tools in place so they have a chance to
minimize vulnerability. And that’s good – great, actually. And, it’s having the desired effect.
DHS is having enormous success in moving people from [level] two to three, and you can’t
get to [level] four without [level] three. Is it successful in the agencies that have responded
to it? Yes,” Paller says.w
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• Implementing the 20 Critical Controls with Security Information and Event Management
(SIEM) Systems
• Continuous, Proactive FISMA Compliance
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• Network Vulnerability Management
• Security in Layers
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• Optimizing Vulnerability Management
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• Calculating Storage Requirements: Impact of Solid State Drives Virtualization, and Cloud
Computing
• Integrating Virtualized Servers with VMware vStorage-Enabled Dell EqualLogic iSCSI SANs
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• FireEye Security Assessment
• eBook: Modern Malware Exposed
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• Understanding and Selecting a File Activity Monitoring Solution
• Cutting IT Operations Costs for Unstructured Data
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• The Complete Guide to Log and Event Management
• Novell Sentinel: Active Event Monitoring for Improved Security and Compliance
Management
• Simplify Compliance and Security with Novell® SentinelT Log Manager

See ad page 25

• SenSage Security Intelligence White Paper
• The State of SIEM Processes 2011
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• Secure Your Networks in 30 Minutes with Sourcefire's IPSx
• Sourcefire Firepower Provides Unmatched Security Performance with Universal Security
Architecture
• Download a Free Copy of Sourcefire's eBook: Intrusion Prevention Systems for Dummies
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• Learn more about Tripwire’s products and solutions
• Tripwire Resources

• White Paper - Compliance and IT Security: Managing Information Risk in the Extended
Enterprise
• White Paper: After WikiLeaks, What’s Next for Document Protection?

