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g
Wake-up Call

Recent breaches highlight the need for 
better security awareness training.

BY MARCIA SAVAGE

GOOD GRIEF, we’re not even halfway through 2011 and there’s already been a string of eye-
popping breaches: Epsilon, EMC’s RSA security division, Comodo, and HBGary Federal.
With even security firms getting hit, one has to start wondering about the state of infor-
mation security. After all the sophisticated technology, all the audits, and all the hand-
wringing over risk management, our data and networks still seem awfully vulnerable.

Cat-and-mouse game. Arms race. Time
and again, we use these metaphors to
describe the battle against cybercriminals.
Of course, there’s no such thing as fail-safe
security, but the bad guys seem to be get-
ting the upper hand despite all our best
efforts. Despite all the firewalls, IDSes,
antivirus, SIMs, and authentication
requirements, breaches continue at a rapid
pace. Notification laws, of course, have brought many breaches to light that would have
otherwise gone unreported. Still, the list of compromised companies only seems to grow
unabated.

Now, maybe the breached companies had serious lapses in security. Certainly, there
were things they could have done better. But, while it might be easy to snicker at RSA 
getting hit, the truth is that attackers are hard to fend off when they’re going after users.
The attack on RSA started with a spear phishing email that targeted a small group of
employees (and one was clueless enough to pull it out of a junk folder and open it).
Anonymous reportedly broke into HBGary Federal with a social engineering scheme that
tricked a network admin into giving up access to a website. Publishing giant Conde Nast
was nearly defrauded $8 million by a targeted email, according to news accounts.

Last month, in the wake of the Epsilon breach, which some called one of the biggest
ever, we were left with the nerve-wracking specter of a wave of phishing attacks. Security
experts warned that criminals could use all the emails stolen from the email marketing
company to create targeted, legitimate-looking emails. There are even tools criminals can
use to match email addresses with information on social networking sites to create even
more convincing emails.

With users as the targets, and spear phishing seemingly becoming the weapon of choice

ED ITOR’S DESK

Despite all the firewalls,
IDSes, antivirus, SIMs,
and authentication
requirements, breaches
continue at a rapid pace.

http://krebsonsecurity.com/2011/02/hbgary-federal-hacked-by-anonymous/
http://searchsecurity.techtarget.com/news/1529110/Comodo-warns-of-serious-SSL-certificate-breach
http://searchsecurity.techtarget.com/news/1529523/RSA-SecurID-breach-began-with-spear-phishing-attack
http://searchsecurity.techtarget.com/news/1529593/Massive-Epsilon-email-breach-could-lead-to-email-attacks-spam


for cybercriminals, experts say companies need to ramp up an aspect of information security
that often gets little attention: employee security awareness training. Companies spend so much
time locking down their networks that they forget about a glaring vulnerability—the user.
Employees continue to fall for even basic threats, says Lance Spitzner, director of SANS Securing
the Human Program. For example, he heard of an employee at a company who immediately
submitted his resignation upon receiving a phony email about winning the lottery.

To be sure, humans are notoriously hard to secure; it seems like a losing battle to get users
to stop clicking on email attachments. But educating users about security requires more than
just an occasional lunch-and-learn or requiring them to watch a DVD in between work tasks,
experts say. It requires taking the time to continually train employees to be on guard through
hands-on demonstrations. “Everyone pukes the phrase, ‘there’s no patch for human stupidity’
but that’s wrong,” says Chris Nickerson, founder and principal consultant at Denver-based
Lares Consulting. “The patch is experience.” That means understanding to pay attention to the
details of an email—checking the address it’s coming from, its tone, knowing to mouse over
links to identify them, and not clicking on anything that’s shady.

Security experts also advocate making security personal by showing employees how easy it
is to mine information about them online. Of course, all the training in the world and security-
savvy users won’t stop every determined attacker. But they’ll give you a fighting chance in this
continuing battle against cybercrime.w

Marcia Savage is editor of Information Security. Send comments on this column to feedback@infosecuritymag.com.
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a
Resource Gap 

There’s growing demand 
for information security 
professionals, but where 
will these skilled people 
come from? BY THE (ISC)2 ADVISORY BOARD OF THE AMERICAS EXECUTIVE WRITERS BUREAU

AS SECURITY EXECUTIVES with years of experience under our belts, we found the findings
of the (ISC)2 fifth Global Information Security Workforce Study, released earlier this
year, track well with the direction of information security since the last workforce study
was completed in 2008. Overall, the study’s results reflect:

• The rise of focus on regulatory compliance in developed regions.
• The continuing growth of information security in the Asia-Pacific region.
• The maturation of information security in North America and Europe.
• The impact of the global economic downturn, particularly in Europe.
• The focus of technology and security “higher up the stack” towards application 

layers and away from infrastructure; this trend mirrors the evolution of threats 
over the past several years.

• The increasing influence of consumer technology on the enterprise.

We concur with the main conclusion of the study that the pressures presented to
organizations and information security professionals by these trends have never been
greater.

SECURITY RESOURCE AND SKILLS GAP
As the study shows, regulatory demands continue to expand the breadth and depth 
of requirements to deliver protection of company and customer information. The
exponential growth of technology coupled with the desire of companies to seize this
growth as a differentiator has also increased the demands placed on information 
security professionals.

We believe the security skills and workforce gaps described in the study to keep up
with these trends will become even more pronounced as the global economy continues
its steady recovery, with the Asia-Pacific region experiencing the greatest demand for
security resources. Because of the interconnectedness of global business, all regions
should be concerned regarding this trend. The extraordinary strength of Asian economies
will continue to fuel demand for security and compliance resources as reflected by marked
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increases in spending across all categories. With less legacy information technology systems
to replace, Asian countries are able to quickly deploy newer technologies such as mobility
across their populations.

As another indicator of this gap, respondents in the Asia-Pacific region consider social
media more important by considerable margins than their counterparts in other regions.
Higher levels of adoption of new technologies, such as social media in the region, have been
noted in numerous studies and surveys—con-
sumers in Australia and China, for example, have
some of the highest usage rates of social media in
the world. The security resource gap in the Asian-
Pacific region is further exacerbated by a relatively
small security resource pool and an overall lack of
strong information security educational curricula.

Another driver of the resource gap in the
security field noted in the study is the continual
ebb and flow of demand between the public and
private sectors. The past few years have seen
explosive growth in demand for security experts
in the public sector, particularly in the most developed countries. While this trend may be
leveling off, the available pool of qualified candidates has decreased considerably during
these times of demand.

On another front, respondents listed application vulnerabilities as their top threat concern.
Few things about the IT landscape have grown in complexity more than the development and
integration of software applications. As developers work to improve the flexibility and user-
friendliness of applications, the back-office complexities of these systems are increasing. Many
more applications today are Web-enabled, expanding the surface area of the systems that must
be secured even more.

WAYS TO FILL THE GAP
While the study projects the profession will grow from 2.28 million today to almost 4.24
million by 2015, the question remains: “Where will these new professionals come from and
how will we ensure they are knowledgeable, ethical entrants to the field?”

The topic of security has received much publicity in light of recurring high-profile breaches
and data loss. This level of exposure attracts attention to the profession and, in turn, is one
catalyst for new entrants into the resource pool. These entrants typically come from both 
traditional IT education and training programs and from within the IT industry itself.

Until the past few years, there were few security-specific curricula available at traditional
universities or technical schools. This scenario has changed and now there are numerous security-
specific programs available for both technical and managerial security education. However,
current and relevant training for working professionals that fits into their busy schedules is
also required. Because of the increasing need for continuing education, companies need
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The past few years have
seen explosive growth 
in demand for security
experts in the public 
sector, particularly in 
the most developed 
countries.



training delivered in ways that help them maximize their travel and training budgets. By using
Web-based technologies and computer-based curricula, training and certification organizations
can improve their ability to meet these needs.

Also, since the pace of technology change in the information security field has rapidly
accelerated over the past 10 years, training content must be refreshed at a similar pace to
keep up with the evolution of threats and technologies. For instance, top threats noted in the
study such as insecure applications and cloud computing were not even on the radar screens
of most information security professionals just a few short years ago.

Many companies are mandating certification for their internal security employees and
outsourced consultants. While by no means a guarantee of competence, industry certifications
provide assurance that the individual meets a minimum level of knowledge in the information
security field. Further, a minimum level of industry experience is also a requirement of profes-
sional certifications, such as those from (ISC)2 and ISACA. Companies use these certifications
to validate baseline requirements when hiring security staff.

Due to the nature of the practice, ethical behavior is a hallmark of the information secu-
rity profession. Practitioners must subscribe to a strong code of conduct and conduct them-
selves in a like manner. Training and certification organizations must make sure ethical con-
duct awareness and compliance is embedded in their programs.w

Members of the (ISC)2 Advisory Board of the Americas Executive Writers Bureau include information security experts
from across industry sectors. Send comments on this column to feedback@infosecuritymag.com.

I N FORMATION SECUR ITY MAY 201110

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CAREERS

DATA PROTECTION 

SOCIAL ENG INEERING

GLOBAL REGULATIONS

SPONSOR RESOURCES

mailto:feedback@infosecuritymag.com
https://www.isc2.org/ewb/default.aspx


The UlTimaTe 
enTerprise ThreaT and risk 
managemenT plaTform.
The ArcSight ETRM Platform is the world’s most advanced system for safeguarding 

your company against data theft, complying with policies and minimizing internal 

and external risks. Finely tuned to combat cybertheft and cyberfraud, the ArcSight 

ETRM Platform gives you better visibility of real-time events and better context for 

risk assessment, resulting in reduced response time and costs. 

ArcSight Headquarters: 1-888-415-ARST  |  © 2011 ArcSight. All rights reserved.

Learn more at www.arcsight.com/etrm



KENNETH JOHNSTON, CIO and vice president of
information systems at Guaranty Bank, is not
alone in his struggles to keep pace with workers
on the move. Extending the bank’s existing
email encryption capabilities to mobile
devices resulted in a painful and time-con-
suming process for employees.

“Our mobile workers and clients would try to get around the authentication process
and fail,” Johnston says. “Instead of adding protection, encrypted email actually added
to our data leakage fears.”

Johnston turned to Proofpoint Mobile Encryption to help extend email encryption
for bank employees and his bank’s commercial clients. Proofpoint provides a mobile
application or Web-based access to its email encryption services.

Springfield, Mo.-based Guaranty Bank has a virtual deployment of Proofpoint’s
Enterprise suite to guard against unauthorized access via inbound and outbound email.
Johnston says the mobile application is a natural extension of the enterprise suite, giving
users a familiar experience. Now workers and clients can quickly authenticate and open a
message directly on their device.

As workers are doing more of their business on the road, security vendors are taking
notice with new mobile device security tools like smartphone encryption. Proofpoint in
March launched its new mobile applications to make it easy for mobile users to decrypt
encrypted messages and also search through email archives. It’s part of a growing trend
among security vendors to make mobile management easier for IT.

Extending authentication and encryption on mobile devices has been slowly maturing,
says Eric Ogren, founder and principal analyst of the Ogren Group. RSA supported
SecurID on a Palm Treo back in the 1990s, he says. Other vendors, including Overland
Park, Kan.-based PhoneFactor, are more recent entrants, providing phone-based, tokenless
two-factor authentication systems. Ogren says products that extend security to smart-
phones and tablets will become a more attractive option for many enterprises dealing
with an ever increasing mobile workforce.
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Securing Mobile Users
New security tools allow companies to extend encryption 
and authentication to mobile devices. BY ROBERT WESTERVELT

http://searchsecurity.techtarget.com/tip/Choosing-smartphone-encryption-software-for-mobile-smartphone-security


“One of the biggest issues for companies is to get authentication to work on mobile
devices, laptops, desktops and just about every device out there,” Ogren says. “Embedding 
the key in a device so end users can view encrypted email makes perfect sense.”

Other security vendors are joining the fray.
San Francisco-based mobile security vendor
Lookout sells mobile applications that work 
on Android, BlackBerry and Windows Mobile
devices, which can detect mobile malware and
analyze whether an application performs a privacy
violation. Like other mobile device platforms,
Lookout performs a secure backup, can locate
missing devices and perform remote wipe capa-
bilities. The major security vendors, including
Symantec, McAfee, and Trend Micro provide
similar capabilities.

Mattias Tornyi, vice president and director of
IT at Los Angeles-based Wedbush Securities, says
his firm has long focused on the perimeter to
ward off attacks. But he acknowledges that the
perimeter is no longer black and white; SSL VPN capabilities are a must-have. Many of the
brokerage firm’s employees are out in the field and while many are turning to their BlackBerry
devices, which are easier for the company to manage securely using the BlackBerry server, a
growing number are turning to Apple iPhones and Android devices. The goal is to be able 
to securely push out account info on the iPad and iPhone, he says.

“We’re only now dealing with the concept of anytime, anywhere access,” Tornyi says.
“We’re securing all that with one-time tokens and we also have high performance firewalls
and [intrusion prevention systems] that we’re using. It’s going to be a slow process.”w

Robert Westervelt is the news editor of SearchSecurity.com. Send comments on this article to 
feedback@infosecuritymag.com.
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We’re securing all that
with one-time tokens 
and we also have high
performance firewalls
and [intrusion prevention
systems] that we’re
using. It’s going to be 
a slow process.” 

—MATTIAS TORNYI, 
vice president and director of IT, Wedbush Securities

mailto:feedback@infosecuritymag.com
www.SearchSecurity.com
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Online Banking Fraud by Information Security staff

Small and midsize businesses are still being hit hard by cybercriminals who
hijack and drain their bank accounts by using sophisticated malware, phishing
emails, and networks of money mules, according to a report prepared by the
Ponemon Institute for anti-fraud company Guardian Analytics. Authorities began
issuing warnings about the account takeover problem nearly two years ago but 
the survey of 533 SMBs in the U.S. indicates the industry has made little headway
in tackling it. Seventy-five percent of respondents say they’ve experienced actual
or attempted online banking fraud.

“ ”
We’re trying to dissect the mobile area now
because there are just so many unknowns 
out there and so many different devices 
that don’t have any security we can see.

—BOB RUSSO, general manager of the PCI Security Standards Council on 
the launch of a council task force to study securing mobile payment systems.ov
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experienced online banking fraud or 

attempted online fraud in the last 12 months?

Fraud detection
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w
The Irrelevance of 
Information Security Job Titles

Remember, potential new security roles are doled out based 
on experience and accomplishments, not some fancy title.

BY LEE KUSHNER AND MIKE MURRAY

WHATEVER THE PROFESSION, people are obsessed with job titles. A job title serves 
as a signal to colleagues, industry peers, friends or your mother-in-law—and provides a
sense of status, accomplishment and respect. However, in the information security industry,
your job title is probably the most insignificant component in the development and
advancement of your career.

Now, we can hear the objections already. Here’s what you’re thinking:
• You worked hard for your title.
• Your title may signify a promotion or recognition of your information security 

contributions.
• Your title helps you get things done internally in your current work environment.
• You believe people listen to and respect your opinions based on your title.
• You have more than likely changed jobs once in your career in order to get a more 

prominent title.
• You may have even turned down an otherwise perfect career opportunity because 

you did not think the title was not reflective of your perspective of your skill.

We also know that in the world of informa-
tion security career progression, the people
making the decisions about selecting their
information security leaders are more con-
cerned with what you have accomplished 
as opposed to what you are called.

The battle for a suitable information security
job title may be over before it is even fought.
The primary reason is that companies’ human
resources functions create and assign titles that
are utilized throughout an organization, inde-
pendent of function. The purpose is to maintain
standards and consistency for career progression
criteria and compensation throughout the enter-
prise. It creates order and structure, which is

I N FOSEC LEADERS CAREER ADV ICE

adviceLee Kushner’s and Mike Murray’s blog can be found at
www.infosecleaders.com where they answer your career
questions every Tuesday, or you can contact them via
email.

Lee Kushner is the president of L J Kushner and
Associates, an information security recruitment firm, 
and co-founder of InfoSecLeaders.com, an information
security career content website. 

Mike Murray has spent his entire career in infor-
mation security and currently leads the delivery arm of
MAD Security. He is co-founder of InfoSecLeaders.com,
where he writes and talks about the skills and strategies
for building a long-term career in information security.

http://www.infosecleaders.com/
http://www.madsecinc.com/
www.infosecleaders.com
mailto:isl@infosecleaders.com
mailto:isl@infosecleaders.com
http://www.infosecleaders.com/ask/
http://www.infosecleaders.com/ask/
www.infosecleaders.com


required in larger entities to carry out broader programs. For example, the same internal title
can apply to people with similar experiences in accounting, sales, and information security. In
addition, security-specific titles such as information security architect and senior security engineer
are unlikely to exist formally, and are often replaced by general titles, such as manager or analyst.

Information security professionals also need to understand that titles are not transferable
from company to company. Plain and simple, different companies assign different titles for 
the same function and level of responsibility. In one organization, the direct reports to a CISO
may be titled senior director, where other organizations the title of senior director may not
even exist. In addition, when you cut across industries, specific job titles carry different
responsibilities. For example, in a retail or tech-
nology company, there may be a select number 
of vice presidents, but in a banking environment,
vice president titles are abundant. When assessing
a new opportunity, it’s more important to under-
stand the responsibilities associated with the spe-
cific job title, than to mislead yourself by applying
preconceived notions and branding that you have
assigned to the title associated with your new role.

What will be surprising to most is that the one
place where titles have the least significance and
relevance is the title of CISO. We need to accept
that all CISOs are not created equal. There is a 
distinct difference between the job responsibilities
of a CISO at a multinational financial institution
than the CISO at a regional bank. In many cases,
the title of CISO is one that is an external facing
title, assigned to the top ranking information
security professional, as opposed to by the corpo-
rate definitions and responsibilities assigned to the other officers of the company. Like in other
subordinate roles, leadership of information security functions requires different skills and
come with different responsibilities, depending on industry, organization size, budgets, and
business problems. Many believe the CISO title is transferable, and its designation serves as 
an automatic qualifier for other CISO opportunities. This is simply not the case.

When companies search for a CISO, their main selection criteria is relevant work experience
that can transfer quickly to their environment. As the companies go through their vetting and
selection processes, they are trying to eliminate as much risk as possible when deciding on a
person for that role. The best way for them to place their mind at ease is to find someone who
has solved the same problems, and can demonstrate that skill, initially on their resume and 
subsequently during an interview process. If an information security professional is capable of
doing this, it is more than likely they will have the opportunity for consideration. A corresponding
job title could be a differentiator, but if you are a strong communicator, the lack of a correspon-
ding title will not be an impediment.
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When assessing a new
opportunity, it’s more
important to understand
the responsibilities asso-
ciated with the specific
job title, than to mislead
yourself by applying 
preconceived notions 
and branding that you
have assigned to the 
title associated with 
your new role.



For example, if a company is trying to formalize an application security function, the primary
skill it would search for would be proven leadership experience, subject matter knowledge in
application security, and experience in a similar sized work environment. Information security
professionals who hold job functionalities that include senior security engineer, lead software
developer, security consultant, or leader of application security would all be viable. The company
would then need to conduct an interview process where it could compare skills, assess value, and
determine cultural fit to arrive at their selection.

The key to driving your information security career is the continued development of your
professional skill matrix, not the accumulation of fancy titles. It’s your job to uncover situations
and opportunities that will enable you to leverage your current professional strengths. By doing
this successfully, you should be able to create opportunities that will enhance your work expe-
riences and provide you with the ability to accelerate your career. Through the repetition of
this success, solving complex problems and making measurable impacts to your employer,
one day you will achieve a title that will make your mother-in-law proud.w
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Above and
Beyond A robust information security

program that goes beyond 
minimum standards will 
ease compliance. BY ERIC HOLMQUIST

EVERY DAY, compliance professionals make determined efforts to satisfy the litany of
laws, regulations, and policy mandates that make up the information security world,
all while fending off relentless attempts by faceless enemies with limited resources and
varying degrees of institutional support. And yet, in this eternal pursuit of the two
elusive (if not entirely theoretical) goals of data security and security compliance,
there are common mistakes that tend to trip people up.

For those that are subject to PCI compliance requirements, at least PCI DSS 
provides some specific, if not prescriptive, requirements for internal systems and
structures. But it doesn’t provide the framework for a security program. There are
practical ways for organizations to build on those technical specifications and focus
their efforts on satisfying their compliance mandate, as well as building a robust,
comprehensive information security program.

http://searchsecurity.techtarget.com/tip/0,289483,sid14_gci1210562_mem1,00.html
http://searchsecurity.techtarget.com/generic/0,295582,sid14_gci1357534_mem1,00.html


One of the most important points to realize is that “compliant” does not mean “secure.”
This is often said, but it bears repeating in almost every context in which we discuss security
compliance. Any given standard, including PCI DSS, should be considered the minimum
standard, not the maximum. The blessing and the curse of PCI in particular is that it is very
technology focused, almost to a fault. For example, the first validation section starts with
firewalls; everything starts with policy. Organizations need to go beyond those minimum
standards towards something much broader by developing a data inventory, conducting a
risk assessment, implementing technical controls, and strengthening vendor management. The
simple and indisputable fact is, the stronger you build the program, the easier compliance gets.

There are three key principles that are common to all data security laws and regulations,
including PCI:

• Data inventory: What and where are my information assets?
• Risk inventory: What exactly could go wrong?
• Risk controls: What exactly are we prepared to do about it?

Most of what is covered in PCI and similar standards, such as the ISO 27000 series, tends to
focus on the third bullet—risk controls. But to truly build robust, dynamic programs, we need
to focus heavily on all three areas.

BUILD A DATA INVENTORY
A universal problem for organizations is that they
don’t know where their data is. They know where
most of it is, or maybe some of it, but not all of it.
This is a serious problem. The fact is, unless you can
truly identify your data assets (including applications,
databases, and systems) you’re chasing a ghost, and
compliance, let alone true security, becomes a frus-
trating, moving target. Imagine an army general
attempting to engage in battle without knowing
exactly what troops and technological resources 
were available to him or what his enemies possessed.
How could he know how to strategize? And yet,
organizations do it every day based on only a general
knowledge of where data is kept while living with a gut instinct that there is data in places
they don’t even know about. Here is a harsh truth: Data security does not mean securing
most of the data, it means securing all of the data.

PCI in particular is very clear on this point. In the “Getting Started” section of the standard,
it states: “To assess is to take an inventory of your IT assets and business processes.” And yet,
oddly enough, many organizations skip over this step, instead going right towards vulnerability
assessments.

You might be thinking about how much work a data inventory would take. But the fact is,
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how did you let data get there without knowing about it in the first place? Take PCI section 7 
as an example (“Restrict access to cardholder data by business need-to know”). How could you
possibly claim compliance if you don’t even know all of your data assets? You can’t point to a
controlled process and accept, “Well, we’ll just manage access on a go-forward basis.”

Here are some practical suggestions for moving
towards better data inventories, which, in turn, will
translate to better compliance. If you don’t have a
central inventory system, create one. Start at the highest
level and work to more granular one as you gather
more data. If necessary, start at a facility level, then
move down to server groups, then applications and databases. Once you’re down to the applica-
tion level, identify business owners and administrators. Data sources need to be classified in
terms of their type of data and the level of sensitivity.

Once you have your base of data, you can start mapping other elements to it. What are the
related internal controls for access rights, change management, planned obsolesce, data retention,
fault tolerance, and perimeter controls? How many people (internally and externally) have
touch-points to the data? The bigger the number, the bigger the risk. How close is each data
asset to the Internet or other external points of connectivity? What monitoring controls are in
place for major data assets? Use this information to validate assumptions about separation of
duties (e.g., total separation between development, testing, and production regions, etc.) Going
beyond the big — and really obvious — systems, what are users putting in personal and shared
network drives? How freely are analytics groups allowed to replicate data and move it into other
regions? What, exactly is being shared with third parties? Developing this type of inventory is
not easy and takes time. But if organizations did nothing else but this, they would discover a
whole new level of confidence in the strength of their program. Once you know where the 
gold is, you can strategize how to keep it safe.

PERFORM A RISK ASSESSMENT
The second biggest problem with data security compliance is the area of risk assessments. The
fact is that information security cannot be managed to perceived risk; it must be managed to
“assessed” risk. It’s too easy to spend time focusing on controls that are intuitive and just “feel”
like they should be in focus. An organization’s biggest risks often are never in exactly the same
place they are guessed to be. Beyond the technical and structural aspects of risk assessments,
there are a few related points to consider.

The first is cultural. Many organizations struggle with a cultural willingness to acknowledge
that risk exists, as if not talking about it somehow makes it not so. The fact is, because confiden-
tial data must be used by staff and trusted third parties, we live with a great deal of residual risk.
It’s critical for management to understand these risks so they can make informed decisions about
how much risk to accept. For organizations that do struggle with a cultural challenge, the path to
acceptance is to take an incremental approach. Start with new project initiatives and develop an
assessment around the incremental risk that the project represents.
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Another step is to develop risk assessments around emerging threats. This not only gives
management an appreciation for the scope of some of these threats, but it gives the information
security staff a forum to talk about the preventative and monitoring controls that are in place,
as well as the residual risk that must be accepted. Over time, management will learn to appreciate
these assessments and understand why they should always be the basis of strategic decision
making and a key part of rationalizing information security spending.

A sound risk assessment methodology is particularly critical when it comes to the more
prescriptive standards, such as PCI. There may be a section that the organization chooses to
opt out of or approach differently, and that decision must be backed up by a detailed risk
assessment. Unfortunately, many people see risk assessments as a waste of time because they
“already know” where their risks are. Mature organizations make them a part of everyday life.

DEPLOY DATA OBFUSCATION
Now we come to the subject of data obfuscation, including encryption, tokenization, and saniti-
zation. Building on the data asset inventory and risk assessment, this is a process of looking at
how data is stored, accessed, and transported, and then mapping strategies to restrict that access
to those with a clearly defined “need to know” requirement. Unfortunately, too many times
(particularly with third-party data sharing) convenience trumps protection, but that isn’t an
acceptable model for data governance.

Hopefully, we are moving towards a model where
all data, whether at rest or in motion, remains
encrypted right up until the point it is used by an
authorized party. PCI and most industry-specific
guidelines are clear about mandating encryption of
data outside the perimeter (either in motion to remote
offices or trusted third parties or at rest on laptops,
etc.) and continue to raise the bar with data at rest.
Fortunately, advances in appliance-based encryption
are supporting this trend. While continuing to pursue
a strategy of encrypting everything possible, the analysis
needs to be risk-based. If you’re going to allow clear
text, you had better be able to rationalize it.

Tokenization, replacing sensitive key values with representative but meaningless strings, and
sanitization, removing sensitive fields altogether, are strong, effective strategies for minimizing
data exposure, even with trusted individuals. Too many times, companies provide live key fields
to third parties, largely because it was the convenient approach. This is clearly not acceptable.
There is good emerging technology for data tokenization and worth considering for any organi-
zation that has to extend data to third parties without the need for key fields. Again, this must be
based on the data inventory and the risk assessment.

Part of that assessment is identifying not just who receives the data, but what data they need.
Often this analysis ends at the table level for convenience, when in reality this should be done at
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the field level. Every field that is disclosed must be justified and documented. Where a key field
is needed, a token should be used unless the actual key, such as account number, is needed in
order to perform a service. Where sensitive fields are not needed at all, they should be completely
removed (sanitized). There is no question that this is added work, but it simply must be done if
the data is to be properly protected. Remember one of the few absolute truths in data security:
The fewer instances of the data out there, the less risk.

Organizations should also ensure production data is never used in a development, quality
control or test environments unless it has been fully obfuscated (via either tokenization or 
sanitization as appropriate.) This may require some work, but it is not negotiable.

The bottom line here is that gaining access to sensitive data should be an excruciating
process. If not, something is wrong. This is the essence of data security compliance.

STRENGTHEN VENDOR MANAGEMENT
An effective information security program—and true security compliance—means actively and
aggressively managing the information flow with trusted third parties. The fact remains that
while they are telling you all the right things in your due diligence questionnaires, you can’t be
there day in and day out to monitor their operations. But this is a key area where we can apply
governance principles of a data inventory and risk assessment in a profound way.

We start with data inventory: Exactly what data
does each third party have and why? It’s so much easier
to send a whole data set to a third party instead of sort-
ing out what fields that third party requires to provide
its product or perform a service, and nothing more.
To provide more in the name of simplicity is just bad
management. At any given point in time, an organi-
zation should be able to run a report that indicates
exactly what third parties have confidential data, what
they have, and for how long. Not having this inventory
is inexcusable.

Next is the third-party risk assessment: Every third
party that receives any level of confidential data (or
provides a key service) should have an associated risk assessment performed by the appropriate
business unit. What attestation has the third party given on its internal controls? What monitor-
ing controls are in place? What did the analysis of the due diligence conclude? What would be
the impact of a data breach within a given third party? These are key questions that should be
analyzed and updated annually, at least.

And finally, there’s third-party data sanitization. Data in motion to and from a third party
must be encrypted; no exceptions. (I hate to tell you this, but somebody in your organization 
is emailing the information to a third party in a zip file or password protected spreadsheet and
thinks he’s in compliance. I guarantee it. A little tip: your gateway appliance can catch this.)
Data that requires key values for record identification, but not an actual account number, must
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be tokenized. Yes, this takes a lot of work, but it has to be done. Finally, data that does not require
key fields (account numbers, card numbers, etc.) must be scrubbed (all key values removed.)

Part of the vendor management process, therefore, needs to include not just documenting
what data will be exchanged, but why, how, how often, by whom, and for how long. This
information must be re-evaluated at least once a year to see if the scope of the relationship
has changed. On contract termination, a written attestation should be received from the third
party confirming all sensitive data has been destroyed unless the contract provides otherwise.

WRITE IT DOWN
The final area involves documentation—a notoriously undertreated area. Many of the relevant
laws and regulations are vague on documentation, although the most recent PCI update did
expand on this area with regard to testing materials. The fact is that you can never have enough
documentation, and the rule needs to be: “If it isn’t written down, you don’t get credit.”

While organizations have gotten better at documenting internal controls (largely driven by
Sarbanes Oxley) I am always amazed within any given program how much remains undocu-
mented or under-documented, including:

• Asset inventories 
• Risk assessment methodologies and findings
• Risk assumptions
• Security standards (particularly in source code)
• Testing methodologies
• Process flows
• Data handling protocols (typically based on data classifications)
• Lessons learned from errors and incidents

The simple fact is that an organization is not healthy until it develops an almost cult-like
devotion to clear, comprehensive documentation. This not only makes the organization
stronger, but makes the process of evidencing compliance status infinitely easier. It’s disap-
pointing to hear a professional say, “We just don’t have the budget in the project for proper
documentation.” Truly mature organizations make the time and do whatever it takes.

While security standards like PCI DSS and ISO provide some excellent guidance in specific
areas to validate, we can never lose sight of the need for a larger program that involves detailed
inventories, comprehensive risk assessments and active data governance that goes well beyond
the systemic provisions. Taking these steps helps ensure organizations build strong, resilient—
and compliant—information security programs.w

Eric Holmquist is president of Holmquist Advisory, LLC, which provides consulting to the financial services industry in
risk management, operations, information technology, information security and business continuity planning.
Send comments on this article to feedback@infosecuritymag.com.
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TARGET:
THE HUMAN 

Cybercriminals are using social engineering fueled by
social media to attack users and break into companies.

BY MARCIA SAVAGE

ON THE SURFACE, the email looked completely legitimate. It appeared to come from an
employee within the U.S.-based Fortune 500 manufacturing firm and talked about a 
corporate initiative the CEO was pushing. Four high-level executives received the email;
one clicked on a link embedded in the message. That was all the attackers needed. The
unwitting click unleashed malware that infected the executive’s computer and gave them 
a foothold into the company’s network, where they sniffed for passwords and gained 
access to multiple systems.



Until the FBI notified it, the manufacturing firm—which was negotiating to acquire a
Chinese company—had no idea the intruders were stealing data on a weekly basis. The stolen
data was highly sensitive—critical emails with details of the negotiations. In the end, the
company scuttled its acquisition plans, says Frank Nagle, senior consultant at MANDIANT,
an Alexandria, Va.-based information security firm that investigated the case.

The attack is a stark example of the kind of
social engineering techniques being used against
companies today. Gone are days of the mass
emails with misspelled messages. Criminals
today are doing more reconnaissance than ever
before—aided by social networks and all the 
personal information loaded onto them—to
craft targeted emails or instant messages that
trick people into opening malware-rigged attach-
ments or divulging passwords and sensitive
information. Social engineering is a common
technique used in advanced persistent threat
activity—like the intrusion into the manufactur-
ing firm—raising the stakes as coordinated,
state-sponsored groups infiltrate U.S. companies,
hunting for corporate secrets.

Defending against today’s social engineering
attacks is difficult but not impossible, security
experts say. It requires focusing on the human element of the equation with better security aware-
ness training that gets employees to think twice about clicking on certain emails. Let’s look at
some of the social engineering ploys used against enterprises, what’s helping to fuel them, and
strategies that can help a company fend off these attacks and protect its valuable data.

SOCIAL NETWORKS: SOCIAL ENGINEERING GOLD MINE
Social engineering is nothing new in the digital age, of course, but security experts say criminals
are using it more as companies have gotten better at securing their networks.

“Before it would have been easier to take advantage of unpatched systems,” says Mike Murr,
a certified SANS instructor and author of the upcoming Human Compromise: The Art of Social
Engineering. “Now it’s often easier for the attacker to get code running on a remote system
by persuading a user using social engineering to click on a link, execute code, or enter their
password.”

“We’re getting better at locking down the digital assets. We’re not perfect, but it’s to the
point now where the attacker is getting more ROI on the user vector than some of the digital
vectors,” he adds.

A common mistake enterprise security managers make is focusing on infrastructure and
system defenses instead of people, says Shawn Moyer, managing principal research consultant
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with Accuvant LABS R&D team. “A lot of defenders still think in terms of an attacker on the
Internet externally trying to find a way in. …The reality is, if I’m the outside threat, I find an
insider and that insider becomes your threat,” he says.

Targeting the insider has never been easier,
thanks to the rise of social media like Facebook,
LinkedIn, and Twitter, security experts say. Out-
siders researching a company can search the sites
to find out who works there, who the top execu-
tives are, what they’re talking about, and contact
information: all data that can be used to person-
alize an attack, making it more effective.

“Information is much easier to mine,” says
Moyer, who conducts penetration tests for clients.
“I can find out who the IT security manager is
much easier in 2011 than in 1991.”

Chris Nickerson, founder and principal con-
sultant at Denver-based Lares Consulting, which
provides pen testing and other security services,
says his tests for customers will use their Twitter
or Facebook accounts to collect information and
successfully social engineer employees. “These are
corporate-sanctioned accounts. They’re huge
attack vectors,” he says.

People generally have become aware of broad-
based social engineering attacks like spam or 419
scams, so attackers have turned to social networks
to create more targeted emails, says MANDIANT’S
Nagle, who is also a PhD candidate at Harvard.
They’ll also send messages on the social networks
themselves to exploit the trusted environment they provide.“Attackers started tailoring these
messages so they’re no longer poorly spelled and generic,” he says.

In the case of APT, attackers are particularly adept at such reconnaissance to craft targeted
attacks, Nagle says: “They do their homework better.”

For example, someone wanting to break into a defense contractor could first identify five
to 20 employees to target, then research those people, says Lance Spitzner, director of SANS
Securing the Human Program. From publicly available information on the Internet, they could
find out that those employees recently attended a conference and create a spear phishing email
that pretends to be follow-up from the conference.

“By customizing the email, two things happen: They’re far more likely to click on 
it and by having a small number [of targets] it’s more likely to slip through. It goes 
under the radar of the antivirus companies because they don’t have signatures [for it],”
he says.
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ATTACKS ON CORPORATE DATA
Social engineering played a role in this year’s attack on RSA, the security division of EMC. The
attack, which RSA described as an APT, began with two different spear phishing emails with
the subject line “2011 Recruitment Plan” sent to two small groups of employees, according to
Uri Rivner, head of new technologies, identity protection and verification at RSA.“The first thing
actors like those behind the APT do is seek publicly available information about specific
employees—social media sites are always a favorite,” Rivner wrote in a blog post. One employee
clicked on the spreadsheet attached to the email, which contained a zero-day exploit; attackers
then were able to infiltrate RSA and steal information related to its SecurID products.

Social engineering also factored into two other high-profile breaches over the past 18 months:
The attack by the “Anonymous” group on security firm HBGary Federal earlier this year, and the
attack on Google, which the company disclosed in January 2010. In February, HBGary founder
Greg Hoglund told investigative reporter Brian Krebs that the attackers tricked a network admin-
istrator into giving up access to Rootkit.org, a research website maintained by Hogland; from
there, they gained access to systems containing sensitive emails and other data.

The attack on Google’s intellectual property,
which put APT into the popular lexicon of the
security industry, started with reconnaissance that
targeted specific Google employees. As described
by Heather Adkins, information security manager
at Google, during a presentation at the Forum of
Incident Response and Security Teams (FIRST)
Conference 2010 last year, the attackers gathered
information posted by the employees on social
networks like Facebook and LinkedIn, set up a
Web server hosting a phony photo website, then
sent emails containing links that appeared to come
from people the employees trusted. Clicking on
the links sent them to the website, which downloaded malware and ultimately gave the criminals
an opening to infiltrate Google servers.

“Spear phishing in and of itself is not a particularly sophisticated form of attack, but its
exploitation of a person’s trusted relationships can make it quite effective,” Adkins says in an
email this year. “Relatively simple spear phishing can also be a gatekeeper to more complex
operations like APT and others.”

APT attackers usually rely on targeted email and instant messages to trick employees into
downloading a malicious link or attachment, Nagle says. Another common tactic in APT is 
to hack into one person’s account and use that person’s contacts to send an email or instant
message and try to break into another company. That tactic “drastically increases the chances
that the second victim will click on the infected PDF file or whatever it is they send,” he says.

In one MANDIANT investigation, attackers who had infiltrated a company looked
through its emails and intercepted an exchange with someone who worked at another company
in the same industry. The attackers then added a malicious payload to a document that was
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included in that email exchange.
“The second company clicked on it because it was coming from someone they already

talked to, it was related to a subject they already talked about, and it was a version of a docu-
ment they already opened,” Nagle says. “That’s not uncommon… If the APT is interested in
that industry, once they’ve compromised one company in that industry, they’ll use that as
leverage to go after other companies in that industry.”

He’s also seen cases in which attackers will intercept IMs to break into other companies 
or other parts of an enterprise. “They’ll use contacts on MSN Messenger, then jump into a
conversation that people are having” and add a malicious link, he says.

SECURITY AWARENESS
Security experts acknowledge that targeted social
engineering attacks can be tricky for companies
to combat. Keepings systems patched and updated
is critical, of course, but technology only goes so
far, making effective employee security awareness
training essential, they say.

“Employees in these social engineering attacks
are really on the front lines,” Nagle says. “When
email is really targeted, it’s tough to come up with
technical means so you need to rely on employees
to be educated and on alert for those types of
things.”

It’s important to train users to trust their
instincts on any email that seems at all suspi-
cious, experts say. “Organizations would do well
to caution employees to be wary of unexpected
messages or unsolicited links, even if they appear
to come from friends or co-workers,” Google’s
Adkins says. “A quick phone confirmation in 
suspicious cases is a much better option than
becoming a victim of spear phishing.”

Lares Consulting’s Nickerson says there are
usually always signs that expose an email as a
phishing attack. For example, phishers don’t
understand tonality; it’s usually easy to tell if someone you know wrote an email from the tone.
Users can also mouse over a link to identify it; if it looks suspicious, don’t click on it, he says.

“Pay attention to the details, like the email address it’s coming from, the links you’re being
sent to, and the tone of the email,” Nickerson says.

Part of the problem is that companies have fallen short when it comes to security awareness
training, which often ends up being a cursory exercise for compliance purposes, says Spitzner.
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“When email is really 
targeted, it’s tough to 
come up with technical 
means so you need to 
rely on employees to be 
educated and on alert 
for those types of things.” 

—FRANK NAGLE, senior consultant, MANDIANT



“We’ve done tremendous work to secure computers but nothing to secure the human operating
system. That’s why these social engineering techniques are so prevalent,” he says. “To change
human behavior, you need to educate and train employees, not just once a year but continuously.
Like you continually patch computers and applications, you’re continually training and patching
human operating systems.”

Employees who are trained to be security aware are more likely to realize if they’re victim-
ized by a spear phishing email and quickly call the security team, Spitzner says. That speeds
response, which is particularly critical with APT activity, he adds.

Chris Hadnagy, aka loganWHC and operations manager for Offensive Security, which
provides security and pen testing services, says companies need to create a program that
makes security awareness personal for employees with hands-on training that demonstrates
how easy it is to profile them online or crack their password.

“I’ve heard employees say, ‘What do I care, it’s not my data.’ Now, security awareness has
become personal for them. It’s not just about protecting their employer’s data but their life,” says
Hadnagy, who also is lead developer of Social-Engineer.org and author of Social Engineering:
The Art of Human Hacking.

Dave Marcus, director of security research and communications at McAfee Labs, agrees:
“If you show them how easy it is to mine their own data, they’ll get it.”

Pen testing is another step companies can take to help protect their employees and their
data against social engineering attacks, experts say.

“Red team penetration testing is important. Not just getting a vulnerability scan to pass an
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Rules of Engagement
Policies for acceptable social media use can help build a company’s defenses.

policy
WITH SOCIAL MEDIA helping to fuel social engineering attacks, companies can protect themselves by backing
up their security educational efforts with policies for social media use, advises Frank Nagle, senior consultant at
information security firm MANDIANT.

More and more companies are realizing it’s important to have rules for acceptable use of social networks,
not only as protection from social engineering scams but also to protect their corporate reputation and image,
he says.

“They can’t stop their employees from using social networks, but they can encourage them to use social net-
works in a responsible way that reflects on the company,” he says.

He cites the IBM Social Computing Guidelines as an example of a corporate acceptable use policy extended
to social media. They include protecting personal privacy, not disclosing IBM confidential data, and respecting
copyright laws.w

—MARCIA SAVAGE

http://www.ibm.com/blogs/zz/en/guidelines.html


audit, but engaging in open scope attack simulation,” Moyer says, acknowledging his bias on this
front. Generic network pen tests have specific methodologies and are designed as one-size-fits all,
he says. “Real hacking is a creative exercise. Whenever you have a rigid set of rules of engagement,
it doesn’t leave the door open for creativity. Not that a red team will find every single path into an
environment, but it will find paths that your standard methodology did not.”

PEN TESTING TECHNIQUES
One social engineering tactic that pen testers are using with a lot of success to break into com-
panies is what Nickerson calls “polo shirt attacks.” Testers will use intelligence gathered about
the client and impersonate a representative from a cleaning crew, auditing firm or other service

I N FORMATION SECUR ITY MAY 201134

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CAREERS

DATA PROTECTION 

SOCIAL ENG INEERING

GLOBAL REGULATIONS

SPONSOR RESOURCES

Social Engineering Demo
Capture the Flag event reveals corporate security weaknesses.

testing

A SOCIAL ENGINEERING contest at last year’s DefCon18 targeted 17 companies, including Walmart, McAfee,
Cisco, and Apple, and all failed. Contestants were each assigned to one target and managed to get a piece of
information using social engineering.

That shows that enterprise security awareness programs aren’t working, says Chris Hadnagy, lead devel-
oper of Social-Engineer.org, which hosted the Social Engineering Capture the Flag event. Companies should pay
heed to the report produced after the CTF—and the report from this year’s upcoming contest—to improve their
programs, he says. 

Last year’s final report was downloaded more than 300,000 times, and prompted requests from companies
on how to use it. “We worked with companies to improve their security awareness programs,” Hadnagy says.
“We accomplished our goal, which was to raise awareness of the threat social engineering poses to corporate
America and to provide something that companies can use as a tool for improving their awareness programs.”

In the CTF event, contestants have two weeks to collect information and build a profile of the target company.
At DefCon, they’re given 25 minutes to call their target and collect as many “flags” as possible: information
such as VPN software, type of browser, employee schedules, and food supplier. No directly sensitive information
such as passwords, IP address, Social Security numbers or credit card numbers is targeted.

This year’s contest at DefCon19 in August in Las Vegas will have 15 targets, including two “premier targets,”
which Hadnagy says are companies that have agreed to work with SocialEngineer.org and be used as social engi-
neering targets. Contestants this year will be given an actual professional audit report they can mimic in their
information gathering. Also, a new target ranking system will be introduced; organizers won’t list the data
extracted from the targeted companies but will rank how they fared overall, Hadnagy says.w

—MARCIA SAVAGE

http://www.social-engineer.org/resources/sectf/Social-Engineer_CTF_Report.pdf
http://www.social-engineer.org/social-engineering/the-schmooze-strikes-back/


organization by wearing a polo shirt with a logo. The shirts are easy to have made, Hadnagy says.
“I can show up at your building, say I’m from such-and-such waste management. I heard

one of your Dumpsters is damaged and I need to go on site,” he says. “Who is going to stop
the dude with the clipboard and shirt with the logo? You find the Dumpster, pull out papers
and discs and load the car.”

Nickerson says he’s seen a number of companies
experience asset losses, theft and even corporate espi-
onage when criminals have used this kind of imperson-
ation scheme. “Impersonation happens at all levels, and
in my opinion, is responsible for a great deal of loss 
in many businesses, he says. Clients are beginning to
strengthen their defenses by checking for identification
of service providers, having processes for calling the 
normal service representative to see who was sent for 
the job, and not accepting unscheduled visits, he says.

When he’s on a red team case, Moyer starts out with
the domain name and domain name registration of the
company to collect information about a company. Other
tools include the American Registry for Internet Numbers
(ARIN), the company’s website (especially the “About Us”
page), and Web forums. The most valuable piece of
information he digs up is the company’s email naming
convention. From there, he constructs a scenario specific
to the company.

For example, in a case involving a retail company, he
found employees chatting on a Web forum. One worker
mentioned that the company didn’t offer an employee
discount. Moyer created a fake employee discount pro-
gram by registering a separate domain name. Then he
sent emails to about 20 employees telling them they were
enrolled in private early testing of the discount program
and asked them to forward the message to five co-workers they’d like to participate. “Once I
have that first click, I can pivot into the environment from that victim’s machine,” he says.

“I got an understanding of the employees and tailored a scenario specific to them,” Moyer
adds. “Most companies aren’t thinking of an attacker specifically targeting them.”

Hadnagy describes another case in which his team gathered data from social media sites 
and Internet forums to create a successful spear phishing email. The client company had just
upgraded its firewall and IDS systems; three IT workers discussed a problem they were having
with the firewall configuration on sites like LinkedIn and Twitter. “Now, I’m the secretary to the
CIO, here’s a PDF that’s a solution to that. Personal phishing attacks are very successful with the
use of social media,” Hadnagy says. “It makes your whole story line credible because you know
something personal about them.”
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“Impersonation 
happens at all 
levels, and in my 
opinion, is respon-
sible for a great 
deal of loss in 
many businesses.”

—CHRIS NICKERSON, founder and 
principal consultant, Lares Consulting

www.infosecuritymag.com


LESSONS LEARNED
After cases involving APT and a social engineering attack, MANDIANT often sees companies
step up their awareness efforts, Nagle says. They won’t divulge the details of the attack to
employees, but they’ll caution them to be on alert for suspicious emails. In the case of the
manufacturing firm, remediation included boosting the company’s ability to monitor its
internal network, something Nagle says many businesses neglect.

He’s seen heightened awareness really pay off, with employees spotting suspicious emails
and forwarding them to IT, which sends them to MANDIANT for analysis. “We’ll confirm it’s
malicious. That to me is great because it’s education working,” he says.w

Marcia Savage is editor of Information Security. Send comments on this article to feedback@infosecuritymag.com.
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Navigating Data 
Privacy, Security 

and Management 
Across Borders

Companies should revisit 
streamlined global data 
operations with an eye 

toward revamping 
compliance. 

BY CYNTHIA O’DONOGHUE, 
KATHARINA A. WE IMER 
AND AMY MUSHAHWAR
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wWITH THE GLOBAL economic downturn, economies of scale are of increasing importance,
and to achieve cost synergies, many companies have shed their geographic silos in favor
of a streamlined centralized data infrastructure. Far more multinational companies
with offices on all continents and production facilities in multiple countries share
centralized databases, processing capabilities and even IT support teams that make
integrated production possible on a 24/7 basis.

While we have seen many industries such as life sciences, real estate and entertainment
streamline their IT operations, all have one item in common—they store personal
employee, customer, supplier and website visitor data. With the myriad data privacy,
security and management laws that exist in the U.S. and abroad, data privacy compliance
can be a difficult area to navigate.

I NTERNATIONAL REGULATIONS
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By now, most companies understand that U.S.
federal, state and local governments have weaved 
an intricate web of laws protecting many aspects of
Americans’ privacy (i.e., banking, telecom services,
higher education, health care, financial services).
Even with all of its privacy laws, the U.S. leaves some
areas of personal data processing largely unregulated.
Unlike the U.S. sectoral approach, the EU views 
privacy as a fundamental human right and has an
omnibus data protection law that regulates the 
collection and handling of information related to
identifiable individuals: “European Union Directive
on the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Move-
ment of Such Data” (the EU Directive).

Bear in mind that the legislative tool the EU
selected for privacy law—a “directive”—requires
each EU member state to enact its own local law
adopting (or transposing) the directive into national
legislation. Therefore, the text of the EU Data Pro-
tection Directive offers only a blueprint or frame-
work for data privacy laws across Europe. National
legislation implementing the directive has resulted
in variations among EU member states.

Over the years, we have witnessed the compliance issues and various legal conflicts of law
that spring from this cross-border culture clash. We will identify a few typical scenarios that
require some international data privacy, security and management issue-spotting.

DATA INTEGRATION ISSUES TO WATCH OUT FOR
Before we begin, we would like you to imagine a midsized company, Doggie’s Night Out
(DNO, Inc.), a high-end manufacturer of canine retractable leashes with built-in flashlights,
treats and waste disposal bags headquartered in the US. DNO, Inc. already has several offices
across the U.S., a manufacturing site in China, and subsidiaries across South America, and it
intends to acquire a German manufacturer of designer cat collars called Feline Fun AG, with
nearly 100 local employees. This little gem is for sale at a bargain-basement price and DNO,
after some due diligence, proceeds with the acquisition.

Following the purchase, DNO’s general counsel would like to know everything about
Feline Fun, including all information about the employees. DNO wishes to maintain ongoing
data flows about the general business operations and activities of Feline Fun to fully integrate
it and leverage its data capture and analytics tools globally (i.e., such as those for employees,
job applicants, customer data, suppliers, third-party partners, purchased data, conferences,

U.S. Privacy
Framework 

Lagging
There are efforts underway by the
Federal Trade Commission and the
Department of Commerce to develop 
a comprehensive and uniform privacy
policy for the U.S. 

But these uniformity proposals are
likely to take years to fully implement
and there does not appear to be a con-
sensus as to whether either agency’s
efforts alone can assist with closing 
the sectoral privacy gaps. It is safe to
say that the U.S. is several years away 
from a fully comprehensive privacy
framework.w
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and market research). Such data integration would necessitate the transfer of personal data
of European citizens to the U.S. headquarters of DNO, Inc. Not surprisingly, the internal
data protection officer of Feline Fun has some objections.

Immediately upon hearing the data integration plans, the internal German data protection
officer reminds the U.S.-based general counsel that the EU Directive regulates the processing
of individuals’ personal data, a much broader concept than what is referred to in the U.S. as
personally identifiable information. He explains that the broad definition covers nearly all
information that DNO, Inc. would like to integrate. For example, DNO, Inc. knew that certain
information fields (or combinations of information fields) were protected under U.S. law;
items such as a name and account number could be protected personal financial informa-
tion under the U.S. Graham Leach Bliley Act.
Presently, however, there is little U.S. regulation
governing the collection of information. For
instance, while the EU Directive regulates the
mere independent collection of an individual’s
name, email address, or IP address, the U.S. does
not unless an individual’s name is collected in
conjunction with other information, such as 
an individual’s Social Security number.

The German data protection officer made
DNO, Inc. aware that such limited information
fields are only starting to be scrutinized by U.S.
federal regulators as part of the FTC privacy pro-
ceeding. Practically speaking, the broad concept
of personal data under the EU Directive requires
Feline Fun to examine two items for nearly all individual information it wishes to transfer to
DNO, Inc.: (1) the legal basis for transferring the data, and (2) whether the transfer was to a
country with data protection laws sufficiently similar to those in the EU, such that those laws
provide adequate protection to the data, or a legal transfer method.

Local Compliance with Data Transfer Requirements: According to EU and German law, before any
processing of personal data may be undertaken (including transfer), there must be a legal
basis to do so. The legal basis for transfer is satisfied if the transfer is necessary for the fulfill-
ment of a contract or a contractual relationship with the data subject, i.e., the person whose
data shall be transferred.

For instance, personnel data can be transferred if and to the extent such transfer is neces-
sary for the fulfillment of the employment contract. We must emphasize “necessary,” which
is more than plain usefulness; for example, the transfer must be required for the employment
relationship. Transfer of customer data can sometimes be based on the contract with the cus-
tomer, for instance, if the contract will be fulfilled out of another site and the other site requires
the customer information for its performance.

While these two examples tend to be the most common, other legal bases exist. As a last

The German data 
protection officer made
DNO, Inc. aware that
such limited information
fields are only starting 
to be scrutinized by U.S.
federal regulators as
part of the FTC privacy
proceeding.
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resort, the data controller can always try and obtain the individual’s consent to the processing,
but any such consent must be voluntary (already disputable in an employment relationship),
informed and revocable; it should therefore not be the No. 1 choice for establishing a legally
secure way of transferring personal data.

Transferring Data to a Country with Adequate Protection or an Appropriate Legal Process Alternative: Any
recipient of personal data located outside the European Economic Area (EEA) must generally
provide an adequate level of protection to personal data. Data transfers to companies located in
countries with adequate privacy laws akin to those in the EU/European Economic Area include
Switzerland, Canada, Argentina, the Isle of Man, Guernsey, Jersey, Israel and Andorra. Transfer
is also permissible to U.S. companies that participate in the Department of Commerce Safe
Harbor Program. U.S. companies must self certify that their data privacy, security and manage-
ment practices provide adequate protection (then, these companies must re-certify to the
Department of Commerce annually thereafter), always provided that this processing step as
such, i.e., the transfer, is permissible as described above. To be eligible to submit a U.S.-EU
Safe Harbor program self certification, an organization can (1) join a self-regulatory privacy
program that adheres to the U.S.-EU Safe Harbor Framework’s requirements; or (2) develop
its own self-regulatory privacy policy that conforms to the U.S.-EU Safe Harbor Framework.

The Feline Fun data protection officer learns that all data will be transferred from Germany
to the U.S. and DNO, Inc. has not self-certified under the Safe Harbor Program. But an 
adequate level of protection may be achieved by other means: (1) Feline Fun and DNO,
Inc. could enter into a set of contractual clauses approved by the European Commission 
as establishing an adequate level of protection (“Model Clauses”), or (2) DNO, Inc. could
establish Binding Corporate Rules (“BCRs”) for its entire group that are approved by a lead
data protection authority in Europe.

Approximately 50 U.S. companies per month file initial self-certifications to the Safe
Harbor program, and approximately 150 companies submit annual re-certifications. More
than 50 percent of the companies in Safe Harbor have joined during the past two years.
Currently, more than 2,100 companies are on the Safe Harbor list. Placed in context, this
means that more companies join Safe Harbor in a single month than the total number of
companies that have obtained approval for BCRs to date. This trend is counter-intuitive,
given the recent statements of the Düsseldorfer Kreis (a body formed by the German data
protection authorities) and other EU member state bodies issuing critical opinions regarding
the Safe Harbor program.

Practitioners point to the following items as a potential reason for Safe Harbor’s
increased popularity at the moment:

• Greater control for the U.S. company. Safe Harbor primarily requires the U.S. company 
to undertake relevant compliance steps, and requires little to no significant local affiliate 
involvement.

• Enhanced brand reputation for outsourcing providers and satisfaction of EU customer 
requirements.
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• The Swiss Federal Data Protection and Information Commission (Swiss DPA) has 
recently established the U.S.-Swiss Safe Harbor Framework with the United States.

• Streamlining of local filing procedures. In a number of EU member states, cross-border
transfers of EU personal data trigger registration requirements with the data protection 
authorities. In some of these countries, the Safe Harbor facilitates the local registration 
process by avoiding procedural approvals that apply to the use of Model Contracts and 
the “substantive” approvals for BCRs.

• Avoiding administrative burdens of maintaining several versions of Model Contracts.

However, there are as many good reasons to join Safe Harbor, or use it as a baseline to
authorize certain data transfers, as there are good reasons why it may not be sufficient for 
all data transfers. Some negative aspects include:

• FTC enforcement. The promise to comply with Safe Harbor is ultimately subject to the 
enforcement authority of the FTC.

• Some data transfers are not eligible for coverage by Safe Harbor. U.S. companies are 
only eligible to join the Safe Harbor to protect certain transfers of EU Personal Data to 
the United States. Other transfers within a global enterprise, such as transfers from the 
EU to Asia or Latin America, are not covered by the program. Likewise, financial insti-
tutions and other organizations that fall outside the scope of FTC and DOT authority 
are not eligible to join Safe Harbor, even if the organizations are located in the United 
States.

Likewise, even in the context of e-discovery, attorneys must address whether cross-border
data transfers are permissible under local EU law, and this is typically viewed as a prime area of
conflict, and transfers of data for purposes of litigation may expose the EU affiliate to liability.
With this general data transfer background, we also identify a few other issue-spotting items
that we have seen reoccur over the years.

EU EMPLOYEES ENJOY MORE PRIVACY PROTECTIONS
Implementing data integration measures along those proposed by DNO, Inc. may be com-
mon sense to any U.S. company, but integrating the data of European affiliates may trigger 
a variety of issues, such as whistleblower protections. A person whose behavior is reported
through an employer-provided hotline retains his or her data privacy rights. Yet his/her 
personal details have been communicated to a third party in a country without adequate
protection and without his/her knowledge.

Employee monitoring, for example, is a sensitive topic in Europe; every country has 
different rules and, generally speaking, employees have a rightful expectation of privacy 
even in the work environment. The employee’s (potentially private) use of the telecommuni-
cations infrastructure provided by the employer may trigger obligations of secrecy vis-à-vis
the employee—the employer may not be able to access the employee’s communication or
even Internet history.
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USING WEBSITE ADVERTISING AND ANALYTICS IN THE EU
If DNO, Inc. were to integrate website advertising and analytics operations, there may also
be issues. Recently, German data protection authorities have been in discussions with
Google about the legitimacy of its analytics programs under German data protection law
and came to the conclusion that analytics currently does not provide adequate safeguards to
the consumer. The authorities objected to the use of IP addresses, considered personal data
by the data protection authorities.

Court decisions differ in this aspect. Some consider an IP address to be personal data, others
do not. While it is ultimately up to a court to decide, the initial assessment will be carried out by
the data protection authorities and their opinion should be carefully considered. It should also
be noted that the U.S. FTC has made recent statements that an IP address may be included in
the definition of protected personally identifiable information.

While Google demonstrated goodwill and allowed an anonymization tool to be built into
the software, and additionally built a plug-in for Internet users with which they can set their
browser to object to the collection of the IP address, this did not satisfy the data protection
authorities’ requirements: The anonymization is in the discretion of the website operator
and the plug-in does not work for all browsers. As the issue has yet to be resolved, there is 
a risk that the authorities may proceed against website operators that use analytics without
consumer opt-in.

IT MAY BE RAINING CATS AND DOGS 
BUT THERE ARE TOOLS TO WEATHER THE STORM
Decisions by multinationals to centralize data should not be taken lightly. The complexity 
of the EU data protection law poses special problems and must be considered fully as part 
of any data centralization initiative. Recently, the U.S. has made attempts to move closer to
EU-style data protection, but these efforts will not come into fruition for some time. The
data compliance scramble should not stop U.S. companies from wading out into the storm
to access the wide variety of personal data available from EU entities. Rather, the philosophical
and jurisprudential gap can be bridged by relying on the number of tools available to organ-
izations that allows them to transfer data, while being mindful that the EU takes its obligation
to safeguard its citizens’ privacy very seriously.w

Cynthia O’Donoghue is a partner and co-practice leader of Reed Smith LLP’s Data Privacy, Security and Management
group and is based in London. Katharina A. Weimer is an associate in the Munich office of Reed Smith with a focus on
media law and data protection. Amy Mushahwar is an associate in the Data Privacy, Security and Management practice
in the Washington D.C. law office of Reed Smith. Send comments on this column to feedback@infosecuritymag.com.
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SIMs
Security information management systems
are the hub of your network security infra-
structure. The biggest challenge for the
security analyst is to obtain useful infor-
mation about threats and vulnerabilities
from the data collected and correlated by 
a SIM. We will explain the best means for
an organization to obtain actionable data
from a SIM, how to improve SIM collec-
tion and set reasonable goals for these
tools in order to improve incident response
and security policies overall.

FISMA
Compliance with the Federal Information
Security Management Act (FISMA) has
long been a thorn in the side of govern-
ment agencies. FISMA, long considered 
an ineffective paper exercise, has under-
gone an overhaul of sorts. This article 
will look at whether efforts to streamline
FISMA with CyberScope and proposed
legislative changes have panned out.

Consumerization of IT
The deluge of iPhones, Android phones
and other consumer devices into the
enterprise has security managers on edge.
This feature will explore some of the
options available to security and IT man-
agers to control the proliferation of per-
sonal mobile devices in the enterprise.

Don’t miss our monthly columns and commentary.
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• ISO 17799/27002 Compliance

• Application Vulnerability Testing

• Security Audits and Assessments

• Security Architecture and Design

• Identity Management

• Penetration Testing

• Security Best Practices and Policy

• Emergency Incident Response

• System Hardening

• Technology Strategy

• ASP Assessments
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If you want a practical IT security plan that addresses

your real business risks, contact us today at 888.749.9800 

or visit our web site at www.systemexperts.com/public.
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SPONSOR RESOURCES

See ad page 11

• ArcSight Customer Success

• The Missing Link in Your Security Solution

See ad page 7

• Data Loss Prevention

• Security in Layers

See ad page 15

• CORE IMPACT Pro V11 Download

• Continuous Enterprise Rish MeasurementWhite Paper

http://www.arcsight.com/
http://www.bitpipe.com/detail/RES/1300393270_701.html
http://www.arcsight.com/collateral/whitepapers/ArcSight-TRM.pdf
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http://ad.doubleclick.net/clk;240107333;62928846;h;pc=[TPAS_ID]
http://ad.doubleclick.net/clk;240107354;62928852;h;pc=[TPAS_ID]
http://www.coresecurity.com/
http://www.bitpipe.com/detail/RES/1287584953_809.html
http://www.bitpipe.com/detail/RES/1295286866_104.html


SPONSOR RESOURCES

See ad page 31

• FireEye Security Assessment

• eBook: Modern Malware Exposed

See ad page 19

• 10 Things Your Next Firewall Must Do

• Forrester: Zero-Trust Architecture Discussion

• Next-Generation Firewall for Dummies eBook

See ad page 4

• The Changing IT Threat Landscape: Three Steps to A Proactive Security Strategy

• Mind the Gap: CISOsWork to Narrow the Breach-to-Detection Gap for Better Security

the network security companytm
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See ad page 37

• Find Information and Solutions: Check Point Security White Papers

• Vcura IT Enabled Solutions

http://www.vcura.com
http://www.vcura.com/solutions.php
http://www.checkpoint.com/whitepapers/index.html



