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In 2017, mobile technology in healthcare can mean  
different things to different people.

For patients, mobile devices are the gateway to improv-
ing engagement with healthcare providers. Viewing lab 
test results, getting pinged about upcoming appointments 
and maybe even having a video consult with a nurse from 
home are all on the wish lists for those who run their 
lives via smartphones.

Clinicians have a different set of mobile needs. Access-
ing health IT systems from a phone or tablet—perhaps 
a physician has to see Mr. Mac’s electronic health record 
right away while dining in a restaurant at 9 p.m.—has al-
ways been a strong desire of the medical crowd.

And then there are the IT folks, who look at mobility 
from more pragmatic angles. For example, IT managers 
may worry about whether the hospital’s wireless network 
can support the demands of everyone’s mobile device. 
And ensuring secure access to protected patient informa-
tion is paramount when viewing it on a phone.

Given that the majority of our readers comes from the 
third group, it’s particularly painful to note that some 
health IT professionals think the use of mobile devices is 
simply behind the times in the medical industry. 

While our cover story noodles on the current state of 
affairs of mobile technology in healthcare, the article’s 
greater goal is to gaze at the horizon and imagine what’s 

to come. If you consider the avenues healthcare is taking, 
such as value-based care and population health manage-
ment, mobile devices must play a key role. 

In the next few years, mobile health will hopefully get 
to the point at which we can all automatically ask our 
smartphones about our health condition in real time. 
Data analytics, artificial intelligence and natural language 
processing can all come together to point us in the right 
direction and possibly avoid a trip to the doctor’s office. 

Mobile technology in healthcare has the power to 
change how medicine is practiced, and it will be on the IT 
department’s shoulders to shepherd those transforma-
tions through. You may not be a clinician, but patient care 
is still part of your job description. n 

Scott Wallask

Editorial Director, SearchHealthIT
Twitter: @Scott_HighTech

Healthy Outlook for Mobile Devices in Hospitals

Editor’s Letter

https://twitter.com/scott_hightech
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Ask health it experts about the penetration of mo-
bile devices in healthcare, and most will say the medi-
cal field is lagging behind other industries in using the 
technology.

Mobile in healthcare is “vastly underdeveloped. I think 
we’re five or six years behind every other industry,” said 
Karen Clark, CIO at OrthoTennessee, headquartered in 
Knoxville, Tenn. And Indranil Ganguly, vice president  
and CIO at JFK Health System, based in Edison, N.J.,  
described the mobile landscape as disorganized. “I think 
it’s very disjointed,” he said. “I think we’re struggling with 

basics. … We’re struggling with the fact 
that, for most of the users, mobile is a 
consumer device.”

Ganguly explained that mobile de-
vices in healthcare are mainly being 
used as an endpoint to receive informa-
tion. “It’s clunky, it’s not easy to use and 
we’ve got a long way to go,” he said.

For an industry that prides itself on advanced medical 
care, it may seem odd that mobile technology is underuti-
lized. The reason, however, may not simply be that hospi-
tals are slow adopters.

Clark traced the problems with health IT mobile efforts 
in healthcare to the HITECH Act—a law that encourages 
adoption of electronic health records (EHRs) and supports 
health IT in the U.S. When the HITECH Act was signed 
into law, it brought requirements for certification of EHR 
software. EHR vendors had to pour their resources into 
meeting those certification requirements and, therefore, 
didn’t pay much attention to mobile.

“[If the vendors] didn’t meet these certification re-
quirements, they lost their certification, which meant 
they were out of business. So all of the focus was there,” 
Clark explained. “Mobile was sort of a stepchild because 
that wasn’t required.”

CIOs Envision Seamless Mobility
Clark and others do see a rosier future for mobile devices 
in healthcare facilities for both physicians and patients. 
“It should be invisible,” she noted. And that’s a good 
thing: Mobile device use in healthcare will become so en-
grained that people won’t even notice it. 

Clark used the example of purchasing an airplane 
ticket: She opens a flight app on her phone and buys her 
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Might One Day Appear ‘Invisible’

BY KRISTEN LEE
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ticket. The app reminds her when it’s time to check in for 
her flight. She chooses her seat, lets the airline know how 
many bags she’s bringing along and decides to pay for a 
seat upgrade. “I can’t remember the last time I bought a 
plane ticket any way other than on my phone,” she added. 

“At no point did I think once about the device I was us-
ing. The technology had become invisible so that all I was 
thinking about was the task at hand.”

Ganguly sees mobility in healthcare one day becoming 
as seamless as the experience a user has with Amazon. 
“You can go into your phone and order what you need, 
and [Amazon is] intuitive in pushing things it thinks you 
need out to you,” he explained. “That’s stuff we have to 
get better at in healthcare. If the banking institutions can 
get there with that level of comfort, I believe we can, too. 
But we have to dot our i’s and cross our t’s and make sure 
we can deliver it in a secure way.”

Future Mobile Experience for Physicians
On a physician’s mobile wish list, expect to see more 
seamless integration with EHRs. “That’s where we have 

to get with the EHR,” Clark said, “so [clinicians] can think 
about examining and treating the patient, and the tech-
nology fades into the background, and they’re just not 
even thinking about it.”

But it’s not simply about providing access to the EHR 
and health information; it’s also about providing that ac-
cess anywhere, whether inside or outside the healthcare 
organization, Clark said. She believes this kind of access 
will provide great value to physicians by allowing them to 
move around the hospital, which can be a challenge with 
more traditional methods of accessing EHRs via laptops 
or at workstations.

“[Clinicians] want to be able to move freely,” she said. 
“talk with the patient, show the patient her X-ray, say, 
‘Okay, well, let’s go ahead and order this for you and make 
this appointment for you to make it easy.’ Nobody wants 
to carry around a 4.5-pound laptop all day.”

But mobile should also allow physicians to do their 
job outside the walls of the hospital, Clark added. “If [a 
clinician is] sitting on the sidelines at their child’s soccer 
game and they want to securely answer a few messages or 
sign off on some documents … that really helps providers 
with work-life balance,” she said.

Watch for Improved Patient Engagement
Furthermore, mobile will allow healthcare organizations 
to provide a more valuable experience to patients and 
consumers—a benefit largely missing in healthcare, said 
Marc Probst, CIO at Intermountain Healthcare, based in 
Salt Lake City. He pointed out that technology has been 
implemented in many hospitals to improve workflow and 
processes, but little has been done to provide technology 
for a better patient experience during care. 

“ [Clinicians] want to be 
able to move freely. ... 
Nobody wants to carry 
around a 4.5-pound 

laptop all day.” 
—KAREN CLARK, OrthoTennessee
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Mobile should be the best way for patients to interface 
with their health system, Ganguly said. “For my patients,” 
he explained, “if they have a problem, they should be able 
to go to the JFK [Health] app … and basically speak to it 
and say, ‘Listen, I’m not feeling well.’” 

On the back end of this voice exchange, there should 
be a decision support engine that will provide patients 
with options on how to receive care. Ganguly explained: 

“‘It sounds like you might have a fever, but would you like 
to talk to a nurse?’ In which case, you could have a nurse 
practitioner summoned if you have a telehealth portal, or 
… the system will know who I am. So it should say, ‘Well, 
you know, your primary care physician has an opening 
tomorrow morning at 9, would you like us to book it 
for you?’ Or, ‘The urgent care center down the street is 
open now; it’s going to be a $25 copay, but they only have 
a 10-minute wait. Would you like us to put you on the 
list?’”

“You can get to the point,” Ganguly said, “where you’re 
keeping people out of the hospital because you’re direct-
ing them to the right point of care.”

This type of mobile interaction, Probst added, “will give 
huge value to our patients, members and community.” n

Hospitals See Benefits  
in Mobile Devices 
SOME HEALTHCARE ORGANIZATIONS have succeeded 

in using mobile devices for improved customer 

service and patient safety.

“We have apps that, for instance, 

schedule an appointment with  

your doc,” said Ed McCallister,  

senior vice president and CIO at 

the University of Pittsburgh Medi-

cal Center. “As you’re travelling to 

that appointment with your doc, you can actually 

leverage the map app to see the directions … 

and see what your wait time could be once you 

arrive.”

University of Colorado Health (UCHealth), 

based in Aurora, uses mobile in a different way 

and for a different purpose. “The [laboratory 

staff] carry both an iPod to get to the [medical 

record] charts or workflows that they need, 

and they also carry a wireless printer,” said Ed 

Horowitz, senior multimedia developer of clinical 

informatics at UCHealth. This way, when clini-

cians conduct blood draws, for example, they can 

quickly print out and stick ID labels on the vials. 

“It becomes a patient safety aspect,” Horowitz 

added. “You’re not printing out a handful of labels 

and trying to guess who the patient is and make 

sure the right label is on the right vial.” —K.L. 

“ [My patients] should be able  
to go to the JFK [Health] app ... 
and basically speak to it and 
say, ‘Listen, I’m not feeling 
well.’” 
—INDRANIL GANGULY, JFK Health System

MCCALLISTER
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Like many healthcare systems today, the University 
of Chicago Medical Center has started using healthcare 
tablets in a big way, a move the provider sees as crucial to 
improving the patient experience.

As they make rounds on the adult and pediatric in-
patient units at the 600-bed hospital, nurses tote rug-
gedized tablets loaded with software from healthcare 
communications provider Vocera. The nurses input pa-
tient complaints—and compliments—into Apple iPads, 
and those “follow-up requests” are immediately e-mailed 
to support services staff.

“In the old days, rounding was a 
paper-based process,” said Andres Va-
lencia, the health system’s manager for 
patient experience improvement and 
innovation. “Now, the huge benefit of 
using tablets … is from a manager’s 
perspective; they no longer have to drag 
around a piece of paper until the next 

time they’re behind their desks and type up an e-mail to 
get the ball rolling.”

Healthcare Handhelds Surpass Laptops
From rounding and remote patient monitoring to viewing 
medical images and enabling patients to communicate, 
tablets are ubiquitous in hospitals, outpatient clinics 
and patients’ homes. The mobile devices—from Apple, 
Microsoft, Samsung or smaller hardware vendors—have 
become more affordable and customizable, and technol-
ogy advances have lengthened battery life and sharpened 
screen quality.

Native processing power also is not much of an issue 
because of the pervasiveness of cloud-based applications 
that run on healthcare tablets and smartphones. Indeed, 
rather than being exotic luxuries, tablets have become 
commodities within the range of many healthcare provid-
ers’ budgets. 

According to a March 2017 health IT purchasing survey  
by TechTarget Inc., publisher of Pulse and SearchHealth- 
IT, the handheld category—encompassing smartphones, 
tablets and hybrid tablets with keyboards—surpassed 
laptops as healthcare organizations’ top mobile buying  
priorities. In the survey of nearly 400 qualified respon- 
dents from U.S. providers, 30% of respondents cited  
tablets as their top mobile priority this year; 25%, smart- 

Those Potent Little Tablets   
Fill a Big Rx for Doctors 

BY SHAUN SUTNER

VALENCIA
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phones; and 4%, hybrid tablets. By comparison, 40% 
indicated laptops were their foremost mobile priority. 
The survey was done in conjunction with the College of 
Healthcare Information Management Executives.

Prices Lower for Commodity Tablets 
Mobile technology has reached the point where the dis-
tinction between tablets and laptops and even desktop 
workstations is eroding, said Dr. Rasu Shrestha, chief 
innovation officer at the University of Pittsburgh Medical 
Center (UPMC). “Hybrid devices are becoming the norm,” 
Shrestha said, noting that tablets and associated docking 
stations can accept mice, use voice recognition and con-
nect to full-blown electronic health records. “They’re not 
this funny thing that’s on the side.”

Kate McCarthy, a senior analyst covering health IT at 
Forrester Research, said a key driver for healthcare tab-
lets is their ever-descending price points. For example, 

commodity tablets—often used in remote patient moni-
toring—can be purchased for as little as $150.

“Tablets have been around in healthcare for a while for 
a lot of use cases, but what I think is one of the things 
that’s probably new is how widespread the adoption is,” 
McCarthy said. “In some cases, it’s more affordable than a 
mobile phone. It’s a relatively easy spend.” She also noted 
that software vendors’ longtime insistence on proprietary 
connections to the hardware devices they preferred has 
faded in favor of the bring your own device mobility cul-
ture of modern enterprises.

Complex Imaging on Tablets
Tablets are becoming more acceptable for viewing com-
plex images, even among radiologists and other phy-
sicians educated to use the most advanced, expensive 
imaging software for analyzing intricate studies produced 
by CT, MRI and other imaging machines.

Shrestha, a radiologist by training, said healthcare tab-
lets also can provide more independence for physicians 
who need to view imaging studies outside of the office. 
Current-generation tablet screen quality—and perhaps 
size—is not diagnostic-grade, he acknowledged. But he 
said tablets are still more effective than smartphones for 
imaging and can still enable adequate clinical viewing and 
therefore greater collaboration among radiologists and 
other physicians who handle images.

“Whether it’s radiologists or referring clinicians, on-
cologists or surgeons who are trying to look at these im-
aging studies, [the tablets] allow them to be mobile and 
not tied down to their clinical workstations,” Shrestha 
explained. “There’s been multiple false starts [in mobile 
imaging]. You can’t just try to cram everything into this 

PE-ART/GETTY IMAGES
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small form factor that is the phone. The phone should be 
utilized for what it is. It’s a phone.”

Tablets for Remote Patient Monitoring
UPMC was among the first big healthcare systems to em-
brace, on a large scale for physician rounding, healthcare 
tablets—in this case, Microsoft Surface hybrids. UPMC 
also employs tablets in telehealth applications in its Any-
whereCare program.

In recent years, UPMC has plunged aggressively into 
remote patient monitoring for population health by in-
vesting via its venture capital wing in RPM vendor Vivify 
Health Inc. and by becoming one of Vivify’s biggest cus-
tomers. Vivify’s turnkey kit, which was provided to about 
800 patients in a congestive heart failure program, in-
cludes a commodity 4G tablet and wireless-enabled pulse 
oximeter, blood pressure cuff and weight scale that collect 
data transmitted to a UPMC care team.

Another common application for tablets is adapting 
them for inpatient use at the bedside—an approach that 
providers may find inherently self-limiting as healthcare 
systems increasingly become their own insurance payers 
and try to keep patients out of the hospital. For example, 

at Phoenix Children’s Hospital, under CIO David Higgin-
son’s Connected Patient project, administrators put 200 
specially configured iPads in the rooms of pediatric pa-
tients to allow them to communicate with family, friends 
and caregivers.

Whether in home, clinical or hospital settings, health-
care tablets are here for the foreseeable future and appear 
to be supplanting laptops as the major mobility platform 
in the industry. That is, until a better technology takes 
their place. n 

“ There’s been multiple 
false starts [in mobile 
imaging]. You can’t just 
try to cram everything 

into this small form factor that 
is the phone.” 
—RASU SHRESTHA, University of Pittsburgh 
Medical Center



+ HOME

+ EDITOR’S LETTER

+  MOBILE DEVICE  
USE IN HEALTHCARE 
MIGHT ONE DAY 
APPEAR ‘INVISIBLE’

+  THOSE POTENT 
LITTLE TABLETS  
FILL A BIG RX  
FOR DOCTORS

+  IT PROS WRESTLE 
WITH ANSWERS TO 
MOBILE SECURITY 
THREATS

+  PREDICTIVE SELF 
LOOKS TO FUTURE 
DIAGNOSIS, ACTION

PULSE  •  JULY 2017   9 

PROTECTING DATA

IT Pros Wrestle With Answers 
to Mobile Security Threats 

The increased use of healthcare mobile devices has 
provided caregivers with access to patient data on the go 
and at the bedside. But with the ongoing security threats 
targeting the healthcare industry, hospital IT depart-
ments must take a new approach to mobile device man-
agement and security.

Securing health data has always been a top priority 
for healthcare organizations. Before mobile devices and 
BYOD became popular, hospitals were better able to con-
trol what data was accessed, how and by whom. By using 
desktop management tools and restricting access to cor-
porate devices, hospitals had more control over and confi-
dence in the security of their data.

However, mobility is quickly becoming popular for 
access to data on the go. Hospitals have been outfitting 
their facilities with upgraded wireless infrastructure to 
keep up with the demand for speed and connectivity. 
One challenging aspect of a wide mobility rollout and its 

adoption in healthcare is how to secure sensitive infor-
mation on corporate- and employee-owned devices. This 
new complexity has required IT to take a different ap-
proach to managing these devices. 

One of the new strategies that hospitals are adopting 
to address the security concerns around healthcare mo-
bile devices is the use of security tools and techniques 
that can tackle identity, device, application and content 
management.

n Identity management secures data upon entry. To 
ensure that the data is only accessible to authorized us-
ers, implementation of identity management systems is 
a must. A hospital must be able to use identity protec-
tion techniques that support multifactor authentication 
(MFA) and the detection of hijacked accounts that com-
monly result from stolen usernames and passwords. 

n Mobile device management (MDM). Hospital IT staff 
previously managed computers and laptops using asset 
management applications. With the recent increase in 
healthcare mobile devices, MDM became the new plat-
form that enabled IT to secure those devices. MDM offers 
an easy way for a device to be locked down if it’s lost or 
stolen. It also ensures that certain configurations are in 
use to protect the device and the data it accesses.

n Mobile application management. The rise of BYOD 
has also created new challenges for IT as more users seek 

Technically Speaking
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to use their own personal devices for work-related tasks. 
That means IT must identify ways to protect the data 
accessible to personal devices without overstepping their 
boundaries. MDM vendors have introduced mobile ap-
plication management as a new way to apply controls and 
restrictions at the application level by containerizing the 
content so it’s no longer accessible to a device’s operating 
system and apps.

n Advanced auditing and tracking. Another area health-
care organizations are looking at when it comes to enter-
prise mobility management is auditing—the ability of the 
system to offer advanced reporting and tracking to mon-
itor and detect any abnormal behavior. Having access to 
such capabilities provides IT with a method to proactively 
detect and address potential security issues.

Whether physicians use their mobile device to review 
patient charts or patients fill in their medical history on a 
tablet at check-in, healthcare mobile devices are increas-
ingly becoming the norm. While users feel comfortable 
with their lightweight “mini computers,” IT still faces the 
realities associated with implementing the right tools to 
protect health data. 

Enterprise mobility systems are designed to support 
the maintenance and protection of mobile devices—but 
they’re not bulletproof. 

The tools and techniques available today have certainly 
proven to make the hacking of mobile devices far more 
challenging. With the continuous security threats facing 
healthcare, however, IT must remind end users through 
training and education how to stay vigilant and recognize 
security vulnerabilities. —REDA CHOUFFANI

Technically Speaking
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Predictive Self  
Looks to Future  
Diagnosis, Action 

Artificial intelligence tech- 
nology may lead hospitals to value- 
based care by improving clinical  
diagnostics, said healthcare AI  
expert Peter Borden, managing  
director at consulting and services 
firm Sapient Corp.

“We are going from the quan-
tified self to the predictive self,” 
Borden noted. The predictive-self 
aspect of AI looks for details “that 
indicate there’s something you need 
to take action on before it gets to 
be worse of a problem. … I want to 
know when it’s likely I’m going to 
have an infection and should proba-
bly go see my doctor.” n

Heartbeat

MATHISWORKS/GETTY IMAGES

BORDEN

Healthcare Cloud Journey Resembles  
Banks’ Flight Plan 

If you want to see where healthcare is heading with the cloud, take a look at 
the financial industry, said Chris Wegmann, managing director of the Amazon  
Web Services (AWS) business group at consulting and technology services 
company Accenture. Many banks at first hesitated about leaving the premises 
until Capital One began touting AWS two years back. Since then, most big  
financial institutions have endorsed the cloud for certain uses.

“Each industry, when they’ve jumped into these public clouds, it takes six 
months or so to get their heads around it,” Wegmann said. “And now, we’re just 
starting to see healthcare do it, too.” n
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Ransomware  
Numbers Make  
You Want to Cry

The WannaCry ransomware  
cybercrime last May infected 
200,000 computers in 150 coun-
tries. The attack was a particular 
headache for hospitals in the U.K., 
some of which had to turn away  
patients because IT systems were 
inaccessible. One-fifth of U.K.  
National Health Service hospital 
networks reportedly were  
disrupted. n 

Compiled by TechTarget writers Trevor 
Jones, Shaun Sutner and Scott Wallask.

Heartbeat

AI Helps Make Healthier Choices
Artificial intelligence can potentially drive behavioral changes among pa-
tients, helping them make better decisions about their health, said Jeff Cohen, 
co-founder and vice president of functional architecture and cognitive inno-
vation services at Welltok Inc. The Denver-based company sells software as a 
service to help personalize healthcare for consumers.

As part of a larger technology package, AI can provide incentives and use an-
alytics to find appropriate healthcare plans for an individual. “[You also need] a 
really good understanding of the healthcare system and how it operates from a 
supply chain perspective in terms of payers … and providers,” Cohen explained. n

 COHEN
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