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A Computer Weekly buyer’s guide  
to internet of things security
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Connected devices have thrown up a host 
of new challenges for IT security. In this 

13-page buyer’s guide, Computer Weekly 
looks at how to mitigate the security 

threats from the IoT, key areas to target, 
and how to draw up a battle plan

http://www.computerweekly.com
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When the technology you deploy can be hacked to 
kill, you’d better be sure it’s secure. For several 
years, cyber security experts have been trying to 
highlight the growing level of threat presented by 

the proliferation of all manner of internet-connected devices. Far 
from easing our lives, they warn, if we’re not careful, the internet 
of things (IoT) could end them. 

Cesare Garlati, chief security strategist for the prpl Foundation, 
an open source consortium working on next-generation datacen-
tre software and architectures, says: “Most of these IoT devices 
are connected to, or directly control, physical objects – an eleva-
tor or heating system, for example. Therefore a breach doesn’t 
just represent a traditional loss of data with resulting fines, but a 
physical attack that might involve human casualties or fatalities.”

Potential to wreak havoc
From smart thermostats to connected cameras, medical 
implants to industrial controllers, a succession of devices has 
been shown to be hackable, many with the potential to wreak 
economic, domestic and physical havoc (see box, p4). And 
there are plenty of miscreants eager to gain such power over 
our lives, businesses and economy – criminals hoping to hold 
us to ransom for financial gain, cyber terrorists bent on causing 
mayhem and state actors engaged in clandestine cyber warfare.

Derek McAuley, professor of digital economy at the University 
of Nottingham and director of the Horizon Research Institute, 
says the threats are not exaggerated. “The danger to life is sig-
nificant, which is why the security services at home and abroad 

Secure IoT before it kills us
Experts say more must be done to mitigate the potentially catastrophic 

threats presented by connected devices, writes Jim Mortleman
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are putting so much focus on cyber defence at 
the moment,” he says. “As the technology is more 
widely deployed, cyber attacks could take out sig-
nificant chunks of the economy. We used to think 
in terms of defending power plants, power lines 
and so on, but actually if hackers take control of 
all the smart meters within a 100-mile radius of 
Cambridge, for instance, it could cause as much 
damage as bombing a power station.“

Yet the researchers’ warnings have not stopped a growing 
number of organisations from ploughing on with the IoT without 
effectively mitigating the risks. With promises of dramatic cost 
and energy savings, industrial and domestic automation, smarter 
cities and better health and safety, the economic and social incen-
tives for deployment often trump security considerations.

Deep security implications
John Walker, a cyber security researcher and consultant who 
has worked with a diverse range of commercial and public sector 
organisations, including national and international law enforce-
ment agencies, says: “We’ve rushed ahead and embraced the 
technology without considering the longer-term, deep security 
implications. Security people are often the last to find out what’s 
going on, when they really need to be involved from the start so 
that security can be embedded by design. 

“Yet from what I’ve seen to date, there’s been little or no proper 
technical risk assessment to ensure devices, code, data and 
infrastructure are all sufficiently protected. As a result, insecure 

systems and processes are now embedded in a 
number of large organisations.” 

But Microsoft, which is committed to support-
ing the secure implementation of IoT among its 
customers and partners, remains sanguine. Stuart 
Aston, its national security officer, says: “It’s really 
important not to over-dramatise the potential 
security risks, or people will dismiss IoT security as 

too difficult to tackle. That’s not the case. The key is understand-
ing the risks and putting in place appropriate mitigation.“

Microsoft has put together a checklist of IoT security best prac-
tices (see box, p5). This highlights the different areas of secu-
rity that must be tackled by the various organisations involved 
throughout the lifecycle of an IoT system: manufacturing and 
integration, software development, deployment and operations. 

No universal standard
The problem for customers is that it’s currently difficult to 
ascertain whether all the hardware, software and service part-
ners you select are doing what’s required to maintain effective 
security. While bodies such as the International Organization 
for Standardization (ISO) and the International Electrotechnical 
Commission (IEC) are doing a lot of work in this area, there is still 
no universal, certifiable standard for IoT security. “Standards are 
in progress but the short answer is that if you’re implementing 
this today, you need to do due diligence,” says Aston.

Mike Ahmadi, global director of critical systems security at 
Synopsys, says: “It is critically important for anyone deploying IoT 
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❯While users need to be 
responsible in the online world, 

security fatigue is real, and 
manufacturers/providers must 

take responsibility. 
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devices in any environment to require the supply chain to pro-
vide evidence of adherence to a well-written set of procurement 
guidelines that touch on specific, measurable criteria. Simply ask-
ing for secure devices will not cut it.  

“Users need to specify the evidence of such, and also check it 
internally. Don’t take the word of product suppliers. Verify and 
validate anything they tell you and stick to your guns. Make them 
provide evidence and move on to the next supplier if they will not.” 

While Microsoft’s IoT security best practice guidelines repre-
sent a high-level framework, cyber security experts say IT depart-
ments must pay close attention to the technical detail. Nottingham 
University’s McAuley says systems should be designed so devices 
process as much data locally as possible. “Stop sending out raw 
data and think about app-specific processing on devices,” he says.

McAuley says organisations should adopt more secure network 
authentication using ID management systems such as Shibboleth 

to guarantee that people and devices logging on are who or what 
they say they are, rather than relying on SSID and password.

Devices should also be effectively isolated on the network, with 
properly configured firewall rules and network segmentation. 
“My angle is that all devices can be hacked eventually, so even if 
they need to talk to the internet, they should only be able to talk 
to the one or two places they absolutely have to,” says McAuley.

He also says data should be encrypted when it is stored on serv-
ers where it is not actually being processed. “Many organisations 
only encrypt data in transit, which is not sufficient,” he says.

The prpl Foundation’s Garlati adds: “Don’t use devices that 
involve a cloud component unless it’s 100% necessary.”

You should also avoid devices that ignore basic cyber hygiene, 
which applies to huge swathes of those currently being sold into 
the domestic market. “These days I’d be looking for all devices to 
require multi-factor authentication to change their configuration, 
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IoT hacks that hit the headlines

2010: Stuxnet (believed to have been created by Israeli intelli-
gence) vibrates centrifuges in Iran nuclear plant.
2011: Hacker takes wireless control of insulin pumps. 
2014: Hackers commandeer hundreds of webcams and  
baby monitors. 

2015: Researchers remotely take over and crash  
Cherokee jeep. 
2015: Plane flight controls hacked via in-flight  
entertainment system. 
2016: Smart thermostats hacked to host ransomware. 

http://www.computerweekly.com
https://shibboleth.net/
https://en.wikipedia.org/wiki/Service_set_%28802.11_network%29
http://searchdatabackup.techtarget.com/ehandbook/Mobile-data-backup-helped-by-encryption-data-policies
http://www.computerweekly.com/news/1280094479/Iran-confirms-Stuxnet-hit-uranium-enrichment-centrifuges
http://www.computerweekly.com/news/1280094479/Iran-confirms-Stuxnet-hit-uranium-enrichment-centrifuges
http://www.theregister.co.uk/2011/10/27/fatal_insulin_pump_attack/
http://www.independent.co.uk/life-style/gadgets-and-tech/news/hundreds-of-baby-monitors-and-cctvs-hacked-how-to-keep-your-cameras-safe-9873777.html
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for example” says McAuley. “In addition, no device should ship 
with a default username and password – you should be forced to 
set up secure credentials the first time you switch it on.”

And remember that while attacks on the IoT present a greater 
level of threat than those on traditional systems, many of the 
practices required to bring down the risks to a manageable level 

are as old as the hills. As Microsoft’s Aston points out: “With each 
generation of smart things, we seem to have to relearn the les-
sons of the past. 

“A lot of IoT security best practice is no different from the best 
practice we’ve learned through securing PCs and mobile devices 
over the years. We just need to ensure it’s rigorously applied.” n

BUYER’S GUIDE

Microsoft’s IoT security essentials 

IoT hardware manufacturers and integrators must:
n  Specify hardware to minimum requirements so a device is not 

capable of doing more than it needs.
n  Ensure all hardware is tamper-proof, with no internal or exter-

nal USB ports, for instance. 
n  Build equipment should be built around secure hardware such 

as Trusted Platform Module (TPM).
n  Ensure there is a secure path for firmware upgrades.  

IoT solution developers must:
n  Follow secure software development methodology. 
n  Ensure any open-source software you choose has an active 

community addressing any security issues that arise.
n  Integrate with care: check all interfaces of components for 

security flaws, paying particular attentions to superfluous func-
tionality that may be available via an API layer. 

IoT solution deployers must:
n  Ensure all deployed hardware is tamper-proof - particularly 

where left unsupervised or in public spaces.
n  Keep authentication keys safe after the deployment. Any com-

promised key can be used by a malicious device to masquerade 
as an existing device.

IoT solution operators must:
n  Keep the system up to date with the latest OSs and drivers.
n  Protect against malicious activity by securing device operating 

systems with the latest anti-malware capabilities. 
n  Audit the IoT infrastructure often for security-related issues.
n  Physically protect the infrastructure from malicious access.
n  Protect cloud authentication credentials by changing pass-

words frequently, and not logging on from public machines.
Source: Microsoft

http://www.computerweekly.com
https://en.wikipedia.org/wiki/Trusted_Platform_Module
https://docs.microsoft.com/en-us/azure/iot-suite/iot-security-best-practices


computerweekly.com buyer’s guide 6

Much of the media attention around internet of things 
(IoT) security in the past two years has focused on 
specific attacks against IoT devices such as con-
nected cars, wearables and smart home devices.

While these relatable incidents have helped highlight the vul-
nerabilities of specific devices and raised awareness about the 
importance of IoT security, they fail to provide a complete picture 
of the security challenges. 

Heads of IT security must realise that their staff will encounter 
two strategic IoT use cases: connected devices and connected 
business processes will each exist in enterprises and will drive 
IoT adoption.

Security chiefs will meet with IoT users, makers and operators 
across the organisation, all with specific use cases. Each of those 
stakeholders will preside over line-of-business or vertical use 
cases that will require even more customisation or specialisation.

If the people operating an IoT device that enhances a business 
process are decentralised globally with poor or limited bandwidth 
internet connections, security staff will need to make different 
choices than if they’re located at the company’s head office using 
a dedicated wireless network and connection.

Core systems at risk
Hackers are likely to target core systems and applications – not 
just devices. These systems collect, normalise and store the 
high volume of data generated by IoT-enabled devices. 

Meet IoT security 
challenges head-on
Securing internet-connected devices should be a 
priority for IT leaders. Jeff Pollard pinpoints  
the key areas that need to be targeted
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Strong security mechanisms on the endpoint 
device are still essential, but from a hacker’s per-
spective, why exert effort to exploit a single device 
when attacking the application that controls them 
will provide an instant fleet of hundreds of zombie 
in-car entertainment systems for publicity pur-
poses? Why stop a single truck when you can alter 
logistics data in a competitor’s supply chain to dis-
rupt planned shipping schedules? Ubiquitous connectivity will 
multiply IoT threats. 

Real-world considerations
Continued innovation in chipsets, form factors and battery life 
allows IoT devices to be deployed in conditions that humans 
would find inhospitable or downright dangerous. Those deploy-
ments enable collection of datasets and real-time telemetry 
that was impossible for a company to gather pre-IoT.

According to one Cisco researcher, the biggest difference with 
IoT devices is that users aren’t aware 
that their new connected washing 
machine is a computer. IoT blends 
the physical and digital domains. 
Knowing that a fitness-wearable 
user in his mid-20s jogs at the same 
track three times a week has value 
for a sports drink advertiser, but a 
cartel could also use it to plan and 
execute a kidnapping.

Understand the threat
IoT devices present opportunities to improve cus-
tomer satisfaction and engagement. But for CISOs 
whose firms are manufacturing, buying or using 
IoT devices, they also introduce pressing potential 
security problems, including the less obvious – but 
very real – issue of flawed firmware updates.

Security chiefs need to understand that IoT 
hacking does not require a specialised skillset. Security profes-
sionals often erroneously assume that IoT devices are all so dif-
ferent that any particular internet-connected device will be less 
interesting to hackers (because there are too few of them) than 
general-purpose computers.

In fact, versions of Linux such as Riot OS and Windows 10 IoT 
core exist as common operating systems (OSs) ported to IoT 
architectures. It’s easy to transfer skills from hacking desktops to 
hacking devices when the OS is almost identical. IoT security firm 
Senrio describes just how easy: “Two years ago, we did a pub-

lic project with two interns. They 
hacked an ATM, a smart home 
controller, quantified life devices 
and a router. The interns were able 
to compromise them all remotely 
within a month.” Hence, hackers 
will quickly adapt their success-
ful ransomware strategies to make 
money by hacking IoT devices and 
holding them hostage.

Hackers will quickly adapt 
tHeir successful ransomware 

strategies to make money 
by Hacking iot devices and 

Holding tHem Hostage
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❯ Improved security in IoT 
devices is not easy, but it is 

possible if you follow three steps 
to harden internet-connected 

devices in your enterprise.

http://www.computerweekly.com
https://www.codeproject.com/Articles/840499/RIOT-Tutorial
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https://developer.microsoft.com/en-us/windows/iot
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Physical and financial danger
IoT security failures can cause both physical harm and financial 
loss. Unlike traditional hacks that seek to extract credit card and 
identity data to propagate identity theft and thus steal money, 
certain classes of IoT devices can literally affect a person’s health, 
as seen in August 2016 when cyber security company MedSec 
discovered IoT vulnerabilities in pacemakers manufactured by 
St Jude Medical. Research from Muddy Waters then denounced 
St Jude to investors, causing potential regulatory action based 
on patient safety concerns, product recalls and litigation.

Customers are also worried. For example, Forrester’s consumer 
technographics survey reveals that 64% of respondents are con-
cerned about identity theft when using IoT devices.

Constrained device environments make IoT devices extremely 
hard to patch. Many IoT devices lack a physical user interface or 
screen, which makes it hard to notify a user about the need to 
deploy an update and steps to do so. It may seem strange, but in a 
handful of years your neighbours will tell you that they’re replac-
ing their refrigerator not because they’re doing a kitchen renova-
tion, but because it contains exploitable, unpatched software.

“People aren’t paying for a development team when purchas-
ing IoT devices,” says one Cisco researcher. “The lifetime of IoT 
devices is long. If the vendor only maintains it for a year or two, 
you are left on your own for the rest of the device’s life.”

Privacy a priority
IoT devices generate huge volumes of data that require privacy 
protection. To develop deep insights into customer context and 
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behaviour, firms must collect and 
share a broad range of data, which 
means CISOs need strong privacy 
controls, especially for data at 
rest. Customers find it challenging 
to determine the range and scope 
of data collected – and potentially 
monetised – by companies.

Security leaders need to explain 
that, when collecting data, users 
must know why it’s collected and 
what the company plans to do with it. Security should also be 
prepared to explain the importance of user-centric controls that 

allow users to manage what data 
is collected, how it’s used and how 
it’s shared. Some 67% of security 
leaders worry about privacy viola-
tions emerging from IoT-related ini-
tiatives. This presents an excellent 
opportunity for the chief informa-
tion security officer to sponsor an 
informed and empowered user ini-
tiative with direct revenue results. n

This is an extract of the Forrester paper “The IoT attack surface transcends  

the digital-physical divide”. Jeff Pollard is a principal analyst at Forrester.
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The internet of things (IoT) has much potential to 
streamline business processes and provide new ways 
to interact with customers. But it also opens new fron-
tiers for cyber criminals and hacktivists to exploit. 

Quocirca published reports in 2015 (The many guises of the IoT)  
and 2016 (European perceptions, preparedness and strategies for IoT 
security) that look at the interplay between IoT opportunities and 
threats. Some of the findings from these reports are highlighted 
in this buyer’s guide, which looks at how to secure the IoT in your 
organisation. 

The IoT means different things to different organisations and 
there is no silver bullet for security. It involves everything from 
known devices carefully deployed – for example, as part of state-
of-the-art infrastructure monitoring systems – through to legacy 
equipment bought online for ease of access, to rogue unknown 
consumer devices brought into the workplace by employees. 

Good application design, adapting existing IT security and some 
altogether new ideas contribute to protecting IoT deployments 
from a diversity of threats.

IoT security threats
There are four main security threats pertaining to the IoT:
n  Data protection. Many devices gather sensitive data, the 

transmission, storage and processing of which needs to be 
secure for both business and regulatory reasons. 

n  Expanded attack surface. There will be more devices on net-
works for attackers to probe as possible entry points to broader 
IT infrastructure. Unlike user endpoints, many IoT devices are 

No silver bullet for 
business IoT security

Good application design, adapting existing IT security and adopting 
some new ideas can protect firms from IoT threats, writes Bob Tarzey
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permanently on and connected, making them 
prime targets.

n  Attacks on IoT-enabled processes. Those want-
ing to disrupt a given business’s activities will 
have more infrastructure, devices and applica-
tions to target, for example, via denial-of-ser-
vice (DoS) attacks or by compromising and/or 
disabling individual devices.

n  Botnet recruitment. Poorly protected IoT devices may be 
recruited to botnets, degrading their performance and leading 
to longer-term reputational damage.

All these threats rely to some extent on the potential weakness 
of IoT devices. While the devices should be deployed and man-
aged with security in mind, with good design, much of the heavy 
lifting can be done at a higher level.

Devices numbers, diversity and identity 
Quocirca’s 2016 research showed the average European busi-
ness expects to be dealing with 
7,000 IoT devices over the coming 
18 months. This figure may sound 
daunting to smaller organisations, 
but it is conservative compared 
with other industry estimates. 
Managing large numbers of devices 
must be automated and anyway, 
there is only so much that can be 
done on the device itself.

Legacy devices with pre-IoT firmware are likely 
to be some of the most vulnerable because they 
may not have been designed with online security in 
mind. New devices can also be problematic as they 
often have limited memory, processing and electric 
power and run IoT-specific operating systems such 
as TinyOS, Contiki, Nano-RK and RIOT. 

Many of these operating systems are open source 
and adaptable by manufacturers, leading to many variants (it is 
not all open source – Microsoft has built specific support for IoT 
devices into Windows 10). All this leads to hundreds of potential 
device/operating system combinations.

This makes it a challenge to develop portable on-device security 
software agents. Agentless device security is more practical and 
has been available for some time to deal with employee-owned 
and guest endpoints that have increasingly been allowed on to 
corporate networks. Agentless device management needs to be 
recognised most in sectors such as healthcare where there is a 

wide range of unusual devices.
However, it is necessary to con-

tinually recognise devices and make 
sure their identity remains con-
sistent. One way to sabotage IoT 
deployments is to replace trusted 
devices with rogue ones. Existing 
technologies can help here. SSL/
TLS encryption not only ensures 
that data transmitted by devices is 
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secure, it also confirms a device’s identity. To this end, there has 
also been renewed interest in PKI (public key encryption). 

This means more encryption certificates as devices proliferate, 
which may mean upgrading certificate management capabilities. 
The encryption suppliers all have 
new messages around IoT secu-
rity, including Symantec, Gemalto, 
Thales, Entrust Datacard, Vormetric 
and Venafi.

Other approaches are being 
developed to help with IoT device 
identification. Third-party regis-
tries are gaining popularity. These 
can be referred to for identifying 
devices and their expected location 
and function. DNS service providers such as Neustar list known 
devices and there are specialist databases such as Xively. 

Knowing a device is what it claims to be is all well and good, 
but practical IoT security requires a higher-level approach where 
a single security measure can encompass many devices.

IoT security by design
A hub-and-spoke design approach to IoT security, detailed in 
Quocirca’s Reference architecture for the internet of everything 
relies on tried-and-tested network security technology. 

It recommends that IoT deployments are managed as a series 
of hubs or gateways that interoperate with spokes (IoT devices) 
on closed networks using network address translations (NATs). 

This makes network configuration, management, scalability and 
security easier.

IoT gateways many be purpose-built or adaptions of existing 
devices – network routers, set-top boxes, smartphones and so 

on. These gateways, which control 
communications with the world at 
large, need unique IP addresses. 
However, the devices within their 
domain, with which only the gate-
ways interact, do not. 

Focus at the gateway
With individual devices no longer 
directly addressable, the focus for 
IoT security can be at the gateway, 

rather than on the device itself. There are two primary considera-
tions for building security into IoT gateways:
n  That continuous visibility of devices is provided by the gate-

way. This needs to include real-time agentless assessment of 
previously unknown devices joining networks via gateways as 
well as permanently connected devices.

n  The ability to apply automated policy-based actions based on 
a device’s classification. This includes controlling how devices 
can attach to networks (for example, limited to a given sub-
net), limiting the resources they can interact with and logging 
device activity.

There are already quite a few gateway-like products on the mar-
ket. First, there are smart hardware gateways from the likes of 
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MultiTech, Eurotech, Advantech and Dell. Red Hat, an open 
source software distributor, points out that its middleware is 
often being adapted to work as IoT gateways and the neces-
sary capabilities are being built into IoT cloud platforms such as 
Microsoft’s Azure IoT suite, AWS 
IoT and GE’s Predix. 

Network security technology is 
being adapted for the IoT, often act-
ing like gateways, for example net-
work access control (NAC) products 
from suppliers such as ForeScout 
Technologies, Cisco, HP-Aruba, 
Pulse Secure and Trustwave. 

A good way to attack IoT deployments is to use DoS attacks, 
and gateways are prime targets. As organisations become more 
reliant on the IoT, they will need to ensure DoS protection keeps 
up. On-premise deployments of DoS mitigation hardware from 
suppliers such as Arbor, Radware, Corero and F5 are one option, 
but for many, DoS mitigation services from the likes of Neustar 
and Akamai will be more practical because they only need invok-
ing during actual attacks.

Other security requirements
As with all IT, security risks can be identified by scanning for 
vulnerabilities before and after deployment of devices and soft-
ware. This includes devices themselves and, even more impor-
tantly, the gateways they sit behind. It should be possible to 
using the same processes in place for existing IT endpoints. 

This should be backed up by the rigorous software/firmware 
updating procedures that well-secured organisations should 
already have in place. One problem here is consumer goods 
that end up on networks. Manufacturers will need to give more 

consideration to how their IoT-
enabled devices are kept secure, in 
other words, “How do we patch the 
toaster?”. This underlines the need 
to continually understand what 
devices are joining networks.

There will always be a need for 
orchestration between different IT 
security tools in order to pre-empt 

sophisticated threats. Such orchestration enables the enforce-
ment of unified network security policy addressing both tradi-
tional and IoT devices. Security information and event manage-
ment (SIEM) and/or operational intelligence tools have a role  
to play here.

Any organisation that believes it will not be impacted by 
the risks associated with IoT security has its head in the sand. 
Security must be considered up front before deploying new IoT 
applications. Plans must also be made for the ad hoc arrival of 
unexpected, unusual and insecure devices on to networks. No 
innovation is risk-free, but the risks surrounding the IoT can be 
reduced to a level where the opportunity it represents can be 
explored with confidence. n

Bob Tarzey is an analyst at Quocirca.

BUYER’S GUIDE

tHere will always be a need for 
orcHestration between different 

it security tools in order to  
pre-empt sopHisticated tHreats

http://www.computerweekly.com
http://searchnetworking.techtarget.com/feature/ForeScout-NAC-Network-security-product-overview
http://searchnetworking.techtarget.com/feature/ForeScout-NAC-Network-security-product-overview
http://searchcloudsecurity.techtarget.com/tip/What-to-know-about-SIEM-as-a-service-before-deployment
http://quocirca.com/analysts/bob-tarzey

