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AS 2016 COMES to a close, it’s a good time to 
reflect on what we’ve learned over the past 
year. What are the major trends that have dom-
inated the end-user computing industry? Who 
are the biggest market players to watch now? 
And how do businesses need to rethink their 
mobile strategies in light of new technology 
and industry happenings?

THE TRENDS
This year saw the market turn its attention to 
emerging technologies such as wearables, bio-
metrics, unified endpoint management, artifi-
cial intelligence and workspace management. 

Businesses turned their attention to growing 
issues such as user privacy and mobile device 
compliance. This month’s cover story looks at 
an even more bleeding-edge topic: augmented 
and virtual reality. 

THE PLAYERS
This year was not the best for some vendors in 
the mobile hardware market. Microsoft wrote 
off $950 million and eliminated thousands of 
jobs from its smartphone business as a result 
of its failed Nokia acquisition. And BlackBerry, 
the former king of the mountain, pulled the 
plug on its hardware business and outsourced 
its phone manufacturing. 

Apple and Samsung, on the other hand, drew 
new battle lines with their top-notch phones, 
the iPhone 7 and Galaxy Note 7—when it’s not 
exploding. Apple also made moves in the app 
department, expanding its IBM partnership to  
bring iOS development to the Bluemix platform. 

In the enterprise mobility management 

Year in Review:  
What Was Big  
in 2016?

From the Editor’s Desk  |  ALYSSA PROVAZZA
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market, MobileIron and Citrix named new 
CEOs. And on the development front, a tech 
industry giant began making moves: Amazon 
Web Services, which released its Mobile Hub 
backend-as-a-service platform.

THE NEXT STEP
So what does all this mean for IT shops? It’s 
time for organizations to go beyond the initial 
stages of embracing mobile—BYOD, mobile 
device management—and truly improve 
businesses processes with a comprehensive 

strategy. It’s become essential for businesses 
to focus on user experience with design think-
ing, mobile analytics and predictive apps. 

Most of all, it’s more important than ever to 
cut through the buzzwords around technol-
ogies and trends. What are the latest mobile 
security threats companies really need to 
worry about? How should businesses plan for 
mobile app development in a world with more 
device types and OS versions? Where do tra-
ditional tasks like PC management fit into all 
this? These are some of the questions compa-
nies will need to figure out in 2017. l
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AR Gets Real
Augmented reality isn’t all fun and 
games. It has the potential to change 
how we work and interact with the 
world around us. 
BY COLIN STEELE

CHARMANDER, METAPOD AND Venonat left a major 
mark on the tech industry this year.

They aren’t groundbreaking new products. 
They’re not disruptive startups, either. They’re 
characters in Pokémon Go, the wildly popular 
mobile game that brought augmented reality 
to the masses. 

Pokémon Go displays the physical world 
that a player sees by using his or her smart-
phone’s camera and then augments that reality 
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by adding digital characters that players must 
capture. (A Charmander may appear to be sit-
ting in a player’s driveway, for example.) It also 
uses phones’ location-based services to draw 
players to real-world landmarks and buildings 
where they can further interact with the game.

Within two months of its July release, more 

than 500 million Google Android and Apple 
iOS users had downloaded Pokémon Go, and 
it had the most successful debut of any app 
in the history of Apple’s App Store. Now, aug-
mented reality (AR) is knocking on the door of 
enterprise IT.

“One reason for the success of Pokémon Go 
is how real it is,” says Ashish Agrawal, senior 
engineering manager at AR vendor Mobiliya. 
“It had a tremendous impact to the entire 
industry, both to consumers and enterprises. 
It’s a proven proof of concept.”

Still, augmented reality has a ways to go 
before it reaches that level of success in the 
business world. Organizations must figure 
out the best uses, and questions linger around 
cost, return on investment (ROI) and user 
acceptance. 

“It’s not a technological problem,” says Mark 
Sage, executive director of The Augmented 
Reality for Enterprise Alliance (AREA), an 

A RATTATA APPEARS  
IN A PLAYER’S  

BACKYARD IN THE  
AUGMENTED REALITY 
GAME POKÉMON GO.

Augmented reality has a ways  
to go before it reaches that 
level of success in the business 
world.
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industry organization that promotes AR adop-
tion. “It’s getting the workforce to use it.”

THE BASICS OF AUGMENTED REALITY
Perhaps the first roadblock to adoption is 
confusion around the difference between aug-
mented reality and virtual reality (VR). AR 
combines the physical and digital worlds into 
one seamless user experience—a digital Char-
mander in a physical driveway displayed on a 
smartphone, or digital blueprints overlaid on 
a physical aircraft engine displayed through 
headgear. VR, on the other hand, immerses the 
user in a completely digital experience.

Both technologies have their place in the 
enterprise, says Christine Perey, an indepen-
dent analyst and board member of The AREA. 
VR is valuable for rendering and interact-
ing with objects in the design phase, before 
they’ve been built, whereas AR improves the 
way people work with physical assets, she said.

Despite the popularity of Pokémon Go, it’s 
important for organizations to realize that a 
mobile app is just one way to deliver AR expe-
riences—and in the future, it probably won’t be 
the best way. Many workers will need to use 
their hands to perform tasks when viewing AR 

displays, and that’s not easy to do when hold-
ing a mobile device. As such, smartglasses, 
headgear and other hands-free devices will 
become more prevalent, Sage says.

“If you need to use your hands, then wear-
ables are the best option,” he says.

Projection AR, which uses light and lasers 
to project digital information onto physical 
assets—e.g., displaying product information 
on boxes on warehouse shelves—is another 
emerging way to deliver AR experiences.

THE STATE OF THE AR MARKET
In the enterprise, the augmented reality soft-
ware industry generated $247 million in rev-
enue in 2014, but that number will skyrocket 
to $2.4 billion in 2019, according to Juniper 
Research. Early adopters include businesses in 
the aviation, aerospace, automotive, utilities, 
manufacturing, construction and healthcare 
industries.

“We’re in the experimental stage for most 
companies, and it’s going to take two to three 
years to get more mainstream,” says Jack 
Gold, principal analyst at J. Gold Associates in 
Northborough, Mass.

It will take a while for organizations to figure 
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out AR’s business model and use cases, he 
says. Even most early adopters are only doing 
pilot programs or proof-of-concept deploy-
ments right now, Sage says.

“We’re still yet to see it used across the 
whole of the enterprise,” he says.

AR is best suited for highly complex, 

labor-intensive tasks that aren’t easy to repro-
duce or repeat—basically, situations where it’s 
not possible or cost-effective to build robots 
to do the work. Most satellites and all aircraft 
carriers, for example, have unique designs, 
and that high level of customization requires a 
high level of human involvement, Perey says. 

Augmented Reality Hardware
A look at some of the most buzzed-about AR technology on the market today.

VUZIX 
M100 

SMART 
GLASSES

MICROSOFT 
HOLOLENS

DAQRI 
SMART 

HELMET

PHOTOGRAPHS COURTESY OF  VUZIX, MICROSOFT AND DAQRI



MODERN MOBILITY    NOVEMBER / DECEMBER 2016 8

HOME

WHAT WAS BIG IN 2016?

AR GETS REAL

WHY BROWSERS MATTER

GET THE CONTEXT MESSAGE

IDENTITY AND ACCESS  
MANAGEMENT

APPLE IPHONE 7

COPE-ING WITH MOBILITY

MOBILE SECURITY  
A PRIORITY FOR 2017

AR can help workers building satellites and 
aircraft carriers be more efficient and effective 
by giving them real-time, hands-free access 
to blueprints and other design materials, she 
says. 

Another popular use is for inspections and 
design reviews. An AR device’s camera can 
view an assembled piece of machinery, and the 
software can compare it to the original blue-
prints to identify any discrepancies. Or the 
camera can feed its view to another person in 
a different location for a manual review of the 
assembly—like a video conference with a point 
of view, Perey says. 

AUGMENTED REALITY REQUIRES  
AUGMENTED BUDGETS
Aside from their use cases, the industries that 
have adopted augmented reality today have 
something else in common: a deep aversion 
to risk. If a maintenance error leads to a plane 
crash, for instance, the resulting lawsuits and 
negative publicity could bankrupt the air-
line. The cost of AR technology is high, but 
these types of organizations are willing to pay 
because the cost of not deploying it is even 
higher.

“Errors cost a lot in some industries,” Perey 
says. “Their technology investments will pay 
for themselves more quickly.”

Organizations in other industries, however, 
may have a hard time achieving ROI at this 
point, and that’s stifling mainstream adoption. 
Costs will decrease and ROI will become eas-
ier to realize as the technology becomes more 
standardized, Gold says.

“Everybody’s AR devices are different,” he 

AR Roadblocks

l  Cost/ROI: Hardware and software are 
expensive and hard for many businesses 
to justify.

l  User readiness: It’s one thing for a con-
sumer to download a smartphone game. 
It’s another thing entirely to ask a skilled 
mechanic to don a bulky headset and take 
a new approach to inspecting and repair-
ing an airplane.

l  Lack of development tools: “It’s not cur-
rently easy to build out AR and VR apps, 
so the tools market has to get better,” 
analyst Jack Gold says.
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says. “They’re proprietary. And their volumes 
are low, so they’re very high-cost.”

It’s not just hardware and software that’s 
contributing to the problem, either. An AR sys-
tem requires a back-end cloud infrastructure, 
middleware to connect the front end to that 
infrastructure, and a robust network to support 
those connections—all of which adds to the 
cost.

“AR is a problem solver, but it does not live 
alone,” Argawal says. “It lives in the midst of 
lots of other technologies.”

Companies are also reluctant to invest in  
AR because many of the vendors in the mar-
ket are unfamiliar in the business world and 
because the technology evolves so quickly, 
Perey says.

“Whatever you buy today is not going to be 
valid in months,” she says.

THE ANALYTICS OF AR
Even if Pokémon Go proves to be a fad, it will 
have left a lasting legacy for the augmented 
reality industry.

Before Pokémon Go, most discussions 
around AR focused on the user experience—
the blending together of the physical and 

virtual worlds. But now, the game’s system of 
capturing characters, collecting supplies and 
visiting specific locations has opened up a new 
world of possibilities, Perey says.

There’s been a realization that organizations 
can use AR to see what their users see and 
what tasks they perform at a given location at 
a given time. More importantly, organizations 
can collect and analyze that data to identify 
patterns, inefficiencies and opportunities for 
improvement.

Business leaders probably don’t care about 
harvesting Pokéballs from Pokéstops and 
using them to capture Venonats and Meta-
pods. But they will care about the valuable 
insights gleaned from the new types of data 
that AR can gather. l

COLIN STEELE is editor in chief of Modern Mobility.  
Follow him on Twitter: @colinsteele.

$2.4 billion
The projected 2019 revenue of the AR  

software market in the enterprise 

SOURCE: JUNIPER RESEARCH

http://www.twitter.com/colinsteele
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Why Browsers 
Matter
As web apps increase in popularity, 
cross-platform browser compatibility 
becomes a top priority.

IT’S HIGH TIME developers and IT paid attention 
to browser support and security when deploy-
ing mobile web apps.

Data usage on mobile devices has grown by 
more than 50% year over year for the last three 
years, and web browsing accounts for a signifi-
cant share of that usage. Modern browsers also 
offer better stability, JavaScript performance 
and speed. Developers must tune their web 
apps to work across multiple browsers, and 
IT must then secure access to those web apps 
from users’ browsers.

THE NEW APP ERA
Web apps are evolving into new hybrid apps 
that allow users to access them from a link, 
without having to download anything from an 
app store, but that run on devices like native 
apps. Sometimes called progressive web apps, 
these apps can pre-render content in the 
browser, which speeds up page loading. 

In addition, major browser providers—
including Google, Microsoft and Mozilla—con-
tinue to offer new APIs such as service worker 
and web push. These APIs allow web apps 
across multiple browsers to receive messages 
from a server, whether or not the web app is 
even currently loaded in the browser. This 
capability also lets developers push updates 
to users, resulting in better engagement with 
timely new content.

Unfortunately, some browsers still suffer 
from uneven support for audio file formats. 

Under the Hood  |  ERIC KLEIN
Developers  

have to spend  
more time testing  

web apps for  
compatibility. 
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Others require user interaction to be able 
to play sounds. The fact remains that device 
inconsistency—primarily due to the variance 
in hardware builds—means that developers 
have to spend more time testing web apps for 
compatibility. 

WEB SECURITY FALLS TO IT
For IT, browser-based apps bring issues 
around security and user privacy. 

To make sure that application access is 
secure while employees still have a good user 
experience, IT departments must ensure the 
following:

l  security mechanisms such as single  
sign-on do not impair the user experience;

l  app response times are immediate;

l  policy controls are in place so IT can  
effectively manage mobile web apps— 
particularly in BYOD scenarios;

l  security and privacy controls are engrained 
in app development tools and processes;  
and

l  web application firewalls (WAF) are part of 
their deployments. WAF tools are very effec-
tive in monitoring web requests and user 
input in real time and can detect malicious 
activity or abnormal traffic on the application 
servers and databases. 

There are many browsers to choose from 
on every major mobile operating system, and 
each uses a different rendering engine, such 
as Blink, EdgeHTML, Gecko or WebKit. That 
diversity requires developers to ensure that 
an app looks and acts properly across multi-
ple browsers and on both desktop and mobile 
devices. l

ERIC KLEIN is director of mobile software at VDC 
Research in Natick, Mass. Follow him on Twitter:  
@eakleiner.

50%
The annual increase in data usage  

on mobile devices for the last  
three years  

SOURCE: VDC RESEARCH

http://twitter.com/eakleiner
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Get the Context 
Message
Machine learning and IoT provide  
new insights into how users interact 
with their apps and devices. 

CONTEXTUAL SERVICES THAT take advantage of 
machine learning and the internet of things 
are the future of mobility. 

At a recent conference, I spoke with exec-
utives from a large insurer and a packaged 
goods company. They both said mobile is 
becoming part of a larger, distributed comput-
ing environment in which the device is only 
one piece of the end user’s experience. This 
shift requires organizations to use contextual 
data—such as location, time of day and choice 
of app—to gain insight and better support 

mobile users.
The insurer’s next wave of mobile services 

will be able to move seamlessly across multi-
ple device types, from smartphones and PCs to 
connected homes and cars, because the com-
pany needs to provide contextual value-added 
services to customers everywhere. The goal is 
to move from mobile apps based on menus of 
product options to app navigation that’s based 
on insights from all available customer data, 
such as transaction history, location and plan 
renewal dates. It plans to use machine learning 
to gain that insight. 

The packaged goods company spoke of 
experimenting with internet of things (IoT) 
products such as the Amazon Dash Button, 
which lets customers reorder items from 
Wi-Fi connected buttons in their homes. IoT 
is another way to collect contextual data, but 
it’s important to remember that the technology 

Actionable Intelligence  |  MARIBEL LOPEZ

IoT needs to  
shift focus from gadgets  

and connections  
to data collection and  

analytics. 
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isn’t new to manufacturing. The cost of today’s 
IoT sensors, software and analytics tools makes 
it cheaper and easier to gather and make sense 
of data from various equipment, however. 
Years ago, a sensor could cost thousands of 
dollars, but today many are as little as $10. 

Still, there are challenges to adding sensors 
to manufacturing plants and within consumer 
goods. IoT needs to shift focus from gadgets 
and connections to data collection and ana-
lytics. Organizations must learn what data is 
relevant and how many data points to glean 
from devices. This information requires IT to 
work more closely with the line of business. 
Most importantly, data access isn’t enough to 
make the experience of IoT devices usable. To 
realize the value of IoT services, the user expe-
rience must support a specific user need. 

The executives I spoke with agreed that 
one of the challenges IT faces is proving it’s 

innovative. One way to do so is to go beyond 
adapting applications for mobile and create 
new experiences based on the way customers 
and employees want to interact with products 
and services. Leading organizations must work  
to create contextual customer experiences 
today. l 

MARIBEL LOPEZ is principal and founder of Lopez 
Research in San Francisco. Follow her on Twitter:  
@MaribelLopez.

Watch columnist Maribel Lopez  
discuss IoT and contextual comput-
ing with executives from USAA, UPS 
and Georgia Pacific in a video from 
this year’s ET6 Exchange conference.

http://twitter.com/MaribelLopez
https://www.youtube.com/watch?v=pKqKl3GT4WU&feature=youtu.be
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Identity 
and Access 
Management
Who’s out there? To make sure users  
can easily and securely access their 
apps, IT can turn to IDaaS.

IDENTITY AND ACCESS management as a service 
is surging in importance thanks to the spread 
of cloud-based applications.

Older on-premises applications can easily 
integrate with Microsoft Active Directory, but 
cloud-based apps often have their own siloed 
directories. Provisioning and maintaining user 
accounts for these applications is a time-con-
suming task for IT. It’s also a burden to users, 
who have to remember additional passwords 

for cloud-based desktop or mobile apps.
IT departments need better identity man-

agement and access capabilities, such as sin-
gle sign-on (SSO) and federation, which allows 
users to access applications from multiple 
sources with one login.

Identity management also has major secu-
rity implications. Sixty-three percent of data 
breaches involve using weak, default or stolen 
passwords, according to Verizon’s “2016 Data 
Breach Investigations Report.” Identity feder-
ation can reduce the exposure of passwords, 
and multifactor authentication can decrease 
the likelihood of hackers using weak, default or  
stolen passwords to breach enterprise systems. 

WHAT’S NEW IN ID MANAGEMENT
Identity management benefits from several 
technology trends and innovations.

Deep Dive  |  JACK MADDEN

Multifactor authentication  
can decrease the likelihood  

of hackers using weak, default  
or stolen passwords alone to 
breach enterprise systems.
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Security Assertion Markup Language 
(SAML) 2.0, a standard protocol that federates 
identity to cloud applications, is becoming 
more popular. On mobile devices, Apple’s 
Safari View Controller and Google’s Chrome 
Custom Tabs features, released in 2015, make 
it easier for native apps to implement SSO by 
sharing browser session states. In addition, 
mobile device management (MDM) proto-
cols can help distribute security certificates, 
further reducing the need for users to enter 
passwords.

Identity management also enables auto-
mated account provisioning in cloud applica-
tions. The emerging System for Cross-Domain 
Identity Management standard can provision 
accounts by using features in SAML 2.0 or 
through proprietary APIs or integrations. 
Automated provisioning  eliminates time-con-
suming manual tasks for IT when deploying 
new cloud apps.

HOW IDAAS WORKS
Identity and access management as a service 
(IDaaS) makes it easier for organizations to 
take advantage of these various identity tech-
nologies and recent innovations by offering 

identity management through a cloud service 
provider.

IDaaS vendors take care of validating stan-
dards-based federation and provisioning 
integrations with cloud application providers. 
When necessary, they build custom integra-
tions as well. For applications that do not sup-

port federation standards, IDaaS can save and 
automatically fill passwords. IDaaS products 
typically sync to existing on-premises Active 
Directory implementations, so there’s no need 
for companies to replace their user databases. 
Only greenfield companies are likely to use 
entirely cloud-based directories.

For authentication, most IDaaS products 
support typical multifactor techniques such 
as text messages, mobile authenticator apps, 
one-time passwords and smart cards. Some 
IDaaS products can enable smart-card access 
on mobile devices by enrolling users’ cards 

Learn the benefits and drawbacks 
of IDaaS in a Q&A with Ping Identity 
CEO Andre Durand.

http://searchcloudsecurity.techtarget.com/news/450303412/Ping-Its-time-to-address-obstacles-for-identity-as-a-service
http://searchcloudsecurity.techtarget.com/news/450303412/Ping-Its-time-to-address-obstacles-for-identity-as-a-service
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on desktops, creating derived credentials, 
and using MDM to push those credentials to 
devices in the form of a certificate.

Even though IDaaS is oriented to cloud 
applications, many IDaaS products can control 
remote access to on-premises apps, too, often 
through a proxy. This approach enables IT to 
centrally apply policies for all applications.

IDAAS GETS SMARTER
Many IDaaS platforms incorporate additional 
information sources that they can use to cre-
ate access policies. For example, many IDaaS 
products now integrate with enterprise mobil-
ity management platforms. As a result, mobile 
access policies can take into account whether 
users’ devices are enrolled in MDM and 
whether they comply with MDM policies.

IDaaS platforms can also use machine 
learning to look for anomalous user behavior 
patterns that may indicate compromised cre-
dentials, such as a spike in activity or logins 
from distant locations.

By taking all of these additional data sources 
into account, IDaaS platforms can provide 
what are known as conditional or contextual 
access policies. These policies can be smarter 

about when to perform certain actions, such 
as allowing or blocking access, asking users 
to reauthenticate, asking them to authenticate 
with a second factor or notifying administra-
tors about violations.

CONSIDERATIONS FOR IMPLEMENTING IDAAS
Companies considering IDaaS should look  
at the applications that different vendors  
support. Most IDaaS vendors publish catalogs 
with details about federation, mobile SSO  

63%
The amount of  
data breaches  

that occur  
because of weak, 
default or stolen 

passwords.

GRAPHIC SOURCE: “2016 DATA BREACH INVESTIGATIONS REPORT,” VERIZON; ART: YUOAK/ISTOCK
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and provisioning capabilities for each 
application.

Companies should also consider how to 
handle username and password authentica-
tion. Most organizations want users to be able 
to use their Active Directory passwords with 
IDaaS, too. Syncing a clear text list of pass-
words directly to an IDaaS platform would be 
insecure. Instead, passwords can be encrypted 
with a one-way algorithm, creating what’s 
called a hash, which then syncs to the IDaaS. 
Another option is to have the platform connect 
to an on-premises Active Directory Federation 
Services server to authenticate users.

Since IDaaS is a natural integration point 
for many other services, it can enable digi-
tal workspaces that encompass all of a user’s 
applications, devices and locations. The 
increasing prevalence of cloud applications, 
mobile devices and remote users will spur 
IDaaS adoption in the coming years. The 
result will be a better user experience, easier 
cloud application administration and better 
security—a win for all parties. l 

JACK MADDEN is the author of Enterprise Mobility  
Management: Everything You Need to Know About MDM, 
MAM and BYOD and a blogger at BrianMadden.com.  
Follow him on Twitter: @jackmadden.

http://twitter.com/jackmadden
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DEVICE SPOTLIGHT

PHOTOGRAPH: APPLE

THE iPHONE 7 resembles the iPhone 6 and 6s in  
design, but it eschews a feature nearly ubiquitous 
to mobile devices: the headphone jack. Apple’s 
$159 AirPods, which run on Bluetooth, are prohibi-
tively expensive. Still, the iPhone 7 and the larger 7 
Plus ship with a Lighting adapter to hook up regular 
headphones. 

Otherwise, the iPhone 7 has a few new tricks  
and the usual power upgrades. It starts at 32 GB  
capacity, which is especially useful for business.  
It’s rated IP67 for dust, water and splash resistance, 
so it should easily survive an accidental dunk or trip 
in the rain. The 7 Plus also has a dual-camera setup, 
enabling a new array of photo tricks. Rumor has it 
Apple is saving its big upgrades and a major rede-
sign for 2017, the iPhone’s 10th anniversary. l

DISPLAY: 4.7-inch LED display, 1334 x 750 (326 ppi)
OS: iOS 10
DIMENSIONS: 5.44 x 2.64 x 0.28 inches
WEIGHT: 6.63 ounces
PROCESSOR: A10 Fusion chip with 64-bit architecture 
(2.23 GHz), embedded M10 motion co-processor
MEMORY: 2 GB RAM, 32, 128 and 256 GB storage 
capacity
CAMERAS: 12 MP rear camera OIS (F1.8); 7 MP front 
camera (F2.2)
BATTERY: 1,960 mAh
CONNECTIVITY: Wi-Fi 802.11 a/b/g/n/ac (2.4/5GHz) 

multiple input multiple output, Bluetooth v4.2,  
Apple Lightning, near-field communications,  
GPS, Glonass
SENSORS: Barometer, fingerprint, gyro,  
accelerometer, proximity, ambient light 
PRICE: Starting at $649

JAMISON CUSH is executive editor of TechTarget’s Technology Guide. 
Follow him on Twitter: @TGJamison.

Apple iPhone 7 
The company’s latest phone is at once familiar  
and wildly different from previous models.

http://twitter.com/tgjamison
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COPE-ing  
With Mobility
Corporate-owned devices don’t have 
to skimp on employee productivity.

BYOD QUICKLY CREATED a wild west scenario in 
many organizations, as employees brought a 
wide array of mobile devices and operating sys-
tems to work. 

A different ownership model—corporate- 
owned and personally-enabled (COPE)—lets IT 
have more control over corporate content while 
still allowing employees to use the apps they 
want.

Here, Philippe Winthrop, mobility strategist 
at CSC Mobility, a solutions provider based 
in Tysons Corner, Va., explains how COPE 
can benefit IT and how to handle user privacy 
concerns.

What does modern mobility mean to you?
We’ve been talking about it for ages, but we’re 
finally getting there in terms of what is mobile 
going to do for an organization beyond … 
email, contacts and calendar? The location 
where you are is now irrelevant. It’s really 
being able to have access to whatever tools 
and information you need, literally at the tip of 
your fingers.

You invented the term COPE. What does the 
personally enabled part entail for IT?
When you’re building a strategy around 
BYOD, the singular question that you’re trying 
to answer is how do I protect the data that is 
mine on the device that I don’t own? Whereas 

Face Time With Philippe Winthrop

WINTHROP
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with COPE, what you’re doing is saying ‘How 
do I empower my employees to feel comfort-
able using something that I provide them just 
as if it were their own?’ 

There are so many companies out there 
that have web proxies to block your access to 
websites at work. If you’re in marketing for a 
consumer-oriented company, don’t you need 
to maybe have access to the Facebook page? 
With corporate-owned, personally-enabled, 
yes, it’s my employer’s device, but absolutely 
go and put Facebook on it. The problem with 
BYOD is it’s all about distrust. If I don’t trust 
my employees to properly handle content and 
data they need for work, then why did I hire 
them in the first place? 

How does user privacy fit in with COPE  
since IT has ownership of the device?
There’s the old adage: With great power comes 
great responsibility. Just because you can do 
something doesn’t mean you should. You’re 
only going to [look at users’ information] if 
there is cause. You’re not just going to have 
random audits of people’s devices because 
that’s Big Brother. It’s about mutual respon-
sibility. Why would I divulge secrets, unless 
I’m a disgruntled employee? And that’s a 

completely different story. 
Let me give you one example: A [European 

Union (EU)] privacy attorney [at a conference I 
attended] said that … on a BYOD device, if I’m 
using a third-party app for email and calendar, 
and in that app I have the details for my work 
trip … the EU deems that personal informa-
tion. This is information that is 100% work-re-
lated and yet is deemed personal information. 
With COPE, you completely get around that 
because it’s a corporate-owned device.

How should IT manage COPE devices?
There is no difference between managing 
COPE and managing BYOD. Zero. The device 
is the device. The apps are the apps. The con-
tent is the content. 

What’s your favorite movie?
Casablanca. 

What’s the best dish you can cook?
Pan-seared rack of lamb with rosemary and 
mint. Number two would be tagine, which is a 
Moroccan food. l 

ALYSSA PROVAZZA is senior managing editor of Modern 
Mobility. Follow her on Twitter: @AlyssaLaura22.

http://twitter.com/AlyssaLaura22
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Mobile Security a Priority for 2017
With the rise of multifactor authentication and updates to Apple iOS security,  
there is a lot to look forward to next year. Four experts gaze into the enterprise 
mobility crystal ball.

MODERN MOBILITY    NOVEMBER / DECEMBER 2016 21

PREDICTIONS

PATRICK MOORHEAD 
President and principal  
analyst, Moor Insights  
and Strategy 

WHAT I AM expecting to see is a lot more 
implementation of multifactor, hardware- 
based biometric authentication. 

The ability to use my phone as a second 
or third factor in authentication is huge. It’s 
baked into Windows, and it’s now baked 
into iOS and MacOS. You can only get into 
your PC if it’s authenticated with your phone 
and the phone knows your location. And it’s 
being authenticated with a third-generation 
biometric like a fingerprint or an iris scan. 

I think we’ll see a Surface Phone. In the 
end, ironically, it’s what a lot of enterprises 
are asking for. They’re tired of having two 
or three different programming elements 
and two or three different ways to manage 
devices. 

JACK NARCOTTA 
Senior analyst,  
Technology Business  
Research 

BE PREPARED FOR a deluge of applications 
that require a degree of cross-platform in-
teroperability. There’s still a degree of com-
plexity in that kind of conversion, whether 
it’s Android to iOS or even BlackBerry. For 
example, for those working with IBM, it’s 
sort of a natural extension to start working 
with Apple. Making sure the user experi-
ence … is as consistent as possible [is go-
ing to be important]. 

We are going to see diversity of applica-
tions. There’s going to be a lot of innovation 
in markets that are already pretty dynamic—
finance, healthcare or logistics. It’s almost 
like the more complex an industry is, the 
more exciting the application development 
will be. They have some unique application 
requirements too. 
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DOUG GROSFIELD 
President and CEO,  
Five Nines IT Solutions 
 

WE’RE GOING TO see a focus on security in 
iOS and Android. Android has long been the 
hacker’s playground and an inherently inse-
cure operating system with few options for 
securing it. 

All the major endpoint protection soft-
ware vendors are creating very sophis-
ticated options for Android, but Apple is 
remaining steadfast in its ostrich mentality, 
not allowing antivirus protection software 
to be installed on iOS devices. We will prob-
ably see a change in that. Apple has already 
made some steps in that direction by open-
ing the doors and offering people rewards 
and incentives for identifying vulnerabilities 
in their operating systems, especially in 
iOS.

FIND OUT WHAT else 2017 has in 
store with more expert predictions 
on the Modern Mobility blog.

MICHAEL FINNERAN 
Principal,  
dBrn Associates 
 

WE MIGHT FINALLY get mobile [unified com-
munications (UC)] people actually use. UC 
vendors have tried [to create] cloud-based 
services and mobile apps that are accessi-
ble from pretty much every mobile device … 
but it has been a total failure. People want 
to make business calls the same way they 
make personal calls.

[Apple’s] CallKit will finally allow third-
party applications to access the native 
dialer in the iPhone. Microsoft announced 
a similar feature in Skype for Business. My 
guess is that it’ll be out first quarter next 
year. 

[With] Verizon’s One Talk, you can get a 
business telephone number for your cell 
phone. You can have it mirrored to your desk 
phone. It’s the first time we’ve really seen 
a mobile operator come out with a service 
specifically designed for enterprise custom-
ers. We will still have to see if this is enough 
to move the needle. 
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