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EDITOR’S
NOTE

IoT Data Cries Out for Analysis 

Robert Bosch LLC, a maker of automotive 
components, power tools and industrial equip-
ment, was looking to shorten the time it takes 
to get products to market while still meeting 
quality standards. The answer:  predictive ana-
lytics applications run against assembly-line 
data collected via the internet of things.

For example, the analytics team identified 
redundant quality tests that were holding up 
the release of a hydraulic pump used in agri-
cultural equipment. That let Robert Bosch 
reduce the length of the testing phase by 35%, 
said Soundar Srinivasan, the company’s senior 
manager of engineering for data mining ser-
vices. Speaking at the IoT Data Analytics & 
Visualization 2016 conference, Srinivasan said 
IoT made it possible to “apply data collection  
and analytics to this conflict” of sufficient 
quality assurance versus fast product rollouts.

Collecting the large volumes of operational 
data generated by manufacturing machines, 

industrial equipment and other devices con-
nected to IoT can be a tall order. But it’s just 
the first step—next you need to do something 
useful with all that data. In a report published 
in February 2016, consulting company Gartner 
ranked IoT analytics second on a list of the top 
10 IoT-related technologies for organizations 
to invest in, behind only security tools.

This guide offers insight and advice on tak-
ing advantage of IoT data. First, consultant 
David Loshin discusses using IoT to create an 
early-warning analytics system to help avoid 
manufacturing problems. Consultant David A. 
Teich follows with a look at the benefits and 
challenges of analyzing IoT data at the network 
edge. We close with a case study on Visa’s use 
of IoT analytics tools to track purchases by 
credit card customers via wearable devices. n

Craig Stedman
Executive Editor, SearchBusinessAnalytics
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New Pipelines for Analyzing Manufacturing Data 

Automated monitoring of factory 
equipment isn’t a new idea—manufacturing 
machines have long included sensors or soft-
ware tools that continuously monitor their 
operations and store status data in logs for later 
review. However, without any standard mecha-
nisms for transmitting that data, it typically 
was left in place on the factory floor instead 
of being moved to a higher-level manufactur-
ing management system, let alone a centralized 
data warehouse.

Fortunately, this “language barrier” is becom-
ing a thing of the past as the internet of things 
(IoT) challenges the status quo. Via IoT,  
manufacturing environments are rapidly  
being reconfigured to not only connect the 
machines within a particular factory, but 
also create a broader network that can pull 
together data from equipment throughout an 
organization’s manufacturing facilities. Such 
connections enable continuous streaming of 

sensor and device data that can be processed 
and analyzed to help drive these operational 
improvements.

Better product quality. In any given production 
run, it’s not uncommon that some manufac-
tured items fail to meet specifications for use 
or are otherwise deemed unsuitable for regu-
lar sale. In the best case, these items can be 
repaired or sold for a discount as seconds; in 
the worst case, they get thrown out. If data 
analysis identifies premonitory signals indicat-
ing potential product flaws, a company could 
take steps to minimize defects and achieve 
higher and more consistent quality levels. In 
turn, those actions could reduce the financial 
hit caused by product quality issues, includ-
ing the sales impact of production delays and 
the cost of repairing defective items and buy-
ing more raw materials to produce additional 
goods.
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Increased production uptime. Unexpected manu-
facturing stoppages due to equipment failures 
are the bane of a factory’s existence—they can 
sharply reduce the overall productivity and 
efficiency of production lines as factory man-
agers wait (and wait) for repairs to be made. 
Analyzing operational data can flag possible 
failures before they occur, allowing preventive 
measures to help avoid outages and maintain 
continuous production, thereby increasing 
overall manufacturing capacity.

Optimized production cycles. There are going to 
be planned stoppages in plants—scheduled 
shutdowns of production lines for mainte-
nance, cleaning, upgrades or setup changes 
when the items being built on a line are 
switched. Analytics on data generated by man-
ufacturing devices can aid in better scheduling 
downtime and minimizing its length to reduce 
the impact on operations.

In each of these cases, running predictive 
models against the data being streamed from 
factory devices can have a positive effect on 
manufacturing productivity and output. The 

opportunities for operational improvement are 
driven by the ability to identify the root causes 
of undesirable occurrences before they happen 
and address them right away, before their nega-
tive consequences are felt.

That’s where IoT analytics comes in. The 
massive volumes of data generated by manu-
facturing machines provide a rich vein of infor-
mation that can be mined by data scientists 
and other analysts, so long as they can actu-
ally access it. IoT makes that feasible, in many 
cases, for the first time. 

Combining an IoT network that can transmit 
data from the factory floor to a Hadoop clus-
ter or other back-end platform with predictive 
analytics, machine learning and event stream 
processing tools creates an early-warning sys-
tem for manufacturers. When data analysts or 
automated algorithms detect imminent issues 
that pose a threat to production, alerts can be 
sent to factory managers or technicians so they 
can take actions to head off the problems. Or 
else an analytics system can be set up to trig-
ger automated actions such as shutting down a 
machine that’s about to overheat or ordering a 
needed replacement part.
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Data processing and analysis can also be done 
at different points in an IoT network. Predic-
tive models will typically be run at the central 
analytics server against data sets collected 
from various devices and plants. But parts of 
the analytics process can be pushed down to 
local points on a network. That type of edge 
analytics approach allows for faster filtering 
and assessment of smaller data sets, and it can 
reduce the amount of data transmitted to the 

central system, keeping processing and storage 
resource requirements in check.

Giving data analysts armed with predictive 
analytics applications access to streaming data 
from a multitude of factory-floor machines is a 
new concept for many manufacturers. But it’s 
one that could be hard to ignore, especially as 
business rivals take advantage of IoT analyt-
ics to reduce costs and improve manufacturing 
quality and productivity. —David Loshin
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Machine Data, Edge Analytics Stress IoT Networks 

The internet of things has become a top-
of-mind topic for many people in technology 
circles. IoT growth forecasts vary widely—
estimates of the number of connected devices 
by 2020 range from Gartner’s 20.8 billion to 
Juniper Research’s 38.5 billion, with some IT 
vendors predicting even more. But everyone is 
talking a lot about devices, and a growing part 
of the conversation around IoT involves using 
edge computing and analytics.

When considering how all the available IoT 
pieces can be put together and used to support 
business decisions, you first should under-
stand what’s meant by the edge. When IoT is 
discussed, we’re referring to more and more 
devices and, yes, “things” that have computing 
power and can connect to other devices. Those 
things, like computer keyboards or mobile 

phones, are at the edge of the network.
Take your car, for example. Today’s cars con-

tain dozens of chips that control the engine, 
assist with braking, decide whether to alert 
drivers about potential problems and do many 
other things. Not all of those devices need to 
communicate with anything outside of the 
vehicle. However, manufacturers want informa-
tion about the performance of their vehicles, so 
some data is being sent across IoT.

In addition, connected-car companies offer 
devices that collect data from the onboard 
diagnostics port. This information can be sent 
to drivers who want to monitor their habits 
behind the wheel, as do auto insurers with 
usage-based policies that give discounts  
to safe drivers. And to add a new wrinkle, 
autonomous vehicles might be less dependent 

Organizations looking to take advantage of IoT must figure out where  
the data generated by devices should be processed and analyzed.
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on a driver, but they’ll be more connected to 
analytics systems to closely monitor their 
operations, road conditions, speed limits  
and more.

MUCH ADO ABOUT DATA

One of the problems faced by organizations 
looking to take advantage of IoT is figuring out 
exactly which data being generated by devices 
they need to access as well as where the data 
should be processed and analyzed. At this 
point, it seems like that decision is being made 
primarily by technologists. “I need this data in 
order to ensure that the device is acting prop-
erly” is a statement often made by technical 
people. But that’s not the only need that should 
be driving such decisions.

The good news is that IoT data can be sim-
plified and streamlined for many business ana-
lytics uses. Aggregated information is often 
what’s needed for informing business deci-
sions, including analyzing IoT data in an effort 
to improve manufacturing, distribution, sales 
and other business functions. In such cases, all 
the raw data pulled out of IoT devices need not 

be sent back to headquarters; instead, systems 
at the network edge can be used to process and 
filter the data, do some analytics on it and pass 
on aggregated data sets to a centralized analyt-
ics platform.

While all IoT data doesn’t have to leave the 
network edge, it’s clear that the exponential 
growth in the number of devices being con-
nected does mean that network traffic is going 
to expand significantly. What seems to be 
missing is communication between networking 
hardware makers and vendors of business intel-
ligence and analytics tools.

AVOIDING ROUGH EDGES

The makers talk about how edge computing 
can eliminate much of the expected traffic, 
but that’s based only on a technical analysis 
of the basic performance of IoT devices. The 
real network impact remains in question. And 
it’s more than just a traffic issue. If the edge 
nodes closest to IoT devices need to be more 
powerful to aggregate and analyze technical and 
business information, then that’s also a mon-
etary issue that will affect your infrastructure 
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development and support costs.
The upshot is that the CIO of any organiza-

tion looking at IoT must make sure that the 
IT and business sides are talking to each other 
in far more detail—and much earlier in the 
process—than they often do. It isn’t enough 
to have the IT team come to business analysts 
and say, “Here’s the information that’s avail-
able. Which parts of it will you need?” Instead, 
the analysts need to be involved in deciding 

what information should be captured from IoT 
devices in the first place.

Most people understand IoT will increase 
data volumes, but it can increase them to even 
larger amounts than expected—if done prop-
erly. That means business and technical needs 
must be defined in concert, and IT must plan 
for heavier network loads both at the edge and 
within the data center. Plan early and minimize 
the pain. —David A. Teich
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IoT Analytics Tools Help Visa  
Move Beyond the Plastic

Just before the 2016 Summer Olympic 
Games in Brazil, credit card company Visa 
partnered with watch maker Swatch Group Ltd. 
to release a wearable device that visitors to Rio 
de Janeiro could link to a prepaid card to pay for 
purchases. The device, dubbed the Swatch Bel-
lamy and also available thus far in China and 
Switzerland, uses a near-field communication 
chip built into an analog watch to make elec-
tronic payments.

Now Visa is looking to make use of the data 
generated by the watches as part of a broader 
initiative to track purchasing habits and trends 
by analyzing information from wearables and 
other new types of connected devices. The 
Swatch Bellamy is just one way Visa is betting 
big that the internet of things and IoT analyt-
ics tools will play a huge role in the future of 

payment processing.
“Right now, IoT has opened valuable oppor-

tunities,” said Tania Oliveira, a senior business 
development leader at Visa, during a presenta-
tion at the SAS Analytics Experience 2016 con-
ference in September. “We can see customer 
preferences through digital consumption, and 
we can leverage that data to provide a better 
customer experience.”

She said people are increasingly adopting 
alternative payment methods, and the number 
of ways people pay is only going to increase in 
the future. In the near term, more people are 
buying wearables, connected cars and enter-
tainment consoles that are capable of purchas-
ing apps, content and in-person goods. Further 
down the road, connected home devices such as 
refrigerators, thermostats and virtual assistants 

Merchants can use this information to drive marketing and product  
development tailored to specific customer payment preferences.

http://searchbusinessanalytics.techtarget.com/feature/Manufacturers-build-support-for-connected-home-devices
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will balloon the total number of devices from 
which payments may be generated. IoT analyt-
ics tools can help make sense of all the data.

‘INTERNET OF EVERYTHING’

Oliveira cited the popular claim that there will 
be 50 billion connected devices by 2020, which 
originated with network device companies 
Ericsson and Cisco. The data streaming from all 
these devices could be a treasure trove for data 
analysts. “It’s a huge number,” Oliveira said. 
“The concept here is more than the internet of 
things; it’s the internet of everything. This is 
the opportunity.”

Visa wants to cash in on this opportunity 
by analyzing the payment data streaming from 
all these devices and providing business intel-
ligence to merchants that gives them useful 
insights into their customers. The company’s 
consulting arm, Visa Performance Solutions, 
developed a set of analytical models around 
this data. The models are based on algorithms 
that evaluate payment data as well as data from 
merchants’ customer databases to assign a 
value to each Visa purchaser on how likely they 

are to pay using any method other than swip-
ing a plastic card at a register. Merchants can 
use this information to build profiles of their 
customers and therefore drive marketing and 
product development efforts tailored to their 
customers’ specific payment preferences.

The system is built around a Hadoop back 
end that ingests payment and merchant data. 
Analyses are run in SAS software. Merchants 
can choose to receive the basic score of their 
customers’ digital preferences, or they can 
implement recommendations with help from 
Visa’s marketing consulting group.

FRICTIONLESS PAYMENTS

One potential model for how tailored purchas-
ing options can drive sales is Uber. Oliveira 
pointed out the ride-hailing app makes it so 
easy for users to request and pay for a ride that 
they often don’t feel like they’re paying. This 
“frictionless” payment process improves the 
customer experience, she said.

“The way [customers] pay is different now,” 
she added. “You have to understand their 
preferences.” Merchants can create a similar 
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experience for their customers by understand-
ing their preferences, and this understanding 
comes from analyzing the data from multiple 
devices.

IoT could be one of the most defining tech-
nologies of this generation. McKinsey & 
Co. estimated that connected technologies 
could create $11.1 trillion in economic value 
by the year 2025, or about 11% of the world’s 
economy.

So the stakes are high for merchants, whose 
products and services need to leverage IoT 
technology, and for payment processors like 
Visa, who need to accommodate a variety of 
payment methods. Successfully implementing 
IoT analytics tools could play a critical role in a 
business’ ability to compete in the next decade. 
“IoT is more than a device,” Oliveira said. “It’s a 
new way customers can express themselves.” 

—Ed Burns

http://www.mckinsey.com/business-functions/business-technology/our-insights/the-internet-of-things-the-value-of-digitizing-the-physical-world
http://www.mckinsey.com/business-functions/business-technology/our-insights/the-internet-of-things-the-value-of-digitizing-the-physical-world
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