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Make the effort and you can strike gold

One of the things the commentators stressed time and again during the recent Olympic Games was that every competitor had 
spent four years or more getting ready to go for gold.

This reminded the viewers that although the athletes were supremely talented people, they had to work hard before they 
could walk out to compete in the stadium, velodrome and pools in Rio.

It also reminded me of the channel, which often puts in many hours of effort through vendor days, distributor seminars, bootcamps 
and online training.

Events about managed services, the cloud and how to deal with changing business models are usually oversubscribed by resellers 
keen to develop their skills. 

That has increasingly been the case over the past few years as more and more people look to get themselves in the best shape to 
deliver high-quality customer service.

They have to invest time in training and knowledge-gathering because recent years have seen one of the most important periods in the 
channel’s history as the transition to managed services has swept across the market.

Delivering a gold medal performance for the customer involves years of preparation and the best in the channel have been doing just 
that since the turn of the decade.

On the subject of winners, congratulations to all of those who won a MicroScope Award for Channel Excellence. This year saw another 
fine crop of resellers, distributors and vendors pick up their deserved accolades.

Well done to the resellers Softcat and NG Bailey, the distributors Exclusive Group and Tech Data, and the vendors CyberArk, Veeam, 
Dell and Sophos.

We can all strive to go for gold and although we might not receive a physical medal, knowing that a job has been done well brings its 
own rewards.

Just remember that everyone has to work towards their goal and the time spent in preparation is vitally important – as the highly  
successful Team GB showed in Rio. n

Simon Quicke, editor
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Get ready for the platform revolution
Traditional IT infrastructure is giving way to ecosystem-enabling platforms. Simon Quicke reports

The channel is in the middle of a customer transition away 
from the traditional PC and laptop working environment 
as users adopt other platforms. The number of tablets, 

smartphones and convertibles being used at work has grown 
enormously and, according to Gartner, there is more to come.

The analyst house has put together some thoughts around 
what will be the hype cycle for emerging technologies this year 
(see Figure 1). It has come to the conclusion there are three areas 
where business customers should concentrate their attention 
and innovation: platform revolution, transparently immersive 
experiences and perceptual smart machine age.

From a channel perspective, the “platform revolution” is the 
one that is likely to have most impact. Transparently immersive 
experiences and the perpetual smart machine age are also worth 
keeping an eye on.

Gartner’s definition of what the platform revolution will mean 
includes looking at what will emerge as some of the dominant 
themes in the next five to 10 years. The main thrust is a shift from 
a traditional technical infrastructure to ecosystem-enabling plat-
forms that have much greater levels of flexibility. The challenge 
for users – and the opportunity for resellers – is to understand 

and introduce the technology needed to support platform-based 
business models. Some of the areas that should see investment 
include internet of things (IoT) platforms, software-defined secu-
rity and, indeed, software-defined anything.

ANALYSIS

Figure 1: Hype cycle for emerging technologies                 Source: Gartner
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“These trends illustrate that the more organisations are able to 
make technology an integral part of their employees’, partners’ 
and customers’ experience, the more they will be able to connect 
their ecosystems to platforms in new and dynamic ways,” said 
Mike Walker, research director at Gartner.

2,000 technologies
The analyst house looked at about 2,000 technologies before 
boiling it down to where it expects the most impact will be made 
in the long term. 

“This hype cycle focuses on the technologies showing promise 
in delivering a high degree of competitive advantage over the next 
five to 10 years,” said Walker. “To thrive in the digital economy, 
enterprise architects must continue to work with their CIOs and 
business leaders to proactively discover emerging technologies 
that will enable transformational business models for competitive 
advantage, maximise value through reduction of operating costs, 
and overcome legal and regulatory hurdles.”

The immersive experiences include some of the big buzzwords 
of virtual and augmented reality, as well as the development of 
gesture-controlled devices. 

Smart machine technology is expected to be the most disrup-
tive area, with more data being processed by ever greater compu-
tational power to find answers to problems both known and yet 
to be encountered. 

The development of virtual personal assistants, lots of smart 
data, and drones, along with robots, are just some of the things 
that we can look forward to in the not-too-distant future. 

“As smart machine technologies continue to evolve, they will 
become part of the human experience and the digital business 
ecosystem,” said Walker.

Some of the technologies Gartner is talking about are 
already having an impact in the workplace and are familiar 
to the channel, but the big challenge for resellers will be to 
get into a position of thought leadership in key areas before  
going mainstream. n
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Solve the problems of software licensing
Making optimal use of software licences can save organisations money and improve efficiency, writes Niv Lilien

Every chief information security officer (CISO) will be 
familiar with situations like these: a senior manager 
needs an operating licence for certain software, but all the 

licences are taken; a local copyright infringement threatens to 
put the company at risk; or the organisation has wasted tens of 
thousands of pounds on a software licence that is never used. 

Licences for the average engineering software package are 
pricey. Using a perpetual licence model, the average engineering 
software package will cost about £11,500. Prices can range from 
about £4,000 up to £46,000 per licence. Multiply that by dozens 
of units, and an organisation’s IT budget will quickly escalate.

Downtime cost
A secondary consequence of a lack of available licences is the 
downtime cost. 

The cost of staff not being able run the software a company 
needs depends on their geographical location, role, seniority, and 
so on, but by a rough estimate, it can be up to £75 an hour per 
engineer, including salary, space rent and personal equipment 
costs. Ten such hours a month means £750 lost. 

Of course, an employee can do other things while he or she 
waits for a licence to become available, but in reality it will 

mean≈zero productivity, and sometimes will cause schedule 
delays for the entire company. 

The solution is licence management, optimisation and full 
utilisation of licences already purchased, in a constant review 
process. When looking at licence management, several factors 
must be taken into account. Long session times, when parallel 
licences are being used, are an indication that users are “sitting” 
on licences and not releasing them to the organisational pool. 

Healthy culture
A statistic that indicates whether there is a healthy culture 
of licence use is the number of sessions of software use per 
day. A higher number means staff are employing the software 
correctly – using it when needed, and returning it to the pool at 
the end of the session. 

The rate of denial of access to software may have a negligible 
effect on productivity, but for the IT manager it is an important 
indicator. A low number of licence activation refusals suggests 
optimal use of software licences, but a high number suggests 
there are not enough licences available.

The bottom line is the general utilisation percentage, which is 
calculated as follows: total licences used in a session multiplied 

ANALYSIS
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by the time of a single session, divided by the number of licences, 
multiplied by the length of the observation period. Comparing this 
score for specific software with the general average score gives a 
good indication of the effectiveness of software licence utilisation. 

Utilisation scoring
A recent survey from OpenLM, based on the usage statistics of 
hundreds of software packages in its server database, produced 
some interesting data. For example, Matlab had an average ses-
sion time of nine hours 17 minutes, and a high number of daily 
sessions (9.4). It had a high licence rejection number per hour, 
2.06, producing a relatively low overall efficiency score of 18%.

By contrast, Mathcad showed average usage time of 19 hours 
14 minutes, and 16.4 daily sessions. Its rate of licence activation 
rejections was only 0.01 per hour, which indicates relatively good 
utilisation and an efficient licensing policy by the manufacturer.

Meanwhile, Dassault Systems’ Solidworks recorded an aver-
age session time of two hours 17 minutes and a low session rate 
of 1.66 uses per day, but 1.03 hourly rejections, which gives it a 
rather low general utilisation rate of 15.62%. 

To avoid under-licensing or over-licensing, there is software that 
will manage licence use as a part of a software asset manage-
ment or tailored-to-task system, such as Asset Explorer, Licence 
Dashboard or OpenLM. These can be implemented or managed 
as software as a service or installed on-premise to run on a com-
pany’s workstations and monitor the efficiency of its licence use. 

Free trials of some of these programs are available, so it is worth 
installing one to check a firm’s software utilisation status. n DRAGONIMAGES/FOTOLIA

ANALYSIS

❯Cut software licensing costs with fewer, faster cores.
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Channel comment When I was a kid growing up in a small town in Zambia, 
we used to have a lot of shortages. Usually it was 
staples such as cooking oil, flour, butter or, worst of 

all for the adults, beer. Whenever these scarce commodities 
became available again, people would descend on the super-
market and, despite attempts to ration how much individuals 
could buy, the shelves would soon be cleared. The scramble was 
even worse when the trucks laden with crates of beer finally 
arrived after months of beer drought.

OPINION

It’s a gap,  
not the abyss
In truth, the IT skills shortage is usually more 
of an inconvenience than a catastrophe for 
businesses, says Billy MacInnes

We also grew accustomed to our water and electricity being cut 
off for large chunks of the day. It was a way of life.

I mention this not for nostalgic reasons but because, yet again, 
there are stories about the effect of IT skills shortages, in this case 
concerning the way they are hindering companies in their digital 
transformation efforts. I have no reason to doubt the veracity of 
these stories, but it seems to me that there’s nothing new here. 
Just as cooking oil or flour shortages were a common occurrence 
in that little town in Zambia, so skills shortages have become a 
way of life for the IT industry.

Even without oil, flour, butter or, God forbid, beer, the forces of 
chaos and anarchy were never unleashed. Similarly, one thing we 
have learned through all the years of IT skills shortages is that, 
despite the dire (near-apocalyptic) predictions, things still tick 
along reasonably well.

Companies and organisations might be mildly inconvenienced 
or frustrated as they have to put up with delays in upgrading their 
infrastructure, but they’re not going to fall apart and go bank-
rupt. Why? Because most of the time when we talk about skills 
shortages, we’re talking about companies seeking to upgrade or 
improve their IT infrastructure. Which means that, whatever the 
delay, there’s an existing infrastructure underpinning their organi-
sation that keeps things moving and performing.

Skills shortages don’t result in disaster. They’re just a way of life. 
If they weren’t, don’t you think the government, the IT industry 
and all the companies that use IT would be doing a lot more to 
eradicate them completely? n

http://www.microscope.co.uk
mailto://billymaci@me.com
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Virtual desktop infrastructure (VDI) is an in-demand tech-
nology from organisations looking for greater efficiency 
along with reduced capital and operational IT expendi-

ture. VDI adoption is currently more common in healthcare and 
other public sector organisations, but is becoming popular for 
supporting structured-task workers in call centres, kiosks and 
trading floors, as well as for providing secure remote access. 

According to Gartner, growth in hosted virtual desktop services 
will come from hybrid cloud infrastructures.

But adopting VDI can throw up complexities, and with the 
opaque nature of hybrid cloud infrastructures, it can become a 
daunting task to deploy VDI and optimise performance. So there 
is an opportunity for value-added resellers to offer a guiding hand, 
with expert advice and best practices, to help simplify operations, 
smooth the transition to hybrid cloud environments and ensure a 
successful VDI implementation. 

Here are seven steps to VDI profitability to consider:

Step 1: Develop a compelling business case
Solution providers, systems integrators, managed service pro-
viders and their vendors need to work together to help custom-
ers understand the business case for VDI hybrid cloud migra-
tion. This includes everything from deployment, setup and 
maintenance to licensing and ongoing support. 

It is important to evaluate the VDI pathway in terms of return 
on investment (ROI) and service-level agreement (SLA) and to 
understand the challenges of regulatory compliance. Stakeholders 
should be informed about the organisational costs.

EXPERT VIEW

Hybrid cloud VDI 
profitability in 
seven steps
Atchison Frazer provides a roadmap for  
the channel to deliver a successful  
virtual desktop infrastructure

http://www.microscope.co.uk
http://searchvirtualdesktop.techtarget.com/tip/Three-ways-to-deliver-VDI-cost-savings
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http://searchcloudcomputing.techtarget.com/ehandbook/Questions-to-answer-before-hybrid-cloud-adoption
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Step 2: Assess the existing infrastructure
Provide a complete assessment of the virtual infrastructure and 
storage requirements to determine the right percentage of the 
virtualised environment and hypervisor vendor mix, along with 
full details of distribution. 

Review the performance and capacity considerations of the 
storage system, including network storage and attached storage 
assets, along with the supporting security framework.

Step 3: Evaluate user environment management
Break down the user environment into two categories – employee 
users and non-employee users – and differentiate between 
knowledge users and task users. 

Be sure to consider important metrics, such as desktop require-
ments, monitor support, profile persistence and audio pro-
files. Perform a virtualisation assessment to determine the total 

number of users, device drivers and average load time, along with 
user experience requirements.

Step 4: Assess profile location  
and user personality
Evaluate existing desktop metrics, including storage, memory, 
offline needs, central processing units and network. Determine 
mobile users, number of stationary task workers, sizing fac-
tors and offline use to develop a roadmap that clearly outlines 
deployment priorities. Don’t forget to include storage infer-
ences, peak time analysis and performance evaluations.

Step 5: Map the pros and cons of  
application virtualisation
Examine all architectural options for a fully flexible approach and 
pull together best-of-breed technologies to suit your custom-
ers’ business needs. Whether you opt for Citrix, Microsoft or 
VMware, don’t forget to consider desktop delivery and remote 
protocol options to make sure you are rolling into the right-fit 
VDI platform.

Step 6: Define a framework to facilitate a pilot
Help your customers to create a custom framework based on a 
predefined user base and define scenarios and metrics. A dev-
environment pilot or synthetic VDI project will help to test the 
solution before you make the big investment. Based on the find-
ings, you can develop a roadmap and design a VDI platform that 
employs best practices and reference architectures.

“Review the peRfoRmance and 
capacity consideRations of 

the stoRage system, including 
netwoRk stoRage and attached 

stoRage assets”
Atchison FrAzer, XAngAti

EXPERT VIEW
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Step 7: Deploy and direct VDI
The implementation phase is the final and most critical activ-
ity. It must be planned carefully to facilitate seamless user 
migration. Before your customer schedules a roll-out timeline 
and implementation date, finalise the resources that meet the  
business’s needs and also improve the performance of the IT 
infrastructure. Do not overlook how to execute a feedback loop 
that captures performance metrics and allows continual pro-
cess improvement.

Getting the best out of your VDI
Whether a VDI project performs well after deployment is highly 
dependent on real-time visibility of performance. When thou-
sands of users are working in a shared live production environ-
ment, enterprises can soon encounter user complaints about 
unexpected problems. Even with a dedicated team of adminis-
trators, it can be difficult to get to the root cause and remediate 
the degrading condition. 

The situation can become acute when the performance issue is 
caused by transient resource contention storms across converged 
or conventional siloed IT environments.

Virtualised services on converged infrastructure are affected by 
two main business issues: under-provisioning of resources, which 
can result in performance problems; and over-provisioning of 
resources, which results in efficiency problems.

User dissatisfaction 
Under-provisioning causes inter-workload and intra-workload 
resource contentions, resulting in unpredictable and transient 
performance. Degradation in business service delivery often 
causes user dissatisfaction and loss of revenue. 

Over-provisioning causes resources to be poorly utilised, result-
ing in slack, directly related to unnecessary costs.

There are tools available to ensure a VDI platform does not get 
caught up in the complexities of contention storms, converged 
infrastructure conflicts and works at optimal performance levels.  

With real-time, highly granular visibility into the entire VDI 
estate, it is possible to avoid cost overrun, save money, meet SLAs 
and mitigate the risks. n

“even with a dedicated team 
of administRatoRs, it can be 

difficult to get to the Root cause 
and Remediate the condition”

Atchison FrAzer, XAngAti

Atchison Frazer is chief marketing officer at Xangati.

EXPERT VIEW

http://www.microscope.co.uk
http://searchvirtualdesktop.techtarget.com/essentialguide/VDI-pilot-project-guide
http://searchconvergedinfrastructure.techtarget.com/definition/converged-infrastructure
http://www.computerweekly.com/blog/CW-Developer-Network/What-is-a-cloud-computing-storm
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Ask vendors for their view on the state of play in the 
printer market today and you’ll get a different reply 
depending on which part of the market their products 
are aimed at. 

For example, Daniel Wogan, product manager, business infor-
mation at Epson Europe, highlights “the rapid rise of business 
inkjet printing”, adding that it represents 25% of all business print 
sales “and is growing three times quicker than the rest of the 
printer market”.

By contrast, Alan Clark, head of office product marketing at 
Xerox Europe, cites IDC research showing steady sales growth 
for office laser-class products, “with colour MFPs [multifunc-
tion printers] specifically showing the area of strongest growth 
in hardware sales”.

Adapt to changing print habits
Rod Tonna Barthet, CEO at Annodata, says business printing 
habits are changing fast. Smaller print devices have been 
replaced with multifunctional devices (MFDs), resulting in fewer 
overall sales. He cites research from Gartner that sales of print 
devices and consumables will decline by 30% by 2019. This has 
prompted Annodata to realign its approach towards a broad 
range of services to capture and support the entire document 
management life cycle.

How to make print pay
The right approach to printer sales and services could hand  

resellers a licence to print money. Billy MacInnes reports
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“Having one of the broadest portfolios in the industry means 
we can offer our customers a tailored solution that will best suit 
their needs, whether that’s managed by us in the cloud or 
from their own premises,” says Barthet. He predicts more 
consolidation in the market as smaller players struggle to 
compete with larger, more capable providers.

Epson’s Wogan notes there has been a shift to an as-
a-service model that is likely to require more flexible 
printing models, especially with managed print services 
(MPS), which are becoming more acceptable to smaller 
customers as well as larger enterprises. 

He describes MPS as a great option for resellers because 
they offer an easy learning experience, while being transparent  

and hassle-free for users. There are also financial benefits for 
the channel, offering increased profit margins compared with  
the transactional model.

PRINTERS

Rod Tonna Barthet, Annodata:  
“If you can help your 

customers unpick their print 
estates, improve service 

quality and save on costs in the 
process, you’ll stand to do well 

over the next few years”
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Moya Kelleher, systems integrator and IT channel sales man-
ager at Kyocera Document Solutions UK, believes “the future 
of print is around solution sales” adding that the longer term 
direction for the market is towards document workflows. 
Managed print, she says, will “deliver significant cost savings, 
as well as other benefits in terms of budget control and better  
workforce productivity”.

Annodata’s Barthet says there is significant room for growth 
in MPS. “Quocirca estimates just 50% of UK enterprises have a 
managed print service, leaving a big proportion that do not,” he 
says. “If you can help your customers unpick their print estates, 
improve service quality and save on costs in the process, you’ll 
stand to do well over the next few years.”

He also cites security, mobility and cloud as areas of oppor-
tunity. Web-enabled devices connected to the network, includ-
ing MFDs and printers, need their security reinforced, says 
Barthet. In terms of mobility, users want to be able to print 
from their tablets or smartphones. Cloud-based print solu-
tions, he says, offer users more visibility over their print 
practices and outputs, and firms that have successfully 
moved their print to the cloud routinely report consider-
able cost savings.

Disruptive forces at play
Mark Ash, head of print at Samsung, says the age of smart-
phones, tablets and wearables is having an impact on the 
printer market and partners need to ensure that paper “does 
not disrupt the digital transformation objectives of enterprises”. 

PRINTERS

Mark Ash, Samsung:  
“With businesses continuing 

on their digital transformation 
journeys, smart technology is vital 

to succeed in the print market”
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The internet of things (IoT), cloud and mobility 
have their part to play in this new age of document 
consumption, he says, combining to create intui-
tively connected workplaces that enable users to 
print via the cloud from their wearable devices or 
smartphones, with no need to be signed in to the 
workplace’s network. “With businesses continu-
ing on their digital transformation journeys, smart 
technology is vital to succeed in the print market,” he adds.

Douglas Greenwell, group strategy and marketing director at 
Danwood, views the trend to digitisation as the biggest opportu-
nity for growth for channel partners in 2016. “Major changes are 
occurring in the workplace, with customers looking to speed up 
their business processes and improve efficiency to remain com-
petitive. Printing and digitisation of physical documents is seen 
as one of the quickest and easiest ways to cut costs and enhance 
customer communication,” he says.

Ash says another area that partners should look at is open 
source software, and the custom-made applications it facilitates. 
He notes that many customers are looking for bespoke applica-
tions that fit their individual needs. 
By incorporating developers into 
their ecosystems, channel partners 
can provide the capability to build 
personalised applications on indi-
vidual use cases. “This will ensure 
that a managed print service can be 
tailored to meet the needs of any 

and every business, helping the market remain at 
the forefront of innovative technology for its cus-
tomers,” he argues.

Customer focus is key
But are partners ready to exploit future oppor-
tunities? Barthet warns that they need to have 
the right partnerships in place, and if they aren’t 

working with vendors that have made significant investments in 
their technology, they will struggle from the start. Service is also 
very important, he says, and that’s something a lot of dealers 
haven’t yet grasped: “Fundamentally, it’s not about the technol-
ogy, but how the technology can meet a business requirement 
and solve a client’s problems.” 

Partners need to make the investments in people so they can 
sell at the right level, and take a consultative approach with their 
customers, and re-engineer their processes with their customers 
in mind,” says Barthet.

Simon Tune, general manager for marketing operations and 
business development at Xerox European Reseller Group, says: 

“Key resellers are questioning the 
value of partnering with multi-
ple vendors and are trying to nar-
row their vendor portfolio to the 
critical few that can make them 
stand out in a crowded market and 
offer integrated solutions that help 
their customers.”

PRINTERS

“the tRend foR digitisation is the 
biggest oppoRtunity foR gRowth 
foR channel paRtneRs in 2016”

DouglAs greenwell, DAnwooD

❯The professional side of 
the 3D printing market might 
have had a tough time, but 
there is still plenty of life 

in the technology. 
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Resellers need to decide which vendors will help them stand 
out and address customer pain points while driving incremen-
tal revenue streams. “If a reseller focuses on fewer vendors that 
have clear propositions and longevity in their planning, success 
can follow,” he asserts.

Kelleher remarks that much of the IT channel never really 
understood managed print, and many resellers did not have the 
back-end systems in place to support it. A number 
have bought copier dealers to get the right back-end 
systems and people to support the sale.

Print adds value
While the typical VAR is trying to gain a greater 
share of wallet from customers, in many cases the 
print piece is still being delivered by another chan-
nel. Kelleher says that when people are fighting for 
every bit of business they can get, it makes sense for 
VARs to provide print because they are delivering something 
that’s giving customers the opportunity to save money and 
improve productivity. 

“If resellers are already supplying products and services into 
a business, providing a further opportunity for them to increase 
productivity and improve costs is a way to win business,” 
she adds.

They need to look beyond an ever-decreasing transactional 
market with an ever-decreasing average selling price. “People 
need to invest in new solutions and new technologies within what 
they’re offering to survive,” Kelleher declares. n

PRINTERS

Moya Kelleher, Kyocera: “If 
resellers are already supplying 

products and services to a 
business, providing a further 

opportunity for them to increase 
productivity and improve costs 

is a way to win business”
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Data protection law has recently been updated by 
Europe and the new legislation will be in place in less 
than two years. Despite the UK’s Brexit vote, resellers 
will need to note the numerous changes because the 

penalties for breaches will be severe and it will take time to adjust 
to the new rules.

The European Union’s General Data Protection Regulation 
(GDPR) was finalised at the end of April 2016 after four years of 
discussion, disagreement and negotiation and will directly affect 
all member states of the EU from May 2018. Channel businesses 
have a choice: they can either take the GDPR seriously and use it 
as an opportunity to review their approach to data protection, or 
they can hope it goes away – which it won’t.

But a question arises: Now that the UK scheduled to leave the 
EU, will the GDPR still matter? Yes, it will. This is because we will 
still be an EU member state when the legislation comes in but 
also, when we leave the EU, it will be in the UK’s interest to have 
something equivalent to the GDPR for trading reasons.

Take the law seriously
The GDPR is not a monster, but it needs to be taken seriously. 
This is because changes will be required, and if the required 
changes are not made, then companies risk considerable fines 
and reputational damage. Indeed, under the GDPR, organisa-
tions that breach the law could face a fine of up to 4% of their 
annual worldwide turnover or €20m, whichever is the greater. 
This is considerably more than the £500,000 the information 
commissioner can levy at the moment.

The GDPR is coming – but is 
it really a monster?

The UK may have voted 
to leave the EU, but 

channel companies will not 
escape the General Data 

Protection Regulation, says 
Andrew Gallie 
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The current data protection regime, under the 
Data Protection Act 1998 (DPA), protects a per-
son’s rights in respect of their personal data and is 
built on eight data protection principles. These are 
all common sense measures and require that per-
sonal data is:
n Processed fairly and lawfully;
n  Obtained and used for specified and lawful pur-

poses only;
n  Adequate, relevant and not excessive in relation to these 

purposes;
n Accurate and up to date;
n Not kept for longer than is necessary;
n Processed in accordance with the individual’s rights;
n Kept secure;
n Not transferred outside the EEA without adequate protection.
Apart from these, there are other critical points to note about 
the present regime.

The first is that there are extra obligations when handling sensi-
tive personal data, such as information about ethnic origin, sexual 
life, trade union membership, and 
so on. Also, individuals have a right 
via a subject access request (SAR) 
to find out what information is held 
about them. There are a number of 
exceptions, however.

It is also worth noting that if 
an organisation fails to meet its 

obligations under the DPA, it can be fined up to 
£500,000 by the information commissioner – 
and fines are being levied. Most fines are imposed 
because of security breaches, which are usually a 
result of failing to take data protection seriously. 

So, what should the channel do to plan ahead?
Decision-makers should know what is coming 

over the hill. This will give their organisation time 
to get ready. The GDPR should act as a catalyst for a review of 
current data protection practices. Those that leave the critical 
preparation until the last minute could find there is a real danger 
that they will not be compliant in time.

Starting point
A useful starting point is to review what personal data the 
organisation holds, why it is held, where it was obtained from, 
what privacy notices exist and who personal data is shared with, 
and why. Under the GDPR, firms that discover they have shared 
inaccurate personal data are required to inform the organisa-
tion they shared it with about the inaccuracy. But, of course, this 

cannot be done unless they know 
what data is held in the first place.

It is very important for organi-
sations to take the opportunity to 
review any data protection policies 
they have and consider what, how 
and who keeps those policies up to 

DATA PROTECTION

❯A last dash for compliance 
with the GDPR has begun 

across Europe and, despite 
a two-year warning, some 
organisations will fall short. 

channel oRganisations that 
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The technology sector gets hacked: Acer and Kaspersky Lab among the victims 

Acer, a Taiwanese multinational hardware corporation, reported 
in June 2016 that it needed to notify users who had accessed its 
e-commerce site between 12 May 2015 and  
28 April 2016 that they may have had their information  
compromised because of unauthorised access by a  
third party. 

The company would not say how many users were affected 
by the intrusion, but said that data such as names, addresses, 
payment card numbers, card expiry dates and three-digit 
security codes may have been compromised. 

The Acer customers affected were all in the US, Canada and 
Puerto Rico.

After an investigation, Acer said it had not found any evidence 
of the attacker gaining access to users’ login credentials. The 
company took steps to fix the issue, and later notified the credit 
card payment processor.

June 2016 also saw the GoToMyPC service subjected to a 
“very sophisticated password attack”. Citrix, the firm behind 
GoToMyPC, advised all users of the service that it had reset 
their passwords. 

The company gave no more details about the attack; instead, 
it simply offered its customers advice on how to  
create strong passwords and encouraged them to set up  
two-factor authentication. 

These incidents are the latest in a long line of hacking 
attacks on prominent tech companies. In May, hackers 
released tens of millions of log-in credentials stolen from 
MySpace and Tumblr.

And as if to prove the point that no one is invulnerable, it 
is worth noting that security firms have also been hacked. In 
June 2015, Kaspersky Lab said it thought a nation state had 
been behind an attack on its systems that sought to spy on the 
company’s technologies. 

The same month saw LastPass, a third-party holder of 
multiple user passwords, having to deal with an attack. 
Although encrypted user data was not stolen, the intruders did 
take LastPass account email addresses, password reminders, 
server per user salts and authentication hashes.

And in January this year, Indian security firm Cyberoam  
was forced to reveal that it had been hit at the end of 2015  
by a hack that resulted in leakage of its database that  
contained customer and partner personal details, including 
customer names, phone numbers, email addresses and  
company names. 

A security researcher encountered a hacker on the dark web 
who was willing to sell the database for 100 bitcoins, worth 
about £30,000. Cyberoam was acquired by UK cyber security 
firm Sophos in 2014.
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date. The GDPR requires “data protection by design” and oper-
ates on an “accountability principle”, which will require firms to 
show how they comply by, for example, having effective policies 
and procedures in place. 

Individuals need to know what will 
be done with their data, and who it 
will be shared with. A privacy notice 
tells people about this and is often 
found on a company’s website or is 
indicated to an individual when their 
personal data is collected, such as during the order process. 

Under the GDPR, additional information must be provided. 
Firms will need to tell data subjects – users – the legal basis for 
processing their data, the data retention period, and of their right 
to complain to the information commissioner. 

There is also a requirement that the privacy notice is concise, 
easy to understand and in clear language.

Rights of the individual
Under the GDPR, individuals still have the right to know what 
information is held about them, but they will also have rights to 
have inaccuracies corrected, to have information erased, to pre-
vent direct marketing and a right to data portability – because of 
this, firms will have to provide data electronically. 

These rights are enhancements to existing DPA rights. If a firm 
is compliant with the DPA, it should not face any great difficulties. 
It should test its ability to locate and delete data, as well as who 

in the organisation would take these critical decisions. The bot-
tom line is that companies must have procedures in place to take 
individuals’ rights seriously.

Currently, firms have 40 days to respond to a subject access 
request, but under the GDPR this 
will drop to a month. There are also 
some changes to the grounds for 
refusing an SAR, including that the 
need behind the request is mani-
festly unfounded. 

Refusing a request will require a 
firm to have appropriate policies and procedures in place. There 
will also be obligations to provide additional information, such 
as data retention periods and the right to have inaccurate data 
corrected. These additional requirements could cause logistical 
problems if an organisation handles a significant volume of SARs.

Consent for data processing
One of the most challenging areas under the DPA is consent. 
Consent to use personal data cannot be inferred from silence, 
pre-ticked boxes or inactivity. The GDPR requires that consent 
must be freely given, specific, informed and unambiguous. 

If a firm is going to rely on “implicit consent”, then it must be 
ready to deal with a challenge about how unambiguous the con-
sent was. It may be that consent can be properly inferred, but it is 
important to be ready for a challenge.

Also, if an organisation collects information about children – in 
the UK this will probably be those under 13 – then it will need a 

DATA PROTECTION
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parent’s or guardian’s consent. This will have to be verifiable and, 
of course, the language used in the privacy notice must be capa-
ble of being understood by children.

There is currently no general obligation to report data breaches, 
although it may be tactically worthwhile to do so. The GDPR radi-
cally changes this, creating an obligation to report data protection 
breaches that could cause an individual harm within 72 hours. 

Channel firms should consider how they would deal with this 
new obligation. How secure are their systems? What training do 
staff have? Is personal data encrypted? What breaches might 
result in an obligation to report? How would the harm to indi-
viduals be mitigated? Do the procedures in place around data 
breaches allow these obligations to be met?

There are certain key expressions in the GDPR, such as “data 
protection by design”, “the accountability principle”, “privacy by 
design” and “data minimisation”. But there is one particularly 
important expression that brings with it a specific obligation: pri-
vacy impact assessments (PIAs). 

These are required where there is a significant change in the 
processing of data and, in particular, where there is a risk to data 
subjects – individuals. 

Other obligations
While it is mainly public bodies that need to appoint a data pro-
tection officer under the GDPR, it also makes sense for any chan-
nel business affected by data protection to ensure it complies 
with the DPA and GDPR. By definition, the best way to do this is 
to designate a capable, interested person with the responsibility 
for ensuring that the obligations are met.

The GDPR is a real and present threat to channel organisations 
of all sizes and the financial consequences for ignoring the new 
rules are severe. However, those that plan ahead and choose to 
meet their obligations should have little to worry about. n

Andrew Gallie is a senior associate at Veale Wasbrough Vizards  

specialising in information and data protection law.
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Simon, tell us what you do for a living. 
Simon Skellon, vice-president (country manager) for Mitel UK, 
Ireland and Sub-Saharan Africa.

Why are you the right person for this job? 
I’m very competitive and a perfectionist.

What gets you up in the morning? 
My alarm clock at 6am and a desire to succeed in a highly 
competitive market.

Who helped you get to where you are today? 
My mentor has been Graham Bevington (president, Mitel 
Enterprise) but also my father, whose mantra was always: 
“Why not you?”

What is the best or worst business advice you 
have received and from whom? 
Two pieces of the best advice I’ve ever had: “Don’t sweat the 
small stuff” and “strategy, structure, people”, in that order.

Simon 
Skellon,
Mitel
MicroScope puts  
its questions to 
Simon Skellon,  
vice-president  
at Mitel UK,  
Ireland and  
Sub-Saharan Africa

FIVE MINUTE INTERVIEW

“i am veRy claustRophobic and 
theRefoRe hate getting into lifts 
– not gReat in my line of woRk”
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What advice would you give to someone starting 
out today in IT? 
IT is complex today and blurring between applications is rife. 
Try to simplify IT and not tie yourself in knots with complexity.

What do the next five years hold for the channel? 
A huge amount of change but also a massive opportunity for 
those able to adapt quickly to the new world of cloud-based 
and mobile-first communications.

Tell us something most 
people don’t know about you 
I am very claustrophobic and 
therefore hate getting into  
lifts – not great in my line of work.

What is the best book 
you’ve ever read? 
I’m a big Conn Iggulden fan and 
I love his Conqueror series about 
Genghis Khan. I like factional books.

And the worst film you’ve ever seen? 
Mission Impossible with Tom Cruise.

What would be your desert island mp3s? 
Pink Floyd’s Dark Side of the Moon, or David Bowie’s 
Ziggy Stardust.

What temptation can you not resist? 
Cheese, any type but the stronger and smellier the better, with 
port, of course.

What was your first car and how does it compare 
with what you drive now? 
Rover 213 in beige. A lot smaller and less powerful than my  
current car, a BMW 5 Series – but a car is just a car, I’m not 
a petrolhead.

If you were facing awesome 
peril and impossible odds, 
which real or fictional 
person would you most 
want on your side and why? 
Peter Kay, because peril and 
impossible odds means the 
likelihood of survival are slim, so 
you might as well have a laugh in 
your last few minutes.

And finally, a grizzly bear and a silverback 
gorilla are getting ready for a no-holds-barred 
rumble. Who is your money on and why?
The Silverback, as they have a closer relationship to humans  
and could perhaps think a little more about the combat, which  
could also mean running away if the odds don’t look to be in 
their favour. n
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Organisations need to stimulate cyber security appetite
Gavin Bradbury, senior vice-president, NTT Security
The need to embed a culture of cyber security into every busi-
ness has never been so paramount. More and more people 
across an entire organisation have become targets for cyber 
crime, indicating that everyone from the top down should have 
an appetite for information security and risk management. 

Worryingly, though, many companies are facing poor risk appe-
tite. In fact, our latest 2016 Risk:Value report shows that lax infor-
mation security is now seen as the single biggest risk to a busi-
ness – on a par with competitors stealing market share, and more 
of a risk than global competition and falling profits.

Organisations are now under pressure to improve awareness 
and understanding on the risks and consequences of a cyber 
security threat or breach. This requires some exemplary manage-
ment skills and has to start with a solid security policy. A skilled 
team should be able to analyse which digital assets need protec-
tion and what the impact would be to the company in the event 
that it is compromised.

Those producing the policy must also identify the most com-
mon and likely threats to that data. Only then can they distinguish 
other data points that will help create an effective policy. They can 
identify likely intrusion points that attackers could use, and map 
them against weak points they uncover in their systems. Intruders 
frequently use email and web browsers as gateways into systems, 
but some companies with a strong prevalence of mobile users 
and remote workers may also find those to be soft targets.

Team leaders can tailor their security policies to focus on such 
weak points, but most of them will cover catch-all areas such 
as data encryption, mobile working, clean desk practices and 
acceptable usage. They should be signed off by a senior executive 
to show management support, but that isn’t enough.

Managers must be realistic about their organisations’ ability to 
execute these policies. Too often, a security policy ends up as a 
dead document, given out during employee inductions and then 
stuffed away in a drawer, to be followed by very few people. This 
is where effective communication comes in, and this is critical for 
ensuring that any policy is endorsed and routinely followed.
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Move fast to dodge Brexit inflation
Michael Frisby, managing director, Vuzion and Cobweb Solutions
The ramifications of the UK’s decision to leave the EU are still 
unknown. While a weaker pound might be good news for export-
ers, the reality is that the vast majority of our technology is 
imported. Sterling is at a 31-year low against the dollar, and this 
currency chasm is forcing technology providers to re-evaluate 
their pricing strategy in the UK, Europe and around the globe. 

Price rises are already happening, with HP, Dell and others mak-
ing increases in the UK. We all know that uncertainty is poison to 
the markets. And as the UK will remain part of the EU for at least 
the next two years, that uncertainty is not going anywhere fast. 

As legislators begin to hammer out agreements over trade  
relationships, the long-term implications of Brexit will slowly 
reveal themselves.

It is important that businesses are encouraged to optimise 
costs and drive efficiencies wherever possible, so they can focus 
on steering the company through these uncertain times. With 
low capital expenditure and flexible scaling, solutions such as 
Microsoft Office 365 provide organisations with a fully managed, 
next-generation productivity platform. Entry points such as this 
can help an xSP, VAR or Tier 1 CSP open more doors to new cus-
tomers, or provide stickiness for existing ones.

With US technology firms such as Microsoft in the process of 
reviewing their UK pricing strategy, businesses would be well 
advised to act quickly to circumvent the inevitability of price rises. 
Look out for those 12-month price guarantees offered by some 
vendor cloud services.

Legal sector offers a model for proactive uptime
Mark Johnson, channel sales director UK & Ireland, Veeam Software
In recent months it has become clear, if only anecdotally, that 
the legal sector is leading the charge in the smart deployment of 
technologies. In particular, law firms are taking proactive meas-
ures to minimise disruption to the services they offer clients. 

Clearly, the numerous requirements around auditing and com-
pliance in the sector may have forced the hands of legal firms to 
deploy software that helps them to remain always on by mini-
mising disruption to data and service access, but they are reaping 
financial rewards, too.

One hour of downtime each month is estimated to cost the 
average law firm £45,000 in annual billing fees (based on 25 law-
yers billing at £150 per hour). A law firm with 500 lawyers could 
therefore lose nearly £1m in billing fees every year.

Law firms don’t work your typical nine-to-five day. Solicitors 
require constant access to contracts and client documents not 
only in the office but in court hearings, client meetings and hotel 
rooms worldwide, so downtime is simply not an option.

I am increasingly seeing law firms as top of the class in ensuring 
maximum access to data. The sector is a bastion for availability 
despite the high frequency of mergers and acquisitions within it, 
which adds complexity to availability maximisation. 

Other sectors must take note and adopt the futureproofing 
mindset towards IT system availability that the legal profession 
is spearheading. The channel can lead these conversations, high-
lighting the disparities and relative successes of other industries 
and holding up examples of best practice. n
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