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A Colocation Agreement You Can Live With
Arranging for colocation services that meet your organization’s needs requires plenty of preparation.  
Ask the right questions about the facility, negotiate SLA terms, and know how to avoid the blame  
game if something goes wrong.
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Getting a Provider that Provides 

As with most things, the right amount of 
preparation in choosing a colocation provider 
can make a big difference in your results. An 
essential part of this planning is to know what 
you’re contracting for, and how much you can 
get in writing. 

As TechTarget’s Stephen Bigelow writes in 
this guide, this means negotiating a service-
level agreement that works for your business 
and not just for the provider. He delves into 
the elements that make for a good working 
relationship between a business and its chosen 
colo provider. 

Specifically, Bigelow identifies four areas of 
critical importance and explains how working 
on those in the early going can avoid regrets 
and frustrations later. Little details, such as the 
customer’s responsibility in when (and how) an 
outage is reported, can matter more than you 
might think.

And what about the colo facility itself? IT 
analyst Clive Longbottom provides a checklist 
of important factors to consider when visit-
ing and comparing colo buildings. A tour will 
undoubtedly present a facility in its best pos-
sible light, he notes, so you’ll want to be ready 
with questions that challenge the sales pitch 
and get to what will really help you make a 
sound decision. Everything from access proce-
dures to cooling techniques to network access 
deserves your attention, Longbottom writes. 

The colo option is a valuable one for plenty 
of organizations. The challenge is maximizing 
the benefits and sidestepping the risks. n

Phil Sweeney
Senior Managing Editor

Data Center and Virtualization Media Group
TechTarget
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An Agreeable SLA 

Colocation providers are solid options 
for businesses seeking to minimize data cen-
ter investments while retaining some level of 
control over the computing environment. This 
form of outsourcing requires those businesses 
to trust their chosen providers, which is where 
service-level agreements (SLA) come into play. 

An SLA defines terms, outlines the scope and 
quality of services provided, denotes uptime 
or availability for each service, limits a pro-
vider’s liabilities, and highlights other roles 
and responsibilities of each party. And, if it’s 
unclear or unenforced, an SLA becomes a seri-
ous point of contention.

WHEN GOOD SLAs GO BAD

An SLA codifies the relationship between a 
provider and customer. In spite of its impor-
tance, however, SLAs are also prone to serious 
problems that can strain the very relationships 

that they’re intended to facilitate.  These com-
plications arise not because the provider is 
inept. Neither are they the fault of a customer 
that’s impossibly demanding. The source of 
conflict is most often the SLA itself.

Too often, these agreements are written in 
ways that simply aren’t clear enough. They 
hedge commitments with nebulous phrases 
such as “best effort.” Or they don’t adequately 
address key elements of the colocation 
relationship. 

To avoid these sticking points, pay attention 
to these four areas when negotiating, reviewing 
and signing an SLA:

n Responsibilities. Poor SLAs often leave an 
unclear delineation of roles and responsibili-
ties. The SLA should define the services and 
levels that the parties agree upon, including 
service uptime, server availability and storage 
capacity. If a provider promises server uptime 
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of 99.999 percent or response times of less 
than 60 minutes, that quantifiable amount 
should be written into the SLA. This sets real-
istic expectations—for both the customer and 
the provider. “We’ve had angry customers even 
when the response was under 10 minutes and 
the resolution was under one hour,” said Scott 
Gorcester, CEO of VirtualQube, a managed ser-
vices provider near Seattle. “One client yelled 
that we completely let them down despite a 
five-minute response and a 34-minute resolu-
tion.” SLAs should also outline a customer’s 
responsibilities. For example, a customer needs 
to know when and how to make contact and 
how to escalate problems. The customer needs 
to know how it will interact with the provider, 
whether that is through a help portal or emer-
gency phone number. “These are details you 
need to know upfront,” said Pete Sclafani, COO 
and co-founder of 6connect, which makes 
network-provisioning tools. “Have them docu-
mented as part of your onboarding process 
with the colo provider.”

n Reporting. Colocation providers invariably 
monitor the environment and services they’re 

providing to customers. But providers usu-
ally don’t share all of this reporting with their 
customers. An SLA should make provisions 
for regular reporting, outlining which data a 
customer will see. The SLA should also define 
the points that indicate performance degrada-
tion or outages. For example, the SLA should 
define what is considered an “outage” and be 
clear about when an outage is determined to 
have started. For example, Sclafani notes that 
some SLAs might require customers to phone 
in an outage before the customer would start 
receiving outage credit (other contacts like 
email or helpdesk tickets were not considered 
acceptable).

n Remediation. An SLA virtually guarantees that 
colocation providers are not liable for damages 
to a customers’ business when infrastructure 
or services are disrupted. If an outage costs a 
customer’s business $1 million in lost sales, 
for example, don’t expect the colocation pro-
vider to step up and write that check. At best, 
the customer can request a pro-rated credit 
for the lost service. Let’s say a customer pays 
$100,000 for services over a 720-hour month 
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and lost service for two hours. Chances are that 
remediation would be limited to [(100,000 / 
720) * 2] about $278. (And that credit might 
only be available if the customer follows the 
correct reporting process.) Even then, the colo-
cation provider will probably not issue reme-
diation for outages beyond its direct control. 
“We find that ISP problems, BGP route leakage, 
client-side issues or other problems, such as 
inclement weather, are more common causes of 
client problems than the [colocation] data cen-
ter,” Gorcester said.

n Revisions. Any business relationship must 
benefit both parties, and SLAs that are exces-
sively rigid or non-negotiable can drive busi-
nesses away from a provider. Generally, the 
more volume or commodity services that a 
provider offers (more closely resembling a 
cloud provider), the more rigid an SLA will 
be. But traditional infrastructure and host-
ing providers delivering customized resources 
or service bundles can prove far more flexible 
with SLA terms. For example, quarterly meet-
ings between the provider and customer offer 
regular opportunities to talk and periodically 

renegotiate terms, thereby keeping an SLA 
relevant.

MONITORING THE SLA

Even the most carefully crafted SLAs have little 
value without comprehensive monitoring and 
enforcement. But monitoring and reporting are 
particularly contentious aspects of colocation 
arrangements. 

Colo providers implement internal monitor-
ing to track performance and detect problems. 
The challenge is that customers will likely have 
considerably less insight into the provider’s 
environment. This makes verification difficult.

If the provider offers infrastructure and the 
customer is in the IT cages installing equip-
ment and software, it’s a relatively straight-
forward matter for the customer to select 
from any number of data center infrastructure 
management (DCIM) tools. A customer can 
use these tools to assess its own hardware and 
software but also to arrange instrumentation 
(temperature, humidity, moisture, power, and 
so on) to spot-check the provider’s building. In 
some cases, a customer can extend an existing 

http://searchtelecom.techtarget.com/definition/BGP
http://searchdatacenter.techtarget.com/feature/Colo-in-the-age-of-cloud/
http://searchdatacenter.techtarget.com/feature/Colo-in-the-age-of-cloud/
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tool in the local data center to the provider’s 
remote location with additional nodes and 
instruments.

Monitoring can be more problematic when 
a colocation provider offers hosting services. 
In this situation, they are providing the hard-
ware and software that customers rent. It’s the 
provider that monitors the building, hardware 
and applications, and customers see far fewer 
reporting details. This means a customer will 
have little direct insight into what’s actually 
happening in the provider’s data center.

Look for reporting data from the provider 
and understand the information being shared 
(and be suspicious of reporting that is always 
perfect). Now consider ways to check the pro-
vider’s reporting. 

Sclafani notes that some providers’ monitor-
ing systems can be accessed using application 
programming interfaces, allowing a customer’s 
monitoring tools to see what the provider sees. 
“We expect to see API use increase and become 
a differentiator for colocation transparency.” 

If APIs aren’t available, evaluate the useful-
ness of third-party monitoring. This would 
include products such as op5 Monitor and  
 
 

services such as Uptrends and Apica.
Regardless of the monitoring or reporting in 

place, customers should also keep a close watch 
over incident reporting and response times to 
helpdesk tickets, phone or email support, esca-
lation adherence and other support. The rule 
of caveat emptor (buyer beware) applies. “The 
burden is on you to monitor and hold the colo-
cation vendor accountable,” Sclafani said.

DON’T OVERLOOK REALITY

Any evaluation of a colocation provider’s SLA 
must also include a healthy dose of common 
sense and research. Can the colocation provider 
actually deliver what is promised? 

Sclafani notes that some colocation providers 
advertise far better capabilities than the facili-
ty’s technical specifications support. “There are 
plenty of examples of ‘Tier X’ data centers,” he 
said. “But when you dig into the specifications 
of the facility, they are really ‘Tier X-2.’ ” 

So don’t be afraid to tour colocation facili-
ties, meet staff and ask challenging questions 
before finalizing any SLA. Your business may 
depend on it. —Stephen J. Bigelow 

http://searchdatacenter.techtarget.com/feature/What-colocation-customers-should-know-about-data-center-tiers/
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A Colo Facility Checklist Can Help 

If you’ve decided that colocation is the 
right direction for your business, the next 
step is choosing the right provider. Evaluating 
potential colo partners means scrutinizing the 
facility itself, looking closely at network access, 
cooling, resiliency and other essential details.

Making the decision to move to a colocation 
facility is becoming easier. Choosing the right 
one is where the difficulty lies. 

Given the scope of the investment and the 
complexity of moving all that equipment, it 
makes sense to have a thorough vetting pro-
cess in place before making a decision. Here’s a 
checklist to help with that process:

n The Building’s Size. You’ve been to the facil-
ity, walked around and seen it in all its pris-
tine glory. But ask yourself: Will that building 
be big enough to accommodate not only your 
growth, but that of the other clients the pro-
vider expects to have? If not, consider what 

that might mean to you. Think about whether 
you might eventually need to spread your plat-
form across two facilities and whether you’re 
comfortable with that prospect.

n Building Security. Your equipment is your 
equipment. You don’t want anyone around it 
other than those to whom you’ve given autho-
rization. It’s imperative that the colocation 
company thoroughly checks anyone entering 
the facility. Ask a potential provider if its staff 
logs all movements around the facility. Does 
the provider enforce policies to stop entry 
by means of tailgating (one person following 
another through a door)? Do the cages that 
contain the IT equipment extend from floor to 
ceiling?

n Information Security. You need to see whether 
the colocation provider has accreditations, 
such as ISO 27001. Look at how the company 

http://searchdatacenter.techtarget.com/feature/Words-to-go-Colocation-options
http://searchdatacenter.techtarget.com/feature/Words-to-go-Colocation-options
http://searchsecurity.techtarget.com/tip/Changes-to-ISO-27001-Whats-new-in-the-2013-ISO-27001-update
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manages its own data. Be thorough and ask to 
see its processes with regard to customer infor-
mation and the vetting process for the employ-
ees who will deal directly with your assets.

n Power Provisioning. Equipment densities are 
increasing rapidly at data centers. Your IT team 
may need to double the amount of kilowatts 
it uses per rack or per deployment in the next 
five years. Will the colocation provider have the 
capacity to do this? If not, what plans does it 
have to accommodate the potential increase in 
demand?

Backup power is another consideration, and 
you’ll need the specs from any potential pro-
viders. Does it have a modular approach so 
that new auxiliary generators can be added or 
replaced as needed? Power failure is a loom-
ing possibility for any data center provider, so 
you should check how often it runs full tests of 
failover plans.

n Cooling. Where possible, you want a colo-
cation facility that uses low-energy cool-
ing. Even in parts of the world where energy 
prices are relatively stable, costs ebb and 

flow—sometimes without warning. Thus, free 
air, adiabatic or other low-energy approaches 
will be better long-term bets than relying 
solely on computer room air conditioners. 

n Environmental Monitoring. Most colocation 
service providers offer fire monitoring, which 
will trigger a gas-based suppression system. A 
better option would be a colocation provider 
that offers a full early-warning system. These 
setups rely on infrared sensors to identify 
emerging hot spots in equipment as well as 
smoke-detection (VESDA) systems, moisture 
monitoring and tremble monitoring. This type 
of setup allows the provider to actively take 
steps to identify a problem before it affects 
the performance of the facility, or, even worse, 
forces a complete shutdown.

n DCIM. Data center infrastructure monitoring 
and management has grown in popularity in 
recent years. Within a colocation facility, you 
may install your own systems management 
tools that monitor and manage what your IT 
equipment does. However, you have little to no 
visibility as to what is happening around you. 

http://searchdatacenter.techtarget.com/tip/Best-practices-for-backup-power-maintenance
http://searchdatacenter.techtarget.com/podcast/Using-free-cooling-in-the-data-center
http://searchdatacenter.techtarget.com/podcast/Using-free-cooling-in-the-data-center
http://whatis.techtarget.com/definition/adiabatic-cooling
http://searchdatacenter.techtarget.com/ehandbook/Advanced-cooling-methods-for-your-data-center
http://searchdatacenter.techtarget.com/feature/Controversial-hot-aisle-containment-practices
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Aptly named “noisy neighbors” may degrade 
network performance, and high-density sys-
tems could cause power problems in your sec-
tor of the facility. Colocation providers using 
good DCIM capabilities can act as overseers 
of the total environment, keeping an eye on 
the facility’s overall performance and advising 
where necessary as to how to better implement 
and run IT equipment.

n Network Access. Ensure that the facility uses 
multiple network providers, and that those net-
works terminate at different parts of the facil-
ity. Having 10 different providers won’t matter 
if they all come through the same underground 
pipe that’s just been struck by a backhoe.

n Resiliency. As well as all the requirements 

around power backup, look at what a coloca-
tion provider offers in platform resiliency. Can 
it operate your IT equipment, or hosted serv-
ers, across more than one facility? This is ben-
eficial, as it allows you to mirror your systems 
and subsequently fail over without the need for 
the high impact of initiating a disaster recovery 
plan.

n Overall Fit. You may have been able to tick all 
the other requirements on this checklist, but if 
you don’t get along with the people you have to 
interact with at the facility, then you will never 
be happy. Check that account management is 
always available, so that you go directly to them 
rather than having to continually wade through 
first- and second-line support when you know 
what you need. —Clive Longbottom

http://searchcloudcomputing.techtarget.com/definition/noisy-neighbor-cloud-computing-performance
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