
A Forrester Consulting  

Thought Leadership Paper 

Commissioned By Fortinet 

October 2015 

 

 

Sandbox Technology: 

Building An Effective 

Breach Detection And 

Response Strategy 
Best Practices For Evaluating And 

Implementing A Sandbox Solution 
 



 

 

 

Table Of Contents 

Executive Summary ........................................................................................... 1 

Advanced Adversaries Threaten Your Company’s Security........................ 2 

Sandboxes Play A Key Role In Breach Protection And Detection .............. 3 

Best Practices For Evaluating A Sandbox Solution ...................................... 5 

Key Recommendations ..................................................................................... 9 

Beyond The Sandbox ........................................................................................ 9 

Appendix A: Methodology .............................................................................. 10 

Appendix B: Supplemental Material .............................................................. 10 

Appendix C: Additional Exhibits .................................................................... 11 

Appendix D: Endnotes ..................................................................................... 13 

 

 

 

ABOUT FORRESTER CONSULTING 

Forrester Consulting provides independent and objective research-based 

consulting to help leaders succeed in their organizations. Ranging in scope from a 

short strategy session to custom projects, Forrester’s Consulting services connect 

you directly with research analysts who apply expert insight to your specific 

business challenges. For more information, visit forrester.com/consulting. 

© 2015, Forrester Research, Inc. All rights reserved. Unauthorized reproduction is strictly prohibited. 

Information is based on best available resources. Opinions reflect judgment at the time and are subject to 

change. Forrester
®
, Technographics

®
, Forrester Wave, RoleView, TechRadar, and Total Economic Impact 

are trademarks of Forrester Research, Inc. All other trademarks are the property of their respective 

companies. For additional information, go to www.forrester.com. [1-V0P2RG] 

 

 

 



 

 

1 

Executive Summary  

There is a dark side to the digital revolution. As companies 

of all industries rush to deliver the complex, personalized 

digital experiences their customers demand, they become 

wardens of more and more personal and proprietary 

information. Much of today’s competitive differentiation is 

based on the depth of your customer data and how 

efficiently you capture, store, and apply that information. A 

database teeming with consumer and client data is a 

powerful asset for your company — and a treasure trove for 

motivated attackers. Credit card information, social security 

numbers, proprietary information: If you’re not adequately 

protecting it, it will fall into the wrong hands. And if there is 

anything more damaging to your company than an outdated 

customer experience, it’s customers who can’t trust you. 

The challenge of securing your data, network, and 

infrastructure is further complicated by the rise of advanced 

threats. Malicious adversaries have multiple modes of 

attack at their disposal and often string together different 

types to get past your defenses. 

Security professionals need to arm their organizations with 

the right security solutions to detect threats and manage 

risks to avoid data breaches. Sandbox solutions are 

becoming an essential component of a comprehensive 

prevention, detection, and response strategy. Modern 

sandboxes are able to virtually replicate operating 

environments, execute suspicious code, such as 

executables and application data, and observe, rate, and 

report the behavior. This allows security pros to block or 

contain sophisticated attacks in their environment, mitigate, 

and prevent damaging attacks in the future. 

 

In July 2015, Fortinet commissioned Forrester Consulting 

to examine the purchase and implementation 

considerations, as well as challenges faced and lessons 

learned, for sandbox solutions. To explore this topic, 

Forrester conducted a quantitative survey of 150 IT 

security professionals at enterprises that had evaluated or 

implemented sandbox technology. 

 

KEY FINDINGS 

Forrester’s study yielded three key findings: 

› Your organization is vulnerable, but sandboxes can 

help. There is no such thing as an impenetrable security 

infrastructure. Ninety percent of organizations surveyed 

report experiencing an attack or breach within the past 12 

months; 55% had six or more incidents. Fortunately, a 

vast majority of security pros reported that their 

sandboxes provide very or extremely useful information in 

identifying current and potential threats. Furthermore, 

sandboxes routinely outperform most prepurchase 

expectations, providing effective protection against 

multiple threats. 

› However, today’s sandboxes are not perfect. The 

security professionals surveyed cited post-purchase and 

implementation issues such as total cost of ownership, 

performance, false positives, and other time-consuming 

challenges. They also expressed a desire for a high 

degree of automation and integration with other security 

solutions. 

› The bottom line: Do your homework when evaluating 

sandbox solutions. Investing in a sandbox solution 

without getting a clear picture of its capabilities and how it 

will work with your existing security environment could 

spell problems down the line. According to the survey 

respondents, the most common things they would do 

differently if they could go through the purchase process 

again would be to place greater emphasis on third-party 

testing, conduct more-extensive internal testing of 

sandbox capabilities, and evaluate more vendors. 

The information from sandboxes allows security 

professionals to block or contain malware in 

their environment and prevent damaging attacks 

in the future. 
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Advanced Adversaries Threaten 
Your Company’s Security  

Year after year, headlines proclaim it’s the “Year of the 

Breach.” In reality, we’ve entered into a new era: the 

“Decade of the Breach.” High-profile breaches have 

received extensive media coverage in recent years. The 

past two years have been painful for the US government, 

falling victim to at least a half-dozen major security 

incidents. In June of this year, the United States Office of 

Personnel Management (OPM) disclosed a cybersecurity 

incident wherein an estimated 5.6 million individuals had 

fingerprint information stolen and about 21.5 million had 

social security numbers and other personally identifiable 

information (PII) compromised. This came on the heels of a 

disclosure by the Internal Revenue Service (IRS) in May 

that cybercriminals had gained access to the tax returns of 

approximately 104,000 individuals. But the US government 

is not alone in its struggles: Recent high-profile breaches 

have touched multiple industries, including financial 

services, healthcare, retail, and even online services. In 

August of this year, hackers stole account information and 

payment transaction details of more than 35 million users of 

an online dating site. Individual breaches grab headlines, 

but the reality is that every organization is at risk and in all 

likelihood will experience one or more breaches or 

compromises within the next year. 

Organizations are at greater risk than ever. Malicious 

attackers are more advanced, leveraging known and 

unknown techniques in new ways to penetrate enterprise 

defenses. With adversary capabilities at an all-time high, we 

are in the golden age of cyberespionage. This means 

security professionals should assume: 

› Your organization is vulnerable. Ninety percent of 

organizations surveyed report experiencing an attack or 

breach within the past 12 months; 55% had six or more 

incidents (see Figure 1). As for the 9% who reported 

being breach-free — it’s highly unlikely they have built an 

impenetrable security infrastructure. Odds are that these 

organizations have been compromised but don’t have the 

technology in place to detect the intrusions. In the current 

landscape, where attackers are constantly finding new 

ways to penetrate security defenses, it’s inevitable that 

your organization will experience an intrusion — whether 

you know it or not. The key is to make sure that intrusions 

don’t become breaches.  

› Advanced attacks are the new normal. Not only are 

organizations battling attacks on a regular basis, they 

contend with the challenge that no two incidents are the 

same. Breached organizations reported experiencing an 

average of four different modes of attacks, with 9% 

experiencing just one type of attack, 63% two to five, and 

28% hit by 6 to 10. Surveyed security pros cited malware 

(51%), phishing (38%), DoS attacks (34%), and attacks 

on OS vulnerabilities (35%) and web application 

vulnerabilities (34%) as the most-common methods of 

attack. Attackers employ advanced methods of coupling 

different attack tactics but still look to exploit outdated 

patches and vulnerabilities or the human element to get 

past your defenses.  

› Security breaches and attacks will have significant 

business implications. Unless you’ve been in 

hibernation the past couple of years, you’ve seen the fall-

out from recent high-profile breaches. OPM director, 

Katherine Archuleta, resigned just one day after 

disclosing the breach, leaving the agency with lingering 

FIGURE 1  

Majority Of Organizations Are Vulnerable 

 

Base: 150 IT security decision-makers at US-based enterprises that have 

implemented or evaluated sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

“How many security incidents (breaches or attacks)

has your organization experienced within the

past 12 months?”

Don’t know

1%

None

9%

1-5

35%

6-10

35%

11-25

16%

25+

4%

Fifty-five percent

of organizations

have experienced

six or more

security incidents

over the past

12 months



 

 

3 

concerns about potential espionage and 

counterintelligence problems. In the wake of the online 

dating site hack, not only did the CEO lose his job, 

hackers posted customers’ stolen data — including 

contact information, passwords, and partial credit card 

information — online when the company refused to give 

in to demands that they pull the site down. But while 

major financial loss and executive ousters are the 

headline-making exception, it’s more common for 

incidents to result in minor financial losses, identity theft, 

disruption of the business, loss of intellectual property, or 

loss of customer records (see Figure 2).  

Sandboxes Play A Key Role In 
Breach Protection And Detection 

There is no silver bullet — no single technology will provide 

adequate protection against advanced threats. The security 

professionals surveyed for this study turn to multiple 

security technologies to build up their defenses, reporting 

high levels of effectiveness across the board (see Figure 10 

in Appendix C). 

Unfortunately, a determined and well-resourced adversary 

will find a way to penetrate protections, regardless of 

whether an organization has the most-advanced preventive 

controls. And while the hope is that preventive measures 

are effective, it’s imperative to plan for detection and 

response. A comprehensive detection and response 

strategy should be built upon what Forrester calls the four 

pillars of breach detection: malware analysis (sandbox), 

network analysis and visibility (NAV), endpoint visibility and 

control (EVC), and security analytics (SA).
1
 

Sandboxes — solutions that virtually replicate operating 

environments, execute suspicious code (such as 

executables and application data), and observe, rate, and 

report the behavior — play a key role in this breach 

detection strategy. And while not a silver bullet, they are an 

important tool that often enables security pros to block or 

contain malware in the environment. 

  

FIGURE 2  

Attack Fallout 

 

Base: 136 IT security decision-makers at US-based enterprises that have 

implemented or evaluated sandbox technology and have experienced a 

security breach in the past 12 months 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

“What impact did the breaches or attacks have on

your organization?” Select all that apply

3%

17%

23%

23%

23%

24%

25%

26%

28%

30%

32%

35%

37%

39%

42%

43%

Other internal records lost or damaged

Fraud

Major financial losses

Violated government regulations regarding
data security

Failed external audit

Failed internal audit

Increased attrition from partners and
supply chain vendors

Customer attrition/turnover

Legal liability

System destruction/physical damage to
computer systems

Increased employee turnover

Customer records compromised

Intellectual property theft/information
confidentiality compromised

Network/business applications unavailable

Identity theft

Minor financial losses
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› Sandbox adoption is on the rise. According to a 2015 

Forrester survey on global security trends, over half of 

enterprise organizations (defined as 1,000 or more 

employees) in the US have implemented (45%) 

sandboxes or are expanding their implementations (11%), 

and another 19% plan to implement sandboxes within the 

next 12 months.
2
 

› Sandboxes provide effective protection against 

advanced threats. As attackers develop more-

sophisticated ways to target attacks and evade security 

barriers, security teams are on guard against multiple 

techniques. Security teams look to sandboxes for 

effective protection against encrypted archives, network 

fast flux, polymorphic malware, logic bombs, and APTs, 

among other types of attacks threatening their 

organizations (see Figure 3). For descriptions of these 

threats, please refer to Table 1 in Appendix C.  

› Effective protection starts with detection. According to 

the security professionals surveyed, sandboxes 

consistently detect these various threat techniques, with no 

fewer than 70% reporting the frequency of detection for any 

single attack method occurring all or most of the time. 

Further, a minimum of 87% of the security pros surveyed 

reported that sandboxes arm them with various types of 

information vital to identifying potential threats, including 

malicious IPs and file hashes, behavioral results, indicators 

of compromise, a top-level view into threat activity, and 

detailed logs and analyses (see Figure 4).  

This information enables organizations to execute policies 

across security controls, prevent the spread of malicious 

traffic on the network, and hunt for malware residing on 

endpoints for containment and remediation. 

FIGURE 3 

Expected Protection Versus Reported 
Effectiveness 

 

Base: 150 IT security decision-makers at US-based enterprises that have 

implemented or evaluated sandbox technology 

*Base: 134 IT security decision-makers at US-based enterprises that have 

implemented sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

“When evaluating or implementing a sandboxing
solution, what security threats did you

expect it to protect against?”
Select all that apply

“How effective is/was your sandboxing solution in
helping you protect against the following threats?”*

40%

40%

40%

43%

44%

46%

47%

50%

56%

37%

37%

46%

59%

40%

51%

43%

43%

45%

Rootkits and bootkits

Binary packers

Network fast flux

Sandbox detection

Botnet command and control

Encrypted archives

Polymorphic malware

Logic bombs

Advanced persistent threats (APT)/

zero-day exploits

Expected to protect against

“Extremely effective” protection

FIGURE 4 

Sandboxes Provide Information Key To Identifying 
Current And Potential Threats 

 

Base: 134 IT security decision-makers at US-based enterprises that have 

implemented sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

 

“How useful is the information you get from

your sandbox?”

Extremely or very useful

87%

87%

88%

90%

90%

91%

92%

Detailed logs

Top-level view into threat activity

Indicators of compromise

Periodic/historic reports on activity

Detailed analyses

Behavioral results

Malicious IPs/file hashes
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FIGURE 5 

Consider Technical, Performance, And Resource/Deployment Implications 

 

Base: 150 IT security decision-makers at US-based enterprises that have implemented or evaluated sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on behalf of Fortinet, August 2015 

 

“How important were the following factors when evaluating a sandboxing solution?”

43%

43%

50%

45%

53%

56%

43%

43%

45%

45%

47%

50%

52%

53%

53%

53%

57%

41%

39%

37%

43%

38%

37%

44%

42%

47%

45%

40%

41%

39%

41%

41%

38%

37%

IT resources required to manage the solution

Cost

Implementation time

Trusted provider/brand

Product performance (throughput, latency, reliability)

Security effectiveness

Reporting and dashboard capabilities

Integration with forensics tools

Static analysis/prefiltering techniques

Rate at which objects can be analyzed/scalability

Comprehensive operating system and application stack

Anti-evasion techniques

Combined virtualization- and emulation-based analysis

Compatibility or integration with current infrastructure

Ability to analyze a broad range of suspicious objects

Ability to provide contextual information about malware/attack

Ability to identify and integrate new threat vectors

5 - Extremely important 4 - Very important

Technical

Performance

Resource/
deployment

Best Practices For Evaluating A 
Sandbox Solution 

The journey toward building an effective breach 

detection strategy begins with implementing the 

malware analysis capabilities of a sandbox. But before 

you take that step, it’s important to take the time to 

select the right sandbox for you: Weigh technology, 

performance, and resource considerations, have a 

comprehensive understanding of sandbox features and 

form factors and how they will work with your existing 

environment, and fully evaluate and test vendor 

solutions. Forrester’s study identified the following best 

practices: 

› Identify requirements and the technical, performance, 

and resource/deployment implications. Implementing 

technology for technology’s sake is never a recipe for 

success. When evaluating a sandbox solution, it’s 

important to consider people and process in addition to 

technical requirements and performance. Technical and 

performance considerations, like the ability to identify and 

integrate new threat vectors or analyze a broad range of 

suspicious objects; integration with current infrastructure; 

and overall security effectiveness were high-priority for the 

security professionals surveyed when evaluating 

sandboxes. But they also considered resource implications, 

like cost, implementation time, and the staff resources 

needed to manage the sandbox solution (see Figure 5). Do 

not overlook the impact on the security team, as some 

respondents encountered difficulties with implementation 

(21%) and maintenance (27%), while other said sandboxes 

created too much work (24%), likely due in part to staff 

chasing too many false positives (34%). 

› Understand the available features and how they will 

work with your existing or future security stack. 

Implementing a sandbox solution without getting a clear 

picture of its capabilities and how it will work with your 
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existing, or future, security environment could spell issues 

down the line — configuration challenges and redundant 

features with existing solutions were top issues for 

sandbox users. While survey respondents placed high 

priority on all sandbox features, their primary focus was 

on remediation with existing security products, 

deployment options, and the sandbox environment itself 

(see Figure 6). Ensure that your security team is familiar 

with sandbox capabilities, and eliminate redundancies 

that could potentially cause configuration issues down the 

line. For details on sandbox feature functionality, please 

refer to Table 1 in Appendix C.  

› Make deployment flexibility a key evaluation criterion. 

Ninety percent of security professionals surveyed 

prioritized deployment flexibility when evaluating sandbox 

solutions. With the evolving threat landscape, inevitable 

changes to your network infrastructure, and mobility of 

your end users, it’s important to have a solution flexible 

enough to match your organization’s demands today and 

into the future, with the agility to quickly provide security 

services in a way that doesn’t disrupt the business. 

Consider ease of deployment, integration needs, and 

automation when determining where you choose to 

deploy your sandbox — whether cloud, appliance, or 

both. Indeed, 72% of respondents indicated they had 

deployed both an appliance and cloud-based sandbox 

solution.  

› Be aware of the investment required to deploy and 

maintain sandboxes. The cost of deploying a sandbox 

solution is a key consideration for many organizations: 

Total cost of ownership (TCO) was the No. 1 complaint 

among survey respondents, at 44%. TCO can be an issue 

with sandboxes due to a lack of scalability in appliance 

deployment models. Consider a virtual form factor and 

cloud options to overcome potential scalability issues and 

incur less cost, as well as integrations that extend a 

central or regional sandbox for coverage throughout your 

organization at an affordable cost. You don’t want to be 

hasty and invest in a sandbox solution that provides 

incomplete coverage because you can only deploy it to a 

subset of your network infrastructure. 

Look to integration for broader security control and 

automation. Sandbox integration is highly desirable: The 

majority of security professionals surveyed (55%) 

reported they would like their sandbox to integrate with a 

least six existing security components (see Figure 7). 

Threat intelligence integration, specifically, should be a 

goal, as it gives the ability to push results of sandbox 

analysis to all controls. Integrating your sandbox with 

multiple security controls will also give your security team 

broader security control and facilitate a higher degree of 

automation. Fifty-seven percent of security pros desired a 

high degree of automation, and nearly all others (40%) 

sought some automation with some manual process.  

  

FIGURE 6 

Sandbox Solutions Provide Features Key To 
Detecting And Preventing Threats 

 

Base: 150 IT security decision-makers at US-based enterprises that have 

implemented or evaluated sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

 

“What priority was placed on the following product

features when evaluating sandboxing solutions?”

Call back detection

In-line blocking

AV engine

Code emulation

Cloud query

File analysis tools

VM sandboxing

Full virtual sandbox

Deployment flexibility (i.e., standalone,
firewall/IPS/UTM integration, SWG/

SEG integration)

Remediation with existing security
products

5 - Top priority 4 3 2 1 - Low priority

34%

36%

37%

41%

41%

42%

47%

47%

48%

49%

50%

46%

46%

37%

45%

49%

37%

41%

42%

41%

15%

17%

15%

21%

13%

7%

14%

11%

9%

9%
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› Don’t shortchange yourself when evaluating vendors. 

Internal testing, single-vendor PoC, and vendor-provided 

references were among the top methods used by survey 

respondents for evaluating sandbox solutions (see Figure 

8). However, while it may be tempting to limit your list of 

contenders to an incumbent vendor or a marquee brand 

— picking just one to put through its paces — don’t make 

this mistake. Thirty-eight percent of the security 

professionals we surveyed would consider a broader 

selection of vendors if they could do it again, and 36% 

would check third-party results. Do your research and 

identify the sandbox vendor solutions that best fit your 

requirements. While proof-of-concept (PoC) and vendor-

provided references will provide insight into a single 

vendor’s capabilities, it’s critical to compare multiple 

solutions. Vendor bake-offs between two or more 

comparable solutions and third-party testing should be 

key steps in your evaluation process — the latter 

providing the value of unbiased, side-by-side product 

comparisons.  

 

  

FIGURE 7 

Integrate Your Sandbox With Multiple Security 
Controls 

 

Base: 150 IT security decision-makers at US-based enterprises that have 

implemented or evaluated sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

 

“Ideally, with what products would you like your
sandbox to integrate?”

Select all that apply

19%

25%

33%

33%

34%

35%

35%

36%

36%
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38%

39%

39%

39%

41%

42%

44%

46%

SOC monitoring tool

Central logging and reporting
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Security information/event manage-
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Two-factor authentication

Secure web gateway (SWG)

Endpoint protection platform (EPP)

Unified threat management

DDoS mitigation controls

Network access control

Intrusion prevention system

Next-generation firewall

Network behavior analysis/forensics

Secure email gateway (SEG)

Endpoint forensics

Threat intelligence solution

Web application firewall

Security analytics tools

Identity and access management

FIGURE 8 

Do Your Homework When Evaluating Sandbox 
Solutions 

 

Base: 150 IT security decision-makers at US-based enterprises that have 

implemented or evaluated sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

 

 

“To what degree does your organization rely on the
following when evaluating selection criteria for

sandboxing solutions?”
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5 - We rely heavily on

this for purchase

decisions

4 3 2 1 - We do not

rely on this at all

35%

35%

35%
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44%
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17%
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› Take your sandbox for a test drive. But don’t rely on 

third-party tests or vendor PoC alone; be sure to 

thoroughly test multiple sandbox solutions in your own 

environment. Take a lesson from survey respondents: If 

they could go back in time, 40% said they would conduct 

more extensive internal testing of sandbox capabilities 

(see Figure 9). 

Sandboxes are an integral part of a comprehensive breach 

detection and response strategy. But even the right 

technology can be ineffective or unmanageable if necessary 

considerations are not taken into account during the 

purchase process. Ensure that you optimize your sandbox 

deployment by fully understanding the capabilities of the 

solution, your deployment options, and how the sandbox will 

integrate with your existing security environment. In doing 

so, you will be well-positioned to avoid expense-in-depth 

while gaining broader security control and a higher degree 

of automation.
3
  

  

FIGURE 9 

Lessons Learned 

 

Base: 134IT security decision-makers at US-based enterprises that have 

implemented sandbox technology 

Source: A commissioned study conducted by Forrester Consulting on 

behalf of Fortinet, August 2015 

“What would you do differently if you had to select
and deploy a sandboxing solution again?”

Select all that apply

10%

24%

36%

38%

40%

I wouldn’t do anything differently

Outsource this security function

Check third-party test results

Consider a broader selection

of vendors

More extensive internal testing

of capabilities
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Key Recommendations 

Sandboxes are the latest security technology that enterprises are flocking to acquire in response to advanced threats 

and data breaches. However, no single technology will detect the intrusions and breaches within your organization. 

Security professionals indicate that sandboxing plays an important role, but they also recognize that sandboxes must 

work in conjunction with established security infrastructure for their value to be realized and for them to be sustainable 

(in terms of time and effort) as part of the broader security story. Based on the experiences reported in this survey:  

› Look at existing vendor capabilities before investing in new vendors. A sandbox solution that is embedded 

as a feature in a broader vendor portfolio allows you to acquire multiple pillars of breach detection, potentially 

saving money for investment in another pillar. This will also help provide ease when it comes to integration and 

deployment. 

› Evaluate how sandboxing makes sense in your environment. Does your sandbox solution hook into your 

network analysis and visibility tools as well as endpoint controls? If so, how? Consider the compatibility of your 

products and effectiveness of remediation across the tools. Apply proper due diligence on the capabilities of the 

products and how it connects to business needs. Without an integrated technology stack, you will never be able 

to improve and automate time-to-detection, containment, and remediation.  

› Be wary of silver bullets. Resist vendor hype for sandboxes and avoid “expense in depth.” The last thing you 

want is to amass a collection of security artifacts that don’t work by themselves or with each other. Breach 

detection and response is not just technology; it takes coordination with people, process, and oversight. Do you 

have the right staff, the right procedures in place, and how are you reporting on the effectiveness? 

› Assess your core capabilities. Before you embark on a mission to acquire sandbox technology, make sure you 

have fulfilled the foundation of your hierarchy of needs (see Figure 11 in Appendix C). The requirements include: 1) 

having an actual security strategy; 2) a dedication to recruiting and retaining staff; 3) a focus on the fundamentals; 

and 4) an integrated portfolio that enables orchestration. Without fulfilling these essential needs, security 

organizations will struggle with even pedestrian adversaries and certainly fail against more skilled adversaries. 

Beyond The Sandbox 

As you continue on your journey to beef up your breach detection, keep in mind that it will require more than just 

technology. Breach detection will fail unless you have the proper people, process, and oversight. While evaluating 

technology options: 

› Make sure you have the right people with the right skills. Technology is not a substitute for people because a 

tool will only be as powerful as the one who wields it. Ensure your staff receives the proper training in malware 

analysis in order to maximize the capability of the solution. Push for continued education to both sharpen basic 

skills and develop advanced techniques as it pertains to analysis, hunting, and monitoring.  

› Assess your malware analysis process. You pick malware off the wire with your network solution . . . and then 

what? Do you have a defined process in place to help your security staff collect, investigate, share, and 

remediate the threat? Are you extracting the right information for intelligence, risk assessment, or audit? Clearly 

define and document your approach to malware analysis.  

› Measure your malware analysis program. You can’t manage what you don’t measure. Link the value of your 

malware analysis program back to the business. This will help your team understand what’s working and what’s 

not and whether or not there are improvements to be made to either the technology platform, the people using 

the tool, or the process in place. Malware analysis is growing in popularity and proving itself to be a necessary 

tool to combat advanced threats, but is it performing correctly for your organization?  
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Appendix A: Methodology 

In this study, Forrester conducted an online survey of 150 large organizations (1,000 or more employees) in the U.S. to 

identify the purchase considerations, challenges, and best practices associated with implementing sandbox solutions. 

Survey participants were IT/security decision-makers involved with setting strategy, product selection, or day-to-day 

management of security technologies. Respondents had to be at organizations that had evaluated or implemented sandbox 

technology in order to participate. Questions provided to the participants asked about their organizations’ threat vulnerability 

and sandbox evaluation and implementation processes. Respondents were offered a small incentive as a thank you for time 

spent on the survey. The study was completed in August 2015. 
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“Understand The Business Impact And Cost Of A Breach,” Forrester Research, Inc., January 12, 2015 

“Forrester's Targeted-Attack Hierarchy Of Needs: Assess Your Core Capabilities,” Forrester Research, Inc., January 7, 2015 

“Forrester's Targeted-Attack Hierarchy Of Needs: Assess Your Advanced Capabilities,” Forrester Research, Inc., July 24, 

2014|Updated September 3, 2014  

  

https://www.forrester.com/Forresters+TargetedAttack+Hierarchy+Of+Needs+Assess+Your+Advanced+Capabilities/quickscan/-/E-res116182
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Appendix C: Additional Exhibits 

TABLE 1: Advanced Threats 

 

 

TABLE 2: Sandbox Features 

 

  

Threat Definition

Advanced threat detection/

zero-day exploits

Vulnerabilities that are previously unknown and undocumented that are undetectable by

traditional signature solutions

Binary packers An code obfuscation technique that alters binary data prior to execution through compression,

countermeasure protection, or encryption

Botnet command and control After malware establishes itself, it will connect itself back to a controlling server

for additional actions

Encrypted archives An code obfuscation technique that uses encryption to mask contents of malware

Logic bombs Malware that only runs when specific conditions are met

Network fast flux An evasion technique that hides phishing and malware delivery through DNS re-directions

and ephemeral network connections

Polymorphic malware A code obfuscation technique where malware changes code in order to evade detection

Sandbox detection Malware that can identify if it is in a sandbox and does not detonate

Rootkits and bootkits A rootkit is malware that is active when a system starts; a bootkit is a more advanced rootkit

that remains active after a system reboot

Feature Function

AV engine Checks malware against AV signatures

Call back detection Identifies network traffic that is indicative of command and control traffic

Cloud query Leverages a cloud-based database to query malware samples

Code emulation Simulates the code of the malware

Deployment flexibility Can be deployed as an appliance, in the cloud, or hybrid model

File analysis tools Allows for manual submission of malware samples

Full virtual sandbox Simulates a full computing environment, including underlying hardware

In-line blocking Deployed in-line with traffic for real-time blocking of threats, in comparison to detect only mode

Remediation with existing

products

Integrates with other security controls for orchestrated remediation

VM sandboxing Utilizes virtualization techniques to create/simulate an environment for malware to execute in
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FIGURE 11 

Forrester’s Targeted-Attack Hierarchy Of Needs 

 
Source: Forrester Research, Inc. 

 

Detection

and response

Prevention

An integrated portfolio that

enables orchestration

A focus on the fundamentals

A dedication to recruiting and retaining staff

An actual security strategy

FIGURE 10 

Advanced Threats Require A Comprehensive Security Strategy 

 
Base: Varies; IT security decision-makers at US-based enterprises that have implemented each technology 

Source: A commissioned study conducted by Forrester Consulting on behalf of Fortinet, August 2015 

 

“How effective are these technologies in protecting your organization against, detecting, and/or mitigating

malicious code attacks and security breaches?”

Network behavior analysis/forensics (N = 132)

Endpoint forensics (N = 121)

Sandbox (cloud-based) (N = 127)

Intrusion prevention system (N = 131)

Web application firewall (N = 139)

Vulnerability scanning (N = 132)

DDoS mitigation controls (N = 125)

Network access control (N = 138)

Sandbox (appliance) (N = 115)

Unified threat management appliance (N = 125)

Next-generation firewall (N = 128)

Very effective Somewhat effective
Very/Somewhat

effective

96%

94%

96%

92%

93%

90%

93%

91%

93%

93%

97%39%

45%

50%

51%

53%

54%

54%

59%

59%

60%

75%

58%

48%

43%

40%

40%

36%

39%

33%

37%

34%

21%
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Appendix D: Endnotes 

 

1
 Source: “Forrester’s Targeted-Attack Hierarchy Of Needs: Assess Your Advanced Capabilities,” Forrester Research, Inc., 

July 24, 2014 (updated September 3, 2014). 

Forrester identifies four technology pillars of breach detection:  

Malware analysis: Malware analysis is comprised of static and dynamic analysis. Static analysis involves analysis of the 
code and structure of malware to evaluate if it has any malicious properties, with more advanced methods consisting of 
reverse engineering of the malware. Dynamic analysis actually executes and observes malware by detonating the malware 
in a virtual sandbox and determining whether or not it exhibits malicious behavior.  

Network analysis and visibility: Network analysis and visibility (NAV) consists of a diverse set of tools that provide network-
based situational awareness. These tools perform functions such as malicious behavior detection, network discovery, flow 
analysis, full packet capture, and network forensics. NAV gives visibility to security and risk pros for deep insight on what is 
happening on their internal and external network.  

Endpoint visibility and control: Endpoint visibility and control (EVC) solutions provide detailed visibility into activity occurring 
on the endpoint, such as endpoint process executions, application/file/registry modifications, network activity, active memory, 
as well as kernel-driver activity. Some EVC solutions provide visibility only, while others are able to provide response and 
malware containment. 

Security analytics: Security analytic solutions are the convergence of the correlation and reporting capabilities of security 
information management (SIM) tools with feeds from security controls across the environment such as data leak prevention 
solutions, NAV solutions, and identity and access management solutions, to provide meaningful context and situational 
awareness for security and risk pros. Security analytics also allows for integrations and automations to take action on the 
intelligence derived from the solution. 

2
 Source: Business Technographics Global Security Survey, 2015, Forrester Research, Inc. 

3
 Many organizations use “defense in depth” to justify a strategy of buying more and more technology. And while there may 

indeed be circumstances where adding new solutions on top of existing security controls may provide additional depth or 
complement current capabilities, more often than not, it points to an organization’s failure to exercise due diligence on 
investments. Forrester calls this “expense in depth,” the multilayered approach to ensuring limited returns on your security 
investment. 


