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AS SOMEONE WHO recently spent time cleaning out a base-
ment, I feel both blessed and cursed by my possessions. On 
the one hand, I am fortunate to have the wherewithal to 
procure—and keep—so much stuff. On the other, some of 
those possessions are of marginal utility, and maintaining 
them detracts from other, more worthwhile pursuits. You 
know what I’m talking about.

The modern IT organization also grapples with abun-
dance. Everywhere it turns, IT is asked to acquire, store 
and—perhaps most ambitiously—make good use of abso-
lutely preposterous amounts of data. 

Already, we have more data than we know what to do 
with. Take log files, which are generated by the bucketful 
every day. If it’s any consolation, there’s a new generation 
of log management and analysis tools that may actually 
help IT, not just weigh it down, finds Senior Technology 
Editor Stephen J. Bigelow in “Log Management and Analy-
sis for Fun and Profit.” If all goes as planned, IT teams will 

be able to inspect that information for troubleshooting 
purposes, unearthing the root cause of many outages by 
performing event correlation. 

Meanwhile, the jury is still out on the best way to store 
large amounts of data. Recently, big data platforms such 
as Hadoop have breathed new life into the practice of 
keeping data on cheap direct-attached storage, notes con-
tributor Mike Matchett in his column, “Where Should Big 
Data Live?” But while that may work for the likes of Yahoo 
and Google, “it turns out that those commodity scale-out 
clusters of DAS might not actually offer the lowest TCO 
when big data lands in production operations,” he writes. 
Not surprisingly, traditional enterprise storage players like 
NetApp and EMC have a whole lot to say about this topic, 
as do many startups focused on big data storage. 

The problem will get worse before it gets better. Brace 
yourself for a deluge of new data coming from Internet of 
Things (IoT) devices, finds contributor Alan Earls in “IoT 
is Coming; Is Your Infrastructure Ready?” But the IoT 
problem transcends storage and could have implications 
for data center design as a whole. Some experts predict 
that IoT will presage a move to small distributed data 
centers where initial processing of IoT data can occur.

On second thought, my basement doesn’t look so bad 
after all. n

ALEX BARRETT, Editor in Chief
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The Problem  
with Abundance



IoT Is Coming.  
Is Your Infrastructure  

Ready?
A tidal wave of smart devices is coming  

soon to a data center near you.
BY ALAN R. EARLS
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THE INTERNET OF THINGS is coming like the proverbial 
freight train. And IT has some work to do. 

Although Internet of Things (IoT) definitions vary 
among analysts, vendors and others, the fundamental 
idea is that connectivity is rapidly growing, particularly 
via the Internet, to a wide range of embedded sensors, 
devices and systems. The IoT concept embraces existing 
machine-to-machine communications and expands to 
include more analytics as well as consumer-oriented 
products ranging from Google Glass to smart appliances.

Consider some predictions from analyst firm IDC in 
a recent report, Internet of Things 2013 to 2020 Market 
Analysis: Billions of Things, Trillions of Dollars. According 
to the report, IoT technology and services spending will 
generate global revenues of $4.8 trillion in 2012 and 
$8.9 trillion by 2020. That’s trillion, with a T, and IDC’s 
calculations include intelligent and embedded systems 
shipments, connectivity services, infrastructure, pur-
pose-built IoT platforms, applications, security, analytics 
and professional services.

Furthermore, IDC expects the installed base of the In-
ternet of Things will be approximately 212 billion “things” 
globally by the end of 2020. This will include 30.1 billion 
installed “connected” (autonomous) things in 2020. 
This is largely driven by intelligent systems that will be 
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installed and collecting data—across both consumer and 
enterprise applications.

All that growth means the back-end systems—servers, 
storage, networks—will need to grow anew to support 
that massive economic transition. But a chorus of experts 
says growth alone won’t be enough. Instead, a new style 
of architecture may be needed. 

As devices become more plentiful, more continuously 
connected and more thoroughly instrumented, the impact 
of IoT should be significant across a wide range of sectors, 
said Nik Rouda, senior analyst at Enterprise Strategy 
Group (ESG).

“Adoption may be uneven and in some cases still dis-
tant, but the trend seems increasingly inevitable,” said 
Rouda. “It’s actually kind of hard to picture many activi-
ties that couldn’t be quantified [through IoT] to provide 
meaningful insights.”

Some of the areas where Rouda sees near-term effects 
from IoT include the following:

n  Healthcare: This includes activity monitors like the Fit-
Bit, as well as clinical study data, emergency response 
and in-home senior care.

n  Transportation: Geospatial and time-series tracking 

fleets of vehicles’ location and condition is another IoT 
data example.

n  Food and beverage: IoT could be useful for tracking 
consumables from their point of origin through process-
ing and distribution to check quality and perishability.

And all of that new or expanded “instrumentation” will 
generate traffic for networks and for storing and process-
ing data, and that’s bound to mean more stress on server, 
storage and networking infrastructure, Rouda said.

Indeed, from an IT support perspective, chaos could 
result from the large number of small packets of data 
coming from multiple directions, said Ed Featherston, 
director and senior enterprise architect at Collaborative 
Consulting, an IT services provider based in Boston. These 
small packets of data will come from a number of devices, 
ultimately consuming corporate bandwidth. Without 
proper planning, “IoT could overwhelm a corporate WAN 
or bottleneck at remote or hosted sites,” said Featherston.

“Any IoT devices that have near-real-time needs should 
absolutely be designed and planned for, but ... since most 
is data capture for use by analytics, network latency may 
be less of an issue,” he said.

IoT will also put new demands on storage, Featherston 

The definition of the Internet of Things is becoming clearer: It’s a Web of connected systems, devices  

and sensors  n  All those connected devices will collect data, and back-end systems will have to step up  

to the task of storing and analyzing it  n  IoT is coming to data centers soon, which means that  IT will  

need to figure out how to better connect all of the access layer or “edge” of the enterprise

HIGHLIGHTS
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added. “These tremendous amounts of data need to go 
somewhere to be useful,” he said.

PUSHING IT TO THE EDGE

The result of IoT’s proliferation could be a sea change in 
IT, according to a recent Gartner report, “The Impact of 
the Internet of Things on Data Centers.” Because of the 
massive volume of data that IoT threatens to produce, the 
recent trend toward centralizing applications to reduce 
costs and increase security may become unsustainable.

Instead, organizations will need to aggregate data in 
“multiple distributed mini-data centers,” where at least 
initial processing can occur and key data can then be 
transferred to central facilities for further processing. 
“The magnitude of network connections and data associ-
ated with the IoT will accelerate a distributed data center 
management approach,” according to the report.

“This implies a federated security/data/management 
environment,” which will challenge organizations to 
somehow manage the whole while wrestling with gover-
nance of remote storage and absolute limits on what data 
can be stored, the report said. “IoT creates massive scale 
requirements around IP address management (IPAM) and 
related services, such as DNS and DHCP.”

IT will need to think about better connecting all of the 
access layer or “edge” of the enterprise, said Jason Beiter, 
enterprise solutions architect at Annese and Associates 
Inc., a managed services provider specializing in network-
ing and IT infrastructure. This, he said, “essentially means 
pushing out that connectivity from the core to the edge.”

Six Ways to Get 
Ready for IoT
Enterprise Strategy Group Analyst Nik Rouda  

offers this list of actions to consider on your way 

to the Internet of Things:

n  Define the target use cases. Be specific; engage 

IT, the lines of business and clients; and get 

buy-in.

n  Evaluate the return on investment for the busi-

ness. Add up all costs, internal and external, 

and figure out how the data will actually be 

monetized.

n  Define the data collection and environmental 

requirements in terms of the type of sensors, 

power, temperature range, etc.

n  Define the data management and analysis re- 

quirements. 

n  Define governance and retention requirements. 

n  Prototype, pilot and test a solution—and make 

sure it’s doing what you expect! n 
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But the nature of IoT traffic may provide some reprieve. 
Most machine-to-machine traffic is likely to be local, as 
clusters of devices communicate with one another using 
something other than Wi-Fi or cellular, such as Bluetooth, 
RFID and Near Field Communication, said Azmi Jafarey, 
CIO at Ipswitch, a provider of file-transfer software. Those 
clusters will then aggregate data onto one or more devices 
that actually connect to the Internet, he said.

For IT, the issues are potential interference, more data 
traffic and security. “Just as BYOD policies have been 
needed to protect corporate data, policies around IoT will 
be needed as wearables and more smart machines come 
in,” Jafarey said.

On a more strategic level, the scale and nature of the 
load problems may vary widely, depending on the industry 
and the specific nature of an IoT application, necessitating 
different approaches, noted Paul Brody, IBM vice presi-
dent and North American leader for mobile and IoT.

For example, he noted, a single jet engine can gener-
ate multiple terabytes of data on a flight, challenging an 
IT organization to process, store and make sense of that 
data. And because the data can be crucial to ensuring the 
efficient operation of a machine costing tens of millions 
of dollars, it will probably be worthwhile.

On the other hand, “Our studies show a scaling problem 
in terms of mid- and lower-range IoT applications where 
the very high levels of data volume do not match the po-
tential value of the information,” Brody said. 

Furthermore, much of the information from IoT will 
likely be very compressible because, for instance, most of 
the data points may be unchanged, said ESG’s Rouda. “I 

expect to see a lot more aggregation into metadata and lo-
cal/edge-based analysis taking place, rather than shipping 
every data point back to the data center. Data will also 
need to be encrypted at the edge,” he said.

But as data aggregates, Rouda said, WAN bandwidth 
will be heavily consumed by machine-to-machine traffic, 
“reminiscent of how spambots filled the Internet in the 
early days with huge amounts of small payloads.”

And LAN traffic could also increase massively if there 
is a poor design in extracting, transforming and loading 
this data between systems. “Latency could also become as 
much of an issue as bandwidth, particularly for real-time 
use cases requiring rapid responses,” Rouda added.

Planning and engineering can help. For example, IoT 
devices should operate over nondedicated, pre-existing 
networks, so sensors should be engineered to treat their 
supporting networks as “best effort,” explained Kent Sand-
ers, an enterprise architect at Tata Consultancy Services. 
The sensors should be able to buffer nondeliverable data 
until a later time and have flexible retry or be able to dis-
cover alternate data delivery channels, he explained.

“ I EXPECT TO SEE A LOT  
MORE AGGREGATION INTO 
METADATA AND LO CAL/ 
EDGE-BASED ANALYSIS  
TAKING PLACE.”
—Nik Rouda, ESG
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“Typical network segments are not designed to connect 
very large numbers of devices—this will cause contention 
issues with shared-media networks, like wireless, or fan-
out issues with switched networks like typical Ethernet,” 
Sanders said. “So, you should ask yourself, ‘What would 
happen if I needed to add 300 permanent, low-bandwidth 
stations to my wireless LAN?’”

In the near term, companies should ramp up their 
ability to handle large volumes of data, according to Eric 
Herzog, chief marketing officer and senior vice president 
of alliances at Violin Memory Inc. “There are software 
companies like Splunk that deal with real-time processing 
of IoT-type data sets, so you want to get the right software 
in place,” he said. Then, be sure to look at your server in-
frastructure and at potential “I/O gaps” between servers 
and storage infrastructure, Herzog advised.

Mike Martin, CIO of nfrastructure, a systems integrator 
in Clifton Park, N.J., said that the future of IoT probably 
involves pushing the application layer to the router and 
integrating a container with logic so that the network 
doesn’t have to shoulder the whole burden. “Otherwise, 
there is simply no way to add enough bandwidth,” he said.

The Net Neutrality 
Monkey Wrench

There is a potential game changer on IT’s horizon, 

notes Dave Wagner, director of market develop-

ment at TeamQuest Corp. The IoT means there 

will be a lot more devices with IP addresses gen-

erating more data to be monitored, managed and 

optimized.

Meanwhile, a long-simmering debate about so-

called Net neutrality could fundamentally change 

how the Internet behaves. The Net-neutrality 

cause is often wrapped up with concerns about 

privacy and government control—as well as the 

ability of private organizations to influence or 

even block certain services or activities.

From an IoT standpoint, Net neutrality matters 

because it could delay packets of information, 

either because of high traffic or because of de-

cisions that allow some sources to receive pref-

erential treatment. So depending on regulatory 

decisions, assumptions about Internet quality of 

service may have to change.

Depending on the political resolution, the IoT 

phenomenon could “break” the bandwidth supply 

and demand curve—which would truly make IoT 

everyone’s problem, said Wagner.

THE FUTURE OF IOT PROB- 
ABLY INVOLVES PUSHING THE  
APPLICATION LAYER TO THE 
ROUTER AND INTEGRATING  
A CONTAINER WITH LOGIC.
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Of course, the ubiquitous and growing power of the 
cloud may provide at least a partial answer. Walid Negm, 
global R&D director at Accenture Technology Labs and 
lead of Accenture’s Industrial Internet Strategic Innova-
tion Initiative, predicted that cloud will be the key enabler 
of industrial IoT because of the cost benefits, scalability 
and elasticity. “We see the cloud as a more prevalent par-
adigm than the edge,” said Negm.

However, there are some scenarios where the edge 
compute model would be preferred. For example, low 
latency will matter in some applications—when network 
delays will not hamper the solution, centralized hosting 
seems to win.

“There is emerging thinking that criteria for edginess 
needs to be created, including bandwidth and latency. 
For any given use case ... there are a range of functions 
that must be performed,” Negm explained. “In principle, 
you have to choose whether the function is performed 
centrally or at the edge.”

ACT NOW FOR IOT

Although the implications of IoT can seem daunting, you 
can take some relatively easy steps to prepare. Scott Clark, 
Cisco vice president of services, described three key steps 

that can prepare you for the transition.
First, address how you plan, build and manage your in-

frastructure. “The IoT and the Internet of Everything will 
change the management and operation of infrastructure,” 
Clark said. “If you operate in the traditional stovepipe 

manner, you will struggle to keep up unless you have a 
comprehensive approach to lifecycle management and a 
unified management layer.”

Second, he said, understand and stay on top of traffic 
patterns and key data so that you can conduct analytics in 
an effective and less distributed manner.

And finally, plan to move back toward a more distrib-
uted approach to computing. “If you don’t simplify and 
distribute, you will crater when IoT hits,” Clark said. n

ALAN EARLS is a Boston-based writer specializing in technology and 
business. He has also written several books about the history of tech-
nology, including Route 128 and the Birth of the Age of High Tech.

THERE ARE SOME SCENARIOS 
WHERE THE EDGE COMPUTE 
MODEL WOULD BE PREFERRED. 
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D What are the leading business  
drivers for your organization’s  

future tablet purchase?

N=188; RESPONDENTS COULD CHECK UP TO THREE CHOICES;  
SOURCE: TECHTARGET MOBILE DEVICE SURVEY, OCTOBER 2014

N=245; SOURCE: TECHTARGET MOBILE DEVICE SURVEY, OCTOBER 2014

N=188; SOURCE: TECHTARGET MOBILE DEVICE SURVEY, OCTOBER 2014
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Yes

Don’t 
know

No

D Do you use cloud-based backup  
for corporate data for your  
smartphones and tablets?  

51
38+50+12+z

Percentage who say that new tablet  
purchases will solve current management 

and security issues with corporate  
data on personal devices

12%

38%

50%

76%

30%

26%

23%

22%

19%

19%

8%

Increase mobility in the field 

Add corporate control/liability 

Update organization’s form factors or conduct  
a product refresh cycle

Support line-of-business applications

Satisfy workers who need lighter-weight devices

Connect to cloud services

Supply employees with companion device to their PC

Decrease hardware budget using alternative to notebook PC
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CLOUD SERVICES HELP end users and their employers in 
many ways, but the network is one thing that consistently 
impedes progress. 

Take Ferris State University in Big Rapids, Mich., a 
public institution focused on hands-on and professional 
learning. Three years ago, the school began using cloud 
resources from Skytap Inc. as the basis of a Linux systems 
administration class being offered to remote students. It 
was a big improvement over the old way of doing things, 
said Amy Buse, a professor of computer information sys-
tems. “Before, you would have to remote in to desktops 
running VMware, and it was very painful,” Buse said. With 

Skytap, professors can easily create virtual machines into 
which students can install and configure their own oper-
ating systems—they can then access those resources from 
anywhere with an Internet connection. 

The university has gone on to expand its use of Skytap 
to several other classes, but Buse admits that performance 
can be spotty. “Really, the problem is on our side. If you’ve 
got a good link, there’s no problem, but our pipe just isn’t 
big enough,” especially for on-campus classes, she said. 
Plans to equip select classrooms with 10 Gb links are 
forthcoming.

SHINING A LIGHT ON SAAS APPS 

For enterprises, the problem of inadequate networks 
is coming into greater relief, as they shift to cloud and 
software-as-a-service (SaaS) versions of end-user ap-
plications, said Andrew Lerner, Gartner Inc.’s research 
director for network systems. “We used to run everything 
on-premises, but we’re doing more and more Office 365, 
Salesforce, etc.,” he said, and we no longer benefit from 
local area network connection speeds.

Anecdotally, the shift toward SaaS applications is hap-
pening fast, said Sonal Puri, vice president of marketing 
and alliances at Aryaka Networks Inc., a private connec-
tivity and WAN optimization provider. She estimates 
that at least 10% of Aryaka’s customers are using cloud 

    CLOUD COMPUTING

Cloud Giveth, 
Network  
Taketh Away
The sky’s the limit for cloud  
applications, but earthbound  
networks remain a roadblock. 
BY ALEX BARRETT
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applications, an increase of two or three percent from 
last year.

When solving for poor cloud application performance, 
adding bandwidth is the first place an organization should 
look, said Gartner’s Lerner. “Your network is only as 
strong as your weakest link,” and the firm has seen a boom 
of bandwidth buys to deal with cloud applications. 

But bandwidth is usually only a part of the problem, 
said Puri. “There’s this little thing called distance, there’s 
this little thing called latency,” she said. To minimize 
distance-related latency, Aryaka’s dedicated fabric has 25 
points of presence around the globe. With this increased 
presence, the company believes it can connect 90% of the 
world’s business users with no more than 30 milliseconds 
of latency, and provide optimal connectivity to their SaaS 
providers’ data centers.

There are also vendors that espouse bridging multiple 
low-cost network connections for a better path to the 
cloud. Talari Networks Inc., for instance, now sells a 
virtual version of its appliance that runs in Amazon Web 
Services, which, when coupled with a physical appliance 
at the customer’s headquarters or branch office, provides 
a clear path to their applications running in AWS—or 
even beyond, to a SaaS app, said Kevin Gavin, Talari chief 
marketing officer. 

“The [network] problem is never in the cloud itself, 
where you’re peered at the highest possible level. It’s at the 
branch office,” said Gavin. “We’re solving for the last mile, 
the combination of sketchy Internet and cable modems.”

Meanwhile, traditional WAN optimization players are 
training their efforts on optimizing the WAN for SaaS 

apps. Riverbed Technology Inc., for instance, has started 
accelerating Microsoft Office 365 through the Akamai 
content delivery network (CDN) with its Steelhead SaaS 
offering. Customers that want to accelerate their Office 
365 deployments can launch a virtual version of the Riv-
erbed Steelhead appliance close to the Microsoft Office 
365 data center, and Akamai subsequently routes traffic 
across the most efficient route. Steelhead SaaS delivers 
up to 33 times faster application performance than what 
goes over the public Internet, and reduces bandwidth use 
by up to 97%, the company claims.

Silver Peak Inc., a Riverbed competitor, has taken 
things one step further with its new Unity platform. Like 
Riverbed Steelhead SaaS, it deploys its WAN optimization 
software as close as possible to popular SaaS application 
data centers. Unity also takes data from its new Cloud In-
telligence service regarding site performance and internet 
“weather,” which it then uses to create an optimized IPsec 
overlay fabric for routing cloud application traffic. 

The next determination is which SaaS applications 
should be targeted for inclusion in the optimized WAN 
fabric. Thus far, Silver Peak supports the top thirty SaaS 
applications in its Unity fabric, including the “obvious 
ones” like Dropbox, Office 365 and Salesforce, said Damon 
Ennis, Silver Peak senior vice president of products. But 
SaaS utilization is largely driven by end users and line-
of-business, and there’s no telling which applications will 
succeed. Ennis said Silver Peak will add new SaaS appli-
cations “as customer demand unfolds.” n

ALEX BARRETT is editor in chief of Modern Infrastructure.
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MOVING TO THE cloud is supposed to be a seamless process 
that provides elasticity and saves money. But many en-
terprises have found that following a private cloud model 
leads to more headaches for IT.

A true private cloud must have self-service access, 
tracking and monitoring of resources, and full automa-
tion. An enterprise is drawn to a private cloud because 
they are designed to provide better security and more 
control than a public cloud. But is that always the case?

The complexity of a private cloud and maintenance 
costs are actually alarming to IT admins. 

“Private cloud projects fail due to a lack of architectural 
understanding of the technology,” said David S. Linthi-
cum, vice president of Cloud Technology Partners in 
Boston. “Thus, the implementations become much more 
difficult than expected.”

Enterprises should focus on using the cloud solely to 
deliver the value and the benefits they need, regardless of 
whether this use fulfills the true definition of the private 
cloud. The goal is to improve business agility, not to ad-
here to an industry definition. 

Public versus private cloud is not as simple, as the for-
mer saves an enterprise money while the latter provides 

HOME

CLOUD COMPUTING

FISHBONES/THINKSTOCK

The  
Diminishing  

Case for  
Private Cloud
Not so long ago, the private cloud was  

seen as the potential savior of IT.  
What went wrong?

BY ADAM HUGHES
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better security. The challenges vary for each enterprise, 
depending on which cloud it migrates to. 

PRIVATE CLOUD PAIN POINTS

More often than not, a private cloud fails because en-
terprise IT failed to do due diligence by not asking the 
proper questions about their environment, which leads 
to disaster. 

A private cloud can fail in many ways. Many private 
clouds are overloaded and optimized for every workload, 
which puts too much stress on the cloud and hinders per-
formance. If staff members are not trained properly, then 
the private cloud isn’t going to be properly managed. Also, 
IT often has a tendency to not involve the business side 
in the migration process, so expectations are not properly 
managed.

An enterprise can also underestimate the need for re-
dundancy, assuming the setup from their data center will 
work fine in a private cloud. 

These are just a few examples of ways a private cloud 
migration can go wrong, and they all lead to an enterprise 
spending more money to fix the problems or even revert-
ing back to a virtualized environment.

The lack of understanding in an enterprise is step one 

in the migration to an unsuccessful private cloud, and IT 
is only playing catch up from there.

“To really understand what a private cloud is–you have 
to make sure that you’ve added a layer of management,” 
said Judith Hurwitz, president and CEO at Hurwitz and 
Associates, a research firm based in Needham, Mass. “It’s 
really the automation services that are most important 
there.” 

Public clouds, however, allow workloads to scale up and 
down easily, mostly without latency issues, and with little 
management from enterprise IT.

“When you do a private cloud, you have to learn lessons 
from how public cloud providers establish their environ-
ment,” Hurwitz said. 

Most enterprises look to a private cloud because they 
believe it provides better security than a public cloud. 

With a private cloud, the enterprise owns the physical 
servers and can thus limit accessibility, but in a public 
cloud, the provider is in control, so trust is an issue. Data 
stays behind a firewall in a private cloud, and an enterprise 
will always know where it is—and perhaps more import-
ant—who has access to it.

But public cloud providers, such as Amazon Web Ser-
vices and Microsoft Azure, have significantly improved se-
curity and compliance—even highly regulated industries 

Private clouds were all the rage, but their cost and complexity has scared off many IT teams  n  Failures  

of private clouds can happen for lots of reasons, like overloaded workloads, lack of redundancy and lack  

of collaboration with the business teams  n  Sometimes a so-called private cloud is actually just an enhanced 

virtualization environment—but enterprises can succeed with that setup and the right circumstances

HIGHLIGHTS
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are beginning to feel more secure in a public cloud.
Depending on an enterprise’s security requirements, it’s 

even possible that a public cloud might be more compliant 
than an on-premises data center. 

“Public clouds are getting more and more secure,” said 
Dave Bartoletti, an analyst with Forrester Research Inc. in 

Cambridge, Mass. “Every year, public clouds gain greater 
footprint and pass increasingly stringent security tests.”

WHAT IS A PRIVATE CLOUD, ANYWAY?

Many enterprises think they have a private cloud in place, 

What About OpenStack for Private Cloud?
OpenStack, an open-source private cloud distribution, has its supporters, but should it be used to build an enterprise 

private cloud distribution?

The short answer is not entirely on its own. As if private clouds weren’t complex enough, OpenStack only adds 

another layer of confusion for enterprise IT.

OpenStack has an uncertain technology roadmap, and its installations can be complex, said Alan D. Waite, research 

director for Gartner Inc. during a session in August at the Gartner Catalyst Conference in San Diego. Thus, enterprises 

need to weigh the risk and reward of adopting OpenStack in its current maturity.

Nor is there any less vendor lock-in right now for OpenStack then for commercial cloud management platforms, a 

highly competitive industry, as RightScale, ServiceMesh, Egenera, Scalr and others fight for market share. As major 

vendors such as Cisco, Dell, HP, IBM, Red Hat and VMware throw their weight behind the open source distribution, 

trying to filter through the hype is tough for an enterprise.

“OpenStack alone is not a turn-key enabler for private clouds,” he said. “There are interoperability issues even 

between OpenStack distribution versions.”

Despite OpenStack’s considerable buzz, the reality is IT admins remain more intrigued than convinced the open-

source software is right for their enterprise. So it’s fair to ask whether OpenStack will ever be reliable enough for 

widespread adoption. For an enterprise interested in a private cloud build, it’s not as simple as many think.

“If you want to implement OpenStack to run your private cloud, you have to fill out the other things like commercial 

packages, service providers that provide it for you,” Waite said. n

http://searchcloudcomputing.techtarget.com/news/2240230552/Eucalyptus-deal-aims-to-raise-HPs-cloud-cred
http://searchcloudcomputing.techtarget.com/news/2240223520/Red-Hats-OpenStack-strategy-progresses-with-eNovance-buy
http://searchvmware.techtarget.com/answer/Is-VMware-Integrated-OpenStack-just-a-development-tool
http://searchcloudcomputing.techtarget.com/news/2240228103/OpenStack-adoption-creeps-toward-corporate-acceptance
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but often fall short of the technical requirements.
While 29% of North American and European enter-

prises report private cloud adoption, the actual figure is 
quite low, according to Forrester’s Top 10 Facts Every Tech 
Management Leader Should Know About Private Cloud. 
The reality is that 91% of North American enterprise 
private cloud environments fall short of the core charac-
teristics of a private cloud.

Most enterprises that claim to have a private cloud ac-
tually only have an enhanced virtualization environment 
that uses private cloud software for tech management 
efficiency practices.

But some enterprises that have a form of private cloud 
in place are reaping what they say are the benefits of re-
maining on-premises.

Many companies start out their cloud migration by 
testing software in a public cloud, but when that project 
becomes strategic, they’re more inclined to a private cloud 
for a couple of reasons, according to a senior technology 
consultant for a manufacturing company in Colorado.

“Our workload became very strategic, so we moved it 
from a public to a private cloud,” he said. “We didn’t want 
to pay a premium to have someone else manage it, so we 
handled it ourselves.”

Public cloud costs can add up, he said. If a company 
expands its usage, that price per hour, month and year can 
really get out of hand quickly.

 Still, saving money in a private cloud is tough, though 
possible. Achieving cost savings with a private cloud re-
quires a large and diverse user base, highly standardized 
costs, a pervasive chargeback system, and aggressive 

capacity planning and consolidation practices.
In a public cloud, the provider can easily reallocate 

unused resources to the next customer, dropping a cloud 
bill to zero for that resource.

In a private cloud, however, excess capacity must be 
available to support fluctuations, unused capacity cannot 
be reallocated to another customer, and the bill never 
drops to zero.

With a public cloud, enterprises don’t need to keep 
up with maintenance or update their infrastructure and 
worry about systems going down that lead to the unex-
pected data center costs in a private cloud.

Yes, public cloud outages do happen from time to time, 
but when it does, it’s on the cloud provider to fix. When 
a private cloud has trouble, the enterprise is on its own. 

So investing in staff and employees with the proper 
experience to handle a private cloud becomes integral—
and expensive. Without a proper staff in place, enterprises 
must spend valuable time training employees or bring in 
outside help to run that environment successfully.

MANAGING EXPECTATIONS

When public cloud providers talk about the likelihood of 
a private cloud failure, that’s not entirely accurate, said 
Lauren Nelson, an analyst with Forrester.

“Oftentimes, what Amazon and other providers want to 
highlight—failing [in a private cloud]—is actually beyond 
the scope of what an enterprise is looking to do,” she said. 
“It’s not the measurements or items that public cloud 
providers are measuring it on.”
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An enterprise sets out to achieve certain goals, such as 
better security, and just because it hasn’t gotten there yet, 
doesn’t make its private cloud a failure. Enterprises have 
reasonable risk, but also a much narrower scope of what 
they’re trying to achieve. That might limit a private cloud’s 
capabilities, but at least in-house it’s considered a success.

As for agility, it’s tough for a private cloud to compete 
with what the Amazons of the world can offer, although 
it’s certainly an upgrade over a traditional virtualized 
environment. A public cloud gives enterprises a global 
footprint where providers can guarantee faster times all 
over the world. An enterprise with customers in China 
and the United States needs to minimize latency, so using 

a public cloud for those specific workloads makes much 
more sense than staying private.

“How do we minimize latency? We don’t want to build 
our own data center,” Nelson said. “If I’m only going to be 
using this workload for a short period of time, [a public 
cloud] can scale up and down quickly.” 

An enterprise can also attempt to repurpose some of its 
existing IT resources as the software to make it into a pri-
vate cloud, but that opens itself up to a potential logistical 
nightmare. Repurposing resources means an enterprise 
needs to test the proper software and management tools to 
ensure each workload is fully automated—not to mention 
the amount of time it takes to do so.

“If you start from scratch and it’s for use on a specific 
project that’s not long standing, it might not make sense,” 
Hurwitz said. “[Enterprises] need to take the long view 
and look at what they’re spending.”

ADAM HUGHES is the news editor in the TechTarget Data Center 
and Virtualization group. He can be reached on Twitter at  
@AdamHughesTT or via email at ahughes@techtarget.com

ENTERPRISES HAVE REASON-
ABLE RISK, BUT ALSO A MUCH 
NARROWER SCOPE OF WHAT 
THEY’RE TRYING TO ACHIEVE.

http://www.twitter.com/adamhughesTT
mailto:ahughes@techtarget.com
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Overheard

“ We do a lot of work 
just to get to a blink-
ing cursor. Then the 
real work begins.” 
MICHAEL COTÉ, research director,  
infrastructure software, The 451 Group

“ I’m not a fan of cloud 
in a box. The rain from 
a cloud is supposed to 
benefit everyone, not 
just your neighbor’s 
backyard.” 
TROY VETTER, director, cloud/ 
automation delivery, Avnet Services

“ At Airbnb, we did a lot of things that 
don’t scale, including our code.” 
BEN HUGHES, software engineer, Airbnb

“ Computers are really awesome  
at automating failure.”
RYAN FRANTZ, senior operations engineer, Etsy

“ Supporting open source software 
isn’t all unmitigated joy. But when 
you code in the open, it forces 
you to do things right from the 
beginning.”
ANNA SHIPMAN, senior developer, UK Government Digital Services

... at Velocity New York 2014 ... at Modern Infrastructure  
IT Operations Seminar
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IT OPERATORS USE sophisticated management tools to mon-
itor complex and demanding data center environments 
and to look for potential problems. But there is only so 
much insight typical tools can reveal. Subtle cause-and-
effect relationships that occur in a data center are often 
impossible to divine, complicating everyday troubleshoot-
ing and optimization efforts. 

A new breed of management tools is gaining traction 
in IT organizations. Rather than imposing strenuous new 
tests or metrics, these emerging tools look at perhaps the 
most mundane aspect of systems and applications: the 
log files.

Virtually all systems and applications produce log files, 
which provide detailed, time-stamped waypoints of be-
haviors, conditions and events. In practice, individual log 
files offer only limited value. But when tools automatically 
digest and compare a multitude of diverse log files, admin-
istrators can glean a new picture of important and prob-
lematic behaviors and offer insights that would have been 
impossible through painstaking manual log file analysis.

Documenting key events in computer program execu-
tion is not a new idea. Programmers have used “output” 
statements (depending on the programming language) 

Log Management  
and Analysis for  

Fun and Profit
Log analysis tools can help IT pros  

make better, faster decisions in complex  
data center infrastructures.

BY STEPHEN J. BIGELOW
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to report important events since almost the earliest days 
of software development, and saving each event to a file 
for later reference is a standard practice. Today, operat-
ing systems and applications routinely log all manner of 
events—along with positive and negative outcomes. As 
examples, a Web server might record each successful or 
failed page request, Active Directory tracks user logon 
attempts or changes, a database server logs queries and 
results, and so on.

But simple logging has its limitations. Each log file only 
pertains to the related application or operating system, so 
an administrator needs to open and review logs individu-
ally. It’s not hard to locate errors or critical events taking 
place but it’s exceedingly difficult to identify cause-and-
effect relationships between different systems or appli-
cations. Even the most skilled administrator doesn’t have 
the time to sit and compare multiple logs side-by-side; it’s 
simply not practical for humans to digest all of the activi-
ties taking place to see complex relationships.

So there has been serious interest in the emergence of 
log management and analytical tools that digest, process 
and report on all of the log data produced by hardware 
systems, operating systems, hypervisors and applications 
across the data center. The results of such analysis can be 
used to make critical decisions. 

“I’m starting to drum up [in-house] interest in IT oper-
ational analytics, where log file entries for infrastructure 
capabilities can be aggregated to identify broad issues that 
were only previously associated with a single server or sin-
gle application,” said Tim Noble, IT director and advisory 

board member from Reach IPS Inc., a cloud and managed 
services provider in Cupertino, Calif. Noble expects to 
focus on troubleshooting and optimization efforts across 
a broader array of systems.

Log analytics helps with event correlation and trou-
bleshooting. For example, a change in a network switch 
configuration might cause storage subsystem timeouts for 
users with certain applications. Log analytics can show 
where issues began and note any preceding events. This 
can improve root cause identification and enable decisive 
fixes for erratic or seemingly disassociated problems. 

Those humble log management tools can offer a treasure trove of data center insight  n  Log management 

products are growing in features and capacity, with some becoming specialized  n  Take note of  

compatibility, time stamps and search functionality when choosing the best tool for your systems

HIGHLIGHTS

EVEN THE MOST SKILLED 
ADMINIS TRATOR DOESN’T 
HAVE THE TIME TO SIT AND 
COMPARE MULTIPLE LOGS 
SIDE-BY-SIDE.
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Beyond troubleshooting, security can be a vital use for 
log analytics. For example, a new user added to Active Di-
rectory might coincide with a significant uptick in unau-
thorized storage access attempts. Log analytics can report 
those attempts and relate noteworthy events that might 
provide important clues about security violations or lead 
to the identity of the malicious user. As another example, 
organizations subject to government or industry regula-
tion might rely on log analytics to ensure compliance to 
regulations regarding security, system access, and so on. 
Log reports and error messages can also be used to justify 
capacity planning or architectural changes to maintain or 
improve service performance. 

TOOLS OF THE TRADE

As log management and analytical tools proliferate, IT 
decision-makers will need to select the best tool for their 
specific data center environment and business needs. This 
requires a careful consideration of each product’s feature 
set and requirements. 

“I evaluate [SaaS log tools] on price, security, reliability 
and features. I need to organize the data, create meaning-
ful dashboards, interact via APIs [application program-
ming interfaces] and set up log monitoring and alerts,” 
said Ben Whaley, a Bay area technology consultant.

Points to consider when choosing the best tool include 
the following:

n Assess the analytical needs. Tools vary in their ability 
to ingest, parse and process log files, so decide which log 

files must be supported or included in the management 
and analytical initiative. Examples include operating sys-
tem logs from Windows or Linux servers, Windows Active 
Directory logs, and network logs from DHCP servers, 
firewalls, VPNs, routers and switches. Security-focused 
log analytics might need to support endpoint security or 
identity authentication tools like lightweight directory 
access protocol (LDAP), Trustwave Data Loss Prevention 
(DLP), Vormetric data security products and others. Logs 
may also need to be collected for specific business applica-
tions like Microsoft SharePoint, database platforms such 
as Oracle or SQL, electronic medical records (EMR) and 
so on. Log management and analytics tools should always 
be virtualization-aware.

n Weigh analytical capabilities and reporting. Com-
patibility with current log files isn’t quite enough. As log 
management and analytics tools proliferate, they will also 
specialize in order to distinguish themselves. So consider 
any specialized tasks that the log management and ana-
lytics tool may be designed for. For example, if security 
events recognition and investigation is your principle 
goal, consider a tool designed for security information 
and event management (SIEM) as opposed to a tool which 
might focus more on capacity, performance, troubleshoot-
ing or other aspects of data center operation.

Also look at the way data is processed, accessed and 
reported. Some tools provide dashboard-style instrumen-
tation while other tools may generate detailed, formal and 
configurable reports. Searchable analytics can allow users 
to locate and correlate events on demand. “Integrating log 
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analytics lets us identify both negative and positive events 
in the system using keywords like ‘successful startup’ and 
‘failed process’ to assess the success of our upgrades and 
identify and track issues as they occur,” said the CTO of 
one federal government contractor.

n Consider the platform approach. Some log manage-
ment and analytics tools are installed locally like any 
other traditional management tools. Examples include 
ManageEngine’s EventLog Analyzer, SolarWinds’ Log and 

Event Manager and AWStats. Local installation allows 
users to exercise direct control over the installation and 
behaviors associated with data collection, storage, pro-
cessing and reporting. But a growing number of tools are 
becoming available online as cloud services or software as 
a service (SaaS) offerings. Such services include Loggly, 
Splunk, SumoLogic and Sematext, among others. Such 
services provide monitoring and reporting for a monthly 
fee without any of the hardware or IT staff overhead asso-
ciated with installing or maintaining management tools. 
APIs may also be important to enhance the interface 
between the tool and various logs or other applications in 
the enterprise.

n Check the tool’s scalability. Regardless of the platform 
choice, be sure that the selected log management and 
analytics platform supports the scale of your environment 
now and into the future. Collecting, storing, processing, 
correlating and reporting log data from tens of thousands 
of servers and devices carries different requirements than 
those needed for managing only several hundred systems.

n Evaluate the installation requirements. Any log man-
agement and analytics software will impose computing 
overhead on the environment, so verify that you have am-
ple server and storage resources to deploy the tool prop-
erly. As one example, SolarWinds’ Log and Event Manager 
notes system requirements that include VMware ESXi 4.0 
or Hyper-V Server 2008 R2 and later, a dual-processor 
server at 3 MHz or faster, 8 GB of system memory and 250 
MB of storage for the application. These are minimum 

Log Analytics on the Case
n  Troubleshoot: A fault, configuration change or 

other setting may be causing an erratic or seem-

ingly random problem.

n  Correlate: Log analytics can bring to light cause-

and-effect relationships between disparate 

data center systems—especially among hetero-

geneous systems lacking common management 

tools.

n  Secure: Find malicious users through repeated 

access attempts or other suspicious activity.

n  Convince: Use log tools to understand capac-

ity and performance to justify architectural 

changes and upgrades. n 
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requirements, however, and increased data collection 
rates or deployments involving large data center environ-
ments will probably impose greater requirements—such 
as more processors and additional network bandwidth. 
Tools can also be deployed as appliances; SevOne’s Per-
formance Log Appliance, for example, essentially handles 
any hardware requirements within the appliance itself.

AVOIDING LOG ANALYSIS PITFALLS

It sounds so simple: Just bring all of your log files into 
a tool and use analytical wizardry to reveal events and 
associations that might have otherwise gone undetected. 
But there are potential problems that any adopter should 
consider before deploying the technology.

The most notable issue is log compatibility. Log file 
structures, formats, context and content can vary sub-
stantially between hardware devices, operating systems, 
applications and other sources. One log management 
and analytics tool may not be able to open and ingest  
the dizzying array of log types and formats being gener- 
ated across the current environment. Assessing the or-
ganization’s analytical needs up front helps reduce the 
chances of compatibility problems, but problems can still 
crop up. 

“There are some issues with multi-line logging that 
most vendors don’t seem to get right,” said Whaley. “If a log 
statement comprises multiple lines, the message is split 
in the interface and it can be difficult to piece together.”

A second issue occurs with underlying log message 
timestamps. Log tools typically depend on timestamps 

to correlate events in each log (especially if analytics are 
not occurring in real time). Variations in clock coordina-
tion won’t prevent serious events from being recorded or 
reported, but it might cause the log tool to miss possible 
cause-and-effect associations between logs—a central 
benefit of log analytics. Adopters may need to synchronize 
device clocks or use tools to normalize the time tracking 
between different logs.

A third potential limitation can sometimes arise in the 
analytical results. A log management and analytics tool is 
only useful if it can alert you to issues, let you locate issues 
on-demand and provide you with actionable advice when 
issues are detected. In some cases, you may not want to 
see every event. You may only want to see negative events, 
or to search for specific events. Limited or absent search 
capabilities make it harder to find specific issues like “stor-
age errors” or “failed logon attempts” and so on. 

There is also no guarantee that when an issue is iden-
tified and an alert is produced that the tool will be able to 
provide actionable guidance. Seeing correlated activities 
can help, but you might still need to do some serious 

THERE IS NO GUARANTEE  
THAT WHEN AN ISSUE IS  
IDENTIFIED AND AN ALERT  
IS PRODUCED THAT THE TOOL 
WILL BE ABLE TO PROVIDE  
ACTIONABLE GUIDANCE. 
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troubleshooting or investigation to determine the actual 
problem.

Each of these potential issues can be addressed through 
due diligence. So, for example, test prospective log man-
agement and analytics products with free demo versions of 
tools. Also, invest in long-term proof-of-principle projects 
to vet log tools carefully. Find the product or service that 
will deliver results that can best benefit your particular 
organization, and be sure to examine the product roadmap 
to see if future iterations of the log tool match your own 
data center plans.

DIGGING FOR GOLD

Organizations should not think about log management 
and analytics tools as replacements for the rich suite of 
systems or infrastructure management tools that many IT 

organizations already use. But the potential to assess and 
use a wealth of existing log information—which is often 
overlooked today—offers a tantalizing new capability that 
can coexist with current management products. 

In the years ahead, users and experts expect more uni-
formity in log content, allowing tools to get even better at 
spotting and reporting problems. 

“I expect to have automatic alerts when abnormal 
patterns are detected,” said Whaley. “I would love to see 
some standards supported by all vendors that developers 
can then adopt within applications to make log messages 
universally understandable.” n  

STEPHEN BIGELOW is senior technology writer in the Data Center  
and Virtualization group at TechTarget. He has written more than  
15 feature books on computer troubleshooting. Find him on Twitter  
@Stephen_Bigelow.

https://twitter.com/Stephen_Bigelow
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OVER THE PAST few months, we’ve starting hearing more 
about a technology called virtual mobile infrastructure or 
VMI. Broadly speaking, VMI is to mobile devices and apps 
as VDI is to desktop applications.

To be clear, VMI is not simply accessing remote Win-
dows desktops and applications from a mobile device. 
Rather, VMI is about accessing remote mobile apps from a 
mobile device. With VMI, users click on an icon to launch 
apps on their phones, and the app’s window appears as 
expected. However, since this is VMI, the actual mobile 
application is not running locally on the client device—it’s 
running in an Android virtual machine in a remote data 
center.

For example, a company could develop an Android-based 

mobile version of an order entry app that would run in a 
virtual Android instance in the data center. Users in the 
field could then access that mobile app from whatever 
device they have: an Android phone, an iPhone, a Black-
berry, a Windows Phone, etc. The company would only 
have to develop and support one app on one platform 
(Android), while their users could use the phone of their 
choosing.

The thing that’s crazy about VMI is that I actually like 
it and think it’s a fantastic idea. (And remember, I’m not 
a guy to just hop on the hype bandwagon. Even as late as 
2012 I wasn’t sold on the concept of VDI, that being the 
year I wrote “The VDI Delusion.”)

VMI has all the same “classic” advantages of VDI. It’s 
great for separating work and personal environments on 
the same device, as the “work” side of things is nothing 
more than a single client app that connects to the remote 
apps. If an employee leaves, the company only has to shut 
off the employee’s access to the remote system, and boom, 
none of the employee’s work stuff is available to them 
anymore.

It’s also great because an enterprise only has to manage 
and support applications on a single Android platform—
the platform running on their VMI hosts in the data cen-
ter—and employees can connect from whatever device 
they have. Most VMI vendors have iOS clients too, which 
means that even the iOS users can use the same Android 
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apps from their iPhone; the remote apps are only sending 
pixel information to the client mobile devices, and the 
mobile devices only need to send key, gesture, location and 
device information up to the remote application.

There’s also a security benefit, since no corporate appli-
cations or data ever reside on the client device. Not only is 
this great when users lose their devices, but it also makes 
it easy to protect and secure corporate data. It’s a lot easier 
to prevent users from forwarding corporate email and data 
to personal accounts when everything is in a VM running 
in your controlled data center.

There are several vendors in the VMI space today, 
including Raytheon, Nubo, Hypori and potentially even 
Citrix with its acquisition of Virtual Computer last month. 

Each of these vendors takes a slightly different approach 
to VMI, though there’s one thing they all have in com-
mon—every one of them is currently only able to virtu-
alize Android. (As you might imagine, Apple’s licensing 
agreements don’t allow iOS to be run in a central VM.)

As I mentioned already, this doesn’t mean that these 
VMI solutions can’t be used with iPhones. The client de-
vice can be an iPhone, but the virtual mobile environment 
that these devices connect to on the back end has to be 
Android. And the user experience from an iPhone is fine. 
Yeah, the Android applications’ UIs might not look 100% 
identical to an iPhone, but at least the users are connect-
ing to a mobile app rather than a desktop app as they do 
with VDI.

This VMI concept is a bit new, but I would imagine that 
many of these smaller players will get snapped up by the 
larger enterprise mobility software companies and, in a 
few years, we’ll all include VMI as a standard part of our 
enterprise mobility strategy. n

BRIAN MADDEN is an opinionated, supertechnical, fiercely  
independent desktop virtualization and consumerization expert.  
Write to him at bmadden@techtarget.com.

THE VIRTUAL MOBILE  
ENVIRONMENT THAT THESE 
DEVICES CONNECT TO ON  
THE BACK END HAS TO BE  
ANDROID. 

mailto:bmadden@techtarget.com
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I’VE HEARD RECENTLY from a bunch of big-data-related ven-
dors that are all vying to gain from your sure-to-grow big 
data footprint. After all, big data isn’t about minimizing 
your data set; instead, it’s about making the best use of as 
much data as you can possibly manage (and that’s not a 
bad definition of big data if you are still looking for one). 
With all this growing data, you will need a growing infra-
structure to match.

This big data craze really got started with Hadoop 
and its Hadoop Distributed File System (HDFS), which 
unlocked the vision of massive data analysis based on 
cost-effective scale-out clusters of commodity servers 
using relatively cheap local attached disks. With Hadoop 

and its ecosystem of solutions, you can keep and analyze 
all kinds of data in its natural raw low-level form (i.e., not 
fully database structured), no matter how much you pile 
up or how fast it grows.

The problem is that once you get beyond data science 
projects, old familiar enterprise data management issues 
return to the forefront, including data security, protection, 
reliability, operational performance, and creeping Opex 
costs. 

While Hadoop and HDFS mature with each release, 
there are still a lot of gaps when it comes to meeting en-
terprise requirements. It turns out that those commodity 
scale-out clusters of DAS might not actually offer the 
lowest TCO when big data lands in production operations. 

It all boils down to where all that enterprise big data 
will live. We certainly don’t want to make more copies of 
big data than we have to—moving, copying, backing up, 
and replicating big data is, well, a big job. We do need to 
manage it as securely and carefully, or even more so, than 
smaller disparate databases that don’t hold as much de-
tailed information. If we base critical business workflows 
on new big data processes, we’ll need it all operationally 
resilient and performant. And we certainly can’t break 
the bank.

FINDING A HOME FOR BIG DATA

Today there are more options than ever. For efforts based 
on multiple petabytes, core Hadoop on physical DAS 
might still make the most sense, since an associated high 
level of corporate investment in expertise and operations 

  THE NEXT BIG THING
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could be justified. But there can be big storage issues when 
native HDFS hits the data center. First, the default scheme 
is to replicate all that data in triplicate, after moving it 
from wherever it was generated. HDFS in general is op-
timized for big block I/O, which leaves out transactional 
or interactive solutions. Downstream use usually means 
copying data out again. And while there are native snap-
shots, they aren’t fully consistent or point-in-time. 

For these and other reasons, enterprise storage array 
vendors have created clever HDFS adaptations, which 
allow Hadoop computing to leverage external storage. 
This, of course, seems mad to some open source big data 
pundits. But to many enterprise IT folks it provides a great 
compromise: no high-maintenance storage or new storage 
paradigm to accommodate, but with some cost. 

Vendors such as EMC with Isilon, which provides a 
remote HDFS interface to the Hadoop cluster, are doing 
a brisk business. Data protection, security and other con-
cerns are handled as they are for any other data in Isilon. 
Another benefit is that data in external storage can often 
be accessed with other protocols (like NFS), supporting 
workflows and limiting data movement and total copies 

needed within an organization. NetApp is also on this 
train, with a big data reference architecture that marries 
a combination of its storage solutions directly into the 
Hadoop cluster. 

Another option worth mentioning is that of virtualizing 
big data analytics. Both the analytical compute and stor-
age nodes can be hosted virtually. VMware and Red Hat/
OpenStack have Hadoop virtualization solutions. Still, 
virtually hosted HDFS data nodes don’t solve enterprise 
storage concerns. But an intriguing startup called Blue-
Data has a new option here. It virtualizes the compute 
side of Hadoop and then enables an enterprise to hook up 
existing data sets from whatever storage they have—SAN 
or NAS, accelerating and translating it to HDFS under 
the covers. In this way, big data analytics can be dropped 
into a data center without any data movement, new stor-
age infrastructure, new data flows or data management 
changes at all.

While most of the Hadoop distributions hew close 
to the Apache open source HDFS (which I see as soft-
ware-defined storage for big data), MapR Technologies 
took a different approach. It essentially recognized that 
Hadoop needed an enterprise-featured storage service, 
and so built its own HDFS-compatible storage layer under 
Hadoop. The MapR version is fully capable of transac-
tional I/O with snapshots and replication support, and it 
natively supports other protocols like NFS. It’s also pretty 
darned performant, and helps MapR deliver enterprise 
operational intelligence applications, operational deci-
sion-support solutions that depend on big data history and 
real-time information together. Thinking along similar 

THE OBVIOUS VANILLA  
HDFS ON COMMODITY DISK 
MAY NOT BE THE BEST BIG 
DATA SOLUTION FOR THE  
ENTERPRISE DATA CENTER.
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lines, IBM has baked its HPC-quality General Parallel 
File System storage APIs into the Hadoop distro as an 
alternative to HDFS.

I should mention a few other interesting solutions that 
can help tame data challenges. One is Dataguise, a data 
security startup that can practically and efficiently secure 
Hadoop big data sets with some unique IP that automag-
ically recognizes and globally masks or encrypts sensitive 
material across a big data cluster. Waterline Data Science 
is a new entrant that promises to automatically inventory 
whatever is in those petabytes of HDFS, especially inter-
esting if you go down the path of landing all your data files 
into a Hadoop data lake or hub. Going another direction is 
a not necessarily big, but the “broad data” product offered 
by Pneuron helps quickly build business applications that 

leverage data in place despite being scattered across many 
data sources and locations. 

Obviously, with fewer copies of a piece of data, your 
data is centralized and available to support multiple 
kinds of analysis. And the better protected and reliable 
the whole operation is, the more value you’ll be able to 
recognize. And that means that the obvious vanilla HDFS 
on commodity disk may not be the best big data solution 
for the enterprise data center. 

If you’ve been holding Hadoop out of the data center for 
data management or enterprise storage reasons, it might 
be a good time to take a look at some of these new options. 
You don’t want to be left out of the big data game. n

MIKE MATCHETT is a senior analyst and consultant at Taneja Group.

http://tanejagroup.com/
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THE MORE I work with modern data center technologies, the 
more I realize that the biggest challenges—and the biggest 
expenses—are the people in IT. So often we worry about 
getting the most bang for our buck with hardware. How 
much latency does that switch have? How many cores are 
in that server? We never stop, though, to consider if we’re 
getting the most value from our staffs.

What makes IT staff members valuable? Traditionally, 
it was their extreme technical competence, their ability to 
quickly solve a technical problem or adeptly avoid it alto-
gether. IT operated as a swim team, with hundreds of in-
dividual events won or lost through personal proficiency. 

The focus is changing now, with the cloud removing a lot 
of the knobs and buttons that required such deep skills 
in the first place. Organizations are now finding value in 
administrators who aren’t as deeply technical but have 
more “soft” or people skills. 

Can IT professionals communicate well, both verbally 
and in writing? Do they work well on a team? Do they 
demonstrate emotional intelligence? The answers to these 
questions are scary for traditional IT shops, because the 
answers are generally “No.” Traditional IT staff members 
have absolutely no practice doing these sorts of things, and 
traditional IT management doesn’t train them to become 
adept in people-centric processes and activities.

To make life harder for seasoned IT staffs, newer gen-
erations of hires have these skills, partly because younger 
workers value them more and partly because human 
resources departments are explicitly looking for people 
with these skills.

Takeaway 1: There is tremendous value in training 
existing staffers in soft skills. Organizations that want to 
be compatible with emerging technologies and practices 
will find a way to do this, and soon.

TIME ON TARGET

The other main way I see organizations devaluing their 
staff members is by not properly accounting for staff 

  IN THE MIX
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time. As part of a recent marketing campaign, a private 
cloud vendor computed the exact break-even point in 
an Amazon Web Services bill for it to be cheaper to run 

its own, on-premises private cloud infrastructure. It was 
somewhere around $7,000 per month, but as with many 
cost computations in IT, it ignored staff time.

Cloud infrastructure, like AWS, isn’t just a new home 
for your workloads. It also represents new ways of accom-
plishing tasks. You still need to be a sys admin to some 
extent with AWS, but do you need to be a DBA when there 
is a database service you can subscribe to? Database ad-
ministration is a specific, highly technical skill, and orga-
nizations lose thousands of person-hours a year down that 
rabbit hole. So what if your AWS bill is $50,000 per year 

higher because you use Amazon’s database services? It’s 
way better than losing $150,000 in staff time every year.

The same goes for developers. One thing I love about 
the DevOps movement is that it aims to maximize what I 
call “time on target.” For example, container technologies 
such as Docker minimize the work it takes for developers 
to make an application deployable. They also minimize 
the time operations staffers need to deploy and maintain 
an app. These are massive wins because developers can 
keep moving forward to achieve business goals without 
distractions.

Takeaway 2: Any IT cost analysis should include staff 
time as part of its computation. If it isn’t a direct cost, it’s 
certainly an opportunity cost. What if IT teams didn’t have 
any more distractions and could focus exclusively on your 
organization’s real business needs? Imagine what sorts of 
opportunities could present themselves then. n

BOB PLANKERS is a virtualization and cloud architect at a major Mid-
western university. He is also the author of The Lone Sysadmin blog.

CLOUD INFRASTRUCTURE,  
LIKE AWS, ISN’T JUST A NEW 
HOME FOR YOUR WORKLOADS. 

http://lonesysadmin.net/
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