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Chapter 1 Executive Summary 

This chapter presents the following topics: 
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Audience .................................................................................................................. 10 

Solution purpose...................................................................................................... 11 

Business challenge .................................................................................................. 11 
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Document purpose  

This Solution Guide describes the Disaster Recovery for EMC® Hybrid Cloud 2.5 with 
VMware solution, which integrates disaster recovery into the EMC Hybrid Cloud and 
enables cloud administrators to select disaster-recovery (DR) protection for their 
applications and virtual machines when they provision their hybrid cloud. The 
solution includes backup and recovery services for the disaster recovery 
environment. The guide introduces the solution architecture and key components and 
it demonstrates the solution’s main features and functionality. Use cases 
demonstrate some of the common tasks related to: provisioning DR-protected storage 
and virtual machines; performing a planned migration or disaster recovery; and 
performing backups or restores on demand. 

The Disaster Recovery for EMC Hybrid Cloud solution is a modular add-on to the EMC 
Hybrid Cloud solution. EMC Hybrid Cloud 2.5 with VMware: Foundation Infrastructure 
Reference Architecture and EMC Hybrid Cloud 2.5 with VMware: Foundation 
Infrastructure Solution Guide describe the reference architecture and the foundation 
solution on which all the EMC Hybrid Cloud add-on solutions are built. 

The following guides provide further information about how to implement specific 
capabilities or enable specific use cases within the EMC Hybrid Cloud solution with 
VMware: 

 EMC Hybrid Cloud 2.5 with VMware: Data Protection Continuous Availability 
Solution Guide 

 EMC Hybrid Cloud 2.5 with VMware: Data Protection Backup Solution Guide 

 EMC Hybrid Cloud 2.5 with VMware: Hadoop Applications Solution Guide 

 EMC Hybrid Cloud 2.5 with VMware: Pivotal CF Platform as a Service Solution 
Guide 

 EMC Hybrid Cloud 2.5 with VMware: Security Management Solution Guide  

 EMC Hybrid Cloud 2.5 with VMware: Public Cloud Solution Guide 

Audience  

This Solution Guide is intended for executives, managers, architects, cloud 
administrators, and technical administrators of IT environments who want to 
implement disaster recovery for a hybrid cloud infrastructure-as-a-service (IaaS) 
platform. Readers should be familiar with the VMware vCloud Suite, storage 
technologies, general IT functions and requirements, and how they fit into a hybrid 
cloud architecture. 
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Solution purpose 

The Disaster Recovery for EMC Hybrid Cloud solution enables EMC customers to build 
an enterprise-class, scalable, multitenant infrastructure that enables: 

 Complete management of the infrastructure service lifecycle 

 On-demand access to, and control of, network bandwidth, servers, storage, and 
security 

 Provisioning, monitoring, protection, and management of the infrastructure 
services by the line of business users, without IT administrator involvement 

 Maximum asset utilization 

 A single platform for business-critical and next-generation cloud application 
services 

This Solution Guide provides a reference architecture for the solution and best 
practice guidance for integrating disaster recovery functionality into a hybrid cloud, 
as shown in Figure 1.  

 
Figure 1. Hybrid cloud solution stack 

Business challenge 

Business leaders typically demand that their organization addresses the following 
fundamental challenges: 

 Providing shareholder value by increasing revenues 

 Improving competitiveness by driving business agility 

 Increasing investment by lowering operational costs 
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The limited choice of data protection services is an additional challenge for cloud 
environments. 

The difficulty in overcoming these challenges has given rise to public cloud providers 
who have built technology and business models that cater specifically to the 
requirements of end-user agility and control. Many organizations are under pressure 
to provide these same service levels within the secure and compliant confines of the 
on-premises data center. As a result, IT departments need to create cost-effective 
alternatives to public cloud services—alternatives that do not compromise enterprise 
features such as data protection, disaster recovery, and guaranteed service levels. 

As IT organizations implement a hybrid cloud, they must consider the following 
factors: 

 The infrastructure must be quick to deploy so that business value can be 
realized quickly. 

 The infrastructure and operations must be designed to reduce costs through 
higher utilization and higher staff productivity. 

 Risk of downtime must be controlled by meeting predetermined recovery point 
objectives (RPOs) for applications using techniques such as storage 
replication, by disciplined change control, and by careful management of 
component compatibility. 

All these services need to be accessible on demand through a self-service portal with 
elasticity, financial transparency, and operational control—they need to be delivered 
as a cloud service. Support agreements must be established for all elements of the 
solution. 

Technology solution 

The EMC Hybrid Cloud solution integrates the best of EMC and VMware products and 
services. The solution empowers IT organizations to accelerate implementation and 
adoption of the hybrid cloud while still enabling customer choice for the compute and 
networking infrastructure within the data center. The solution caters both to 
customers who want to further use their existing infrastructure and to customers who 
want to build out new infrastructures dedicated to the hybrid cloud.  

The EMC Hybrid Cloud solution, developed by EMC and VMware product and services 
teams, takes advantage of the strong integration between EMC technologies and the 
VMware vCloud Suite. The solution includes using EMC scalable storage arrays and 
integrated EMC and VMware monitoring and data protection suites to provide the 
foundation for enabling IaaS.   

This Disaster Recovery for EMC Hybrid Cloud solution uses EMC and VMware 
technologies—in particular, EMC RecoverPoint® and VMware vCenter Site Recovery 
Manager—to enable disaster recovery within the EMC Hybrid Cloud solution. Chapter 
3: Disaster Recovery Architecture describes the architecture and key components of 
the solution.   
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Chapter 2 EMC Hybrid Cloud Solution Overview  

This chapter presents the following topics: 

Introduction ............................................................................................................. 14 

EMC Hybrid Cloud features and functionality ........................................................... 15 
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Introduction 

The EMC Hybrid Cloud solution enables a well-run hybrid cloud by bringing new 
functionality not only to IT organizations, but also to developers, end users, and line-
of-business owners. Beyond delivering baseline IaaS, built on a software-defined 
data center architecture, the solution delivers feature-rich capabilities to expand from 
IaaS to business-enabling IT as a service (ITaaS). Backup as a service (BaaS) and 
DRaaS are now policies that users can enable with just a few mouse clicks. End users 
and developers can quickly access a marketplace of resources for Microsoft, Oracle, 
SAP, EMC Syncplicity, and Pivotal applications, and can add third-party packages as 
required. All of these resources can be deployed on private cloud or public cloud 
services, including VMware vCloud Air, from EMC-powered cloud service providers. 

The EMC Hybrid Cloud solution uses the best of EMC and VMware products and 
services, and takes advantage of the strong integration between EMC and VMware 
technologies to provide the foundation for enabling IaaS on new and existing 
infrastructure for the hybrid cloud. 

Figure 2 shows the key components of the EMC Hybrid Cloud solution.  

 

Figure 2. EMC Hybrid Cloud key components 

For detailed information, refer to EMC Hybrid Cloud 2.5 with VMware: Foundation 
Infrastructure Solution Guide. For an overview of EMC Hybrid Cloud modular add-on 
solutions, which provide functionality such as continuous availability, platform as a 
service, and application services, refer to Modular add-on components. For detailed 
information on the add-on solutions, refer to the individual Solution Guides for those 
solutions. 
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EMC Hybrid Cloud features and functionality 

The EMC Hybrid Cloud solution incorporates the following features and functionality: 

 Automation and self-service provisioning 

 Multitenancy and secure separation 

 Workload-optimized storage 

 Elasticity and service assurance 

 Operational monitoring and management 

 Metering and chargeback 

 Modular add-on components 

 

The solution provides self-service provisioning of automated cloud services to users 
and to infrastructure administrators. It uses VMware vCloud Automation Center 
(vCAC), integrated with EMC ViPR® software-defined storage and VMware NSX, to 
provide the compute, storage, network, and security virtualization platforms for the 
software-defined data center.  

Cloud users can request and manage their own applications and compute resources 
within established operational policies. This can reduce IT service delivery times from 
days or weeks to minutes. Automation and self-service provisioning features include: 

 Self-service portal—Provides a cross-cloud storefront that delivers a catalog of 
custom-defined services for provisioning workloads based on business and IT 
policies, as shown in Figure 3 

 Role-based entitlements—Ensure that the self-service portal presents only the 
virtual machine, application, or service blueprints appropriate to a user’s role 
within the business 

 Resource reservations—Allocate resources for use by a specific group and 
ensure that those resources are inaccessible to other groups 

 Service levels—Define the amount and types of resources that a particular 
service can receive during initial provisioning or as part of configuration 
changes 

 Blueprints—Contain the build specifications and automation policies that 
define the process for building or reconfiguring compute resources 

Automation and 
self-service 
provisioning 
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Figure 3. EMC Hybrid Cloud self-service portal 
 

The solution provides the ability to enforce physical and virtual separation for 
multitenancy, as strongly as the administrator requires. This separation can 
encompass network, compute, and storage resources to ensure appropriate security 
and performance for each tenant. 

The solution supports secure multitenancy through vCAC role-based access control 
(RBAC), which enables vCAC roles to be mapped to Microsoft Active Directory groups. 
The self-service portal shows only the appropriate views, functions, and operations to 
cloud users, based on their role within the business. 

 

The solution enables customers to take advantage of the proven benefits of EMC 
storage in a hybrid cloud environment. Using ViPR storage services, which leverage 
the capabilities of EMC VNX® and EMC VMAX® storage systems, the solution provides 
software-defined, policy-based management of block- and file-based virtual storage. 
ViPR abstracts the storage configuration and presents it as a single storage control 
point, enabling cloud administrators to access all heterogeneous storage resources 
within a data center as if the resources were a single large array.  

 

The solution uses the capabilities of vCAC and various EMC tools to provide the 
intelligence and visibility required to proactively ensure service levels in virtual and 
cloud environments. Infrastructure administrators can add storage, compute, and 
network resources to their resource pools as needed. Cloud users can select from a 
range of service levels for compute, storage, and data protection for their applications 
and can expand the resources of their virtual machines on demand to achieve the 
service levels they expect for their application workloads.  

Multitenancy and 
secure separation 

Workload-
optimized storage 

Elasticity and 
service assurance 
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The solution features automated monitoring and management capabilities that 
provide IT administrators with a comprehensive view of the cloud environment to 
enable smart decision-making for resource provisioning and allocation. These 
automated capabilities are based on a combination of EMC ViPR Storage Resource 
Management (SRM), VMware vCenter Log Insight, and VMware vCenter Operations 
Manager (vC Ops) and use EMC plug-ins for ViPR, VNX, VMAX, and EMC Avamar® 
systems to provide extensive additional storage detail. 

Cloud administrators can use ViPR SRM to understand and manage the impact that 
storage has on their applications and to view their storage topologies from 
application to disk, as shown in Figure 4. 

 

Figure 4. EMC ViPR Analytics with VMware vCenter Operations Manager 

Capacity analytics and what-if scenarios in vCenter Operations Manager identify 
overprovisioned resources so they can be right-sized for the most efficient use of 
virtualized resources. In addition, for centralized logging, infrastructure components 
can be configured to forward their logs to vCenter Log Insight, which then aggregates 
the logs from all the disparate sources for analytics and reporting. 

 

The solution uses VMware IT Business Management Suite (ITBM) to provide cloud 
administrators with comprehensive metering and cost information across all 
business groups in the enterprise. ITBM is integrated into the cloud administrator’s 
self-service portal and presents a dashboard overview of the hybrid cloud 
infrastructure, as shown in Figure 5. 

Operational 
monitoring and 
management 

Metering and 
chargeback 
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Figure 5. IT Business Management Suite overview dashboard for hybrid cloud 

 

The EMC Hybrid Cloud solution provides modular add-on components for the 
following services: 

 Application services 

This add-on solution leverages VMware vCloud Application Director to optimize 
application deployment and release management through logical application 
blueprints in vCAC. Users can quickly and easily deploy blueprints for 
applications and databases such as Microsoft Exchange, Microsoft SQL Server, 
Microsoft SharePoint, Oracle, and SAP. 

 Data protection services 

EMC Avamar and EMC Data Domain® systems provide a backup infrastructure 
that offers features such as deduplication, compression, and VMware 
integration. By using VMware vCenter Orchestrator (vCO) workflows customized 
by EMC, administrators can quickly and easily set up multitier data protection 
policies and enable users to select an appropriate policy when they provision 
their virtual machines. 

 Continuous availability 

A combination of EMC VPLEX® virtual storage and VMware vSphere High 
Availability (HA) provides the ability to federate information across multiple 
data centers over synchronous distances. With virtual storage and virtual 
servers working together over distance, the infrastructure can transparently 
provide load balancing, realtime remote data access, and improved application 
protection. 

Modular add-on 
components 
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 Disaster recovery 

This add-on solution enables cloud administrators to select disaster recovery 
protection for their applications and virtual machines when they provision their 
hybrid cloud environment. ViPR automatically places these systems on storage 
that is protected remotely by RecoverPoint technology. VMware vCenter Site 
Recovery Manager automates the recovery of all virtual storage and virtual 
machines. 

 Platform as a service 

The EMC Hybrid Cloud solution provides an elastic and scalable IaaS 
foundation for platform-as-a-service (PaaS) and software-as-a-service (SaaS) 
services. Pivotal CF provides a highly available platform that enables 
application owners to easily deliver and manage applications over the 
application lifecycle. The EMC Hybrid Cloud service offerings enable PaaS 
administrators to easily provision compute and storage resources on demand 
to support scalability and growth in their Pivotal CF enterprise PaaS 
environments.  
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Chapter 3 Disaster Recovery Architecture 

This chapter presents the following topics: 

Overview .................................................................................................................. 22 

Key solution components ......................................................................................... 22 

Solution architecture ............................................................................................... 26 

Software resources .................................................................................................. 28 

Virtual machine placement ....................................................................................... 30 
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Overview 

The Disaster Recovery for EMC Hybrid Cloud solution builds on the proven design and 
integration of EMC RecoverPoint and VMware vCenter Site Recovery Manager to offer 
the following benefits in a hybrid cloud environment: 

 Continuous data protection for any point-in-time (PIT) recovery 

 Centralized recovery plans 

 Automated failover and failback 

 Nondisruptive testing 

 Planned migration 

EMC VMAX or EMC VNX storage systems provide the storage at two data centers—a 
primary data center (Site A) and a recovery data center (Site B). The storage is 
presented to RecoverPoint appliances (RPAs) at both sites. The RPAs replicate 
changes from the primary site to the recovery site according to predefined recovery 
point objectives (RPOs) and recovery time objectives (RTOs). The storage is kept 
synchronized between the two sites in an active/passive manner, with 
synchronization and visibility coordinated by recovery plans in vCenter Site Recovery 
Manager.  

VMware vCenter Orchestrator (vCO) is central to all of the customizations and 
operations used in this solution. vCO manages operations across several EMC and 
VMware products, including: 

 VMware vCenter Automation Center (vCAC) 

 VMware vCenter Server 

 VMware vCenter Site Recovery Manager 

 VMware NSX 

 EMC ViPR 

 EMC Avamar and EMC Data Protection Advisor™ 

This solution focuses on disaster recovery in a hybrid cloud environment. The 
implementation described in this guide presents one possible way of meeting 
disaster recovery requirements. 

Key solution components  

The key components of the foundation EMC Hybrid Cloud solution are described in 
EMC Hybrid Cloud 2.5 with VMware: Foundation Infrastructure Solution Guide.  

The key components of the Disaster Recovery for EMC Hybrid Cloud solution include: 

 VMware vSphere 5.5 

 VMware vCenter Site Recovery Manager  

 EMC RecoverPoint  
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 EMC RecoverPoint Storage Replication Adapter  

 EMC ViPR software-defined storage 

 EMC ViPR Storage Replication Adapter  

 EMC VNX and EMC Symmetrix® VMAX storage systems 

 EMC PowerPath®/VE 

 

VMware vSphere delivers uncompromised control over all IT resources with the 
highest efficiency in the industry. vSphere comprises a number of features that 
transform industry-standard hardware into a shared, mainframe-like resilient 
environment with built-in service level controls for all applications. 

vSphere makes it simpler and less expensive to provide higher levels of availability 
for important applications. With vSphere, organizations can easily increase the 
baseline level of availability for all applications. vSphere makes it possible to reduce 
both planned and unplanned downtime. 

 

EMC ViPR Controller is a lightweight, software-only solution that transforms existing 
storage into a simple, extensible, and open platform. ViPR extends current storage 
investments to meet new cloud-scale workloads, and enables simple data and 
application migration out of public clouds and back under the control of IT (or the 
other way around). ViPR gives IT departments the ability to deliver on-premises, fully 
automated storage services at price points that are equivalent to, or lower than, 
public cloud providers. ViPR enables software-defined data centers by providing: 

 Storage automation capabilities for heterogeneous block and file storage  

 Integration with VMware and Microsoft compute stacks to enable higher levels 
of compute and network orchestration 

 A comprehensive RESTful interface for integrating ViPR with management and 
reporting applications 

 A web-based user interface (UI) for configuring and monitoring ViPR, and for 
self-service storage provisioning by enterprise users 

 Comprehensive and customizable platform reporting capabilities, including 
capacity metering, chargeback, and performance monitoring, through the EMC 
ViPR SRM SolutionPack 

 

EMC VNX and EMC Symmetrix VMAX are powerful, trusted, and smart storage 
platforms that provide the highest level of performance, availability, and intelligence 
in the enterprise hybrid cloud. EMC storage systems offer organizations a broad 
selection of functionality and tools, such as the advanced storage tiering features and 
efficiencies of VNX and VMAX, to deliver multiple storage service levels that 
accelerate and simplify EMC as-a-service offerings in the hybrid cloud environment.  

Optimized for virtual environments and applications, EMC storage platforms provide 
simplicity and efficiency while providing storage replication for business continuity 
and disaster recovery solutions. 

  

VMware vSphere 
5.5 

EMC ViPR 

EMC VNX and EMC 
Symmetrix VMAX 
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Overview 

EMC RecoverPoint is an advanced data protection, replication, and disaster recovery 
solution designed with the performance, reliability, and flexibility required for 
enterprise applications in heterogeneous storage and server environments. It 
provides local replication and bidirectional remote replication for physical, virtual, 
and cloud environments.  

The Disaster Recovery for EMC Hybrid Cloud solution uses RecoverPoint remote 
replication for disaster recovery. RecoverPoint intercepts every write to the production 
volumes and replicates them to a remote copy over any distance. RecoverPoint 
supports synchronous and asynchronous replication over a Fibre Channel or IP 
connection. RecoverPoint also supports bi-directional replication. Synchronous 
replication provides any point-in-time recovery and a zero RPO. Asynchronous 
replication provides recovery to specific points in time, with a minimal RPO.  

RecoverPoint appliance 

RecoverPoint appliances (RPAs) run the RecoverPoint software and manage all 
aspects of data replication. For remote replication, a RecoverPoint cluster of two or 
more active RPAs is deployed at both sites—this supports immediate switchover to 
another appliance if one of the RPAs in a cluster goes down. 

For remote replication, the RPAs use powerful deduplication, compression, and 
bandwidth reduction technologies to minimize the use of bandwidth and dramatically 
reduce the time lag between writing data to storage at the source and target sites. For 
synchronous remote replication, the time lag is zero. 

RecoverPoint splitter 

RecoverPoint uses lightweight, write-splitting technology, built into the VNX and 
VMAX storage systems, to mirror application writes to the RPA. The RecoverPoint 
splitter intercepts and splits each application write, sending a copy first to the RPA 
and next to the designated storage volume.   

RecoverPoint replication sets and consistency groups 

RecoverPoint uses replication sets and consistency groups to ensure that updates to 
the production volumes are written to the copy volumes in consistent write order. A 
replication set defines an association between a production volume and any local or 
remote copy volumes to which it is replicating. A consistency group logically groups 
replication sets that must be consistent with one another. The consistency group 
ensures the write-order consistency of all copies so that you can use them to 
continue working or to restore the production source. 

RecoverPoint protection is policy-driven. A replication policy, based on a particular 
business need, can be uniquely specified for each consistency group. This policy 
governs the replication parameters for the consistency group—for example, the RPO 
and RTO for the consistency group, its bandwidth reduction settings, and its 
replication mode.  

EMC RecoverPoint  



 Chapter 3: Disaster Recovery Architecture 

 

25 EMC Hybrid Cloud 2.5 with VMware  
Data Protection Disaster Recovery Solution Guide 

RecoverPoint journals 

RecoverPoint maintains a journal for each local and remote copy to which it is 
replicating a consistency group. These journals are dedicated to holding point-in-time 
snapshots, which are collections of one or more writes to production storage. These 
snapshots enable the copy storage to be rolled back to a previous point in time.  

When replicating synchronously, each write is a snapshot, enabling recovery to any 
point in time. When replicating asynchronously, the RPA groups several writes 
together before distributing them to the copy journals; this supports recovery to 
significant points in time.  

 

EMC’s Storage Replication Adapters (SRAs) ensure tight integration between vCenter 
Site Recovery Manager and the RecoverPoint and ViPR products. The SRAs automate 
the replication and data-sync operations for coordinated disaster recovery failovers 
and planned migrations. 

The EMC RecoverPoint Storage Replication Adapter for VMware vCenter Site Recovery 
Manager enables vCenter Site Recovery Manager to implement disaster recovery 
using RecoverPoint. RecoverPoint SRA supports vCenter Site Recovery Manager 
functions, such as failing over, failing back, and failover testing, using RecoverPoint 
as the replication engine. 

The EMC ViPR Storage Replication Adapter for VMware vCenter Site Recovery Manager 
provides the same functionality for protected storage provisioned using EMC ViPR. 

 

vCenter Site Recovery Manager (SRM) is a disaster recovery management solution 
that provides automated orchestration and nondisruptive testing of centralized 
recovery plans to simplify disaster recovery for virtualized applications. Site Recovery 
Manager integrates with RecoverPoint replication and ViPR automated storage 
services via EMC SRAs. 

Site Recovery Manager reduces the time and effort required to set up and maintain 
recovery plans. Its simple, centralized recovery plans require significantly less time 
and coordination to update regularly than complicated, manual runbooks.  

Also, in traditional disaster recovery implementations, IT departments typically 
conduct disaster recovery testing outside of normal business hours. vCenter Site 
Recovery Manager eliminates the cost of such practices by enabling automated, 
nondisruptive disaster recovery testing. 

Site Recovery Manager provides the following key features: 

 Automated failover and failback—Site Recovery Manager automates the entire 
site recovery and migration process. The user initiates failover with a single 
click, and Site Recovery Manager automatically recovers services without 
manual intervention. Virtual machines are easily failed back by executing the 
original recovery plan in the reverse direction. 

  

EMC Storage 
Replication 
Adapters  

VMware vCenter 
Site Recovery 
Manager 
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 Nondisruptive testing—For testing recovery plans, Site Recovery Manager 
recovers virtual machines into a separate environment, ensuring that test 
virtual machines are completely isolated from production virtual machines. You 
can test recovery plans as often as required without disrupting production 
systems. 

 Planned migration—Site Recovery Manager automates planned data center 
migrations and preventive failovers, recovering the virtual machines at the 
failover site in an application-consistent state and without data loss. 
Automated failback enables quick and easy migration of applications back to 
the production site. 

 

EMC PowerPath/VE for VMware vSphere is a multipathing extension module for 
vSphere that works with SAN storage to intelligently manage Fibre Channel (FC), 
iSCSI, and FCoE I/O paths. PowerPath/VE is installed on the vSphere host and not on 
the virtual machines. The virtual machines are not aware that PowerPath/VE is 
managing I/O to the underlying storage.  

PowerPath/VE dynamically load balances I/O requests and automatically detects, 
and recovers from, path failures. PowerPath/VE is a powerful solution for ensuring 
application uptime by providing availability and optimization of the server, storage, 
and SAN. 

Solution architecture 
 

The Disaster Recovery for EMC Hybrid Cloud solution integrates disaster recovery into 
the EMC Hybrid Cloud and enables cloud administrators to select disaster recovery 
protection for their applications and virtual machines when they provision their 
hybrid cloud. Figure 6 shows the overall architecture of the solution. 

The infrastructure is geographically dispersed across two separate data centers, each 
of which contains a separate RecoverPoint cluster, vCenter Server instance, and NSX 
Manager. All the critical components that support EMC Hybrid Cloud are placed on 
RecoverPoint protected storage and are managed from vCenter Site Recovery 
Manager for controlling failover, failback, planned migration, testing, and 
reprotection. Site Recovery Manager interfaces with both RecoverPoint and ViPR via 
the relevant EMC SRA. You use the vSphere Client to connect to Site Recovery 
Manager. 

EMC PowerPath/VE  

Overview 
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Figure 6. Solution architecture 

  



Chapter 3: Disaster Recovery Architecture  

 

28 EMC Hybrid Cloud 2.5 with VMware  
Data Protection Disaster Recovery Solution Guide 
 

 

A cloud management platform supports the entire management infrastructure for this 
solution. This platform includes several pods, consisting of ESXi clusters, which 
perform solution-specific functions, including disaster recovery:  

 The Automation Pod, which orchestrates automation for this solution, is 
protected by RecoverPoint and Site Recovery Manager. This allows for recovery 
between Site A and Site B in various planned and unplanned recovery 
scenarios.  

 The Core Pods and the Network Edge Infrastructure (NEI) Pods are not protected 
by RecoverPoint or Site Recovery Manager. These pods are created manually to 
mirror functionality—such as NSX dynamic routing, NSX security groups, and 
NSX security policies (firewall rules)—between the two sites, and to host the 
Site Recovery Manager servers.  

The two vCenter Server instances in the configuration manage the cloud management 
pods and the tenant resources (Tenant Resource Pods) on their respective sites, and 
act as the vSphere end-points for vCAC. The vCenter Server instances are integrated 
using Site Recovery Manager, which maintains failover mappings of the networks, 
clusters, and folders between the two sites. 

 

To support disaster recovery, this solution extends the EMC Hybrid Cloud Foundation 
architecture with a multisite vCenter Single Sign-On (vCenter SSO) component. A 
vCenter SSO server is deployed on the Core Pod on each site, and a third SSO server 
is deployed on the Automation Pod. The SSO server on the Automation Pod provides 
authentication services to all the management components that require SSO 
integration. This configuration enables authentication services to fail over with the 
other automation components and enables a seamless transition between Site A and 
Site B. There is no need to change IP addresses, the DNS, or management component 
settings.  

The use of vSphere ESXi clusters with vSphere HA provides general virtual machine 
protection. Further levels of availability can be provided by using nested clustering 
between the virtual machines themselves, such as Windows Failover Clustering, 
PostgreSQL clustering, load balancer clustering, or farms of machines that work 
together natively, to provide a resilient architecture. 

Software resources 

Table 1 lists the software used in this solution. 

Table 1. Solution software 

Software Version Notes 

VMware virtualization and cloud infrastructure 

VMware vCloud Automation Center 6.0.1.1 VMware cloud management and infrastructure 

VMware vCenter Server 5.5.0c vSphere management server 

VMware vSphere ESXi 5.5.0c Server hypervisor 

Platform, pods, 
and clusters 

Single sign-on 



 Chapter 3: Disaster Recovery Architecture 

 

29 EMC Hybrid Cloud 2.5 with VMware  
Data Protection Disaster Recovery Solution Guide 

Software Version Notes 

VMware vCenter Orchestrator 5.5.1 vCenter orchestration engine 

VMware vCloud Automation Center 
plug-in for vCenter Orchestrator 

6.0.1 vCAC plug-in for vCO 

VMware vCenter Operations Manager 5.8.1 Automated operations management  

VMware vCenter Log Insight 2.0 vCenter log analytics and management 

VMware IT Business Management Suite 
Standard Edition 

1.0.1 IT cost management 

VMware NSX for vSphere 6.0.5 Software-defined networking and security 

Microsoft SQL Server 2012 SP1 Database server for vCenter Server and vCAC 

Microsoft Windows Server 2012 Operating system for the server environment 

EMC storage 

EMC ViPR 2.0.0p1 EMC ViPR software-defined storage  

EMC ViPR SRM 3.5 Storage resource management 

EMC Unisphere® for VMAX 1.6.2.4 Management software for VMAX 

EMC Enginuity™ 5876.229.145 Operating environment for VMAX 

EMC VNX Operating Environment 5.33 Operating environment for VNX block 

EMC Solutions Enabler 7.6.2.8 CLI software for VMAX storage management 

EMC SMI-S Provider 4.6.2.3 SMI-S provider for Solutions Enabler 7.6.2.8 

EMC PowerPath/VE 5.9 SP2 Multipathing and load balancing for block access 

EMC and VMware integration 

EMC Virtual Storage Integrator 5.6.2 EMC storage plug-in for VMware vSphere client 

EMC ViPR plug-in for VMware vCenter 
Orchestrator 

2.0.0.15 EMC ViPR plug-in for vCO workflows 

EMC Storage Analytics 2.1 EMC Storage Analytics adapter for VMware vCenter 
Operations Manager (validated but optional 
component of the solution) 

EMC ViPR Analytics 2.0.0.4 EMC ViPR Analytics Pack for VMware vCenter 
Operations Manager 

Disaster Recovery 

EMC RecoverPoint 4.0.SP2.P1 EMC RecoverPoint software installed on RPAs 

EMC ViPR Storage Replication Adapter 5.0 EMC ViPR Storage Replicator Adapter for VMware 
vCenter Site Recovery Manager 

EMC RecoverPoint Storage Replication 
Adapter 

2.2 EMC RecoverPoint Storage Replicator Adapter for 
VMware vCenter Site Recovery Manager 

VMware vCenter Site Recovery Manager 5.5 VMware vCenter Site Recovery Manager 
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Virtual machine placement 

Table 2 lists the placement of the cloud management virtual machines in the various 
pods within the primary site (Site A) environment. Table 3 shows the placement of the 
virtual machines in the various pods within the recovery site (Site B) environment.  

There is only one instance of the Automation Pod components, as listed in Table 2. 
Site Recovery Manager with RecoverPoint replication fails over the datastores and 
associated Automation Pod components between sites. 

Table 2. Cloud management infrastructure virtual machine placement:  
Primary site (Site A) 

Component Pod 

SQL Server 2012 EHC Core (Site A) 

Cloud vCenter Server / vCenter SSO EHC Core (Site A) 

Network and Security Manager (NSX) EHC Core (Site A) 

EMC SMI-S / Unisphere EHC Core (Site A) 

vCenter Update Manager EHC Core (Site A) 

NSX Enterprise Edge EHC NEI (Site A) 

NSX Tenant Edge EHC NEI (Site A) 

NSX Edge Service Router EHC NEI (Site A) 

NSX Controller EHC NEI (Site A) 

vCAC Appliance EHC Automation 

vCAC IaaS Core (All-in-One) EHC Automation 

vCenter SSO EHC Automation 

SQL Server 2012 EHC Automation 

vCenter Operations UI EHC Automation 

vCenter Operations Analytics EHC Automation 

vCenter Log Insight Manager EHC Automation 

VMware ITBM EHC Automation 

EMC ViPR Controller EHC Automation 

EMC ViPR SRM front end  EHC Automation 

EMC ViPR SRM primary back end  EHC Automation 

EMC ViPR SRM secondary back end  EHC Automation 

EMC ViPR SRM Collector  EHC Automation 

EMC Data Protection Advisor Application Server EHC Automation 
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Component Pod 

EMC Data Protection Advisor Database Server EHC Automation 

EMC PowerPath License Server EHC Automation 

 
Table 3. Cloud management infrastructure virtual machine placement:  

Recovery site (Site B) 

Component Pod 

SQL Server 2012 EHC Core (Site B) 

Cloud vCenter Server / vCenter SSO EHC Core (Site B) 

Network and Security Manager (NSX) EHC Core (Site B) 

EMC SMI-S / Unisphere EHC Core (Site B) 

vCenter Update Manager EHC Core (Site B) 

NSX Enterprise Edge EHC NEI (Site B) 

NSX Tenant Edge EHC NEI (Site B) 

NSX Edge Service Router EHC NEI (Site B) 

NSX Controller EHC NEI (Site B) 
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Chapter 4 Solution Design and Configuration 

This chapter presents the following topics: 

Overview .................................................................................................................. 34 

Network design and configuration ........................................................................... 34 

vCenter Site Recovery Manager design and configuration........................................ 42 

vCloud Automation Center design and configuration ............................................... 45 

Multisite Single Sign-On configuration .................................................................... 46 
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Overview 

This chapter focuses on general design and deployment considerations and options 
for the Disaster Recovery for EMC Hybrid Cloud solution. 

Network design and configuration 
 

This solution supports migrating workloads from a protected site to a recovery site for 
a planned migration or as a response to a disaster affecting the protected site. The 
recovery of an application’s workload depends on the RPO and RTO for that 
application. Generally, a business continuity policy defines the RPO and RTO 
requirements of different applications based on the criticality of each application for 
business operations. The network design must take into consideration the RPO and 
RTO requirements of the various applications that the network is hosting, as these 
dictate the throughput, latency, and resiliency criteria of the network design. 

The solution maintains the resiliency, optimal throughput, multi-tenancy, and secure 
separation provided by the EMC Hybrid Cloud network design and architecture. The 
solution supports the networking requirements using VMware NSX to provide 
dynamic routing, IP mobility, security and separation for multitenancy in a logical 
networking environment, and integration with a simplified physical Layer 3 core 
network. 

 

The EMC Hybrid Cloud solution deploys a highly resilient and fault tolerant network 
architecture for intra-site network, compute, and storage networking. To achieve this, 
it uses features such as redundant hardware components, multiple link aggregation 
technologies, dynamic routing protocols, and high availability deployment of logical 
networking components. The Disaster Recovery for EMC Hybrid Cloud solution 
requires network connectivity across two sites using WAN technologies. It maintains 
the resiliency of the EMC Hybrid Cloud by implementing a similarly highly available 
and fault tolerant network design with redundant links and dynamic routing 
protocols. The high availability features of the solution, which can minimize 
downtime and service interruption, generally address any component level failure 
within the site. 

Throughput and latency requirements are other important aspects of physical 
network design. To determine these requirements, consider carefully both the size of 
the workload and data that must be replicated between sites and the requisite RPOs 
and RTOs for your applications. Traffic engineering and QOS capabilities can be used 
to guarantee the throughput and latency requirements of data replication. 

 

Overview 

This solution provides disaster recovery services for virtual machines deployed at Site 
A, and supports migration of those virtual machines to Site B, or recovery of the 
virtual machines on Site B, according to defined RPOs. Figure 7 shows the various 
NSX components deployed in the solution.  

Overview 

Physical network 
design  

Logical network 
design  
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Figure 7. NEI Pods from the vCenter Server instances on Site A and Site B 

NSX Manager 

The Core Pods on Site A and Site B host distinct instances of NSX Manager. On each 
site, NSX Manager integrates with the vCenter Server instance on that site to provide 
network and security management for the site’s logical networking and security 
requirements. 

NSX controller 

NSX controllers are deployed in a high-availability architecture on the NEI Pod at each 
site and are managed by the local NSX Manager. NSX controllers provide the learning 
and forwarding of data packets to support virtual machine communication. The 
deployment of NSX controllers helps to simplify the physical infrastructure and 
eliminates the need for multicast support in the physical network infrastructure to 
enable intra-VXLAN communication.  
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Perimeter NSX Edge 

The EMC Hybrid Cloud solution provides multitier security support and security policy 
enforcement by deploying NSX Edges as perimeter firewalls. NSX Edge can be 
deployed at different tiers to support tiered security policy control. Each site's NSX 
Manager deploys corresponding NSX Edge Services Routers (ESRs) configured for 
services such as firewall, DHCP, NAT, VPN, and SSL-VPN. 

Logical switches 

VMware NSX provides logical networking support through logical switches 
corresponding to VXLAN segments. These logical switches support the extension of 
Layer 2 connections between various virtual machines and other networking 
components such as NSX Edges and logical routers. (For more information on logical 
routers, refer to Distributed logical router.) The use of VXLAN also increases the 
scalability of the solution.  

For this Disaster Recovery for EMC Hybrid Cloud solution, we configured a set of 
transit logical switches on both sites to provide connections between the distributed 
logical routers (DLRs) and NSX Edges, as shown in Figure 8 and Figure 9. We also 
configured logical switches on both sites where application virtual machines are 
connected.  

 

Figure 8. Logical switches on Site A 
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Figure 9. Logical switches on Site B 

Distributed logical router 

Three-tier applications are the most commonly deployed model in enterprises and 
can be used to demonstrate the network and security provisioning capabilities of NSX 
when integrated with vCAC.  

The web tier is external facing and load balanced, serving web pages to users. Each 
web server needs to communicate with the application server; the application server 
in turn writes to and retrieves data from the database server.  

Where vCAC provisions multimachine workloads to networks not created by vCAC 
(that is, to a pre-provisioned deployment), the networks and router must be created 
before vCAC can provision the virtual machines. The network adapters of the 
deployed virtual machines are connected to their respective DLR and an IP address is 
assigned using either Dynamic Host Configuration Protocol (DHCP) or, as in this 
solution, a static IP address.  

The DLR provides the default gateway services for the application virtual machines 
connected to the pre-provisioned application networks. The use of DLR optimizes the 
traffic flow and throughput for communication between the virtual machines of the 
multitier applications. Using the transit logical switch segment, the DLR provides a 
routed path to the ESR and thereby to the physical core for north-south traffic.  

The DLR control virtual machine is deployed on the NEI Pod in high-availability (HA) 
mode. In this mode, two virtual machines are deployed on separate hosts as an 
active/passive pair. The active/passive pair maintain state tables and verify each 
other's availability through heartbeats. When a failure of the active DLR is detected, 
the passive DLR immediately takes over and maintains the connection state and 
workload availability.  

To provide default gateway services on both sites, a corresponding DLR must be 
deployed on both sites, as shown in Figure 10. 
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Figure 10. DLR interfaces on Site A and Site B 

 

The EMC Hybrid Cloud solution provides multitier security services for application 
virtual machines deployed in the hybrid cloud environment. 

Security policies 

Security policies use security groups to simplify security policy management. A 
security group is a collection of objects, such as virtual machines, to which a security 
policy can be applied. A network security administrator or application security 
administrator configures the security policies to secure application traffic according 
to business requirements. To ensure consistent security policy enforcement for 
application virtual machines on the recovery site, you must configure the security 
policies on both the primary and recovery sites. 

Perimeter Edge security 

Perimeter edges are deployed using NSX Edges on both the primary and recovery 
sites. The perimeter NSX Edge provides security features, such as stateful firewalls, 
and other services such as DHCP, NAT, VPN, and load balancer. The configuration of 

Security design  
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various services must be maintained on both the primary and recovery site perimeter 
edges. This ensures consistent security policy enforcement in case of disaster 
recovery or planned migration of application virtual machines to the recovery site. 

Distributed firewall 

The EMC Hybrid Cloud solution supports the distributed firewall capability of NSX to 
protect virtual machine communication and optimize traffic flow. The distributed 
firewall is configured using security groups and security policies within the Service 
Composer section of the Networking and Security administration area in the vSphere 
web client, as shown in Figure 11. 

 

 

Figure 11. Security groups on the primary and recovery sites 

As shown in Figure 11, various security groups are pre-created in the NSX security 
configuration. The EMC Hybrid Cloud solution provides an option to associate security 
group information with a machine blueprint, as shown Figure 10. When a business 
user deploys the blueprint, the application virtual machine is included in the security 
group configuration. This ensures enforcement of the applicable security policy as 
soon as the application virtual machine is deployed. 

A corresponding security group must be created on the recovery site, as shown in 
Figure 12. This ensures that a virtual machine that migrates to the recovery site is 
associated with the appropriate security groups and that security policies are 
consistently enforced on the recovery site. 
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Figure 12. Security group on the recovery site 

 

The EMC Hybrid Cloud solution supports migration of application virtual machines to 
the recovery site without the need to change the IP addresses of the virtual machines. 
The default gateways on each site are created using DLRs. By configuring the DLRs on 
both sites identically, the same IP addresses and IP subnets are assigned to their 
corresponding network interfaces, as shown in Figure 10. In this way, there is no need 
to reconfigure workloads to use an alternate default gateway in a recovery scenario. 

A dynamic routing protocol is configured for the logical networking and is integrated 
with the physical networking to support dynamic network convergence and IP 
mobility for the networks (subnets) supported for disaster recovery. This approach 
simplifies the solution and eliminates the need to deploy additional services to 
support IP address changes. 

A prefix configured on the DLR specifies the subnets of directly connected public 
networks. The DLR can also support private networks; these networks are reachable 
only within the DLR, with access prohibited from outside the DLR networks. A route 
redistribution policy is configured so that networks defined in the prefix list can be 
redistributed to the dynamic routing protocol on the primary site DLR where the 
application virtual machines are deployed and running. The route redistribution 
policy on the recovery site DLR is configured to deny redistribution of networks 
connected to the recovery site, as shown in Figure 13. 

IP mobility 
between the 
primary and 
recovery sites 
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Figure 13. Route redistribution policy on Site A and Site B 

When a recovery plan is executed in the event of a disaster or a planned migration, 
the plan can automatically modify the routing configuration of the primary site DLR to 
deny redistribution of failing over subnets after the virtual machines are powered off. 
A subsequent recovery step can modify the route redistribution policy on the recovery 
site DLR to permit directly connected public networks into the dynamic routing 
protocols before powering on the virtual machines on the recovery site. The dynamic 
network convergence ensures that the virtual machines can reach infrastructure 
services such as DNS and AD, and reduces the recovery time. 
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You can implement an additional level of routing control from a site to the WAN 
peering point to ensure that only appropriate networks are advertised. To enable 
network failover with the same IP subnet on both sites, a network can be active only 
on the primary site or the recovery site. To support this, the unit of failover for a 
network is restricted to a single compute cluster. All virtual machines on a compute 
cluster can fail over to the recovery site without affecting virtual machines running on 
other compute clusters. If the network spans multiple clusters, the administrator 
must configure the recovery plan to ensure that all virtual machines on the same 
network are active only on one site. 

vCenter Site Recovery Manager design and configuration  
 

This Disaster Recovery for EMC Hybrid Cloud solution incorporates storage replication 
using RecoverPoint, storage provisioning using ViPR, and integration with vCenter 
Site Recovery Manager, to support disaster recovery services for applications and 
virtual machines deployed in the hybrid cloud. vCenter Site Recovery Manager 
natively integrates with vSphere vCenter and NSX to support disaster recovery, 
planned migration, and test failovers of application workloads. 

 

Site Recovery Manager integrates with RecoverPoint storage replication and ViPR 
automated storage services via EMC SRAs. The SRAs control the RecoverPoint 
replication process. The RecoverPoint SRA controls the Automation Pod datastores; 
the ViPR SRA controls protected Tenant Resource Pod datastores. 

 

Overview 

To support disaster recovery services, the Site Recovery Manager configuration must 
include resource mappings between the vCenter Server instance on the protected site 
and the vCenter Server instance on the recovery site. The mappings enable the 
administrator to define automated recovery plans for failing over application 
workloads between the sites according to defined RTOs and RPOs. The resources you 
need to map include resource pools, virtual machine folders, networks, and the 
placeholder datastore. 

Resource pool mappings 

A Site Recovery Manager resource pool specifies the compute cluster, host, or 
resource pool that is running a protected application. Resource pools must be 
mapped between the protected site and the recovery site so that, when an 
application fails over, the application can then run on the mapped compute 
resources on the recovery site. 

Folder mappings 

When application virtual machines are deployed using the EMC Hybrid Cloud 
solution, the virtual machines are placed in particular folders in the vCenter Server 
inventory to simplify administration. By default, application virtual machines are 
deployed in a folder named VRM. This folder must be mapped between the protected 
and recovery sites in both directions. 

Overview 

RecoverPoint and 
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Network mappings 

Application virtual machines connect to different networks when deployed. 
Applications deployed with disaster recovery support must be deployed on networks 
that have been configured as defined in Network design and configuration. The 
networks must be mapped in Site Recovery Manager between the protected and 
recovery sites. For test failovers, you should deploy a test network  and use test 
network mappings when you create the recovery plan. 

Placeholder datastore 

For every protected application virtual machine, Site Recovery Manager creates a 
placeholder virtual machine on the recovery site. The placeholder virtual machine 
retains the virtual machine properties specified by the global inventory mappings or 
specified during protection of the individual virtual machine. A placeholder datastore 
must be accessible to the compute clusters that support the disaster recovery 
services. The placeholder datastore must be configured in Site Recovery Manager and 
must be associated with the compute clusters.  

 

Site Recovery Manager protection for vApps 

Site Recovery Manager protects virtual machines, but does not preserve the vApp 
structure required for vCenter Operations Manager and ViPR virtual machines to 
function. 

vCenter Operations Manager vApp 

vCenter Operations Manager is deployed as a vApp in the EMC Hybrid Cloud 
Automation Pod. Disaster recovery support for vCenter Operations Manager requires 
additional configuration steps. For information on how to use Site Recovery Manager 
to configure disaster recovery services for the vCenter Operations Manager vApp, 
refer to the VMware Knowledge Base topic vCenter Operations Manager 5.0.x: Using 
Site Recovery Manager to Protect a vApp Deployment. 

ViPR vApp 

ViPR is deployed as a multinode vApp in the EMC Hybrid Cloud Automation Pod. The 
vApp container supports configuration parameters for various ViPR nodes and for the 
ViPR high availability architecture. Disaster recovery support for ViPR requires 
additional configuration steps.  

To recreate the vApp structure on the recovery site: 

1. Install the ViPR virtual appliance at the recovery site and specify the same IP 
configuration as for the protected site. You can select any datastore at this 
time.   

2. Delete the new ViPR virtual machines inside the ViPR vApp at the recovery 
site.  

3. When configuring the resource mapping in Site Recovery Manager, map the 
ViPR vApp at the protected site to the ViPR vApp at the recovery site.  

Site Recovery Manager creates placeholder virtual machines inside the vApp 
at the recovery site.  

Disaster recovery 
support for 
Automation Pod 
vApps  

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2031891
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2031891
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4. Re-enable the vApp OVF functions on each placeholder virtual machine as 
follows: 

a. Open the Virtual Machine Properties page, as shown in Figure 14.  

Note: The vSphere Client UI might display a warning that the entity is managed 
by Site Recovery Manager before permitting you to edit the settings.  

 

Figure 14. Enabling vApp options 

b. Under Options, select vApp Options and set it to Enabled.  

Various vApp options are now listed. 

c. Select OVF Settings. 

d. Under OVF Environment Transport, enable both ISO Image and VMware 
Tools. 

 

The protection group is the unit of failover in Site Recovery Manager; that is, all virtual 
machines that are part of a particular protection group fail over together. The EMC 
Hybrid Cloud solution supports failover at the granularity of the Tenant Resource Pod; 
that is, all virtual machines running on a particular pod must failover together. 
Consequently, for this Disaster Recovery for EMC Hybrid Cloud solution, there is a 1:1 
mapping between a pod and a protection group.  

The protection group contains all the replicated datastores that a pod can access and 
all the virtual machines that are running on the pod. When you deploy new 

Protection groups 
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application virtual machines on a pod, those virtual machines are automatically 
added to the corresponding protection group and failover with that protection group. 

 

Recovery plans enable administrators to automate the steps required for recovery 
between the primary and recovery sites. A recovery plan may include one or more 
protection groups.  

You can test recovery plans to ensure that protected virtual machines recover 
correctly to the recovery site. Running a recovery plan test does not affect the 
production virtual machines.  

The dynamic networking capabilities of this Disaster Recovery for EMC Hybrid Cloud 
solution eliminate the need to change the IP addresses of the application virtual 
machine when they failover from one site to the other. Instead, the application 
network itself moves with the virtual machines and supports virtual machine 
communication outside the network. You can modify a recovery plan to automate 
network convergence and to ensure security policy compliance on the recovery site. 

vCloud Automation Center design and configuration 
 

The EMC Hybrid Cloud solution uses vCAC to provide automated provisioning and 
management of cloud resources such as storage and application virtual machines, 
and to support multitenancy. To support disaster recovery services for cloud 
resources, you must configure vCAC with at least two virtual endpoints. One endpoint 
is configured to support IaaS services; this endpoint uses the vCenter Server instance 
where the storage and application virtual machines for the primary site are deployed. 
The second endpoint is configured to serve as the recovery site for the resources of 
the primary site. 

To configure each endpoint, a separate IaaS agent must be installed on the IAAS 
server that is running vCAC. 

 

The Tenant Administrator must assign the compute resources for the Tenant Resource 
Pods on both the protected and recovery sites, to the Fabric Administrator for 
allocation to business groups. 

As a best practice, and to simplify disaster recovery and other operations, Tenant 
Resource Pods that support disaster recovery services should be dedicated to the 
deployment of application virtual machines with disaster recovery support. Deploy 
application virtual machines with no disaster recovery support to different Tenant 
Resource Pods. 

When replicated storage is provisioned to a protected Tenant Resource Pod, the fabric 
administrator must update the reservation policies for the relevant business groups 
to allocate the newly provisioned storage.   

The Site Recovery Manager administrator must add the newly provisioned storage to 
the appropriate protection group. This ensures that the application virtual machines 
deployed on the storage are automatically protected and are included in the recovery 
plans defined for the Tenant Resource Pod. 

Recovery plans 

Configuring 
primary and 
recovery site 
endpoints 

Configuring the 
infrastructure for 
disaster recovery 
services 
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Storage reservation policies are used to deploy application virtual machine disks to a 
datastore that provides the required RPO. The Site Recovery Manager administrator 
must create storage reservation policies to reflect the RPOs of different datastores. 
The Fabric Administrator must then assign the policies to the appropriate datastores 
of the compute clusters. 

Business administrators can configure the blueprints for application virtual machines 
so that business users can select an appropriate storage reservation policy when 
deploying an application. The business user requests a catalog item in the EMC 
Hybrid Cloud tenant portal, selects storage for the application virtual machines, and 
assigns an appropriate storage reservation policy for the virtual machines disks 
based on the required RPO. The disks are then created on datastores that support the 
desired RPO. The application virtual machines are automatically deployed with the 
selected disaster recovery protection service and associated security policy for both 
the primary and recovery sites. 

Multisite Single Sign-On configuration 

The Single Sign-On (SSO) component of this solution requires that you follow best 
practices for a single multisite authentication namespace with Lightweight Directory 
Access Protocol (LDAP) or Microsoft Active Directory. 

 

For the cloud management components to work properly, authentication is required. 
To increase the solution reliability in relation to authentication, and to limit 
authentication outages or configuration changes when a failover occurs, this solution 
uses vCenter SSO in a multisite configuration, which is very similar to the 
configuration of a multisite single authentication namespace. A vCenter SSO server is 
deployed on the Core Pod for Site A and on the Core Pod for Site B to service the 
cloud management components for those pods. 

This solution requires a “third site” in the multisite vCenter SSO configuration to 
follow the Automation Pod’s cloud management resources during failover events. 
This vCenter SSO server supports all the Automation Pod cloud management 
components that require SSO services. This configuration eliminates the need to 
reconfigure authentication and IP addressing regardless of the location of the 
protected Automation Pod. 

There are three VMware vCenter SSO deployment modes: 

 vCenter Single Sign-On for the first vCenter Server instance 

 vCenter Single Sign-On for an additional vCenter Server instance in a new site 

 vCenter Single Sign-On for an additional vCenter Server instance in an existing 
site 

This solution uses the first two modes. 
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This mode configures the first instance of the vCenter Single Sign-On server that can 
participate in the default Single Sign-On namespace (vsphere.local). This primary 
SSO server supports identity sources such as Active Directory, OpenLDAP, local 
operating system users, and SSO embedded users and groups. 

This is the default deployment mode when you use the Simple Install method to 
install vSphere 5.5. It is also the mode to use when deploying the first vSphere 5.5 
instance as part of a Custom Install. 

 

This mode installs an additional vCenter Single Sign-On server in a new site. When 
you create SSO servers with this mode, the deployed SSO instances all become 
members of the same authentication namespace. Use this deployment mode only 
after you have deployed the first vCenter SSO server. 

In vSphere 5.5, vCenter SSO data (policies, solution users, application users, identity 
sources) is automatically replicated between each vCenter SSO server in the same 
authentication namespace every 30 seconds. 

Important: VMware recommends this deployment mode when installing any additional 
vCenter Single Sign-On servers in the environment. 
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Chapter 5 Storage Management and 
Automation 

This chapter presents the following topics: 

Data protection with ViPR ........................................................................................ 50 

ViPR virtual data center concepts ............................................................................. 51 

Protecting Resource Pod and Automation Pod storage ............................................ 52 

Discovering RecoverPoint appliances with ViPR ....................................................... 53 

Configuring ViPR virtual arrays ................................................................................ 54 

Configuring ViPR virtual pools ................................................................................. 57 

Configuring ViPR tenants ......................................................................................... 60 

Creating ViPR projects ............................................................................................. 62 

Creating ViPR consistency groups ............................................................................ 62 
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Data protection with ViPR 

The storage configuration options for the infrastructure and tenant have unique 
requirements. Protected tenant storage is provisioned using ViPR, but the storage for 
the infrastructure—including ViPR itself—must also be protected. 

With the integration of ViPR with RecoverPoint, the EMC Hybrid Cloud solution gains 
the ability to orchestrate on-demand provisioning of active/passive storage across 
geographically dispersed sites. Using the EMC ViPR plug-in for VMware vCenter 
Orchestrator enables seamless integration between vCAC and ViPR.  

The ViPR 2.0 suite offers full support for RecoverPoint, enabling ViPR to provision 
local and remote replication storage. ViPR can perform the zoning of host adapters 
and the creation of protected storage across both the primary and recovery 
RecoverPoint sites. By using the ViPR SRA, ViPR can also present the datastore to the 
recovery site after vCenter Site Recovery Manager performs a failover or test 
operation. Because the storage is active/passive, the recovery site has no visibility to 
the remote copy until a test or recovery operation is initiated. 

The architecture of this Disaster Recovery for EMC Hybrid Cloud solution ensures a 
highly resilient infrastructure that can withstand multiple disaster scenarios with 
minimal impact to business operations. By providing this functionality, the enterprise 
can offer its users a simplified service that abstracts the underlying architecture. 

Integration of ViPR with RecoverPoint in this solution requires that ViPR is configured 
and has discovered the following physical assets: 

 Storage arrays 

 Storage providers 

 RecoverPoint 

 vCenter  Server instances 

 vSphere clusters 

 ESXi hosts 

 Fabric managers 

This chapter discusses the setup of the individual components necessary for 
deploying the Disaster Recovery for EMC Hybrid Cloud solution. For detailed 
information on configuring ViPR, refer to the ViPR 2.0.0 Installation and Configuration 
Guide available on EMC Online Support. 

  

https://support.emc.com/
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For this solution, the following components or settings must be configured in ViPR: 

 Physical assets 

 Storage providers 

 Storage systems 

 Fabric managers 

 Data protection systems 

 vCenter Server instances 

 Clusters and hosts 

 Virtual assets 

 Virtual arrays 

 Block virtual pools 

 Tenant settings 

 Project details 

 Consistency groups 

After ViPR is fully configured, RecoverPoint protected storage can easily be 
provisioned to or removed from the hosts. You can use the ViPR API, the ViPR CLI, or 
the Block Storage Services and Block Protection Services items available in the ViPR 
Service Catalog. You can use the catalog services to perform the following operations:  

 Create a block volume for a host 

 Create block volumes 

 Remove block volumes 

 Export a volume to a host 

 Unexport a volume 

ViPR virtual data center concepts 
 

The virtual data center represents the ViPR storage control point in a physical data 
center. The virtual data center is a collection of storage infrastructure that is managed 
as a cohesive unit. Geographical co-location of storage systems in a virtual data 
center is not required. The virtual data center enables a ViPR administrator to 
discover physical storage and abstract it into ViPR virtual arrays and virtual pools. 
These abstractions are key to enabling software-defined storage.  

One ViPR instance can control all the storage resources within the virtual data center. 
Typically, one ViPR virtual appliance is deployed for each physical data center. For 
this solution, the ViPR virtual appliance is deployed on RecoverPoint protected 
storage that is managed by Site Recovery Manager. 

Storage resources—volumes, file systems, and objects—are provisioned into the 
virtual data center. All ViPR resources are contained and managed within the virtual 
data center; the virtual data center is the top-level resource in ViPR. 

 

A virtual array is an abstract or logical array that is created by the System 
Administrator to partition a virtual data center into a group of connected compute, 
network, and storage resources. A virtual data center is typically partitioned into 
virtual arrays for the purpose of fault tolerance, network isolation, or tenant isolation. 
A virtual array can span multiple physical arrays; conversely, a physical array can be 
partitioned into multiple virtual arrays. Virtual arrays can also be connected through 
disaster recovery and high-availability links in environments that use RecoverPoint 
and VPLEX Metro™. 

ViPR virtual data 
center 

ViPR virtual arrays 
and virtual pools 

http://www.emc.com/techpubs/vipr/what_is_virtual_array-1.htm
http://www.emc.com/techpubs/vipr/what_is_virtual_pool-1.htm
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As shown in Figure 15, a virtual array is defined by network connectivity and includes: 

 SAN switches and fabric managers within the networks 

 IP networks connecting the storage systems and hosts 

 Host and storage ports connected to the networks 

 ViPR virtual pools  

A virtual array is also associated with one or more virtual pools, which are sets of file 
and block storage capabilities used to abstract the physical storage layer. 

  

Figure 15. Virtual arrays and physical arrays 

Protecting Resource Pod and Automation Pod storage 
 

For the Tenant Resource Pods, the ViPR SRA manages the protection of ViPR 
provisioned storage. The ViPR SRA provides an interface between Site Recovery 
Manager and the ViPR Controller. The ViPR Controller, which is part of the Automation 
Pod, must be running and accessible before the SRA can instruct ViPR to control the 
RecoverPoint replication functions. This means that the ViPR vApp must be 
functioning before Site Recovery Manager can execute a recovery of the Tenant 
Resource Pods. 

 

Resiliency for the storage that hosts the infrastructure virtual machines, including the 
ViPR vApp, is achieved using RecoverPoint directly. The RecoverPoint SRA for VMware 
vCenter Site Recovery Manager is used to interact with RecoverPoint during a failover.  
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The NEI clusters require site-specific storage that does not need to be protected by 
RecoverPoint. These datastores hold the NSX controllers, NSX Edges, and NSX 
routers. Site Recovery Manager also requires site-specific datastores to contain the 
placeholder virtual machines on the tenant and automation clusters. 

Discovering RecoverPoint appliances with ViPR 

To use ViPR with RecoverPoint, you first need to discover the storage providers, back-
end storage arrays, and the SAN infrastructure. When discovering the RecoverPoint 
devices, ViPR computes the topology based on the already discovered storage 
infrastructure. For discovery, ViPR connects to the RecoverPoint API. 

For discovery and ongoing operations, ViPR requires a RecoverPoint user with the 
admin role. EMC recommends that you create a dedicated account to provide this 
access for security and auditing purposes. 

Figure 16 shows the information you must specify when adding RecoverPoint to ViPR. 

 

Figure 16. Add Data Protection System 

Additional storage 
at each site 
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When you save this configuration, ViPR performs a discovery on the RecoverPoint 
cluster. Only one side of the cluster needs to be added. ViPR automatically discovers 
the other members of the cluster topology and their corresponding array 
configuration. 

Figure 17 shows the discovered RecoverPoint clusters in the solution environment 
and their associated storage arrays. As part of the discovery process for the local 
RecoverPoint cluster, ViPR adds the remote RecoverPoint cluster and its associated 
virtual array or arrays.  

 

Figure 17. Discovered RecoverPoint systems 

After ViPR fully discovers the physical assets, the next step is to create virtual arrays 
and virtual pools.  

Configuring ViPR virtual arrays  

There must be at least one virtual array for each site. By configuring the virtual arrays 
in this way, ViPR can discover the RecoverPoint and storage topology. You should 
carefully plan and perform this step because it is not possible to change the 
configuration after resources have been provisioned, without first disruptively 
removing the provisioned volumes.  

For the Disaster Recovery for EMC Hybrid Cloud solution, we deployed two block 
virtual arrays, each abstracting a RecoverPoint and VNX pairing at a specific site, as 
shown in Figure 18.   
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Figure 18. ViPR virtual arrays 

Figure 19 shows details of the vnx-A virtual array. This virtual array consists of storage 
networks, ports, and pools associated with the physical storage arrays. ViPR can 
handle all of the zoning operations automatically. However, a manual option is also 
available. In automatic mode, when storage is provisioned on the virtual array, ViPR 
automatically creates any required zones on the SAN fabric to connect hosts to the 
new storage. 
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Figure 19. Configuring a virtual array 
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Configuring ViPR virtual pools 
 

The Disaster Recovery for EMC Hybrid Cloud solution uses virtual pools to meet 
storage requirements instead of manual configuration of storage on physical arrays 
and data protection devices. Virtual pools can be designed to meet various service 
levels, availability requirements, and cost needs. This solution uses the ViPR REST 
API, which is integrated with the ViPR plugin for vCO and vCAC, to enable users to 
provision local or protected storage based on the functionality that the virtual storage 
pool is configured to offer. A single storage request to ViPR can create multiple back-
end storage configurations.  

It is the role of the System Administrator to create and configure the virtual pools 
within a virtual data center. The system administrator defines a set of storage service 
capabilities—such as type of storage (file or block), size of storage, availability, and 
performance characteristics—and then associates these storage service capabilities 
with physical storage pools on the arrays. Carefully plan and perform this step, 
because virtual pools are the drivers for all future provisioning tasks performed by 
end users. 

Note: After storage has been provisioned from a particular virtual pool, the changes 
permitted for that pool are limited. For example, a virtual pool can be modified by adding 
more storage pools. However, options such as hardware and SAN multipath cannot be 
modified. 

When you specify RecoverPoint as the protection option for a virtual pool, the ViPR 
storage provisioning services create the source and target volumes as well as the 
source and target journal volumes, as shown in Figure 20. 

 

Figure 20. ViPR RecoverPoint protected virtual pool 

 

Before configuring a RecoverPoint protected virtual pool through ViPR, complete the 
following steps:  

1. Ensure that a virtual array exists for both sites and that the virtual arrays are 
associated with the relevant physical arrays.  

2. Create a ViPR local pool on the recovery site with the relevant associated 
physical storage pools on that site and any additional required parameters. 

When creating the RecoverPoint protected volume on the source site, you 
select the remote virtual array and the remote local virtual pool created in this 
step. ViPR uses the remote local pool to create the remote mirror volume and 

Overview 

Prerequisites 
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journal that make up the remote leg of the RecoverPoint protected volume. 
Site A Protected ViPR Virtual Pool in Figure 20 represents this configuration. 

 

This Disaster Recovery for EMC Hybrid Cloud solution implements the following 
design: 

 vnx-A-local—The Local Pool used for source volume creation on Site A (in this 
example, this pool remains unused) 

 vnx-B-local—The Local Pool used for volume and journal creation on Site B (the 
recovery site). This pool is used as the target for the the vnx-A-RPA_xxx_xxx 
pools 

 vnx-A-RPA_xxx_xxx—The Data Protection Pool used for source volume and 
journal creation. This pool uses the vnx-B-local pool as the remote copy. 

Figure 21 shows these ViPR virtual pools, together with details such as provisioning, 
pool assignment, protocols, the number of pools, and the number of resources 
provisioned. 

 

Figure 21. Block virtual pools 

 

To create and configure a RecoverPoint protected virtual pool in the ViPR UI:  

1. Select the virtual array with which the source virtual pool is to be associated.  

2. Under Hardware, enable Multi-Volume Consistency to ensure that resources 
provisioned from the pool support ViPR consistency groups.  

3. Specify the required characteristics for the back-end storage volumes that 
ViPR creates and that serve as the RecoverPoint local virtual volumes. Similar 
settings must previously have been configured on the recovery site virtual 
pool. 

4. Under Data Protection, select EMC RecoverPoint for the Protection System 
setting, as shown in Figure 22.  
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Figure 22. Configuring RecoverPoint data protection options for a virtual pool 
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5. Specify the Replication Mode, RPO, and local journal volume size settings. 
Refer to EMC RecoverPoint Administrator’s Guide for guidance on selecting 
values appropriate for your environment. For the journal size, you may enter 
either a fixed value or a multiplier to be used when storage is provisioned 
from the virtual pool. 

6. Select Add Copy to specify the remote virtual array, remote virtual pool, and 
remote journal size. 

7. Under Storage Pools, select Manual under Pool Assignment if you want to 
restrict the storage pools from which local storage is consumed. Select 
Automatic to have ViPR select pools from the available storage pools. 

8. Click Save. 

Configuring ViPR tenants 
 

ViPR is designed to operate in a multitenant environment. A tenant represents an 
organization that operates within the ViPR virtual data center. Tenants are created in 
the ViPR virtual data center to isolate organizations from each other in a cloud 
service-provider infrastructure. 

 

Each tenant is configured with its own list of mapped users, who are authenticated to 
perform provisioning operations within that tenant. When a Tenant Administrator 
creates a tenant, the administrator maps the users into the tenant by specifying the 
user domains, user attributes, or group memberships that exist in the ViPR virtual 
data center. 

The domains or user groups are available in the ViPR virtual data center because the 
Security Administrator adds users into the system by accessing existing Active 
Directory or LDAP accounts. These Active Directory or LDAP user groups, domains, and 
attributes are specified in the authentication providers set up by the Security 
Administrator to bring users into the entire virtual data center. The Tenant 
Administrator uses the existing user domains and related user attributes to specify 
which groups of users the administrator wants to map into their tenant. 

 

The ViPR virtual data center is organized such that there is a root tenant called the 
provider tenant. In a public cloud deployment, the provider tenant would be the cloud 
service provider; in a hybrid cloud environment, the provider tenant could potentially 
be an entire enterprise IT organization. The provider tenant could remain mainly 
unused except for the actual creation of new distinct tenants. 

A provider tenant user with the Tenant Administrator role may create new tenants 
under the provider tenant, where each tenant is configured with its own list of 
mapped users who are allowed to operate within the tenant. A user with the Tenant 
Administrator role in any tenant may manage that tenant and create new projects 
within that tenant. 

Note: In the API and CLI, tenants are referred to as subtenants. 

Overview 
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A tenant may have a maximum total storage capacity (quota) associated with it that 
cannot be exceeded. The used and maximum total capacity values for a tenant are 
included in ViPR metering records. 

Tenant access to virtual arrays and virtual pools can be controlled by an Access 
Control List (ACL). Virtual arrays and virtual pools are accessible to all tenants by 
default. However, a system or security administrator can assign an ACL to a virtual 
array or virtual pool to restrict their use to specified tenants only. 

To set up a tenant, ViPR requires that the authentication provider be set up first, then 
the tenant, and then the role assignments. Figure 23 shows the authentication 
provider we set up in the solution environment.   

 

Figure 23. Authentication providers 

Figure 24 and Figure 25 show the tenant details and role assignments we set up for 
the authentication provider in the solution environment. 

 

Figure 24. Tenant details 
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Figure 25. Tenant role assignments 

Creating ViPR projects 

A ViPR project is a logical grouping of resources mapped to applications, virtual data 
centers, departments, or other entities meaningful to the user.  

Users with the Tenant Administrator or Project Administrator role can create projects 
within their tenant, and can provision multiple storage resources (for example, 
storage volumes or file systems) from different data services to their projects. 
Resources from one project can be shared between users under the same tenant.  

Examples of using projects include:  

 A user creates a project for a photo-album application and provisions one block 
volume for a user account database and one data store for storing the pictures. 

 A user creates a project named VDC Datastores and provisions it into multiple 
volumes for use by the ESX cluster. 

 A Tenant Administrator creates a project for use by a specific department. 

One level of projects can be created under a tenant. A Tenant Administrator has full 
management access to all projects within the tenant. A Project Administrator can 
create projects but cannot manage the resources within the project. 

Each project may have a maximum total storage capacity (quota) associated with it 
that cannot be exceeded. The used and maximum total capacity values for a project 
are included in ViPR metering records. 

Creating ViPR consistency groups 
 

ViPR consistency groups are an important component of the Disaster Recovery for 
EMC Hybrid Cloud solution. Consistency groups logically group volumes within a 
project to ensure that a set of common properties is applied to an entire group of 
volumes during a fault event. This ensures host-to-cluster or application-level 
consistency when a failover occurs.  

Overview 
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Consistency groups are created within a ViPR project associated with a tenant. They 
are specified when DR-protected volumes are provisioned. Consistency group names 
must be unique within the ViPR environment. 

 

When provisioning storage, you can specify only the volume name. Because many 
aspects of ViPR and RecoverPoint naming must be unique across an environment, it 
is important to understand how the names are derived for objects that are 
automatically provisioned. It is also important for storage administrators to be aware 
how user-provisioned volumes appear in the UIs they use for non-ViPR managed 
operations. 

The consistency group name must be unique across all projects and tenants. At the 
time of publication of this guide, the ViPR UI restricts consistency group names to 
eight characters. However, the consistency group name limit when using the API is 
much larger. 

Table 4 presents the naming conventions applied to objects automatically 
provisioned by ViPR. 

Table 4. Consistency group naming conventions 

Object Name 

RecoverPoint consistency group ViPR-<ViPR consistency group name> 

RecoverPoint replication set RSet-<volume name> 

RecoverPoint source copy <virtual array name>-Original Production 

Note: Other copies are named for the target virtual array on which 
they reside. 

RecoverPoint copy volume <volume name>-target-<target virtual array name> 

RecoverPoint source journal volume <volume name>-journal-prod 

RecoverPoint recovery journal volume <volume name>-target-journal-<target virtual array name> 

Storage group <storage group name>_XXX 

where XXX is a 3-digit number 

FC zone SDS_<hostname or IP><host pWWN><storage SN><storage port name> 

Note: Periods (.) are replaced with underscores (_).  
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Overview 

The EMC Hybrid Cloud 2.5 with VMware: Data Protection Backup Solution Guide 
discusses the general considerations for implementing data protection in an EMC 
Hybrid Cloud by leveraging the features and functionality of EMC Avamar 
deduplication backup software and system, EMC Data Domain deduplication storage 
systems, and EMC Data Protection Advisor. This chapter discusses the additional 
considerations for implementing backup and recovery in the context of a disaster 
recovery environment. 

Backup and recovery of a multitenant hybrid cloud is a complicated undertaking in 
which many factors must be considered, including: 

 Implementation in a DR-enabled environment  

 Backup type and frequency 

 Impact and interaction with replication 

 Recoverability methods and requirements 

 Retention periods 

 Automation workflows 

 Interface methods (workflows, APIs, GUI, CLI, scripts, and so on) 

The data protection solution described in this chapter represents one possible way of 
meeting the requirements. EMC recommends that you engage an Avamar product 
specialist to design, size, and implement a solution specific to your environment and 
business needs. 

EMC Avamar deduplication backup software and system 

Avamar enables fast, efficient backup and recovery through a complete software and 
hardware solution. Equipped with integrated variable-length deduplication 
technology, Avamar provides integrated source and global data deduplication, which 
facilitates fast, daily full backups for hybrid cloud environments. 

EMC Data Domain deduplication storage systems 

With Avamar, you can choose to direct backups to a Data Domain system instead of 
to the Avamar Data Store. Data Domain deduplication storage systems deduplicate 
data inline, so that it lands on disk already deduplicated and requires less disk space 
than the original dataset. With a Data Domain system, you can retain backup and 
archived data longer on site to enable quick and reliable data restores from disk. 

EMC Data Protection Advisor  

With EMC Data Protection Advisor software, you can automate and centralize the 
collection and analysis of all data across backup applications, replication 
technologies, the virtual environment, and supporting infrastructure. This provides a 
single, comprehensive view of the data protection environment and activities. Data 
Protection Advisor provides a REST API that is used to integrate with VMware vCO to 
provide on-demand reporting of backup statistics and performance. 

Key backup 
components 
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EMC data-protection workflows for vCenter Orchestrator 

EMC has created data protection workflows for vCO to automate Avamar and Data 
Domain protection of virtual machines. These workflows are added to the vCAC virtual 
machine provisioning blueprints so that users can easily set up protection at 
provisioning time. In addition, workflows can be used to enable simple or point-in-
time restores for a specific virtual machine. 

Infrastructure administrators can also use the data protection workflows to set up the 
protection policies on Avamar and vCenter systems, to facilitate quick and easy 
deployment of the infrastructure needed to support all of the end-user protection 
needs. 

Backup architecture in a disaster recovery environment 

Avamar is capable of bi-directional replication between multiple Avamar instances. 
This feature lends itself well to protecting backup data by replicating backups to the 
secondary data center in a disaster recovery environment. Avamar deduplicates the 
data during the initial backup process, before replication to the remote site. This 
approach offers an efficient model for replicating backup data across a WAN 
connection.   

 

This solution implements a dual Avamar configuration, with Avamar replication 
technology controlling replication of backup sets between sites. The EMC Hybrid 
Cloud solution uses the concepts of primary and secondary Avamar instances. The 
ability to reverse these personalities enables backup and restore operations to 
continue in the event of a failure. 

The primary Avamar instance is where all scheduled backups are executed. It is also 
the instance that the EMC Hybrid Cloud on-demand backup and restore features 
communicate with in response to dynamic user requests. Also, because the primary 
Avamar instance has all the replication groups that are currently active, that instance 
is responsible for replicating new backup sets to the secondary Avamar instance. 

The secondary Avamar instance has the same backup and replication policies as the 
primary instance. However, the policies on the secondary instance are initially 
disabled by the data protection workflows. If the primary Avamar instance becomes 
unavailable, the policies on the secondary instance can be enabled so that backup 
and replication can continue from the primary site to the remote Avamar instance.  

Note: Replication operations do not catch up until the original primary Avamar instance (now 
designated as secondary) becomes available again. At this time, replication automatically 
transmits the recent backup sets to the new secondary system. 

Self-service restoration of virtual machines is not supported during a planned 
migration or disaster recovery. In this case, the Avamar administrator must manually 
restore the virtual machines on the recovery site. 

In this solution, when a dual Avamar configuration is enabled, the EMC Hybrid Cloud 
workflows configure all subsequent backups with replication enabled between the 
primary and secondary site.  

Backing up with 
dual Avamar 
instances 
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Figure 26 shows the architecture and data flows for a dual-site Avamar and Data 
Domain backup architecture. 

 

Figure 26. Dual Avamar backup architecture 

Avamar is integrated with the VMware vSphere API for Data Protection (VADP). This 
enables seamless integration into cloud environments and provides backup 
capabilities using the Changed Block Tracking (CBT) feature within the API.  

The virtual machine instant-access capability in EMC Avamar 7.0 (and later) enables 
you to leverage the flexibility of Data Domain systems to start and run a virtual 
machine from a backup image in seconds.  

Combining these features with Avamar deduplication results in much less data 
travelling through the virtual and physical network, and greatly reduces the amount of 
data being physically stored. 

When you select a Data Domain system as the backup target, backup data is 
transferred directly to the Data Domain system, and the related metadata generated 
by Avamar is simultaneously sent to the Avamar server for storage. The metadata 
enables Avamar to perform restore operations directly from the Data Domain system. 

VMware 
integration 
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In this solution, when an end-user resource virtual machine is enabled for backup, 
the data protection workflows automatically register the virtual machine with both the 
primary and secondary Avamar instances, making them a part of the relevant backup 
and replication policies on both sites. This permits the secondary Avamar instance to 
assume responsibility for scheduled and on-demand backups if the primary instance 
fails. 

During on-demand restore operations, the EMC Hybrid Cloud workflows interact with 
the primary Avamar instance. The workflows present a consolidated list of backups 
taken over time and automatically handle the restore from the backend to the target 
virtual machine. Consequently, backups taken on either site are visible (when 
replicated) and associated with the virtual machine running on the primary site. 

 

EMC recommends deploying a minimum of two Avamar VMware Proxy virtual 
machines for each DR-enabled vCenter cluster, given that each cluster has a unique 
set of LUNs or vSphere datastores. Register the first proxy with the primary Avamar 
instance; register the second proxy virtual machine with the secondary Avamar 
instance.   

To enable backup or Avamar administrators to manually restore virtual machines on 
the recovery site, EMC recommends deploying a minimum of one proxy virtual 
machine on each cluster associated with the secondary Avamar system. It is possible 
to deploy a second proxy virtual machine to register with the primary Avamar 
instance. However, the value of this second proxy virtual machine is minimal in a 
failed over configuration. In this case, backup and restore operations are performed 
manually and the primary Avamar instance could in fact be lost if the failover was due 
to a true disaster. 

Because the Avamar VMware Proxy virtual machine is tied to the vCenter server it is 
running on, do not install the proxy on the RecoverPoint protected storage. 

Note: The Avamar proxy virtual machine must reside on storage that will not fail over or be 
replicated to the recovery site. This ensures that the site will always have the required proxy 
virtual machines local to that site, irrespective of the site’s failure state. 

Each Avamar VMware Proxy virtual machine registers as eight logical proxies, which 
serve as multiple streams for backup to and recovery from the Avamar server or Data 
Domain system. By default, Avamar proxy clients can service all backup service levels 
and are automatically selected at the time of backup. However, administrators can 
configure Avamar proxy clients so that they are dedicated to specific backup service 
levels, if required.  

When new storage devices are created and assigned to a vSphere cluster, the 
storage-as-a-service (STaaS) workflows automatically add the relevant datastore to 
the list of datastores protected by the Avamar proxy servers. 

  

Avamar client 
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Avamar proxy 
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Replicating backup data 
 

The Avamar replication process copies client backups from a source Avamar server to 
a destination Avamar server. Replication prevents data loss if the source Avamar 
server fails, because backup sets are still available on the surviving Avamar server. 
The backup data can be stored on an Avamar Data Store or on Data Domain nodes.  

Replication between primary and replica Data Domain systems is integrated into the 
Avamar management feature set. It is configured through the Avamar replication 
policies that are applied to each dataset. When an Avamar system is configured to 
use a Data Domain system, the destination Avamar system must also be configured 
to use a Data Domain system. Otherwise, replication will fail for backups sent to the 
source Data Domain system.  

Avamar replicates data directly from one Data Domain system to another, without 
staging the data on the Avamar server. Consequently, the source and destination 
Data Domain systems must have network connectivity across the WAN. 

 

Policy-based replication provides granular control of the replication process. With 
policy-based replication, you can create replication groups in Avamar Administrator 
to define the following replication settings: 

 Members of the replication group, which are either entire domains or individual 
clients 

 Priority for the order in which backup data replicates 

 Types of backups to replicate based on the retention setting for the backup or 
the date on which the backup occurred 

 Maximum number of backups to replicate for each client 

 Destination server for the replicated backups 

 Replication schedule 

 Retention period for replicated backups on the destination server 

The EMC Hybrid Cloud 2.5 with VMware: Data Protection Backup Solution Guide 
describes in detail the process for creating backup service levels. The solution 
described in this chapter extends that process to ensure that backups complete 
before replication starts. This is achieved by associating a new replication group with 
each backup policy and configuring the group with a 60-minute stagger to the interval 
defined in the backup policy.  

Note: You can manually alter the schedule in the Avamar GUI, if required. You must make the 
changes to both the primary and secondary versions of the replication group schedule so 
that the schedule will operate correctly if the Avamar personalities are reversed. 

  

Avamar replication 

Policy-based 
replication 
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Avamar controls the replication of Avamar data from the source Data Domain system 
to the destination Data Domain system. Consequently, replication configuration and 
monitoring is performed via the Avamar server, including configuration of the 
schedule by which Avamar data is replicated between Data Domain systems. You 
cannot schedule replication on a Data Domain system separately from the replication 
of data on the Avamar server. Avamar Administrator provides the centralized 
management console for controlling and monitoring backup, recovery, and 
replication operations for both Avamar datastores and Data Domain systems. 

Note: Do not manually configure Data Domain replication to replicate Avamar data to 
another Data Domain system that is configured for use with Avamar. When you use Data 
Domain replication, the replicated data is not usable by the remote Avamar server. You must 
use Avamar replication to control replication of Avamar data stored on a Data Domain 
system. 

Use cases 

Cloud users can request an on-demand backup of a virtual machine from the EMC 
Hybrid Cloud self-service portal whenever required. The On Demand Backup option 
on the Actions menu for a virtual machine, shown in Figure 27, provides this service. 

When the backup is completed, the user receives an automated email notification 
indicating the status of the task. The email workflow runs asynchronously; therefore, 
the user does not need to wait for the completion status of the backup. 

 

Figure 27. Selecting on-demand backup for a virtual machine 

  

Replication control 

Use case 1: On-
Demand Backup 
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Cloud users can request an on-demand restore from the EMC Hybrid Cloud self-
service portal whenever required. The On Demand Restore request provides this 
service. 

The restore points of a virtual machine fall into one of two categories: 

 Backups performed locally to the primary Avamar system 

 Backups replicated from the secondary Avamar system to the primary instance 
subsequent to the backups being performed on the secondary system 

During an on-demand restore operation, EMC Hybrid Cloud workflows dynamically 
interrogate the primary Avamar instance for relevant backups of both types and 
present a consolidated list from which the user can select the appropriate one, as 
shown in Figure 28. The REPLICATED suffix indicates a backup that was replicated 
from the secondary Avamar system. 

 

Figure 28. Consolidated list of backup points 

Based on the choice the user makes, the workflows perform the relevant restore tasks 
to return the virtual machine to the correct point in time. The data is always restored 
from the primary Avamar instance, regardless of the instance to which the backup 
was taken.  

 

The Toggle Avamar Designations catalog item enables you to reconfigure the 
personalities of the primary and secondary Avamar instances in the event of a 
planned or unplanned failure of the primary Avamar instance, as shown in Figure 29.  

When executed, the service disables the backup and replication policies on the 
system selected to be secondary instance and it enables the policies on the system 
selected to be the primary Avamar instance.  

Note: Every on-demand backup and restore operation first checks to see which system is 
primary before executing the request. 

Use case 2: On-
Demand Restore 
 

Use case 3: Toggle 
Avamar 
Designations 



 Chapter 6: Backup in a Disaster Recovery Environment 

 

73 EMC Hybrid Cloud 2.5 with VMware  
Data Protection Disaster Recovery Solution Guide 

 

Figure 29. Toggle Avamar Designations service 

If the original primary Avamar system is offline due to a unit failure, the Toggle 
Avamar Designations catalog item still enables the polices on the surviving Avamar 
instance after it is selected as the primary instance. 

The Toggle Avamar Designations catalog item cannot disable the backup and 
replication policies on the unavailable system. When that system is back online, run 
the Remediate Secondary Avamar Policies catalog item to correct the status of the 
policies on that instance, as described in use case 4. 

Note: If the primary Avamar system is offline due to a site failure, a backup or Avamar 
administrator must manually perform any restorations from the secondary Avamar system 
on the recovery site. 

 

If one of the Avamar instances is offline when the Toggle Avamar Designations 
catalog item is run, the backup and replication policies on the offline unit must be 
disabled when the unit comes back online. Otherwise, both Avamar instances will 
attempt to execute parallel backups of the virtual machines.  

The Remediate Secondary Avamar Policies catalog item, shown in Figure 30, 
performs this operation automatically; no user input is required. This service 
automatically interrogates the Avamar instance now designated as secondary and 
disables all of its backup and replication policies so that it behaves appropriately as 
a secondary instance, where its only function is to receive backup replicas from the 
primary. 

Use case 4: 
Remediate 
Secondary  
Avamar Policies 
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Figure 30. Remediating Secondary Avamar Policies service  

 

The Trigger Avamar Replication catalog item enables a backup or Avamar 
administrator to bypass the replication schedule and manually trigger Avamar 
replication. This service discovers and presents all of the replication groups on the 
primary Avamar instance, as shown in Figure 31. The administrator can then select a 
replication group to trigger immediate replication of that group. 

 

Figure 31. Triggering Avamar replication outside the replication schedule 

 

Use case 5: Trigger 
Avamar 
Replication 
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Chapter 7 Use Cases: Disaster Recovery 

This chapter presents the following topics: 

Overview .................................................................................................................. 76 

Use case 1: Provisioning cloud storage with disaster recovery protection ............... 76 

Use case 2: Deploying an application virtual machine with disaster recovery 
protection ......................................................................................................... 80 

Use case 3: Performing a planned migration or disaster recovery ............................ 83 
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Overview 

The use cases in this chapter provide an overview of some of the more common tasks 
related to provisioning DR-enabled storage, deploying application virtual machines 
with disaster recovery protection, and performing a planned migration or disaster 
recovery. 

Use case 1: Provisioning cloud storage with disaster recovery protection 
 

The EMC Hybrid Cloud service catalog, shown in Figure 32, provides a Provision Cloud 
Storage service that enables self-service provisioning of protected storage. This use 
case demonstrates how business administrators can use this service to provision 
storage on demand and to enable disaster recovery protection for that storage.  

The storage-provisioning request requires only minimal user input: the user 
credentials, the name of the vCenter cluster (Tenant Resource Pod) to which the 
storage will be made available, the datastore type, the required storage tier, and the 
datastore size. The user selects most of these inputs from prepopulated lists whose 
items are determined by the cluster resources available in vCenter Server and the 
virtual pools available in ViPR. 

 

Figure 32. Service Catalog: Provision Cloud Storage service 

 

To provision protected storage for a Tenant Resource Pod, follow these steps: 

1. In the self-service portal, select Provision Cloud Storage from the Service 
Catalog. 

2. Provide a short description and reason for the provisioning request, as shown 
in Figure 33. 

Overview 

Provisioning the 
protected storage 
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Figure 33. Provision cloud storage: Specify the request information 

3. Enter the user credentials.  

Note: The user who logs in must be authorized to provision storage. 

4. Select the Tenant Resource Pod for which you want to provision the storage, 
as shown in Figure 34.  

The pod you select must be DR-enabled if you want to provision storage with 
disaster recovery protection. 

 

Figure 34. Provision cloud storage: Select a Tenant Resource Pod (vCenter cluster) 

5. Select the type of datastore to provision. 

The Storage Type option lists the types of datastore available for 
provisioning, based on the types of storage present in the underlying 
infrastructure. A VMFS datastore type requires block storage; an NFS 
datastore requires file storage. If the Tenant Resource Pod selected in step 4 
is configured for disaster recovery services, DR-enabled VMFS storage is the 
only available option, as shown in Figure 35.  

 

Figure 35. Provision cloud storage: Select the required storage type 
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6. Select the storage tier offering from which you want to provision the new 
datastore, as shown in Figure 36.  

The list of available tiers depends on the type of datastore selected in step 5 
and the virtual pools of that type that are configured on ViPR. For DR-enabled 
storage types, the available tiers have associated RPO settings configured by 
the adminstrator. Select a tier that supports the RPO required for the storage 
you are provisioning. 

Note: Each item in the storage tier list shows the available capacity for that tier.  

 

Figure 36. Provision cloud storage: Select the storage tier and RPO 

7. Specify the size for the new storage, as shown in Figure 37. 

 

Figure 37. Provision cloud storage: Specify the storage size 

The ViPR storage tiers available for self-service provisioning have corresponding 
reservation policies configured in vCAC, as shown in Figure 38. 

 

Figure 38. vCAC reservation policies 
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The newly provisioned storage is automatically associated with the corresponding 
storage reservation policy, as shown in Figure 39. 

 

Figure 39. ViPR Storage tiers and corresponding vCAC reservation policies 

 

When the new storage is provisioned, the automated provisioning process sends an 
email notification to the administrator with details of the datastore and Tenant 
Resource Pod. The administrator must then add the newly provisioned storage to the 
appropriate vCenter Site Recovery Manager protection group, as shown in Figure 40. 
Adding the storage to a protection group starts the replication of data on the storage 
from the protected site to the recovery site.  

 

Figure 40. Adding newly provisioned storage to a protection group 

Adding the new 
datastore to a 
protection group 
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After the newly provisioned storage is protected, the administrator can assign the 
storage to appropriate business group reservations so that the storage can be 
consumed to provision application virtual machines, as shown in Figure 41. 

 

Figure 41. Assigning storage to appropriate reservations 

Use case 2: Deploying an application virtual machine with disaster 
recovery protection 

 

After DR-protected storage is provisioned, as outlined in use case 1, it can be used to 
deploy application virtual machines with disaster recovery protection. EMC has 
created workflows for vCO to automate disaster recovery protection of virtual 
machines. These workflows are added to the vCAC virtual machine provisioning 
blueprints so that users can easily set up disaster recovery protection at provisioning 
time. 

This use case demonstrates the deployment of an application virtual machine with 
disaster recovery protection. 

 

The EMC Hybrid Cloud self-service portal supports the provisioning of application 
virtual machines on DR-protected storage.  

When the DR-protected storage is provisioned, it is automatically associated with the 
corresponding storage reservation policy. The on-demand provisioning service 
enables users to assign a different storage reservation policy to the storage volumes 
for their application virtual machine deployment, as shown in Figure 42. Users can 
also modify the storage reservation policy if required. This capability ensures that the 
virtual machine is deployed on storage that is being replicated to the recovery site 
with the required RPO. 

Assigning storage 
to business group 
reservations 

Overview 

Provisioning the 
virtual machine on 
demand 
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Figure 42. Assigning a storage reservation policy  

 

As shown in Figure 43, the new application virtual machine is deployed on the 
protected site on a datastore that provides disaster recovery protection. The 
application virtual machine is also automatically protected; it is added to the 
protection group associated with the datastore and included in any recovery plans 
that include the protection group. 

 

Figure 43. Application virtual machine summary: Protected site 

 

As shown in Figure 44, a corresponding placeholder virtual machine is provisioned on 
the recovery site. The placeholder virtual machine maintains the configuration 
properties of the application virtual machine—for example, compute resources, 
folder, network, and security group. When you execute a recovery plan, the 
application virtual machine properties are retained automatically after the recovery. 

Application virtual 
machine deployed 
on the protected 
site 

Placeholder virtual 
machine deployed 
on the recovery 
site 
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Figure 44. Placeholder application virtual machine summary: Recovery site 

 

After provisioning an application virtual machine with disaster recovery protection, 
users can view details of the machine in the tenant portal, including machine status, 
storage details, and network details. Figure 45 shows that the application virtual 
machine is running on the SAComputePod2 compute resource on the protected site 
and is associated with protected storage and the appropriate network. 

 

Figure 45. Tenant portal: Item Details 

Application virtual 
machine status on 
the tenant portal 
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Use case 3: Performing a planned migration or disaster recovery 
 

vCenter Site Recovery Manager recovery plans define and automate the steps 
required for disaster recovery failovers and planned migrations from the protected 
site to the recovery site. The recovery plan specifies the order in which virtual 
machines are shut down and started up, the compute resources that are allocated, 
and the networks they can access. You can create multiple recovery plans to cater for 
different recovery scenarios including failover, failback, planned migrations, 
reprotection, and recovery plan testing. 

This use case demonstrates the following operations: 

 Automation Pod recovery 

 Tenant Resource Pod recovery 

 Virtual machine reprotection 

 Tenant portal update 

 Recovery verification 

 

Configuring the recovery plan 

The Automation Pod hosts the virtual machines for various application components 
required to support EMC Hybrid Cloud services. The Automation Pod is provisioned 
with disaster recovery protection.  

During a recovery operation, Site Recovery Manager powers on the application 
components according to the priority set for the application virtual machines in the 
Automation Pod recovery plan. To ensure that Site Recovery Manager powers on the 
components in the correct sequence, set the appropriate priority for each application 
virtual machine in the recovery plan, as shown in Figure 46. 

Overview 

Automation Pod 
recovery 
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Figure 46. Automation Pod recovery plan 

Running the recovery plan 

Running the recovery plan associated with an Automation Pod causes the pod to fail 
over to the recovery site. In this use case, the Automation Pod recovery plan includes 
prompts for network convergence, as shown in Figure 47. The recovery plan pauses 
until the prompts are acknowledged before powering on the application virtual 
machines on the recovery site.   

virtual machine priority 
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Figure 47. Executing the Automation Pod recovery plan 

Modifying the route redistribution policies on the protected and recovery sites 

After the application virtual machines on the protected site are powered off, and 
before the application virtual machines on the recovery site are powered on, the 
network administrator must modify the route distribution policies on both sites. The 
recovery plan pauses to allow these tasks to be completed. 

On the protected site, the administrator must modify the route distribution policy to 
deny the redistribution of the automation network from the protected site.  

Figure 48 shows the original route distribution policy on the protected site, and the 
modified route distribution policy for the planned migration. 

 

network convergence prompts 
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Figure 48. Original and modified route distribution policy on the protected site 
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On the recovery site where the recovery plan is recovering the Automation Pod virtual 
machines, the administrator must: 

1. Modify the route distribution policy to permit redistribution of the automation 
network.  

2. Verify that the core infrastructure services network can reach the default 
gateway. 

Figure 49 shows the original route distribution policy on the recovery site. Figure 50 
shows the modified route distribution policy on the recovery site. 

. 

Figure 49. Original route distribution policy on the recovery site 
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Figure 50. Modified route distribution policy on the recovery site 

 

Application virtual machines deployed on a particular Tenant Resource Pod are 
automatically added to the corresponding protection group, which is associated with 
a set of DR-protected storage. You perform a planned migration or disaster recovery of 
the application virtual machines by executing a recovery plan that includes the 
protection group for the Tenant Resource Pod, as shown in Figure 51.  

Note: You can customize a recovery plan to prioritize the startup and shutdown order of 
application virtual machines, to automate operations such as network convergence, or to 
run commands or present messages. 

Before executing a Tenant Resource Pod recovery plan, make sure that the 
Automation Pod is running, that the ViPR storage provisioning services are 
accessible, and that the ViPR application service is running at the protected site or 
the recovery site. If the protected site is in a failed state, perform a disaster recovery 
of the Automation Pod as described in Automation Pod recovery. 

When you run a Tenant Resource Pod recovery plan, you can choose to perform a 
planned migration or a disaster recovery. 

Tenant Resource 
Pod recovery 
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Figure 51. Executing the Tenant Resource Pod recovery plan 

You can monitor the progress of the recovery in the Recovery Steps view in the Site 
Recovery Manager user interface, as shown in Figure 52. When the recovery has 
completed, review the recovery plan history to verify that all the required steps have 
executed successfully. Also, verify the status of the application virtual machines and 
confirm that end-user access to the application is restored. 

 

Figure 52. Tenant Resource Pod recovery steps 

 

When all applications are successfully restored on the recovery site, run a reprotect 
operation to establish disaster recovery protection in the reverse direction. A 
reprotect designates the recovery site as the new protected site while the original 
protected site now provides replication for recovery readiness, as shown in Figure 53 
and Figure 54. 

Virtual machine 
reprotection  
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Figure 53. Reprotect information 

 

Figure 54. Reprotect status 

 

After execution of a recovery plan, the application virtual machines are running on a 
new site. The tenant portal must be updated to reflect this move so that 
administrators can manage the virtual machines from the portal. The Post Failover 
vCAC Updater catalog service, shown in Figure 55, automates the update. 

 

Figure 55. Post Failover vCAC Updater catalog item 

The main inputs required are the name of the Tenant Resource Pod where the virtual 
machines are currently running and an email address for sending the results of the 
operation, as shown in Figure 56.   

Tenant portal 
update 
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Figure 56. Post Failover vCAC Updater inputs 

 

Figure 57 shows details of an application virtual machine, demonstrating that the 
machine is running on the compute resource of the original recovery site after the 
recovery operation. 

  

Figure 57. Virtual machine details: Machine Information 

Recovery 
verification 
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Figure 58 shows details of the network to which the virtual machine is 
connected,demonstrating that the machine is now connected to the mapped network 
on the original recovery site and retains its original IP address after the recovery 
operation.  

 

Figure 58. Virtual machine details: Network 
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Chapter 8 Conclusion 

This chapter presents the following topics: 

Conclusion ............................................................................................................... 94 
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Conclusion 

The EMC Hybrid Cloud solution provides on-demand access and control of 
infrastructure resources and security while enabling customers to maximize asset 
utilization. Specifically, the EMC Hybrid Cloud solution integrates all the key 
functionality that customers demand of a hybrid cloud and provides a framework and 
foundation for adding other services. 

The Disaster Recovery for EMC Hybrid Cloud solution enables customers to add 
remote continuous data protection services to the EMC Hybrid Cloud solution. This 
extends the EMC Hybrid Cloud solution to provide on-demand cloud services through 
a self-service portal for even the most demanding enterprise applications. 

This solution provides the following features and functionality: 

 Disaster recovery to a second site 

 Remote replication for any point-in-time (PIT) recovery 

 Centralized recovery plans 

 Automated failover and failback 

 Nondisruptive testing 

 Planned migration 

 Backup and recovery  

The solution uses the best of EMC and VMware products and services to empower 
customers to accelerate the implementation and adoption of a hybrid cloud while still 
enabling customer choice for the compute and networking infrastructure within the 
data center. 
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EMC documentation 

These documents are available from the EMC.com or EMC Online Support websites. 
Access to online support depends on your login credentials. If you do not have access 
to a document, contact your EMC representative. 

 EMC Hybrid Cloud 2.5 with VMware: Foundation Infrastructure Reference 
Architecture 

 EMC Hybrid Cloud 2.5 with VMware: Foundation Infrastructure Solution Guide  

 EMC Hybrid Cloud 2.5 with VMware: Data Protection Continuous Availability 
Solution Guide 

 EMC Hybrid Cloud 2.5 with VMware: Data Protection Backup Solution Guide  

 EMC Hybrid Cloud 2.5 with VMware: Pivotal CF Platform as a Service Solution 
Guide  

 EMC Hybrid Cloud 2.5 with VMware: Security Management Solution Guide  

 EMC Hybrid Cloud 2.5 with VMware: Public Cloud Solution Guide 

 EMC ViPR Administrator Guide 

 EMC ViPR 2.0.0 Installation and Configuration Guide 

 EMC RecoverPoint Administrator’s Guide 

 EMC Disaster Recovery As a Service Solution: EMC RecoverPoint, EMC VNX, 
VMware vCenter Site Recovery Manager 

 EMC Avamar 7 and EMC Data Domain System Integration Guide 

VMware documentation 

For additional information, see the documents listed below and available on the 
VMware website. 

 vCenter Single Sign-On deployment modes for vSphere 5.5 (2072435)—
VMware Knowledge Base article 

 Operational Limits for SRM and vSphere Replication (2034768)—VMware 
Knowledge Base article 

 vCenter Operations Manager 5.0.x: Using Site Recovery Manager to Protect a 
vApp Deployment (2031891)—VMware Knowledge Base article  

 

 

 

 

   

http://www.emc.com/resource-library/resource-library.htm
https://support.emc.com/
http://www.vmware.com/
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2072435
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2072435
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2034768
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2034768
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2031891
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2031891
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Appendix A Disaster Recovery Best Practices 
and Limitations 

This appendix presents the following topics: 

Best practices .......................................................................................................... 98 

Limitations ............................................................................................................... 98 
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Best practices 
 

VMware vCenter Site Recovery Manager protection groups 

Protection group names must match the Tenant Resource Pod names—for example, if 
SAComputePod2 is the name of Tenant Resource Pod 2 on Site A, then the Site 
Recovery Manager protection group must also be named SAComputePod2. The 
solution relies on this correspondence when performing several of the automation 
tasks necessary for successful failover and subsequent virtual machine management 
through vCAC. 

VMware NSX security groups 

Security group names must be the same on both sites.  

VMware NSX security policies 

Security policy names must be the same on both sites. 

EMC ViPR virtual pools 

ViPR virtual pool names must be meaningful because they are the default names for 
storage reservation policies. For example, when creating Tier 1 disaster recovery 
protected storage with an RPO of 10 minutes, Tier 1 – DR Enabled – 10 Minute RPO 
would be an appropriate name.   

 

Each Tenant Resource Pod (compute cluster) must have its own transport zone. The 
NEI Pod must be a member of the same transport zone. If a transport zone (Layer 3 
domain) spans multiple compute clusters, the corresponding Site Recovery Manager 
protection groups must be associated with the same Site Recovery Manager recovery 
plan. 

The reason for this is that, when a transport zone spans multiple compute clusters, 
network mobility from Site A to Site B affects the virtual machines deployed across 
these clusters; therefore, the clusters must be failed over as a set.  

Limitations 
 

Load balancers cannot be deployed as part of a protected multimachine blueprint. 
However, you can manually edit the upstream Edge to include load balancing 
features for a newly deployed multimachine blueprint. 

 

For RecoverPoint sizing information, refer to the EMC RecoverPoint Administrator’s 
Guide.  

For vCenter Site Recovery Manager sizing information for storage replication, refer to 
the VMware Knowledge Base article Operational Limits for SRM and vSphere 
Replication (2034768). 

  

Naming 
conventions 

NSX logical 
networks 

Multimachine 
blueprints 

RecoverPoint and 
vCenter Site 
Recovery Manager 
sizing 

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2034768
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2034768
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Storage-as-a-service automation and Site Recovery Manager 

After creating protected storage within vCAC, the Site Recovery Manager administrator 
must manually add the storage to the Site Recovery Manager protection group for the 
Tenant Resource Pod. 

Failover 

As a procedural limitation, after failover of Tenant Resource Pods to the recovery site, 
provisioning of new resources (such as virtual machines or storage) for these pods 
should not be permitted until the pods have been successfully failed back to the 
primary site. 

  

vCAC automation 
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