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Term Definition

Cloud Talk
The cloud is evolving. As it does, new terms are constantly appearing and some of 

the older terms are gaining new meaning. While not all-inclusive, this glossary 

provides definitions of many of the terms you may encounter when exploring 

various cloud technologies and services including those offered by Peak 10.

“Cloud computing: A model for enabling ubiquitous, convenient, 

on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications and 

services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction.”

National Institute of Standards and Technology (NIST) 
The NIST Definition of Cloud Computing (NIST Special Publication 800-145).s

http://http://csrc.nist.gov/publications/PubsSPs.html#800-145


3

Term Definition

Application Program Interface (API) 

As-a-Services (aaS) or Anything-as-a-
Service (XaaS)

Bare Metal IaaS

Business Continuity

CDN (Cloud Distribution Network)

Cloud Backup

Cloud Broker

Cloud Bursting

Cloud Computing

Cloud Encryption Key 

Cloud Governance and Compliance 

How one computer process (software) communicates with another. APIs may 
be standardized by industry agreement or government fiat, or proprietary to 
a specific application or vendor. The scope of the term API can vary based 
on its usage. It may refer to a single “call” by which one application can 
request information for another, the set of such calls for an application or 
the collection of all such application APIs used by an organization. In cloud 
environments this is sometimes referred to as “Web API.”

Refers to the growing and very diverse range of services available over the 
Internet via the cloud as opposed to being provided locally or on premises.

Infrastructure as a service is delivered via physical rather than virtual machines; 
like dedicated-server hosting with added cloud attributes of self-service, quick 
scale-out and usage billing. 

The processes, procedures and other activities required to keep an organization 
running during a period of displacement or interruption of normal operation.

A worldwide collection of servers that copy content for end users, to speed 
up delivery; useful for sending resources to millions of clients in milliseconds. 
Cloud Application – A software application that is never installed on a local 
machine because it’s always accessed over the Internet. Cloud applications 
are tightly controlled, leaving little room for modification. Cloud applications 
can cope with global reach, Internet connections, component failure, service 
attacks and massive scaling.

Refers to backing up data to a remote, cloud-based server. As a form of 
cloud storage, cloud backup data is stored in and accessible from multiple 
distributed and connected resources that comprise a cloud.

Any agent between a client and a cloud service provider. The term applies 
to people manually connecting customers to suppliers, to applications 
automating the use of many APIs and to financial commodity traders who 
trade in cloud services. 

The dynamic deployment of a software application that runs on 
internal organizational compute resources to a public cloud to address 
a spike in demand.

A philosophy of design and execution. The cloud is a server, network and storage 
combined into one infrastructure, full managed and delivered as a service.

A huge random number. The number acts as a password in a cryptography 
system used to protect objects in cloud storage. A cloud encryption key is 
kept with its owner, not stored in the cloud. 

Cloud governance requires governing your own infrastructure as well as 
infrastructure that you don’t totally control. Cloud governance has two 
key components: understanding compliance and risk and business 
performance goals.

Cloud Hosting A type of Internet hosting in which the client leases virtualized, dynamically 
scalable infrastructure on an as-needed basis.
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Cloud Management Platform

Cloud Management System

Cloud Marketplace

Cloud Migration 

Cloud Operating System

Cloud Oriented Architecture

Cloud Portability

Cloud Provider

Cloud Provisioning

Cloud Reseller

Cloud Security

Cloud Service

A set of tools for creating a cloud service. Bringing cloud benefits of on-demand 
resources, consumption metering and self-service to the computing world requires 
automation of the whole technology stack.  

An administration system for cloud resources. A collection of tools that can be 
dedicated to one provider only, such as the AWS management console, or work 
across many public and private clouds.

A financial market where cloud brokers trade cloud services as commodities. A 
cloud marketplace can also be a store, such as a list of IaaS providers or a library of 
business applications ready to be deployed.

The process of transitioning all or part of a company’s data, applications and services 
from on-site premises behind the firewall to the cloud, where the information can 
be provided over the Internet on an on-demand basis.

A simple OS for end users, designed to act as a front end to many cloud services 
such as document editors, e-mail and file storage. The latest idea in a series 
including network OS (a system that is useless without a network connection), web 
OS (everything through a web browser) and Internet OS (Internet services do the 
heavy lifting). The phrase “cloud OS” is also used by every OS manufacturer 
promoting their product for cloud use.

The design of cloud applications, using SOA (Service Oriented Architecture) 
concepts and cloud provider services. Uses distributed computing items such as 
middleware. 

The ease of moving business applications between cloud providers. Provider APIs are 
not usually compatible but some cloud management systems provide portability; not 
to be confused with interoperability (making cloud services play together nicely).

An organization that offers computing services to Internet customers, run on multi-tenant 
virtualized infrastructure. A provider manages the infrastructure required to run cloud 
services. Also known as a cloud service provider (CSP). Not the same as an ISP (Internet 
Service Provider), which connects its customers to the Internet. 

Deployment of a company’s cloud computing strategy, which typically involves selecting 
the applications and services that will reside in the public cloud and those that will 
remain on site behind the firewall or in the private cloud.  Cloud provisioning also 
involves developing processes for interfacing with the cloud’s applications and services, 
and auditing and monitoring who accesses and utilizes the resources.

A company that purchases hosting services from a cloud server hosting or cloud 
computing provider and then re-sells them to its own customers.

The same security principles that apply to on-site computing apply to cloud 
computing security.

The delivery of software, infrastructure or storage that has been packaged so it can 
be automated and delivered to customers in a consistent, repeatable manner.

Cloud Instance Refers to a virtual server instance (also referred to as “guest,” “environment,” 
or “container”) from a public or private cloud network.automation of the whole 
technology stack.  
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Cloud Service Migration

Cloud Sourcing

Cloud Storage

Cloud Washing

Cluster

Consumption-based Pricing Model

Content Delivery Network

Customer Self-service

Database as a Service (DBaaS)

Disaster Recovery (DR)

Disaster Recovery as a Service (DRaaS)

Distributed Computing

Disruptive Technology

Moving a business application between different cloud providers. The challenge of 
moving between providers requires cloud portability work. Also covers moving a 
business application from an organization’s computer room to cloud services - the 
challenge of moving to cloud in the first place requires distributed computing work.

A version of IT outsourcing, where the outside supplier a customer chooses is a 
cloud provider. 

A service that allows customers to save data by transferring it over the Internet or 
another network to an offsite storage system maintained by a third party.

The marketing of any IT service as a cloud service to new cloud converts with a 
shaky understanding of cloud attributes. Similar to greenwashing for environmental 
marketing, pinkwashing for breast cancer marketing and whitewashing for all other 
marketing.

A collection of machines that work together to deliver a customer service. Cloud 
clusters grow and shrink on-demand. A cloud service provides an API for scaling out 
a cluster, by adding more machines. 

The method used by cloud providers to charge for their services. Customers are 
billed for resources they consumed in very small increments, rather than paying a 
flat rate per month. A flat rate fee is a subscription-based pricing model, designed to 
guarantee customer loyalty. Also known as Pay As You Go and Utility Billing. 

A system consisting of multiple computers that contain copies of data, which are 
located in different places on the network so clients can access the copy closest to 
them.

Cloud service selection using a web browser-based control panel, an API or 
command line tools. A customer can create an account, add, manage and delete 
services, and cancel on-demand. 

A managed database service running on cloud infrastructure. A DBaaS customer 
controls their data and can scale on demand, but does not have to administer any 
database application. 

The process of restoring access to records, data, hardware and software necessary 
to resume critical business operations after a disaster; sometimes referred to as 
business continuance or continuous operations.

A managed business continuity service, which reproduces a customer’s business 
critical applications on cloud infrastructure. A replacement for the traditional 
enterprise combination of one production data center and one backup data center.

A technical design and development area which makes customer services work in 
the cloud. Distributed computing tackles many problems: sharing hardware-level 
storage, application-level client sessions and other resources of many machines; 
duplicating applications across a cluster; coping with component failure and 
managing many machines. 

 Describes innovations that improve products or services in unexpected ways and 
change both the way things are done and the market.  
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Elastic Computing

Encryption

Federating

HaaS (Hardware as a Service)

Hosted Application

Hybrid Cloud

Hypervisor

Infrastructure as a Service (IaaS)

Intercloud

Internal Cloud

Internet of Everything

Internet of Things

Intracloud

Linux

The ability to scale resources to meet requirements, such as doubling the size of a 
customer service in the day and halving it at night. CPU can be added to a virtual 
machine, machines can be removed from a cluster and storage can grow with no 
practical limit (beyond requirements of the customer). Scaling to the required size - 
not too much and not too little - and scaling in time to meet requirements can be 
difficult. 

Coding to protect your information assets.

Linking distributed resources together over the cloud.

A label for renting virtualized resources in the pre-AWS era (now replaced by IaaS). 
It was a complement to Saesforce’s SaaS (Software as a Service) concept. 

Business software running on a service provider’s infrastructure, rather than at the 
organization’s premises. A hosted application is accessed over the Internet and 
usually has a web interface. 

A combination of clouds or clouds and colocation, such as an organization’s private 
cloud running on-premise, used for confidential processing, and an off-premise 
public cloud, used for batch processing. A hybrid cloud is administered by a cloud 
management system that can provide interoperability. No standards exist yet for 
cloud interoperability.

An operating system that acts as a traffic cop, managing the various virtualization 
tasks in the cloud to ensure that they make things happen in an orderly manner.

Cloud infrastructure services that deliver computer infrastructure, typically a 
platform virtualization environment, as a service. Rather than purchasing servers, 
software, data center space or network equipment, clients buy resources as a fully 
outsourced service. The service is typically billed on a utility computing basis and 
amount of resources consumed and will reflect the level of activity.

A global cloud of clouds, similar in concept to the Internet being a global network 
of networks. (See intracloud.)

A type of private cloud in which the services are provided by an IT department to 
its own organization.

Bringing together people, process, data and things to make networked connections 
more relevant and valuable than ever before-turning information into actions that 
create new capabilities, richer experiences, and unprecedented economic 
opportunity for businesses, individuals, and countries.

Refers to the network of physical objects that contain embedded technology 
to communicate and sense or interact with their internal states or the external 
environment.

An intercloud consisting of only private clouds. (See intercloud.)

An open source operating system based on Unix. It is the dominate operating 
system for cloud computing.
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Middleware

Multi-tenancy

Network Attached Store (NAS)

Network Operations Center (NOC)

NoSQL

Object Instance

Object Storage

Object Storage

On-demand Service

OpenStack

Platform as a Service (PaaS)

Private Cloud

Public Cloud

Integration software used in distributed computing. Getting enterprise 
applications to play well together is easier using an ESB, ETL system or application 
server. Outside the SOA and cloud world, middleware is any software which does 
the job of connecting components. 

The sharing of infrastructure between many customers. Multi-tenancy is central to 
public cloud services, as multi-user is to Linux and multi-site is to web hosting. A 
private cloud removes security worries that other tenants are hostile strangers. 

Storage that has its own network address through which it is accessed by the 
network’s workstation users.

One or more locations from which control a communications network. A NOC 
monitors the network for alarms or other conditions that may impact the network’s 
performance.

A type of database system that can be massively scaled out for cloud use. The 
structure required by a traditional RDBMS caused problems for distributed 
computing when updating records, joining tables and answering millions of queries.

A specific occurrence of an object. For example, a specific mail message document is 
an instance.

A simple service that stores documents that can be accessed with keys. Cloud 
object storage holds vast amounts of data and the web service front-end is easy to 
integrate into cloud applications. Usually cheaper and slower than the file storage 
used by virtual machines. 

A simple service that stores documents that can be accessed with keys. Cloud 
object storage holds vast amounts of data and the web service front-end is easy to 
integrate into cloud applications. Usually cheaper and slower than the file storage 
used by virtual machines. 

A service that allows a customer to create, change and destroy resources at any 
time, using a self-service interface, with little or no delay.

A project backed by many cloud providers to create a cloud management platform. 
The collection of applications produced by the OpenStack project is also called 
OpenStack. 

Cloud platform services where the computing platform is delivered as a service 
over the Internet by the provider. The PaaS layer offers black-box services so that 
developers can build applications on top of the compute infrastructure. This might 
include developer tools that are offered as a service to build services, data access 
and database services or billing services.

Services offered over the Internet or over a private internal network to only select 
users, not available to the general public.

Distributed computing services available over the Internet and offered over the 
public Internet and available to anyone who wants to purchase the service.. Comes 
with scalability, a consumption-based pricing model, customer self-service, 
multi-tenancy and on-demand service. 
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Resource Pool 

Scale Out

Scale Up

SDN (Software Defined Networking)

SDS (Software Defined Storage)

Software as a Service (SaaS)

Service Level Agreement (SLA)

Solution Stack

Standardized Interfaces

Storage Area Network (SAN)

Subscription-based Pricing Model

Vendor Lock-in

SLA (Service Level Agreement)

The collection of behind-the-scenes computing resources a cloud provider can rent 
out. Resources from infrastructure pools of CPU, storage, DNS names and IP 
addresses are constantly allocated to customers and returned to their pools. Similar 
to a car pool and nothing like eight-ball pool. 

A way of coping with more customer demand by adding more machines to a cluster. 
Machines may be added in other data centers to be closer to where the demand 
is. An application being scaled out must be able to run on a distributed computing 
platform. Also known as horizontal scaling. Scaling out and scaling up are methods 
of elastic computing. A web service is scaled out. 

Adding CPU, memory or storage resources to one machine. Virtual machines can be 
scaled up on-demand, as opposed to traditional on-premise physical machines. An 
RDBMS is scaled up.

A data network that is automatically provisioned when a customer orders a cloud 
application. A recent addition to the automated provision of machines, storage and 
applications. 

An attempt to apply the SDN concept to data storage. A data store that is 
automatically provisioned when a customer orders a cloud application. 

Cloud application services in which applications are delivered over the Internet 
by the provider; applications don’t have to be purchased, installed and run on the 
customer’s computers.

A contract that stipulates the type of service needed from providers and what type 
of penalties would result from an unexpected business interruption.

An integrated set of software that provides everything a developer needs to build 
an application.

Cloud services should have standardized APIs, which provide instructions on how 
two application or data sources can communicate with each other. A standardized 
interface lets the customer more easily link cloud services together.

A storage systems that is flexible and scalable because it’s available to multiple hosts 
at the same time.

A pricing model that lets customers pay a fee to use the service for a particular time 
period, often used for SaaS services.

Difficulty moving from one cloud vendor to another due to lack of standardized 
protocols, APIs, data structures (schema), service models or service level agreement. 

A contract which specifies the minimum a customer will get for his money. The 
basic measurement is service availability - the EC2 SLA from AWS offers some 
money back, under certain conditions, if the service fails to stay up at least 99.95% 
of the time. 

Virtualization Using computer resources to imitate other computer resources or whole computers 
to maximize performance and flexibility.
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Virtual Private Data Center

Virtual Machine

Unstructured Data

Utility Computing

Vertical Cloud

Workload

A cloud service model in which a large pool of resources can be subdivided to 
individual servers as needed.

A computing node in a cloud, offered by every IaaS cloud provider. A virtual machine 
is a software-defined computer that can be created, destroyed and (by some 
providers) scaled up on-demand.

The data found in a NoSQL database and cloud storage. An organization can capture 
all unstructured data it produces and put it in cheap cloud storage for later analysis, 
rather than analyzing and reducing data first then storing the result. Unstructured 
data is simpler than the structured data found in an RDBMS.

Any rental of computing power, including cloud computing. The term was born 
when mainframe computing power was rented out to customers using a very 
expensive consumption-based pricing model, similar to the way public utilities 
rented out electricity, gas and telephone services. 

Specialized cloud services tailored to a particular industry segment, such as finance, 
education or health care. Current cloud services are horizontal - generalized 
resources that can be used by any kind of organization. Similar to SaaS, but not 
limited to ready-made business services. 

Refers to the type and characteristics of an application that are required to be 
hosted in the cloud.

Learn More
Understanding the various terminology associated with cloud computing is only 

the beginning.The real value of the cloud is what it can do for your business — from 

generating cost savings to powering innovation. Let Peak 10 help you discover how 

you can harness the benefits of the cloud. 

Opt in for our Weekly Peak e-newsletter to get more great 
ebooks like this one every week!

Contact 866.473.2510 to talk to a Solutions Engineer today!

http://pages.peak10.com/Peak10NewsletterSignUp_SignUpPage.html

