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adoption standpoint,” said John Wheeler, research direc-
tor for security and risk management at Gartner, “or any 
maturity in the products that insurers are developing.” 

That’s largely because the data breach loss informa-
tion is very hard to obtain, according to Wheeler, and the 
insurers have limited actuarial data to support underwrit-
ing decisions. The security and risk information on the or-
ganization’s insurance application is often used to develop 
customized policies. Companies that are exploring cyber-
insurance should look at products from insurers with at 
least three years of experience in the category, such as 
Ace, AIG, Chartis and Beasley, among others, according 
to Gartner research. 

“There is great interest in these products—we get 
lots of client calls,” said Wheeler. “But we always caution 
folks to make sure that they really look at the application 

Part of the Conversation  
on Cyber Risk Insurance
Security deserves a seat at the risk management table.  
BY KATHLEEN RICHARDS

EDITOR’S DESK

CYBER RISK AND liability insurance gener-
ates lots of questions but evidence of a 
growing market remains hard to find. 
Of the 1,000 commercial property and 
casualty insurers, about 30 offer “good” 

cyberinsurance, according to Mark Greisiger, president 
of NetDiligence, whom I interviewed for an article this 
month.

Adoption numbers also remain steady, with many 
studies indicating that roughly one-third of the risk 
managers surveyed said their organizations have cyber-
insurance policies. Far higher percentages of companies 
express interest in cyber risk and liability insurance prod-
ucts, especially after security incidents. Security officers 
have limited involvement in insurance decisions. 

“We haven’t seen a whole lot of change from an 

https://www.gartner.com/doc/2043615/considerations-purchasing-cyberinsurance
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With everything that’s at stake, it’s hard to believe that 
security officers have limited-to-no involvement in cyber-
insurance decisions about adequacy of coverage. While 
many technicians may prefer life in the data center, cyber 
risk and liability require the expertise of security officers 
before companies help quantify their own risk and sign off 
on expensive cyberinsurance policies. n

 

KATHLEEN RICHARDS is the features editor of Information 
Security magazine. Follow her on Twitter @RichardsKath.  
Send comments on this column to feedback@infosecuritymag.com.

EDITOR’S DESK

that they are filling out and the information requested, 
because that is essentially what these underwriters are 
using to write the policies...” If the information provided 
in the pre-insurance survey is not a defensible set of con-
trols—accurate representation of the company’s network 
monitoring, access control, physical security, governance 
and policies and security practices—some organizations 
may inadvertently void or limit their policy coverage  
and not realize their mistakes until the information is 
questioned during the claims process. Subpar language 
describing cyber risk in a cheaper policy should also be 
avoided, according to Gartner.

https://twitter.com/RichardsKath
mailto:feedback@infosecuritymag.com
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COVER STORY: NoSQL SECURITY

By Adrian Lane

IN DEFENSE  
OF BIG DATA
Big data offers horizontal  
scalability, but how do you  
get your database security  
to scale along with it?

SECURITY TEAMS AT many organizations are past the point 
where they can call big data projects a fad. They recog-
nize that they are staring straight into the face of the next 
generation of data storage platforms. It’s not just Google, 
Facebook and the NSA that find big data critical to their 
business models; thousands of companies, including 
startups, have already jumped in with both feet to take  
advantage of big data architectures. 

Many security professionals who encounter big data 
environments for the first time don’t understand why se-
curity is a big issue. They assume they are going to rely 
on the same tools and techniques that they use to protect 
their relational databases. 

You can’t. Most security features built into RDBMSes 
are not present in big data platforms. Many of the third-
party security tools you own don’t work with big data ei-
ther. These non-relational data management platforms 
are different enough—architecturally—that you need to 
rethink how you approach database security. 

What makes big data technology attractive is that it 
is open source, providing virtually free analysis and data 

http://searchsecurity.techtarget.com/answer/Comparing-relational-database-security-and-NoSQL-security
http://searchsqlserver.techtarget.com/definition/relational-database-management-system
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COVER STORY: NoSQL SECURITY

they communicate with hundreds or even thousands of 
nodes. Protecting big data is closer to securing an entire 
data center than a single server. 

Second, there really is no such thing as a standard 
cluster. There are more than 150 big data variants avail-
able, each specializing in something different—graph 
data, tuple stores, document stores and wide columnar 
stores just to name a few. Many of these variations al-
low you to swap components: The data model, resource 
manager, data access layer, query facilities and orchestra-
tion tools are interchangeable. And because these plat-
forms are reasonably new, the architects who built them 
focused on scalability, performance and accomplishing 
a specific data processing task in a unique way. Security 
was not on the agenda. While some commercial distribu-
tions of big data platforms are closing the gaps, security 
with open source variations is largely an afterthought, of-
fering limited capabilities. 

The third, and final, difficulty with big data security is 
that some traditional tools don’t work well with big data 
technologies. With the multi-node architecture, the sheer 
scale, variety and velocity of data outpace the capabilities 
of traditional security products. Some forms of security 
either have trouble scaling (row-level encryption, mask-
ing, packet analysis) or they simply don’t work (content 
filtering, query monitoring) with many NoSQL clusters. 
Taken together, these issues make big data security 
challenging. 

management capabilities. And unlike data warehouses 
of old—which cost millions of dollars and run on propri-
etary systems—big data runs atop commodity hardware. 
Couple that with the huge volumes of data generated by 
every type of electronic device imaginable, and firms of 
all sizes can derive valuable information at very low cost. 

But as with all types of databases—and make no mis-
take, big data systems are databases—high-quality data 
produces better analysis results. Senior management is 
not usually briefed on how the sausage is made: They only 
care about the quality of the results and how it helps the 
bottom line. So big data architects grab customer data, 
transactional information, intellectual property, supply 
chain details and financial information to support busi-
ness intelligence and high-quality analytics. It’s not re-
ally a question of whether sensitive data is stored within 
the cluster, it’s how that information is being used. With 
broader adoption of big data projects, rapidly advancing 
platforms and growing concerns about sensitive data, it’s 
time to re-examine how to secure these systems and the 
data they store.

THE TROUBLE WITH BIG DATA
Of the many differences between traditional databases 
and big data architectures, three stand out. The first, and 
most important, is big data is comprised of a cluster of 
servers, each with a slice of the stored data. Applications 
do not speak with a single node in this cluster; instead, 

http://whatis.techtarget.com/definition/tuple
http://searchdatamanagement.techtarget.com/essentialguide/Guide-to-NoSQL-databases-How-they-can-help-users-meet-big-data-needs
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within the NoSQL cluster itself, as data and database se-
curity are dependent upon the outer “protective shell” of 
the network and applications that surround the database. 
The advantage is simplicity: Any firm can implement this 
security model with existing tools and skills without per-
formance or functional degradation to the database. On 
the downside, security is fragile; once a failure of the fire-
wall or application occurs, the system is exposed. This se-
curity model also does not provide the means to prevent 
credentialed users from misusing the system or viewing 
and modifying data stored in the cluster. For organiza-
tions that are not particularly worried about security, this 
is a simple, cost-effective approach. 

Another approach to big data security, shown in  
Figure 1 (page 7), leverages security tools or third-party 
products built into the NoSQL cluster. Security in this 
case is systemic and part of the base function. Tools  
may include SSL/TLS for secure communication,  
Kerberos for node authentication, transparent encryption 
for data-at-rest security, and identity and authorization 
(groups, roles) management just to name a few. This clus-
ter security approach is more difficult, requiring setup of 
several security functions targeted at specific risks to the 
database infrastructure. And, as third-party security tools 
are often required, it’s typically more expensive. How-
ever, it does secure a cluster from attackers, rogue admins 
and the occasional witless application programmer. It’s 

Organizations take different approaches to securing 
their big data clusters. Most enterprises adopt a modi-
cum of security, but many companies back into a security 
model based on how they deployed the cluster—which 
is to say they implemented what they could after it was 
launched. 

NoSQL SECURITY REFERENCE ARCHITECTURES
Four common approaches address security while still al-
lowing big data to horizontally scale (as it’s designed to 
do). It’s important to note there is no right approach 
here, as each model leverages the skills, infrastructure 
and risks an organization deems important. 

A quick note on terminology: NoSQL is the term used 
by the development community to differentiate these 
platforms from relational databases. It was first used as 
derogatory slang for “Not SQL” (not relational), which 
later morphed into the politically correct “Not Only 
SQL.” You’ll hear other terms in the coming months, 
such as the currently fashionable “data lake,” but they all 
refer to the same clustered database paradigm.

The singularly most common approach to big data  
security is a “walled garden” security model. You can 
think of this as the “moat” model used for mainframe se-
curity for many years; IT places the entire cluster onto its 
own network and tightly controls logical access through 
firewalls and access controls.

With this security model, there is virtually no security (Continued on page 8)

http://searchsecurity.techtarget.com/definition/Kerberos
http://searchstorage.techtarget.com/definition/data-at-rest
http://searchdatamanagement.techtarget.com/definition/NoSQL-Not-Only-SQL
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FIGURE 1

NoSQL Cluster Security
This cluster security approach, which relies on integrated tools, is more difficult, requiring setup of several 
security functions targeted at specific risks to the database infrastructure. 

SOURCE: SECUROSIS
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value with a date within some range. In this way the orig-
inal sensitive data value is removed entirely, but the value 
of the data set is preserved for analysis. Finally, data ele-
ments can be encrypted and passed without fear of com-
promise; only legitimate users with the right encryption 
keys can view the original value.

The data-centric security model provides a great deal 
of security when the systems that process data cannot be 
fully trusted. And many enterprises, given the immatu-
rity of the technology, do not fully trust big data clusters 
to protect information. But a data-centric security model 
requires careful planning and tool selection, as it’s more 
about information lifecycle management. You define the 
controls over what data can be moved, and what protec-
tion must be applied before it is moved. Short of deleting 
sensitive data, this is the best model when you must pop-
ulate a big data cluster for analysis work but cannot guar-
antee security. 

RE-ARCHITECTING FOR THE CLOUD
The final big data security model organizations use with 
growing regularity is to leverage the security facilities 
embedded in the services provided by cloud providers 
for both platform and infrastructure as a service. Cloud 
computing environments provide many advantages in 
secure deployment options, security orchestration, and 
built-in features to secure platforms and the network. For 

the most effective, and most comprehensive,  
approach to NoSQL security. 

DATA-CENTRIC APPROACH TO SECURITY 
Big data systems typically share data from dozens of 
sources. As firms do not always know where their data 
is going, or what security controls are in place when it 
is stored, they’ve taken steps to protect the data regard-
less of where it is used. The third NoSQL security model 
is called data-centric security because the controls are part 
of the data, not the database. Data is protected before it is 
moved into a big data repository. 

The three basic tools that support data-centric se-
curity are tokenization, masking and data element en-
cryption, as shown in Figure 2 (page 9). You can think 
of tokenization just like a subway or arcade token; it has 
no cash value but can be used to ride the train or play a 
game. In this case, a data token is provided in lieu of sen-
sitive data. Tokenization is commonly used in credit card 
processing systems to substitute credit card numbers. The 
token has no intrinsic value other than as a reference to 
the original value in some other (more secure) database. 
Masking is another tool commonly used to protect data 
elements while retaining the aggregate value of a data set. 
For example, firms may substitute an individual’s social 
security number with a random number, or change their 
name arbitrarily from a phone book, or replace a date 

(Continued from page 6)

(Continued on page 10)
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FIGURE 2

Data-Centric Security
The three basic tools that support data-centric security are tokenization, masking and data-element encryption.

SOURCE: SECUROSIS
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customized for specific tasks and still cost-effective. That 
said, these are very early days for big data and NoSQL se-
curity, and no one said it’s going to be easy. There will 
be growing pains as the platforms mature, and you’ll 
discover many facets of big data that alter how you ac-
complish security tasks you thought you had already 
mastered. 

First, and foremost, never assume that you don’t  
have sensitive data stored—you probably do or will at 
some point in the near future. Second, examine the 
NoSQL security reference architectures and see which 
best fits your organization’s deployment model, employee 
skills and budget. It does not do you much good to select 
a clustered security approach if you don’t have the bud-
get or staff to set up security controls. Finally, leverage 
audit logs as much as possible. It’s how you’ll collect data 
in order to monitor database security, but the data is also 
applicable to performance, operations and business ana-
lytics. It will help you discover and understand what you 
don’t yet know. n

ADRIAN LANE is a Securosis senior security strategist who 
specializes in database architecture, data security and secure code 
development. He holds a degree in computer science from the 
University of California at Berkeley and did post-graduate work in 
operating systems at Stanford University. 
Send comments on this article to feedback@infosecuritymag.com.

example, the ability to run trusted server images and dy-
namically preconfigure and validate the server instance 
prior to deployment provides a trusted environment for 
the cluster to run. Dynamic and on-demand, cloud ser-
vices do not limit the performance of big data databases. 

Tools such as identity management, session encryp-
tion, data encryption, monitoring and logging are built 
into the cloud. Many big data platform providers, such 
as Cloudera, DataStax, Hortonworks, MapR and Zetta-
set, offer trusted bundles of Hadoop or Cassandra vari-
ants as part of their service. Even if the NoSQL variant 
you choose is devoid of security capabilities, you can close 
most of the gaps with the tools the platform providers of-
fer. And with metered, on-demand services you only pay 
for what you use. The downside is it requires companies 
to understand the cloud and re-architect their deploy-
ments to leverage these facilities. You can’t go into the 
cloud thinking a network monitoring and firewall secu-
rity model will address your risk; your focus must realign 
onto orchestration, management plane and data security. 
If you’ve not yet jumped into big data, this approach is 
worth a serious look. 

TIME TO RETHINK DATABASE SECURITY
Big data is the database of the future: it’s what compa-
nies select when they start new projects. It’s fast, easily 

(Continued from page 8)

mailto:feedback@infosecuritymag.com
http://hadoop.apache.org/
http://cassandra.apache.org/
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HOW DO YOU measure the effectiveness of 
your security program? Marcus Ranum 
uncovers how one Ivy League school 
uses information security metrics to 
improve and automate its processes in 

this Q&A with Joel Rosenblatt, the director of computer 
and network security at Columbia University’s Informa-
tion Security Office. 

A Columbia alumnus, Rosenblatt has tapped the key-
boards at the New York institution in the Upper West 
Side of Manhattan since 1973, first as an engineering 
student, then as a mainframe systems programmer and 
manager. Rosenblatt got hooked on security metrics (and 
nailing the “bad guys”) when he was asked to build the 
university’s security program in 2000. He used secu-
rity measurements to enhance a range of projects from 

identity management to asset protection. 
All that data has paid off. Information security met-

rics have provided concrete measurements to justify au-
tomated processes that monitor networks and systems, 
and even take care of compliance issues related to online 
copyright infringement. 

MARCUS RANUM: I’ve known you for, what, nearly a  
decade now? And, I’ve always been impressed by  
the kind of metrics you keep and how you use them. 
How did you get started with your metrics program? 

JOEL ROSENBLATT: I have a background in engineering and 
have always believed that if you can’t measure it, it didn’t 
happen. To me, metrics should be an intrinsic com-
ponent of any program, because without some kind of 

’Context Is King’ in Security Metrics
Apples to apples comparisons of metric data can help you  
automate your security strategy. BY MARCUS RANUM

A CHAT WITH JOEL ROSENBLATT
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[Digital Millennium Copyright Act] complaints.

Normalizing data for sharing is a really hard problem. 
How have you done that?

Normalization for this [comparison] means that your 
numbers are either unit-less or that the units match. 
This was one of the things I learned early in engineering 
school for exams: Figure out what the units are—meters 
per second—and then make sure that the answer you get 
is really in meters per second. You are guaranteed to have 
the wrong answer if it’s in feet per second. 

In security metrics, if you are looking at the number  
of compromised machines and you need to compare it, 
calculate the number in infections per thousand desktops 
—this way you are comparing like numbers. If one shop 
has 100,000 machines and got a bug that affected 200 
machines, and the other has 25,000 machines and got the 
same 200 infections, you know right away that the sec-
ond shop is doing a poorer job of defending the desktops. 
Without knowing the total number of machines, 200 is a 
meaningless number. In metrics, context is king.

You said something the other day—about how you  
collect metrics on vulnerability rates in systems based 
on how they are administered, and by whom—that  
really floored me. Can you tell us a bit about that?  
I thought your results seemed counterintuitive.

measurement; you will never be able to improve on the 
process. 

When I talk to some of my peers, often, their vision of 
metrics seems to be “stuff we present to the big shots.” 
But in my experience, that’s not how it actually happens 
in real life. The metrics inform the stuff we present to 
the big shots. Is that your experience? Are there spe-
cific metrics you share up the hierarchy? Or do you share 
metrics mostly with your peers?

I have always found that the best metrics to share with 
the big shots are the ones that they are asking for. These 
measurements are not always the most meaningful, nor 
are they the ones that I care about, but they are the ones 
that get the job done. When I started doing security, they 
wanted policies so ‘how many [security] policies we have’ 
was the metric we provided; not really useful or interest-
ing, but it was exactly what they wanted to know. 

My view on metrics is that they provide a feedback 
loop into the security system: Your metrics should allow 
you to tune your systems to make them better. I also be-
lieve that metrics should be able to be used to compare 
solutions: Is my Bayesian spam filter as good as your Bar-
racuda firewall? This means that metrics should be nor-
malized so you are comparing apples to apples. I have 
been able to share some metric data with peers, which is 
useful when there is a pervasive problem, such as DMCA 

http://www.copyright.gov/onlinesp/
http://whatis.techtarget.com/definition/Bayesian-logic
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tables. The jack was turned 
off, and we waited to see 
who complained. We often 
had inventive students who 
just found another jack and 
were back in business. We 
even had one who went out 
and bought a 100-ft cable, 
ran it out the window of the 
dorm room down to the next 

floor and plugged in there. Back in 2007, we started see-
ing more than 400 complaints in one month. Process-
ing these complaints required a fulltime engineer, whose 
time could be better spent. At that point, I decided to 
fully automate the process. 

Today, we have a fully automated system: The email 
comes in to a service account. It is parsed for relevant 
content. The complaint is verified—IP address, port, traf-
fic—the MAC address of the machine is determined and 
‘captured.’ When the user brings up a Web browser, they 
are taken to a webpage, which explains that they were 
caught for a copyright violation. They are taken to an on-
line class on copyright, then to a quiz on the class, and if 
they pass, they get a valid IP address back. A letter is gen-
erated to the dean of their school—or human resources—
and they get to sit down and have a chat. The details of 
the case are stored in our Service-Now ticketing system, 
and I can pull up metrics on the current and past states of 

Sure, our security setup—called Point of contact and Inci-
dent Response System or PaIRS—is designed to find com-
promised systems on our network based on the behavior 
of the system. We have two kinds of systems, managed 
and ‘free love.’ The managed systems have an IT group 
that is responsible for their care and feeding; the free love 
systems plug into our network and get an IP address, no 
questions asked. The PaIRS system is fully automated: 
When a managed system gets compromised, the IT sup-
port unit gets notified; when a free love system gets com-
promised, it gets captured. If you look at the numbers, 
the percentage of managed systems that get compromised 
is much higher than the free love group. I attribute this to 
the fact that the free love people use automatic updates; 
the managed people have to wait until their IT group up-
dates their systems. 

In my experience, a good way to establish metrics is to 
analyze a business process, then instrument it thor-
oughly to understand better how you do it. You men-
tioned DMCA complaints; can you tell us a bit about how 
you apply metrics and automation to that process?

Going back about 11 years or so, when we first started get-
ting DMCA complaints, the process was done by hand. 
A complaint came in; a security tech took the informa-
tion down and then tried to track down the user—us-
ing timestamp, IP address, DHCP logs and network jack 

Joel Rosenblatt

http://www.nysernet.org/workshops/2012/TechSummit2012_dmca.pdf
http://www.nysernet.org/workshops/2012/TechSummit2012_pairs.pdf
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about metrics: They can be used to shine a light on a lot 
of security problems, especially to show how valuable the 
security process is, but only if you keep them.

Columbia University and one of its affiliated hospitals, 
New York-Presbyterian, reached a HIPAA settlement in 
May after reporting the exposure of electronic-protected 
health information in September 2010. What happened, 
and are you able to comment on any changes in organi-
zational policies and procedures?

The hospital is responsible for the security of the sys-
tems there. It is my understanding that there were many 
changes in policies and procedures after this exposure 
in 2010. It is their belief—the hospital security team’s— 
that with the current systems that they have in place, an 
exposure such as this would be caught before any data 
was released. 

Joel, thanks for your time. It’s always good  
to catch up with you! n

MARCUS J. RANUM, chief security officer of Tenable Security 
Inc., is a world-renowned expert on security system design and 
implementation. He is the inventor of the first commercial bastion 
host firewall.

the tickets being processed. 
The interesting metrics are that by automating, we 

can now process 100% of the incoming complaints. We 
find that we get less than 1% of repeat offenders. Without 
the ability to capture the data and process it, we would 
never be able to tell if our process was effective.

What metrics did you keep and produce to justify  
doing that? Presumably, since you were tracking  
DMCAs at 400 per month in 2007, you retain that  
kind of data. What other metrics did you keep?

I keep raw data in our ticketing system—incident date, 
user ID, first or second incident, validation of the inci-
dent and so on. Once the process was automated, it was 
obviously much easier to keep the data. The presentation 
of the data was a simple matrix—‘month by year’ with 
‘number of incidents’ in the box and a line graph color 
coded by year, with ‘number of incidents per month’ driv-
ing the curve. We also have a matrix with ‘how many total 
incidents by count,’ including ‘first,’ ‘second’ and ‘the per-
cent of total.’ This metric was the key one used to show 
the effectiveness of our program. 

Back in 2008, I wrote an article called ‘Security Met-
rics: A Solution in Search of a Problem,’ which was pub-
lished in the Educause Quarterly. It sums up how I feel 

http://www.hhs.gov/news/press/2014pres/05/20140507b.html
http://www.educause.edu/ero/article/security-metrics-solution-search-problem
http://www.educause.edu/ero/article/security-metrics-solution-search-problem
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AS ESTABLISHED INSURANCE providers and startups rush to 
sell cyberinsurance to companies of all sizes, many enter-
prises still can’t find insurance policies due to the lack of 
product standardization and complexities of establishing 
adequate coverage.

High-profile breaches and the growing realization that 
potential revenue losses from cybersecurity risks are on 
par with business interruptions and natural disasters may 
change those dynamics. Stricter data privacy notification 
laws, government incentives and cloud adoption have am-
plified interest in cyber risk insurance.

“There is a lot of capacity, so there are a lot of insur-
ance carriers chasing the same customers,” said Mark 
Greisiger, president of Philadelphia-based NetDiligence, a 
firm that specializes in cyber risk assessment for major in-
surers, brokers and industries. “You will find underwrit-
ers willing to undercut premiums and insure customers 
who might not have the best controls in place, because 
they want to put revenue on the books this quarter.”

How do insurers compare risks among companies in 
the same industry when many companies shy away from 

Kathleen Richards

IS CYBER-
INSURANCE 
WORTH  
THE RISK?
Immature products and a lack  
of standardization raise critical  
questions about first-party  
risk and third-party liability.

CYBER RISK AND LIABILITY INSURANCE
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insurance needs based on the one-year probability of a cy-
berprivacy incident, its severity and cost per breach. Cy-
ber DEAL uses U.S. historical breach information dating 
back to 2005, according to the insurance broker, along 
with other data sources, including the company’s propri-
etary database.  

HOMEGROWN SECURITY ASSESSMENTS
A number of leading insurers also require a security and 
risk assessment of some sort. “But 99% of the time, there 
is no insurance company that is going to require an on-
site assessment,” said Greisiger, who noted that the insur-
ance industry thinks penetration testing is “overkill.”

Onsite assessments often occur when a corporate cli-
ent wants it done for internal risk management. “Many 
times, the internal risk managers or the CFO have no idea 
what their actual IT guys are doing,” he said, “so this is 
really a risk-management engagement that the organiza-
tion wants to undertake, and they use the report to help 
their insurance underwriter’s requirements.”

NetDiligence, whose clients include Ace, American 
International Group (AIG) and SafeOnline among others, 
generally does remote assessments using online applica-
tions that corporate candidates have to complete, detail-
ing the organization’s security practices. In addition to 
interviews, NetDiligence performs network vulnerability 
scanning to ensure that the systems are patched, hard-
ened and can deflect 6,000 common vulnerabilities. 

sharing breach or security data? “By and large, the data 
breach loss information is very hard to get at and most 
of these insurance companies have very little actuarial 
data to support their underwriting decisions, because 
companies are reluctant to disclose any detailed infor-
mation around their breach losses,” said John Wheeler, 
research director for security and risk management at 
Gartner. “Even the insured are reluctant to file claims 
in some situations, because they want to keep the infor-
mation closed and they are fearful of the impact to their 
reputations.” 

The lack of actuarial data, and the fact that the compa-
nies often have more information about the risk scenarios 
than the insurer, may lead to adverse selection—high-risk 
enterprises purchasing cyberinsurance—and “laddering,” 
in which companies buy cyber risk policies from multiple 
insurers. 

Used to transfer risk and protect organizations against 
revenue loss, cyberinsurance is usually handled by chief 
financial officers and risk managers. Security profession-
als’ involvement in coverage decisions is often limited 
despite the critical nature of the pre-insurance security 
surveys that insurers use to create policies and process 
claims. 

Analytics and modeling tools for risk managers may 
help purchasing decisions. Insurance broker Marsh in-
troduced Cyber DEAL (identify Damages, Evaluate, and 
Assess Limits) in July aimed at helping clients determine 

http://searchsoftwarequality.techtarget.com/definition/penetration-testing
http://searchsecurity.techtarget.com/news/2240209036/Experts-propose-better-cybersecurity-information-sharing-models
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Insurers are interested in policies and procedures and 
whether or not an organization has the security practices 
and adequate safeguards in place for its size and industry 
to mitigate loss in an ongoing manner. “And that’s a very 
subjective thing,” said Greisiger. “They may not care if you 
have a dedicated security person because most small to 
medium-sized businesses … do not have the budget for that.” 

End-to-end encryption is a hot topic among insurers: 
Organizations that encrypt private data in all of the places 
that it resides may have safe harbor from legal liability 
should data exposure or loss happen. But less than 5% 
percent of the companies that NetDiligence works with 
have encryption in place throughout their organizations 
(in their email, databases, laptops and especially with 
their service providers, such as cloud services). 

LIMITED INVOLVEMENT
Demand for cyberinsurance intensifies after a security 
incident, according to research from the Ponemon In-
stitute; 70% of the risk managers surveyed, whose compa-
nies had experienced a security incident in the previous 
24 months, said that it increased their organization’s in-
terest in cyberinsurance. 

But IT security professionals have “significant involve-
ment” in cyberinsurance decisions only 32% of the time, 
according to the August 2013 study (sponsored by Ex-
perian), while 33% of respondents said they have “no in-
volvement” (see Figure 1).

FIGURE 1

IT Security’s Level of  
Involvement in Determining  
Adequacy of Coverage

SOURCE: PONEMON INSTITUTE, AUGUST 2013

12+20+35+33+p
Some  

involvement
No  

Involvement

Very significant 
involvement

Significant 
involvement

20%

33%

35%

12%

http://www.ponemon.org/blog/managing-cyber-security-as-a-business-risk-cyber-insurance-in-the-digital-age
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Insurance products offer first-party coverage (direct 
losses to your organization) for network intrusions and 
breaches, loss of income or business interruption, crisis 
management, breach notification and even credit moni-
toring for potential victims and even call centers after an 
event. 

 Third-party protection can include privacy liability 
and damages against third-party computer systems, data 
losses or services. Most companies purchase both types of 
coverage, according to Gartner. 

The privacy and security issues can get a “little 
muddy.” One in three events NetDiligence witnesses are 
caused by a third-party vendor or service provider that 
the insured business relied upon. “What IT needs to un-
derstand is that these policies are very wide angled,” said 
Greisiger. “They are focused on protecting private in-
formation no matter where it resides, and it might fall 

Not involving security officers in cyberinsurance de-
cisions is ill advised, according to Gartner. “I think they 
need to be involved at the forefront of considering this 
sort of insurance, especially given the fact that we are in 
an immature market and the underwriters are looking at 
these policies on a case-by-case basis and solely relying 
on the application,” said Wheeler. “If the security folks 
are not involved at the front end and providing the best 
characterization of their own security practices, then es-
sentially that policy is being underwritten using informa-
tion that is not accurate, so the value of the policy itself is 
suspect.” 

If security professionals are brought in midstream, 
they may not understand the full ramifications of some 
of the exclusions and what these relate back to in terms 
of the application. “There is no way that an organization 
can make a truly informed decision without them at the 
table,” he said.

Many organizations have good security practices in 
place, but that doesn’t stop events from happening every 
few years. “A lot of the information security guys feel that 
insurance isn’t needed because they’ve got the back of the 
company; they are doing a good job on security and noth-
ing is going to happen,” said Greisiger. “And for many 
organizations, that’s true. The question is not frequency, 
it is severity. How bad is it going to be and are you able 
to control it so that it is more of a nuisance than some 
catastrophe?”

 “There is no way that an 
 organization can make a truly
 informed decision without 
 [security professionals] at the table.” 
 —John Wheeler, Research director, security  
 and risk management, Garter
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America—the providers of the PlayStation Network and 
Online Entertainment services. According to the judge’s 
ruling, the data breach did not constitute oral or written 
publication violating a person’s rights to privacy because 
the confidential information was “published” by third 
parties—in this case, the hackers responsible for a mas-

sive cyberattack on the PlayStation Network in April 2011 
that resulted in a data breach that affected millions of 
gamers and Sony Entertainment users. Organizations that 
try to extend their CGL policies to include cyber risk and 
liability protections may face an uphill battle. 

Insurance coverage typically pays for the costs of re-
sponding to the event; hiring legal counsel; navigating 
federal and state compliance requirements; and conduct-
ing computer forensics after an incident, which can be 
expensive, according to Greisiger. “Did the bad guy touch 
private information? What controls were defeated that al-
lowed this to happen? That information can be submit-
ted to the insurance company so that they can pay your 

outside of the IT department. Maybe the marketing de-
partment is doing things for big data trending outside 
of their privacy policy, and now it’s an acceptable trade 
practice issue.”

RISK OWNERSHIP
Which parties are responsible for cyber risk remains an 
open question, however. The Department of Homeland 
Security National Protection and Programs Directorate 
(NPPD) is looking at the issues surrounding insuring first 
parties versus third parties. Since November 2012, the 
NPPD has held three workshops to examine cyberinsur-
ance issues. The initial meeting included insurance car-
riers, cyber risk managers, information technology and 
cybersecurity experts, academics and social scientists and 
critical infrastructure operators. Who “owns” the risk was 
among the questions raised.

Insurance outside of critical infrastructure opera-
tors—where fears of a “cyber hurricane” have led some to 
suggest that the federal government act as a reinsurer for 
a limited period of time, as it did in the Terrorism Risk 
Insurance Act of 2002—are no less complicated.

A New York judge ruled in February in favor of two 
cyberinsurers—Mitsui Sumitomo Insurance and Zu-
rich American Insurance. The insurance companies 
did not have to pay for defense coverage on Commer-
cial General Liability (CGL) policies that protected Sony 
Corp. of America and Sony Computer Entertainment of 

 Organizations that try to extend 
 their Commercial Gen eral Liability 
 policies to include cyber risk and 
 liability protections may face an 
 uphill battle. 

http://searchsecurity.techtarget.com/news/2240035422/Sony-attack-Sony-expands-scope-of-its-massive-data-security-breach
http://www.treasury.gov/resource-center/fin-mkts/Pages/program.aspx
http://www.treasury.gov/resource-center/fin-mkts/Pages/program.aspx
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premiums ranging from $10,000 to $35,000 per $1 mil-
lion of coverage. “I haven’t seen much beyond $100 mil-
lion in total aggregate for very large situations,” Wheeler 
said.

Organizations need to pay close attention to the in-
formation that they provide in their pre-insurance appli-
cations. “It becomes a central part of their policy,” said 
Wheeler. “When a claim is actually made, if any of that 
information becomes suspect or is just not valid…the in-
surer will use it to not pay the claimant or, in the worst-
case scenario, to void the coverage altogether.”

Organizations should have their risk manager, secu-
rity officer and legal counsel peruse any policies before 
purchasing cyberinsurance. “These policies are complex, 
and they have definitions of definitions, and you have to 
be really careful of exclusions,” said Greisiger, who noted 
that some policies can be as low as $5,000 for limited 
coverage. 

claim,” he said. One key area that it doesn’t cover is theft 
of intellectual property and trade secrets.

NetDiligence runs an eRisk Hub that is licensed by 
many insurers, which offer its resources as an additional 
benefit to their policies. After a bad event, corporate cli-
ents have immediate access to top forensics investigators, 
as well as to cybersecurity and privacy lawyers. “These 
‘breach coaches’ are seeing one or two breaches a week,” 
Greisiger said.

Brokers and insurance representatives have also 
ramped up their knowledge of cyberinsurance policies in 
the last few years. “Good insurance brokers will actually 
have the underwriters strike a lot of the exclusions—they 
have a cheat sheet on every insurance carrier out there 
and what exclusions there are,” Greisiger said. “They can 
get away with that, because we are in a soft market.”

ADEQUACY OF COVERAGE
While insurance companies can provide a one-stop shop 
for breach notification, crisis management and public 
relations after a security disaster, many organizations 
are not aware of the sublimits of coverage on their poli-
cies—often regulatory issues or legal defense—until they 
make a claim. The sublimits “ratchet down” the value 
of the quoted coverage. “Typically, when clients review 
that, they opt not to go ahead with the purchase,” said 
Wheeler. Gartner generally sees cyberinsurance policies 
of $5 to $15 million (not including laddering) with annual 

 Insurance coverage typically 
 pays for the costs of re sponding 
 to the event; hiring legal counsel; 
 navigating compliance requirements; 
 and conduct ing computer forensics 
 after an incident.
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FIGURE 2

Main Reasons for Not  
Purchasing Cyberinsurance 

High premiums and worries about claims actually be-
ing paid are top concerns of the uninsured. Less than one 
third (31%) of respondents surveyed across multiple sec-
tors had cybersecurity policies, according to Ponemon 
research. Of the organizations that did not have policies, 
57% reported plans to buy cyberinsurance while 43% did 
not have such plans—in part, because of high premiums 
and too many exclusions (see Figure 2).

NEXT STEPS
How can you determine whether investment in cyber-
insurance should be part of your organization’s security 
strategy? Invest in a strong security program first, and use 
that as your “self-insurance,” said Wheeler. “Beyond that, 
you may want to look at cyberinsurance to provide some 
secondary risk transfer for catastrophic losses.” Some or-
ganizations also see a lot of value in the covered services, 
such as crisis management and breach notification.

CISOs should educate themselves on the cyberinsur-
ance products and their limitations. They should also 
reach out to the insurance risk managers within the chief 
risk officers’ organizations who deal with the brokers, 
to find out their awareness and understanding of these 
products, in order to determine whether cyberinsurance 
coverage is something that the company should explore, 
according to Gartner. 

While interest in these products is high, the market 
remains immature. “Cyberinsurance is going to continue 

Premiums are too expensive

Too many exclusions, restrictions and uninsurable risks

Property and casualty policies are sufficient

Unable to get insurance underwritten because  
of current risk profile

Coverage is inadequate based on exposure

Risk does not warrant insurance

Executive management does not see the value  
of this insurance

52%

44%

38%

26%

26%

9%

5%

RESPONDENTS WERE ASKED TO SELECT TOP TWO CHOICES; PONEMON INSTITUTE,  
AUGUST 2013

https://www.gartner.com/doc/2043615/considerations-purchasing-cyberinsurance
https://www.gartner.com/doc/2043615/considerations-purchasing-cyberinsurance
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2013 that outlined plans to increase threat-information 
sharing and build a baseline cybersecurity framework. 
Some form of cyberinsurance has been proposed as in-
centive for companies to comply with the voluntary NIST 
Cybersecurity Framework, which was published in Febru-
ary. “That would really propel this market forward,” said 
Wheeler. 

AIG extended its CyberEdge PC policies in April to in-
clude property damages and bodily injuries, in line with 
the cybersecurity framework guidelines, according to the 
company.

While some companies worry about moral hazard, ac-
cording to Ponemon research, 62% of the risk managers 
surveyed indicated that with cyberpolicies their compa-
ny’s ability to deal with a security incident improved. The 
stronger security posture could be due in part to the secu-
rity assessments and steps required for the audits, accord-
ing to researchers. n

KATHLEEN RICHARDS is the features editor of Information  
Security magazine. Follow her on Twitter @RichardsKath. 
Send comments on this article to feedback@infosecuritymag.com.

to grow as a cottage industry until there is some standard-
ization of the product and the policies,” said Wheeler. “It 
is going to take some form of government backing or in-
centive for that to occur.”

Cyber risk and liability concerns are hotly debated in 
Congress, but federal legislation on breach notification 
and data privacy is still a ways off. “If the government 
would provide some legal protections,” said Wheeler, 
“that is going to go a long way to where a standard prod-
uct can be put together, but that is probably three to five 
years away.”

President Obama issued an executive order on “Im-
proving Critical Infrastructure Cybersecurity” in February 

 Cyber risk and liability concerns  
 are hotly debated in Congress,  
 but federal legislation on breach  
 notification and data privacy is still  
 a ways off. 

http://searchsecurity.techtarget.com/video/NIST-cybersecurity-framework-Assessing-the-strengths-and-weaknesses
http://searchsecurity.techtarget.com/video/NIST-cybersecurity-framework-Assessing-the-strengths-and-weaknesses
https://twitter.com/RichardsKath
mailto:feedback@infosecuritymag.com
http://searchsecurity.techtarget.com/feature/Breach-patrol-Another-call-for-federal-data-privacy-laws
http://searchsecurity.techtarget.com/feature/Breach-patrol-Another-call-for-federal-data-privacy-laws
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
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HEARTBLEED TIMELINE

Who Knew What When?
Did the period between discovery of the OpenSSL vulnerability and its public disclosure  
increase the potential of exploitation? 

MARCH 21

Neel Mehta, 
Google  
Security, 
discovers the 
Heartbleed 
vulnerability. 

Google creates 
and applies a 
patch, which 
is later sent to 
OpenSSL.

MARCH 21-31

CloudFare is 
alerted about 
Heartbleed  
and patches  
its servers.

APRIL 1

Google  
notifies  
OpenSSL  
about the  
vulnerability 
and tells  
them that 
they have 
“notified some 
infrastructure 
providers  
under  
embargo.”

OpenSSL  
decides to  
push a fix  
on April 9  
to give time  
for proper  
processes.

APRIL 2

Finnish 
Codenomicon 
independently 
discovers 
Heartbleed 
vulnerability.

APRIL 3

Codenomicon 
notifies  
National  
Cyber Security 
Centre Finland 
(NCSC-FI).

APRIL 4

Akamai  
patches its 
services. (The 
company later 
updates its 
blog, saying 
a member of 
the OpenSSL 
community 
contacted them 
in advance, 
prior to public 
disclosure.)

APRIL 6

NCSC-FI  
requests a  
Common 
Vulnerabilities 
and Exposures  
from CERT/CC.

OpenSSL  
notifies Red 
Hat and asks 
them to share 
details with 
other Linux 
distributors.

Facebook 
patches its 
servers.

APRIL 7

NCSC-FI  
notifies  
OpenSSL  
about the  
vulnerability.

OpenSSL  
releases a 
patch two 
days earlier 
than originally 
planned and  
a new Open-
SSL version  
is uploaded.  
They then issue 
a Heartbleed 
security  
advisory.

Vendors around 
the globe begin 
the race to 
identify vulner-
able products 
and provide 
patches.

SOURCE: SECUNIA, JUNE 2014

https://blogs.akamai.com/2014/04/heartbleed-faq-akamai-systems-patched.html
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THE FEDERAL RISK and Authorization Program was 
launched in June 2012 to support the adoption of  
standardized cloud services among federal agencies  
in response to President Barack Obama’s “cloud first” 
policy—a move intended to reduce the government’s IT 
spending by cutting the number of data centers in use and 
sharing computing resources.

To continue working with the federal government, 
cloud service providers (CSPs) had to apply for an autho-
rization to operate (ATO) via either the FedRAMP Joint 
Authorization Board (JAB) or directly through a govern-
ment agency by June 5, 2014. It’s a feat that 12 CSPs have 
completed to date—Akamai Technologies, Amazon Web 
Services, HP, IBM, Lockheed Martin, Microsoft and  
Oracle among them—with dozens more stuck in a 
lengthy queue. 

While FedRAMP was created to save federal agen-
cies both time and money ($40 million so far based on 
FISMA reporting), the accreditation program has been 
touted in some corners as a standards-based cloud secu-
rity approach that could serve as a model for other CSP 

By Brandan Blevins

CAN THE 
FEDRAMP  
STAMP SECURE 
YOUR CLOUD?
The U.S. government’s  
accreditation program moves  
cloud security—and contract  
negotiations—forward. 

CLOUD SECURITY

http://searchcloudsecurity.techtarget.com/video/FedRAMP-basics-Taking-the-mystery-out-of-cloud-security-assessment
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/federal-cloud-computing-strategy.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/federal-cloud-computing-strategy.pdf
http://searchcloudsecurity.techtarget.com/video/FedRAMP-basics-Taking-the-mystery-out-of-cloud-security-assessment
http://cloud.cio.gov/fedramp/cloud-systems
http://searchcloudsecurity.techtarget.com/news/2240221516/As-FedRAMP-deadline-nears-slow-approvals-leave-CSPs-in-the-queue
http://searchcloudsecurity.techtarget.com/news/2240221516/As-FedRAMP-deadline-nears-slow-approvals-leave-CSPs-in-the-queue
http://searchsecurity.techtarget.com/definition/Federal-Information-Security-Management-Act
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from the stringent National Institute of Standards and 
Technology Special Publication 800-53 Revision 3, which 
has been used throughout the federal government for 
years. FedRAMP 2.0—the update to the cloud program 
that was finalized only days after the initial June dead-
line had passed—toughens the requirements laid out by 
making corresponding changes to align with revision 4 
of NIST SP 800-53, released in April 2013. See “What’s 
Coming in FedRAMP 2.0,” pg. 27.

The FedRAMP program ratchets up the standard  
of security expected of cloud providers to the point  
that even government entities, like the Department of  
Defense, that maintain the strictest security requirements 
can now utilize cloud services. Department of Defense 
CIO Teri Takai, who serves on the FedRAMP JAB, has 
signaled in recent interviews that FedRAMP is helping 
shape how cloud providers implement security controls 
to the point that the government has had to offer a brand-
ing guide for FedRAMP-certified providers. As part of its 
general guidelines, it states: “The FedRAMP name and 
marks may never be used in any manner that would imply 
government endorsement of a company, its products, or 
its services.”

FEDRAMP IS GREAT, IF YOU CAN USE IT
The FedRAMP accreditation raises the bar for cloud secu-
rity standards, but only certain organizations—read: U.S. 
government agencies—are actually able to take advantage 

environments. In June, FedRAMP director Maria Roat 
said contacts from private industry and governments 
around the world are looking to build standards-based se-
curity programs on the back of FedRAMP. Such a devel-
opment may prove vital to the cloud industry, as security 
has remained the number one concern for most organiza-
tions offloading services to cloud environments. 

CONTINUOUS MONITORING OF CLOUD SYSTEMS
FedRAMP accreditation promises to ease security con-
cerns by ensuring cloud environments maintain a proper 
security posture. Joe Vehemente, service line manager 
of Akamai Technologies’ federal division, said FedRAMP 
was one of the “broadest and deepest security commit-
ments” his company has ever made. The content delivery 
and cloud infrastructure services provider was granted a 
provisional ATO in 2013, a feat that will have to be con-
sistently repeated through monthly, quarterly and yearly 
reviews due to the continuous monitoring aspect of the 
program. 

“Going through the process, we actually had to doc-
ument all of our responses to all the security controls 
within the FedRAMP baseline,” said Vehemente, noting 
the demands of the rigorous FedRAMP documentation 
process. “It definitely strengthened our security posture 
to where we had to make sure we were dotting our i’s and 
crossing our t’s.”

FedRAMP’s security controls are based on guidance 

CLOUD SECURITY

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://www.informationweek.com/government/leadership/defense-cio-takai-why-fedramp-helps-everyone/d/d-id/1113501
http://www.gsa.gov/portal/mediaId/155131/fileName/FedRAMP_Branding_Guidance_1212.action
http://www.gsa.gov/portal/mediaId/155131/fileName/FedRAMP_Branding_Guidance_1212.action
http://searchcio.techtarget.com/feature/Cloud-security-risks-still-an-issue-for-CIOs-but-change-is-in-the-air
http://searchcio.techtarget.com/feature/Cloud-security-risks-still-an-issue-for-CIOs-but-change-is-in-the-air
http://searchcloudsecurity.techtarget.com/feature/Are-FedRAMP-security-controls-enough
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of the security benefits of the government’s program right 
now, said David Escalante, director of computer security 
and policy at Boston College.

Escalante said that he would be interested in mov-
ing his hosted services to cloud environments that have 
undergone the FedRAMP authorization process but cur-
rent FedRAMP-certified providers haven’t subjected all 
of their services to the accreditation process. IBM offers 
numerous cloud services, for example, but only its infra-
structure as a service SmartCloud for Government is cur-
rently FedRAMP-certified.

While some CSPs may use FedRAMP as a security 
selling point for customers beyond the federal govern-
ment, such assertions are akin to an auto repair shop that 
claims to have a certified mechanic on hand, according 
to Escalante: The certified mechanic does him no good if 
an uncertified mechanic is actually the one handling the 
repairs. “[W]ith a provider that is FedRAMP-certified, I 
wouldn’t be convinced that I was buying FedRAMP just 
because I was buying their service,” he said.

“I do think a provider getting a FedRAMP ATO speaks 
to its commitment to security and compliance,” said Stu 
Fleagle, vice president of government solutions for man-
aged hosting and cloud provider Carpathia, which is cur-
rently undergoing the U.S. government’s authorization 
process in collaboration with VMware for an enterprise 
hybrid vCloud service. 

Carpathia works with state, local and higher 

What’s Coming  
in FedRAMP 2.0
n  Based on NIST SP 800-53 Rev 4

n  April 22, 2014: Transition plan released

n  June 5, 2014: FedRAMP deadline to meet initial 
requirements (based on NIST SP 800-53 Rev 3) 

n   June 6, 2014: FedRAMP Rev-4 documents  
and template updates released 

n  325: The number of security controls  
included in the NIST 800-53 Rev 4 baseline 
(Rev 3 had 298 controls) 

n  Rev 4 requirements: CSPs in the in-process 
and continuous-monitoring stages have  
to update to new baseline during annual  
assessment; those in the initial stages will  
use new Rev 4 templates 

SOURCE: FEDRAMP PROGRAM, OFFICE OF CITIZEN SERVICES AND INNOVATIVE 
TECHNOLOGIES
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de facto security standard across the cloud industry, San-
talesa cautioned that it is still early days for the federal 
program. Several of the law firm’s clients within the criti-
cal infrastructure sector have already taken an interest in 
FedRAMP-certified cloud services due to the overlapping 
guidelines in the NIST SP 800-53 and the NIST cyberse-
curity framework, which was released in February.

Higher education has made attempts at creating a uni-
versal standard similar to FedRAMP among the academic 
community to avoid redundant cloud security assessments. 
Such efforts have failed, according to Boston College’s  
Escalante, because the institutions either couldn’t  
coalesce around a single standard—like those from the 
Cloud Security Alliance—or the standards weren’t open 
and required some sort of licensure agreement.

For now, the SSAE 16 SOC 2 Type II report is the 
most thorough assessment of a cloud provider’s security, 
Escalante said, assuming it covers all five domains (se-
curity, confidentiality, privacy, availability and process-
ing integrity). “FedRAMP is a fine thing, and if we could 
get people to use it that’s great,” said Escalante. “We’ve 
sort of backed off on the whole trying to push the battle 
forward of what the standard should be, whether it is Fe-
dRAMP or something else.” n  

BRANDAN BLEVINS is the news writer for TechTarget’s Security 
Media Group. Follow him on Twitter @BrandanBlevins. 
Send comments on this article to feedback@infosecuritymag.com.

education groups—which often follow the direction of 
the federal government—and they have yet to show an 
appetite for FedRAMP-authorized services, according to 
Fleagle. However, software as a service providers with cli-
ents that serve federal agencies are likely to face pressure 
to offer FedRAMP-compliant environments, he said.

RAMPING UP CONTRACT NEGOTIATIONS
Richard Santalesa, founding attorney with the Sm@rt-
EdgeLaw Group, in Fairfield, Connecticut, said there are 
still ways that private organizations can take advantage of 
FedRAMP standards. He advises clients to push for the 
inclusion of the same security controls in contract nego-
tiations with cloud providers, using the FedRAMP Stan-
dard Contract Language as guidance.

Successful negotiations can depend on the size of the 
cloud customer—a Fortune 500 company purchasing 
millions in services is more likely to get all of the desired 
controls. Cloud providers will become less resistant to 
such requests as FedRAMP environments become more 
widespread, according to Santalesa.

“In some cases, we were able to get basically the same 
functionality, not necessarily the FedRAMP stamp, but 
essentially the same parameters,” he said. “And in one 
successful case, a client was basically able to utilize the 
same FedRAMP contracting language because a federal 
agency had just utilized [the cloud service provider].”

As to whether FedRAMP accreditation can become a 

http://www.dhs.gov/critical-infrastructure-sectors
http://www.dhs.gov/critical-infrastructure-sectors
http://searchsecurity.techtarget.com/video/NIST-cybersecurity-framework-Assessing-the-strengths-and-weaknesses
http://searchsecurity.techtarget.com/video/NIST-cybersecurity-framework-Assessing-the-strengths-and-weaknesses
http://searchcloudsecurity.techtarget.com/definition/Cloud-Security-Alliance-CSA
http://searchcloudsecurity.techtarget.com/tip/SOC-2-reports-The-de-facto-cloud-provider-security-standard
https://twitter.com/BrandanBlevins
mailto:feedback@infosecuritymag.com
http://gsa.gov/graphics/staffoffices/FedRAMP_Standard_Contractual_Clauses_062712.pdf
http://gsa.gov/graphics/staffoffices/FedRAMP_Standard_Contractual_Clauses_062712.pdf
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Network Security Intelligence  
Parses a Sea of Data
Threat intelligence is supposed to make it easier for businesses  
to prioritize signals from internal systems against unknown threats.  
Security intelligence takes it a step further. BY JOHANNES B. ULLRICH

external entities, not by internal sensors—despite  
advances in data collection and event monitoring.

Today, the number of threat intelligence feeds contin-
ues to expand from free open source data provided by the 
larger network security community; to vetted and aggre-
gated commercial products; to closed information-sharing 
communities—which are specific to particular industries 
or focus areas. When you are implementing and using 
these threat-intelligence feeds, you have to be careful not 
to, once again, drown in data. Security intelligence is sup-
posed to make it easier to pick out signals in the ocean of 
log data, not raise the noise and analytic overhead during 
ongoing log analysis.

Organizations need to consider three factors before  
selecting the best security intelligence feeds for their busi-
ness risks and priorities:

MANY ENTERPRISES HAVE made 
substantial investments in 
security information and event 
management and log manage-
ment technologies over the years 

to collect, manage and analyze logs. Advances in large-
scale analytics enable a well-honed security program to 
use data to spot anomalies and analyze attacks. However, 
it is easy to be overcome by a deluge of indicators and 
warnings derived from this data.

Security intelligence promises to bring more focus  
to this task. Instead of blindly looking for “new” and  
“abnormal” events, we are now able to search for specific 
IP addresses, URLs or payload patterns. This is particu-
larly important because compromises remain undetected 
for long periods of time; most companies are notified by 

SECURITY INTELLIGENCE PROGRAMS

http://www.verizonenterprise.com/DBIR/
http://www.sans.org/reading-room/whitepapers/warfare/tools-standards-cyber-threat-intelligence-projects-34375
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volumes or industry-specific performance indicators 
relating to transactions and other risks. For global or-
ganizations that are primarily concerned with foreign 
competitors attempting to access intellectual property or 
trade secrets, the capabilities of these potential adversar-
ies, their geographic locations and past methodologies 
need to be considered.

To reach its true potential and help organizations fully 
understand internally collected data, threat intelligence 
also needs to be shared. Information from other organi-
zations, particularly those in similar industries, is helpful 
as they likely face similar threats. But sharing your threat 
information is helpful as well—it may provide additional 
context that was not evident from the data you collected 
internally. An attack that was only considered partially 
successful against your network may have been effective 
against other organizations’ networks. Those network se-
curity teams will now be able to share more details as to 
the intent and capabilities of the attackers, allowing your 
team to go back to your systems and search for additional 
indicators that they may have missed.

In the end, a security intelligence program is only suc-
cessful if it produces relevant, deployable signatures that 
aid the business by mitigating threats more effectively. n

JOHANNES B. ULLRICH, Ph.D., GIAC, GCIA and GWEB, is chief 
technology officer at the SANS Technology Institute and head 
researcher at its Internet Storm Center. Follow him @johullrich.

n  Business alignment. What types of threats does the 
business face? And which ones are insufficiently cap-
tured by internally generated security intelligence 
products? 

n  Sensor capabilities. What data are you able to col-
lect, and what sensors do you have in place or plan to 
deploy?

n  Intelligence gap analysis. Which current threats to the 
business could be mitigated more efficiently if you had a 
particular intelligence feed available?

A financial services institution may have to mitigate 
threats, not only against its own infrastructure but also 
threats such as banking malware that affect its clients. A 
threat intelligence feed of recent command-and-control 
servers used by this malware may be less useful compared 
to intelligence about artifacts in HTTP requests. The busi-
ness is unlikely to be able to monitor customer equip-
ment connecting to the command-and-control server, but 
a feed of the IP addresses of compromised machines will 
be useful to identify transactions placed by these systems 
and to notify infected customers. 

Threat intelligence should not be limited to sim-
ple network and host-based signatures like IP addresses 
and hashes of malicious software. To align security in-
telligence with business problems, consider transaction 

http://isc.sans.edu
https://twitter.com/johullrich
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