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EDITOR’S
NOTE

Realistic Expectations, Adequate Preparation  
Essential to Data Center Outsourcing

Organizations can expand their respec-
tive IT departments only to a certain point. A 
threshold always exists because there are limits 
on available capital or physical space—or both. 

Outsourcing specific operations and pro-
cesses helps to free up resources, allowing 
certain functions to be remain in-house. Data 
center outsourcing facilitates growth, mini-
mizes costs and improves organizational effi-
ciency. However, like any tech cure-all, there 
are limits to what can be accomplished with 
this solution. Understanding data center out-
sourcing and the varied paths this phrase 
encompasses is a necessity for any organiza-
tion prior to shifting resources. Thus, proac-
tive planning, realis tic expectation-setting and 
choosing the right option will help IT seam-
lessly move opera tions to a provider. 

In the first part of this handbook, Stephen 
Bigelow, senior technology editor at TechTar-
get, informs us about the benefits and limita-
tions to data center outsourcing. He outlines 
the realistic expectations that organizations 
should have, while highlighting the ROI that 
can be realized if an effective approach is taken. 
Next, Erin Watkins takes us through the differ-
ent data center outsourcing options, including 
colocation and hosted services. Finally, Big-
elow identifies the areas that should be kept 
in-house and how IT should take geographic 
restrictions into consideration. n

Patrick Hammond
Associate Features Editor, 

Data Center and Virtualization Group
TechTarget
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The Nuts and Bolts of Data Center Outsourcing 

Businesses are increasingly facing a 
paradoxical dilemma: a need to cut IT spending 
while expanding both the scope of operations 
and productivity. Many organizations have 
identified outsourcing and hosted services as a 
viable strategy for data center growth, system-
atically moving all but the most mission-crit-
ical applications and data to rented computing 
resources rather than in-house systems. Out-
sourcing supplants irregular capital expenses 
with monthly operating expenses that can be 
easily managed and scaled as computing needs 
change. However, potential adopters must 
account for several outsourcing limitations 
when formulating their own growth strategy.

REALISTIC EXPECTATIONS FOR OUTSOURCING

Perhaps the most troubling issue regarding 
outsourcing is the realization that you 
don’t control the data center that is hosting 

outsourced applications. Downtime will occur, 
application performance may become problem-
atic and WAN carriers may lose connectivity 
during upgrades, storms or other situations—
and this is all beyond your direct control as an 
outsourcing customer.

This is a sobering realization for organiza-
tions used to retaining tight control over their 
own local servers, storage and networks. An 
understanding of outsourcing limitations eases 
the transition and allows IT to match each 
application’s needs to those limitations. For 
example, it might make perfect sense to out-
source a lightly used accounting application, 
but the busy transactional database that your 
business depends on should remain in-house. 

“Cost savings are usually measured in server 
count/power consumption, but there is a per-
formance gap,” said Pete Sclafani, COO and 
co-founder of 6connect Inc. “Outsourcing can 
become a nasty surprise on the WAN side when 

http://searchsoftwarequality.techtarget.com/definition/data-center-outsourcing-DCO
http://searchdatacenter.techtarget.com/tip/Information-technology-outsourcing-reduces-data-center-energy-draw
http://searchdatacenter.techtarget.com/tip/Information-technology-outsourcing-reduces-data-center-energy-draw
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the T1 line starts to get grumpy after users try 
to run concurrent [remote desktop protocol] 
sessions to servers in a remote data center. Hav-
ing the right expectation on LAN traffic migrat-
ing to the WAN is always a tough conversation.”

Each outsourcing provider’s architecture, 
resilience and performance can vary dramati-
cally. For example, it is possible to find pro-
viders that specialize in high-performance, 
high-resilience facilities, but those outsourc-
ing options can be costlier than others. Appli-
cations run an organization, so outsourcing 
makes the provider a business partner. There-
fore, due diligence should include a visit to the 
provider’s facility, targeted questioning of their 
experts and an acquired understanding of the 
architecture that supports the applications. 

Many businesses approach outsourcing in a 
systematic manner. This often includes select-
ing candidate applications, taking initial perfor-
mance benchmarks, migrating the application 
to an outsourcing target, measuring perfor-
mance after the migration, and then making an 
objective determination of the migration’s “suc-
cess” for each application. Regular performance 
monitoring can help provide early warning 

signs for potential application problems. “Use 
off-the-shelf tools such as WhatsUpGold to 
monitor LAN and WAN traffic performance, 
latency and stability,” said Scott Gorcester, CEO 
of VirtualQube. “Then, depending upon the 
[provider] model you’re working under, you’ll 
want tools to monitor the back-end hardware.”

Proper availability and performance moni-
toring is also key to enforcing the service-level 
agreement (SLA). This defines the provider’s 
commitments and outlines any consequences 
if those stipulations aren’t met. Gorcester 
explains that it is often up to the customer to 
pursue any recourse, and such an action would 
require objective documentation via properly 
deployed monitoring tools.

Problem resolution with outsourcing provid-
ers usually requires prompt and effective com-
munication. An organization must have a clear 
understanding of the provider’s support struc-
ture and escalation path—if those details aren’t 
in the SLA already, it’s important to ensure in-
house IT staff knows the proper support chan-
nels. “Many times companies that outsource 
don’t address issues until something happens, 
which is always a difficult way to learn and 

http://www.computerweekly.com/news/2240220896/Salvation-Army-IT-scales-through-outsourcing
http://www.computerweekly.com/news/2240220896/Salvation-Army-IT-scales-through-outsourcing
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puts stress on a new vendor relationship,” said 
Sclafani. Therefore, IT should test support 
resources and be familiar with the provider’s 
system before an actual problem arises.

HANDLING MULTIPLE PROVIDERS

Organizations may opt for multiple provid-
ers. Having more than one outsourcing partner 
ensures a level of resilience and prevents an 
organization from being tied to a single pro-
vider. But managing multiple providers—and 
maintaining workload portability between 
those providers—can become a serious prob-
lem for IT staff.

The first hurdle in managing multiple out-
sourcing providers is setting a clear goal. You 
need to know what you’re trying to accomplish 
and why it will pay dividends for the business. 
Mixing providers to gain multiple tiers of ser-
vice is often easier than doing so to gain por-
tability. For example, one provider might host 
mission-critical Exchange while another pro-
vider might host development VMs—portabil-
ity isn’t an issue here. But workload portability 
involves more complicated dependencies. 

“If you expect workload portability, consider 
things like the hypervisors used by the differ-
ent providers and whether you want some kind 
of data replication tool running so your data set 
is kept up to date in your target data center,” 
Gorcester said. “The specific tool you use will 
depend in part on your desired RPO and RTO.”

Outsourcing providers typically provide 
solutions that serve their own infrastructure 
first and the customer’s environment second. 
Providers are not in the business of ensuring 
portability with other providers. “I wouldn’t 
depend on a provider to solve the problem of 
workload portability for you,” Sclafani said. “I 
think they have their hands full enabling mul-
tiple clients on their infrastructure.”

So the onus of ensuring portability rests 
squarely on the customer. A provider can 
help—to a point—but it’s up to the customer 
to test portability and ensure that virtual 
machines can readily be migrated between pro-
viders, or between outsourced and in-house 
data center facilities. It’s an ongoing issue for 
organizations because each time a provider 
alters its own environment, that change can 
adversely affect every workload’s portability. 

http://searchdatacenter.techtarget.com/news/2240210446/IT-priorities-in-2014-move-beyond-virtualization-to-cloud-automation
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For example, if one provider changes hypervi-
sors, it may no longer be able to receive VMs 
that are migrated from other providers (or 
exchange VMs with your own data center) 
because of hypervisor incompatibility. This 
makes it critical to establish a firm line of com-
munication and support with each provider.

A second, common wrinkle occurs in replica-
tion, recovery or other data protection tasks. 
Simply allowing providers to enable replication 
or make backup copies is not enough. Custom-
ers must take charge of both recovery and test-
ing efforts to verify that workloads and data are 
adequately protected and recoverable within an 
acceptable recovery time objective (RTO). “We 
have seen many examples of incorrect opera-
tional processes or even a flawed initial setup 
and lack of testing,” Sclafani said. “There can be 
data loss in the recovery process that was com-
pletely preventable.”

MAKING CENTS OF IT ALL

Data center outsourcing is a viable fiscal solu-
tion for many organizations. It means a busi-
ness can shift expenses from capital outlays 

acquiring fixed resources to monthly operating 
expenses that can often scale easily as com-
puting needs change—without overhead like 
maintenance, cooling and other pains of data 
center ownership.

In an ideal world, every part of the out-
sourcing decision is accounted for and fully 
understood, allowing an organization to get 
precisely what it needs in an efficient manner. 
Unfortunately, this rarely occurs. Many IT pro-
fessionals blissfully lack knowledge regarding 
cash flow and financial aspects of a business. 
Thus, IT is often unable to make the proper 
case to decision-makers at their company.  
“The result is usually a substandard solution 
that fits the [capital expenditure] model, but 
may not be the best solution for the technology 
needs and the technical budget,” Sclafani said, 
citing an example of some SaaS products that 
may wind up costing the organization five or 
six times more than the in-house equivalent—
money that could have been used to fund other 
projects.

It is imperative to perform an analysis and 
comparison of potential costs for both out-
sourcing and keeping operations in-house. 

http://whatis.techtarget.com/definition/hypervisor-aware-storage
http://whatis.techtarget.com/definition/hypervisor-aware-storage
http://searchdatacenter.techtarget.com/feature/On-premises-build-offers-better-data-center-costs-security-and-control


HOME

EDITOR’S NOTE

THE NUTS AND BOLTS 

OF DATA CENTER 

OUTSOURCING 

DOES YOUR 

OUTSOURCING MODEL 

FIT YOUR COMPANY?

COMPANIES THAT OUTSOURCE 

FIND THEY NEED TO KEEP 

SOME WORK IN-HOUSE

HOLD ON LOOSELY: DATA CENTER OUTSOURCING IN THE MODERN AGE 7

NUTS AND 
BOLTS

Don’t hesitate to consult with prospective  
providers to discuss detailed breakdowns of 
costs and fees. Also, finance and technology 
leaders should be consulted early on to help 
assess the long-term impact of outsourcing 
decisions.

Initial outsourcing costs can also surprise 
unwary businesses. Billing starts as soon as an 
agreement is signed, but it may take weeks or 
even months before an organization can suc-
cessfully transition a production workload to 
an outsourced environment with a full suite 
of monitoring and data protection (such as 
workload replication and recovery) activities 
in place. Any issues that arise, such as WAN 
connectivity problems, hypervisor or manage-
ment tool incompatibilities or other snags, can 
lengthen this overlap and increase outsourcing 
startup costs.

“Businesses need a clear migration and test-
ing plan so they can minimize the time that 
they’re paying for resources that are not in pro-
duction,” Gorcester said. It costs money to keep 
in-house systems running, so a migration and 
testing plan should also include considerations 
for when to repurpose in-house systems once 

a workload’s transition to an outsourcing pro-
vider is complete and vetted.

OUTSOURCING REQUIRES  

DE-SILOING, COMMUNICATION 

The traditional paradigm of IT simply deplet-
ing a quarterly budget can easily undermine 
the value of outsourcing. The most effective 
and successful outsourcing projects depend on 
what is often the weakest attribute of technol-
ogists—the ability to communicate. Outsourc-
ing requires clear communication between a 
business and its outsourcing provider, as well 
as between IT, finance and executive leaders 
within the respective organization. IT has to 
make a comprehensive case for outsourcing, 
and other business leaders must also under-
stand how the new computing paradigm will 
generate substantial ROI. Once this team 
effort and scrutiny is realized, it will be much 
easier to understand the larger role of comput-
ing within the business, which in turn should 
solidify the case for similar technological 
investments in the future. 
       —Stephen J. Bigelow

http://searchdatacenter.techtarget.com/tip/Traditional-IT-silos-face-a-hostile-software-defined-environment
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Does Your Outsourcing Model Fit? 

Depending on the size, scope and purpose 
of a business, outsourcing IT might be the best 
way to minimize costs. The terms colocation, 
dedicated hosting, managed services and cloud 
services are often used interchangeably, but 
they are actually quite different.

To make matters more confusing, many colo-
cation facilities also offer managed services and 
cloud computing under the same umbrella, so 
distinguishing the operations becomes impor-
tant for businesses to ensure that they get the 
required level of outsourcing.

VARIETIES OF IT OUTSOURCING

Colocation (colo) refers to renting space in a 
data center. A colo can provide everything from 
power, cooling, building security and network-
ing to lockable cabinet cages and internal mon-
itoring capabilities. In a colo, customers supply 
the server and storage hardware they want (as 

long as it works with the power and cooling 
infrastructure). Customers also perform all 
their own management.

A dedicated hosting service is similar to 
a colo, but the vendor typically provides the 
servers as well. The hosting provider has all of 
the equipment, which takes care of infrastruc-
ture and application management. Customers 
have a choice of hardware and software, and 
have control of the systems. The host owns the 
equipment.

If a company wishes to own and maintain its 
equipment, but doesn’t want to handle certain 
tasks, a managed service provider can help. 
Services offered by such providers commonly 
include Internet access, virtual private net-
works, security services, data protection and 
call-center management. For example, a com-
pany might want to set up its own storage sys-
tems and servers but outsource security.

The managed service provider label has 

http://searchcloudprovider.techtarget.com/answer/What-are-the-benefits-of-data-center-consolidation-for-cloud-providers
http://searchdatacenter.techtarget.com/feature/How-the-colocation-data-center-stacks-up-to-cloud-on-premises-builds
http://searchdatacenter.techtarget.com/feature/How-the-colocation-data-center-stacks-up-to-cloud-on-premises-builds


HOME

EDITOR’S NOTE

THE NUTS AND BOLTS 

OF DATA CENTER 

OUTSOURCING 

DOES YOUR 

OUTSOURCING MODEL 

FIT YOUR COMPANY?

COMPANIES THAT OUTSOURCE 

FIND THEY NEED TO KEEP 

SOME WORK IN-HOUSE

HOLD ON LOOSELY: DATA CENTER OUTSOURCING IN THE MODERN AGE 9

DOES IT FIT?

become synonymous with management ser-
vice provider. The latter once referred to the 
management of other data center infrastruc-
ture, such as monitoring, backup and database 
administration, but those services are now 
offered by cloud providers.

Cloud services include shared infrastructure, 
computing power, software or other services 
offered over a network. Built on top of a vir-
tualization layer, cloud providers usually offer 
application program interfaces that customers 
can use to programmatically interact with the 
service. Many vendors offer pay-as-you-go 
services to allow this shared infrastructure to 
stretch further.

IT OUTSOURCING DIFFERENTIATORS

Arguably, the major difference between these 
IT outsourcing options is the level of automa-
tion, scalability and access.

This is less of an issue with fixed managed 
services. However, when a business decides to 
go with colocation, it generally plans to use its 
own personnel to set up the servers, maintain 

databases and be on call if something goes 
wrong. Companies utilizing a colo typically 
have access to information regarding power, 
uptime, cooling and other monitoring data. 
However, they won’t have the scalability and 
automation offered by a cloud platform.

For those things, businesses turn to cloud 
services. Cloud providers don’t often share 
infrastructure information the way colos do, 
but scaling out to more servers is as simple as a 
click; sometimes that scaling can be automated. 
Without scalability and automation, you could 
say the cloud is basically dedicated hosting.

In the end, evaluating business needs and 
grasping distinctions between the different 
services are essential to getting the right type 
of IT outsourcing. —Erin Watkins

Cloud providers don’t often  
share infrastructure information 
the way colos do, but scaling  
out to more servers is as simple  
as a click of the mouse. 

http://searchdatacenter.techtarget.com/feature/Can-an-eco-friendly-colo-data-center-really-save-you-some-green
http://searchdatacenter.techtarget.com/feature/Can-an-eco-friendly-colo-data-center-really-save-you-some-green
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Companies That Outsource Find  
They Need to Keep Some Work In-House 

Regulatory compliance and jurisdic-
tional authority are serious concerns for busi-
nesses. Not only does compliance affect data 
retention, security, privacy and legal discovery, 
but it also imposes geographic restrictions on 
computing and data storage.

Cloud services and other outsourcing pro-
viders are subject to the respective laws and 
practices of their global footprint, which might 
not offer an IT organization the requisite legal 
protection for data.

Government agencies, healthcare compa-
nies and financial institutions are the most 
sensitive to this issue—a bank or municipal-
ity should not host workloads or store busi-
ness records in a jurisdiction with lax or poorly 
enforced intellectual and business property 
rights laws.

“The U.S. has financial compliance regula-
tions that require some businesses to know 
exactly where their data is stored,” explained 

Scott Gorcester, CEO of VirtualQube. Likewise, 
U.S.-based data centers cannot hold Canadian 
financial data.

Disadvantages of outsourcing to commodity 
service providers like Amazon Web Services 
(AWS) include losing control—the organiza-
tion’s IT team cannot choose which data cen-
ters host its workloads or data stores.

Regulatory guidelines are often nebulous and 
poorly worded. U.S. guidelines generally don’t 
prohibit specific jurisdictions; in some cases, 
regulations emphasize securing and accessing 
the data while placing less emphasis on its pre-
cise geographic location.

Consider one of the most well-known regu-
lations for IT: the Health Insurance Portability 
and Accountability Act (HIPAA). “The assump-
tion is that private medical data isn’t leaving 
the United States, but the wording on security 
seems pretty vague,” said Pete Sclafani, COO 
and co-founder of 6connect Inc. “[The HIPAA 

http://whatis.techtarget.com/definition/Amazon-Web-Services-AWS
http://searchdatacenter.techtarget.com/tip/QA-HIPAA-related-policies-and-regulation-enforcement
http://searchdatacenter.techtarget.com/tip/QA-HIPAA-related-policies-and-regulation-enforcement
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regulation] focuses more on data being secure 
in its various stages of access or transmission, 
and that access rights are appropriate for the 
work being performed.”

With due diligence, regulated organizations 
can operate in the cloud as securely as within a 
traditional local data center, said one director 
of infrastructure with a major financial com-
pany. He cites internal threats and connectiv-
ity providers’ weaknesses as the larger security 
issues concerning cloud computing.

TAKE YOUR WORD FOR IT?

Companies that outsource IT workloads and 
data should always seek guidance from corpo-
rate compliance officers and legal counsel, as 
both can help evaluate specific requirements 
and guide development of service-level agree-
ments (SLAs) and monitoring and tracking 
regimes.

Policy requirements sometimes force com-
panies that outsource while under geographic 
limitations to certify the physical location of 
data. Only a few recognized tools are designed 
specifically for this purpose, such as NetBrain 

Enterprise Suite from NetBrain Technologies 
Inc., but outsourcing adopters still have several 
options.

Outsourcing is mostly trust-based, which is 
a challenge, Sclafani said. “If you get an AWS 
instance out of Dallas, you expect it to stay 
there unless you have a policy in place that says 
differently.”

Thus, make willingness to ensure geographic 
containment part of your requests for propos-
als for outsourcing providers, like colocation 
facilities or cloud hosting platforms. Then, 
review any formal contractual agreement or 
SLA terms where the outsourcing provider 
agrees to restrict computing activity based  
on geographic limitations, and impose poten-
tial corrective actions for violations. The 
outsourcing agreement often holds the pro-
vider, not the client, responsible for penal-
ties incurred by putting data into a prohibited 
location.

For additional verification, experts recom-
mend simple network traceroute utilities. 
These reveal the number of hops—and ulti-
mate endpoint—for traffic exchanged with 
the outsourcing provider’s IP address, for 

http://searchdatacenter.techtarget.com/tip/Best-practices-for-choosing-a-colocation-data-center
http://searchdatacenter.techtarget.com/tip/Best-practices-for-choosing-a-colocation-data-center
http://searchdatacenter.techtarget.com/tip/How-to-finesse-a-data-center-service-level-agreement
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both IPv4 and IPv6 addressing. Unexpected 
changes in the number of hops and destination 
addresses might flag an issue for further inves-
tigation and subsequent SLA adherence.

“Once within a data center, the vendor could 
route [data] to another location; but why would 
they?” asked the director of a financial com-
pany. “You should be able to rely on network 
routing to a data center to identify where the 
data is going.”

One of the easiest ways to monitor remote 
computing providers is to use tools that are 
already in place or to add third-party tools 
that can map networks and produce alerts. For 
example, 6connect Inc. established a proto-
col with three elements that uses at least two 

monitoring points. The product enables IPv4 
and IPv6 services monitoring and traceroute-
report generation for every combination of 
service and IP address; it then tracks traceroute 
modifications over time to determine if crucial 
network hops change.

The key to monitoring is identifying impor-
tant hops. “Confirm which hops are crucial 
depending on how your provider names their 
routing infrastructure,” Sclafani said. Then, the 
organization can isolate the hops that matter 
and monitor how they change over time. “This 
may also be helpful for SLA tracking, depend-
ing on what tools your vendor has in place,” he 
added.

Given the complex nature of data regula-
tions and legal jurisdiction issues, SLA terms 
and network monitoring may not be enough to 
ensure corporate compliance in every circum-
stance. Regardless of the SLA and monitoring 
scheme, add strong encryption for any data—
particularly sensitive or personally identifiable 
data—that is stored in off-site locations. 
            —Steven Bigelow

An easy way to monitor remote 
computing providers is to use 
tools that are already in place or 
to add third-party tools that can 
map networks and produce alerts.

http://whatis.techtarget.com/definition/IPv6-address
http://searchdatacenter.techtarget.com/tip/Analyzing-changes-in-IPv6-vs-IPv4-for-data-center-networks
http://searchdatacenter.techtarget.com/tip/Analyzing-changes-in-IPv6-vs-IPv4-for-data-center-networks
http://searchexchange.techtarget.com/tip/Get-a-handle-on-Exchange-hop-counts


HOME

EDITOR’S NOTE

THE NUTS AND BOLTS 

OF DATA CENTER 

OUTSOURCING 

DOES YOUR 

OUTSOURCING MODEL 

FIT YOUR COMPANY?

COMPANIES THAT OUTSOURCE 

FIND THEY NEED TO KEEP 

SOME WORK IN-HOUSE

HOLD ON LOOSELY: DATA CENTER OUTSOURCING IN THE MODERN AGE 13

ABOUT 
 THE 

 AUTHORS

STEPHEN J. BIGELOW, senior technology editor in the Data 
Center and Virtualization Media Group at TechTarget, 
has more than 20 years of technical writing experience  
in the PC/technology industry. He holds a bachelor of  
science in electrical engineering, along with CompTIA 
A+, Network+, Security+ and Server+ certifications and 
has written hundreds of articles and more than 15 feature 
books on computer troubleshooting, including Bigelow’s 
PC Hardware Desk Reference and Bigelow’s PC Hard-
ware Annoyances. You can follow Steve on Twitter  
@Stephen_Bigelow and LinkedIn. 

ERIN WATKINS was the assistant site editor for Search 
DataCenter and SearchEnterpriseLinux.

Hold on Loosely: Data Center Outsourcing in the Modern Age 
is a SearchDataCenter.com e-publication.

Margie Semilof | Editorial Director

Phil Sweeney | Managing Editor

Eugene Demaitre | Associate Managing Editor

Patrick Hammond | Associate Features Editor

Linda Koury | Director of Online Design 

Neva Maniscalco | Graphic Designer

Rebecca Kitchens | Publisher 
rkitchens@techtarget.com

TechTarget 
275 Grove Street, Newton, MA 02466 

www.techtarget.com

© 2014 TechTarget Inc. No part of this publication may be transmitted or re-
produced in any form or by any means without written permission from the 
publisher. TechTarget reprints are available through The YGS Group.

About TechTarget: TechTarget publishes media for information technology 
professionals. More than 100 focused websites enable quick access to a deep 
store of news, advice and analysis about the technologies, products and pro-
cesses crucial to your job. Our live and virtual events give you direct access to 
independent expert commentary and advice. At IT Knowledge Exchange, our 
social community, you can get advice and share solutions with peers and experts.

COVER ART: THINKSTOCK

https://twitter.com/Stephen_Bigelow
http://www.linkedin.com/pub/stephen-bigelow/46/628/804
http://searchdatacenter.techtarget.com/
mailto:rkitchens%40techtarget.com?subject=
http://reprints.ygsgroup.com/m/techtarget

