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shipped last month with FIDO authentication support 
from PayPal to enable phone users to tap their fingers to 
authorize transactions. Longtime technology journalist 
David Strom explores the evolution of two-factor authen-
tication and a range of emerging FIDO-ready technologies 
in our cover story, “Figuring Out FIDO.” 

Georgia Weidman, a security researcher and elite 
hacker, whose company Bulb Security LLC offers penetra-
tion testing and security training, is also ready to do away 
with weak authentication methods, including passwords. 
“Unless you’ve got two-factor authentication, as far as I’m 
concerned, passwords are doomed,” she said. “I encour-
age companies to simulate their own attacks against the 
password hashes in their enterprise, by running the same 
password cracking tools and wordlists used by attackers.” 
Weidman discusses common vulnerabilities in enterprise 

Main Street Forces New  
Avenues to Data Security
Can the technology industry solve cybersecurity and data privacy  
issues without federal legislation? BY KATHLEEN RICHARDS

EDITOR’S DESK

AS DATA BREACHES roll on and the inse-
curity of personally identifiable infor-
mation (PII) shines an uncomfortable 
spotlight on glaring holes in some big 
box retailers’ and other organizations’ 

network defenses, recent developments may signal prog-
ress on several fronts.

Advances in stronger authentication designed to re-
quire less storage of PII on servers and point-of-sale sys-
tems are starting to show signs of life. Passwords have run 
their course, according to the Fast Identity Online (FIDO) 
Alliance, whose years of work on open standards may 
soon be put to the reality test. The public drafts of the 
FIDO specifications—Universal Authentication Frame-
work and Universal Second Factor—were released in Feb-
ruary. The first FIDO-ready product, Samsung Galaxy S5, 

http://fidoalliance.org/
http://fidoalliance.org/
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Special Counsel Randy Sabett—who revisited the ramifi-
cations of the landmark 2003 California data privacy law, 
SB-1386, on its 10-year anniversary for us last August—
looks at recent activities in Congress surrounding federal 
data breach notification laws in his article, “Another Call 
for National Data Protection Laws.”  

Spending money on security and staffing before a 
breach (instead of after) could improve network defenses 
in industries and organizations that today view cyberse-
curity as merely another business expense. Would federal 
data breach notification laws force companies to invest in 
security infrastructures up front, or would it merely in-
troduce another level of paperwork and compliance? Let 
us know what you think, and enjoy the commentary in 
this issue. n

KATHLEEN RICHARDS is the features editor of Information 
Security magazine. Follow her on Twitter @RichardsKath.
Send comments on this column to feedback@infosecuritymag.com.

EDITOR’S DESK

defenses, smartphone security and the security problems 
that may lie ahead with the looming network connectiv-
ity of everything—think Wi-Fi on transatlantic flights and 
computer-driven cars—in her chat with longtime colum-
nist Marcus J. Ranum. 

The fallout from high profile breaches is also driving 
renewed efforts to re-examine the role of CISOs—Target  
didn’t have one—and how security vulnerabilities get  
reported up through the chain of command. A dedicated 
CISO who oversees incident response and takes a holistic 
view of network security including Web, credit card and 
phone systems “absolutely makes a difference,” said  
David Sherry, CISO at Brown University. Sherry told 
news writer Brandan Blevins that reporting structures 
from chief information officers, to direct channels to 
chief executives and boards of directors are still hotly de-
bated. In some cases, said Sherry, “They’re reporting to 
the chief risk officer because the role is getting less and 
less about bits and bytes and more about compliance and 
legal issues.” Read more of what CISOs have to say about 
these issues—including Chris Ray, hired by data services 
provider Epsilon after its 2011 breach—in Blevins’ article, 
“Filling the CISO Role: Is There Any Reason Enterprises 
Shouldn’t?”  

Indeed, the aftermath of high-profile breaches and  
alleged data collection activities by the National Security 
Agency has awakened calls for federal data privacy laws 
outside of financial services and healthcare. Cooley LLP 

 “...the CISO role is getting less and  
 less about bits and bytes and more  
 about compliance and legal issues.” 
—David Sherry, CISO, Brown University

http://searchsecurity.techtarget.com/opinion/Ten-years-later-The-legacy-of-SB-1386-compliance-on-data-privacy-laws
https://twitter.com/RichardsKath
mailto:feedback@infosecuritymag.com
http://searchsecurity.techtarget.com/contributor/Marcus-J-Ranum
http://searchsecurity.techtarget.com/contributor/Brandan-Blevins
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By David Strom

FIGURING  
OUT FIDO  
Will open standards for  
better interoperability of  
next-generation authentication  
technologies actually work?

ONLINE AUTHENTICATION MECHANISMS have grown increas-
ingly difficult for IT security teams as employees and cus-
tomers expect to access online services and e-commerce 
sites from a myriad of devices. With password fatigue 
reaching new heights, many security professionals want 
stronger authentication methods that eliminate the com-
plexities and risks associated with the integration of on-
line credentials and identity management.

By now, most security professionals have heard about 
the Fast Identity Online (FIDO) Alliance, a non-profit 
founded in July 2012 and publicly announced in Feb-
ruary 2013. The industry group is championing better 
multifactor authentication and open standards to pro-
mote interoperability of next-generation authentication 
technologies. 

NOT SO FAST
Depending on your perspective, either a lot or very little 
has happened in the past year. The FIDO Alliance has 
added many signatories, including major players such 
as Google, Microsoft, Bank of America, Goldman Sachs, 

https://fidoalliance.org
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a lot of testing going on, a lot of demonstration projects 
and a lot of promises. FIDO-ready products and services 
from Agnitio, GoTrust, Infineon, Nok Nok Labs, Yubico 
and others were shown at the International Consumer 
Electronics Show in January. (See “How to Get FIDO-
Ready,” pg. 6.) But all of this activity is somewhat frus-

trating because few FIDO-ready products are for sale and 
there are no commercial FIDO users. 

At the Mobile World Congress 2014 in February,  
Samsung announced that its Galaxy S5 smartphone would 
ship in April with FIDO-ready software and contain a fin-
gerprint sensor that makes use of the FIDO protocols. 
Samsung and PayPal also announced a FIDO authentica-
tion partnership. Samsung Galaxy S5 users can authorize 
transactions to their PayPal accounts using their fin-
gerprints, which authenticates users by sending unique 
encrypted keys to their online PayPal wallets without 

RSA, Netflix, ARM and MasterCard. Originally founded 
by Lenovo, PayPal, Nok Nok Labs, Infineon Technologies, 
Validity Sensors and Agnitio, the FIDO Alliance now has 
more than 100 supporters. 

The preview drafts of the FIDO specifications were 
made public this past February, almost a year after all 
the initial hoopla over the alliance began. The techni-
cal specifications define a common interface for user 
authentication on the client via biometrics, PINs and 
two-factor methods to promote data privacy and stronger 
authentication for online services without hard-to-adopt 
measures. 

The protocols, which are based on public key cryp-
tography, are categorized into two user experiences that 
support a wide range of scenarios. The Universal Authen-
tication Framework (UAF) protocol enables the user to 
register a UAF-enabled device with a FIDO-ready server 
or website, authenticate their identity on their device 
with a fingerprint or PIN, for example, and log in to the 
server using a secure public key. The Universal Second 
Factor (U2F) protocol—originally developed by Google—
is an effort to get the Web ecosystem (browsers, online 
service providers, operating systems) to authenticate us-
ers with a strong second factor, such as a USB touch-
screen key or a Near Field Communication (NFC) tap on 
a mobile device. 

FIDO-ready certification is established by passing a se-
ries of tests based on UAF or U2F requirements. There is 

 The FIDO protocols, which are  
 based on public key cryptography,  
 are categorized into two user  
 experiences that support a wide  
 range of scenarios.

(Continued on page 7)

http://www.samsung.com/global/microsite/galaxys5/
https://fidoalliance.org/news/item/the-fido-alliance-announces-first-authentication-deployment-paypal-samsung
https://fidoalliance.org/specifications


6 INFORMATION SECURITY n MAY 2014 

EDITOR’S DESK

PASSWORD-FREE 
AUTHENTICATION

MILLENNIALS  
VS. GEN X

FEDERAL DATA BREACH 
NOTIFICATION

A CHAT WITH  
GEORGIA WEIDMAN

CISO STRATEGIES

INFOSEC PRESSURES  
BY THE NUMBERS 

RICHARDSON:  
ADVANCED THREATS

COVER STORY: PASSWORD-FREE AUTHENTICATION

How to Get FIDO-Ready
IF YOU ARE interested in Fast Identity Online (FIDO) and don’t mind waiting for the products and final standards,  
here are a few places to start to learn more.

First, review how Samsung’s fingerprint sensor API works and determine whether developer access to this type of 
information could motivate your organization to purchase biometrics-enabled phones and deploy them across your 
enterprise. (Apple’s iPhone 5C’s sensors don’t have programmatic access to its readers yet.)

Then take a look at Yubico’s upcoming touch-sensitive USB key, which uses the FIDO Universal Second Factor proto-
col for authentication. This type of technology could be useful in “proof of life” situations in which a total fingerprint 
isn’t needed—for example, people receiving government pensions who need to verify that they are still alive before 
their monthly benefits can continue. It could also be used in situations where you need to prove your identity, such as 
interactions with call center agents.

To see how a voiceprint recognition application will work, check out the demo of Agnitio’s Kivox Mobile Software De-
velopment Kits for Android and iOS devices. Agnitio has a project underway with an American bank to implement 
FIDO protocols for its customers. One of the challenges of voiceprint recognition is being able to detect a recorded 
voice and distinguish it from the original speaker. 

For a look at a client-server system based on the FIDO protocols, check out Nok Nok Labs’ S3 Authentication Suite, 
which includes a Multifactor Authentication Server with iOS, Android, Windows 7 and Windows 8 clients. This system 
will work with a variety of different sensors, including fingerprint readers (shown in this online demo). 

Finally, Oberthur Technologies, a founder of the Secure Identity Alliance and provider of ePassports, is building spe-
cialized phone SIM cards that have FIDO authenticators. This project demonstrates the flexibility of the FIDO protocol 
and how it can be used on phones that don’t have the latest technology. n

http://developer.samsung.com/samsung-mobile-sdk
http://www.yubico.com/products/yubikey-hardware/yubikey-neo/yubikey-neo-u2f/
http://www.agnitio-corp.com/kivox_app/lkhsdu8.html
https://app.box.com/s/cde21pmtcqaygdqfr7o1
http://www.secureidentityalliance.org/
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custom software, proprietary programming interfaces, 
and considerable work to integrate the method into your 
existing on-premises and Web-based applications. 

ONE SECURE KEY
If it is widely adopted, FIDO will divorce these second-
factor methods from the actual applications that will 
depend on them. That means the same authentication 
device can be used in multiple ways for signing into a va-
riety of providers, without one being aware of the oth-
ers or the need for extensive programming for stronger 
authentication. 

“FIDO makes it easier to do the authentication inte-
gration piece and not have to rewrite the client software 
over and over again,” said Mike Goldgof, vice president of 
marketing at Agnitio, a voice biometrics technology com-
pany in Madrid. Without FIDO, Agnitio would have to 
continue to develop different software development kits 
for each target audience and application, or work closely 
with individual application developers. “This gives us a 
huge population of users to draw on,” Goldgof said.

Wide adoption of FIDO-compliant technology could 
also banish the need for users to cart around different 
second-factor tokens and other authentication methods. 
“That seems like a no-brainer and a big win,” said Joseph 
Sikes, a security engineer with a cable communications 
company that has looked at the FIDO specs. “Integrating 
this type of built-in technology with digital wallets and 

storing biometric information on the company’s  
servers.

It doesn’t hurt that Michael Barrett, who heads the 
FIDO Alliance, formerly worked at PayPal as its chief in-
formation security officer, either. As Barrett told Search-
Security in 2013, FIDO is not authentication technology, 
it’s a wrapper: “The one ring that binds them all.”

AUTHENTICATION AT SCALE
Why should security professionals care about FIDO? 
FIDO promises to clean up the strong authentication 
marketplace, making it easier for one-fob-fits-all prod-
ucts. The open standards shift some of the burden for  
protecting personally identifiable information to software 
on devices or biometric features, and away from stored 
credentials and passwords. ComputerWeekly described 
FIDO’s potential this way:

The FIDO method is more secure than current methods 
because no password of identifying information is sent 
out; instead, it is processed by software on the end user’s 
device that calculates cryptographic strings to be sent to a 
login server. 

That’s a big advantage. In the past, multiple factor au-
thentication methods were based on either a hardware 
fob or some kind of tokenless products that made use of 

(Continued from page 5)

http://searchsecurity.techtarget.com/video/PayPal-CISO-hopes-FIDO-Alliance-can-help-replace-weak-passwords
http://searchsecurity.techtarget.com/definition/key-fob
http://www.computerweekly.com/news/2240177869/IT-industry-group-releases-password-killing-standard
http://www.computerweekly.com/news/2240177869/IT-industry-group-releases-password-killing-standard
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ecommerce and software as a service, and for traditional 
local database servers and other on-premises authenti-
cation situations. For those two-factor approaches that 
grew up in the offline era this is another selling point. 
“The FIDO group has done their homework and it is put 
together solidly,” said Dennis King, a St. Louis-based se-
curity integrator with Working Security. “A lot of people 

were nervous after [Edward] Snowden; and the fact that 
FIDO doesn’t shove your biometric data into the cloud, 
but keeps it private and local is useful, especially if you 
can employ common standards and hide the complexity 
of the cryptographic key exchange,” King said. 

According to its proponents, the open FIDO specifi-
cations will support existing authentication technologies 
and communication standards, including Trusted Plat-
form Modules, embedded secure elements, USB security 
tokens, smartcards, Bluetooth and NFC. 

“FIDO will improve security for the developer,” said 

ecommerce can not only help protect consumers, but re-
duce the risk, liability and fraud for financial institutions 
and digital marketplaces.”

BETTER ODDS FOR DATA PRIVACY
The big leap that FIDO is taking is to use unique features 
such as a biometrics—voiceprint, fingerprint, facial rec-
ognition or some other combination—and digitize and 
protect that information with solid cryptographic tech-
niques. But unlike the traditional second-factor authen-
tication key fobs or even the tokenless phone call-back 
scenarios, this information remains on your smartphone 
or laptop and isn’t shared with any application provider. 
FIDO can even use a simple four-digit PIN code, and ev-
erything will remain on the originating device. With this 
approach, FIDO avoids the potential for a Target-like 
point-of-sale exploit that could release millions of logins 
to the world, a big selling point for many IT shops and 
providers.

“It will be cryptographically secure and we don’t 
transmit this information or store it on some central  
database,” said Jamie Cowper, a senior director at Nok 
Nok Labs in Palo Alto, Calif. Nok Nok Labs’ S3 Authen-
tication Suite, based on the emerging FIDO protocols, is 
used in independent testing environments as part of the 
FIDO-ready certification program. 

Another big advantage is that FIDO is designed to 
work from the get-go both for online applications, such as 

 “It will be cryptographically  
 secure and we don’t transmit this  
 information or store it in some  
 central database.” 
—Jamie Cowper, senior director, Nok Nok Labs

http://searchsecurity.techtarget.com/definition/biometrics
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run the Google Authenticator or other apps,” he said. 
“This is a mobile world we live in, and we need mobile-
compatible solutions; otherwise you’re behind the curve 
right out of the gate.”

FIDO doesn’t solve all of our authentication problems, 
of course. If you need to know who the actual person is 
behind the finger or voice, you will want to look else-
where. “When you are enrolling a new user, you want to 
be very sure that you have verified them and are enrolling 
the right person,” said Nok Nok Labs’ Cowper. Others, 
such as MiiCard.com, are working on solving this prob-
lem with their own identity system. n

DAVID STROM is a freelance writer and professional speaker based 
in St. Louis. He is former editor in chief of TomsHardware.com, 
Network Computing magazine and DigitalLanding.com.  
Read more from Strom at Strominator.com.
Send comments on this article to feedback@infosecuritymag.com.

Kapil Raina, director of product marketing for Zscaler, a 
cloud security provider in San Jose, Calif. “The abstrac-
tion of the actual protocol implementation will cut down 
on development time and errors.”

FIDO-READY OR NOT
But some people, like Tony Maro, aren’t waiting around 
for FIDO to be finished. “We are currently developing 
two-factor tools using a time-based algorithm for one of 
our applications and will probably ignore FIDO specs for 
the next couple of years at least,” said Maro, the CEO 
of Evrichart.com, a healthcare VAR in White Sulphur 
Springs, W. Va. “That algorithm is the same one that 
Google, Dropbox and even my own website host have 
chosen,” said Maro, whose company is working with 
Google Authenticator, an open source project.

“It also eliminates carrying a separate dongle as just 
about everyone has a mobile phone these days and can 

http://www.tomshardware.com/
http://www.networkcomputing.com/
http://www.digitallanding.com/
http://strominator.com/
mailto:feedback@infosecuritymag.com
https://code.google.com/p/google-authenticator/
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The Technology Generations  
Take on Data Security 
People born after 1980 are more confident in the secure handling of data  
on public and social networks, government systems and, yes, even retail.

MILLENNIALS VS. GEN X

N=4,802, BUSINESS AND IT MANAGERS, SOURCE: 2013 GLOBAL ENCRYPTION TRENDS STUDY, PONEMON INSTITUTE

50%

Do you use a password
on your mobile phone?

TOTAL N=171; 18-32 N=95; 33-48 N=76; SOURCE:  2014 GEN X VS. MILLENNIALS STUDY, FORTINET
TOTAL N=300; 18-32 N=150; 33-48 N=150;  
SOURCE:  2014 GEN X VS. MILLENNIALS STUDY, FORTINET

Simple password 
(i.e., 4-digit pin, 

numeric password)

Pattern 
(i.e., triangle, 

square)

Biometric 
(i.e., facial recognition, 

fingerprint)

Complex password 
(i.e., alphanumeric, 

letters and numbers)

44%
51%

29%
11%

20%
34%

6%
4%

n MILLENNIALS (18-32)           n GEN X (33-48)  

n MILLENNIALS (18-32)           n GEN X (33-48)  

What kind of password do you use?

▲ 
n

A+Ø

37%  
No

63%  
Yes

49%  
No

51%  
Yes
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What do you encrypt?

Do you use two-factor authentication 
for signing into online services?

TOTAL N=300; (18-32 N=150; 33-48 N=150); SOURCE:  2014 GEN X VS. MILLENNIALS STUDY, FORTINET

TOTAL N=104 (18-32 N=47, 33-48 N=57) SOURCE: 2014 GEN X VS. MILLENNIALS STUDY, FORTINET. RESPONDENTS WERE ASKED TO SELECT ALL THAT APPLY.

Dropbox Facebook LinkedIn Twitter Yahoo Mail Google

I encrypt  
my email

I encrypt the  
data on my  

mobile device

I encrypt 
my hard 

drive

I encrypt  
my work  
computer

I only encrypt files 
that contain  

sensitive data

I use encrypted 
messaging  

software or apps

I use an encrypted 
Web connection 

(e.g., Tor browser)

33%

10%
5%

15% 18%
27%

60%
39%

30%
39%

51%

26%
43%

32%

3%

49%

25%

17% 17%

4%

30%21%

7%

19%
7%

13%

n MILLENNIALS (18-32)           n GEN X (33-48)  

n MILLENNIALS (18-32)           n GEN X (33-48)  

Do you use encryption? 

SOURCE: 2014 GEN X VS. MILLENNIALS STUDY, FORTINET. 

45% 
31%
24% 

35% 
38%
27% 

No

Yes
Don’t 
know

n MILLENNIALS (18-32)           n GEN X (33-48)  
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How confident 
are you that 
the following are 
responsibly 
securing your data? 

N=300 SOURCE: 2014 GEN X VS. MILLENNIALS STUDY, FORTINET

Healthcare providers Banks or financial institutions

Retailers Social networks Public networks

Schools or higher education institutions Government

 
n VERY CONFIDENT 
n SOMEWHAT CONFIDENT 
n NOT SURE  
n SLIGHTLY CONFIDENT  
n NOT CONFIDENT

 
n VERY CONFIDENT  
n SOMEWHAT CONFIDENT 
n NOT SURE 
n SLIGHTLY CONFIDENT 
n NOT CONFIDENT

1%2% 6%

MILLENNIALS

GEN X

   28%              34%

15%             46%

MILLENNIALS

MILLENNIALSMILLENNIALS

MILLENNIALS MILLENNIALS

GEN X

GEN XGEN X

GEN X GEN X

11%   20%

 19%          27%   21%            37%

  16%       25%

  18%

8%     28%7%        35%

   31%          30%

MILLENNIALS

GEN X

    26%             42%

     34%               33%

  14%        33%
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THE FALLOUT FROM major data breaches has pushed vari-
ous members of Congress to propose yet another batch 
of data breach notification bills. Many of these proposed 
pieces of legislation simply recycle iterations of the bills 
introduced in earlier congressional sessions. Others con-
tain a few new twists, but it comes down to a question of 
whether or not Congress can rally around at least one bill 
and pass federal data breach notification. 

Recent events may provide the impetus needed to get 
such a bill over the finish line. The Target breach has led 
to a number of different stakeholders calling for change 
in the form of federal legislation. Why now, you might 
ask?

For starters, the Target breach exposed over 70 mil-
lion credit cards. While not the largest data breach in his-
tory (the NASDAQ breach discovered in 2007 exposed 
over 160 million credit and debit cards), many consum-
ers shop at Target and place trust in the retailer when 
they hand over their credit card to make a purchase. This 
breach incident has arguably raised the awareness level of 
many more consumers than prior breaches.

By Randy V. Sabett

ANOTHER  
CALL FOR 
NATIONAL DATA  
PROTECTION  
LAWS
The patchwork of state laws  
has not slowed epic data breaches. 
Will we see federal data breach  
notification laws in 2015?

FEDERAL DATA BREACH NOTIFICATION

http://searchsecurity.techtarget.com/news/2240212369/Target-breach-update-Information-on-up-to-70-million-customers-stolen
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introduction of the bill was directly related to the escalat-
ing data breaches that had been occurring, including one 
at a data center housing personal information on Califor-
nia state employees. This led to the drafting and passing 
of the first data breach notification law. 

Most states have followed suit with their own data 
breach notification laws, with many requiring additional 
proactive duties that focus on having reasonable security 
measures to protect personal information. 

While SB 1386 became quite well known, a somewhat 
lesser-known cybersecurity legislative event occurred in 
2003. A freshman congressman from Florida, Adam Put-
nam, floated a draft bill that would have required com-
panies to report on their cybersecurity posture. The 
prospect of federal legislation inspired companies to band 
together and launch a number of efforts intended to show 
that the industry could self-regulate. In 2004, cybersecu-
rity blogger Brian Krebs, who at the time worked as a re-
porter for the Washingtonpost.com, hosted an online chat 

Perhaps more importantly, this breach has called into 
question some of the “self-regulating” mechanisms in the 
credit card industry—in particular the Payment Card In-
dustry Data Security Standard (PCI DSS). Many people 
agree that PCI DSS arose as a result of the credit card in-
dustry wanting to avoid federal regulation. The theory 
was that a system comprising a security standard coupled 
with self or third-party audits would increase the security 
of the overall system. Critics have pointed out that many 
breaches have occurred at entities that had been deemed 
PCI-compliant. In the case of Target, lawsuits have been 
filed by issuing banks against the Qualified Security Au-
ditor responsible for performing Target’s audit (and also 
provided some of Target’s real-time security monitoring).

The big question now centers on whether Congress 
can pass a national data breach law (or any other type of 
cybersecurity legislation). In order to analyze that ques-
tion, let’s take a look at historical aspects of this issue.

LIABILITY BEYOND HACKERS
A little over ten years ago, I wrote an article for this pub-
lication about the then-new data breach notification law 
in California that widely became known by its bill num-
ber—Senate Bill (SB) 1386. Many in both the privacy and 
security communities hailed it as a significant step for-
ward in the battle against the “hackers”—no longer would 
companies be able to legally not report data breaches 
that affected personally identifiable information. The 

 The big question now centers on  
 whether Congress can pass a  
 national data breach law or any other  
 type of cybersecurity legislation. 

http://www.washingtonpost.com/wp-dyn/articles/A26684-2004Feb9.html
http://searchsecurity.techtarget.com/feature/The-history-of-the-PCI-DSS-standard-A-visual-timeline
http://searchsecurity.techtarget.com/feature/The-history-of-the-PCI-DSS-standard-A-visual-timeline
http://searchsecurity.techtarget.com/feature/Achieving-compliance-with-the-California-SB-1386-privacy-law
http://searchsecurity.techtarget.com/feature/Achieving-compliance-with-the-California-SB-1386-privacy-law
http://searchcio.techtarget.com/definition/California-Security-Breach-Information-Act
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have not, in fact, become aware of the severity of the is-
sue. Unfortunately, the situation can’t be so easily sim-
plified from a historical perspective and needs to be 
explored in a bit more detail.

CAN OF WORMS
As a threshold matter, cybersecurity differs from a num-
ber of other legislative initiatives. Despite the fact that 
GLBA (financial services) and HIPAA/HITECH (health-
care) contain cyber components and were passed many 
years ago, cyber concerns don’t just exist in these dis-
crete vertical industries. Instead, cybersecurity should be 
viewed as a more horizontal concept that actually cuts 
across (at varying degrees) all industry verticals. This 
makes the creation of a ubiquitous standard or passage of 
a comprehensive law a complicated endeavor. The latter 
also assumes, however, that improving the current state 
of cybersecurity in our country requires passage of a fed-
eral law. Not everyone agrees with that proposition or, if 
a law is needed, what form it should take.

Laws related to cybersecurity generally take one of 
three forms. First, there can be sector-specific laws, such 
as those that have already passed in financial services and 
healthcare. Sector-specific laws, however, only affect a 
limited number of stakeholders and cover a variety of top-
ics besides cyber, arguably making them easier to pass. 
Second, cyber bills can be narrowly focused on just one 
particular topic, such as data breach or social security 

with Rep. Adam Putnam (R-Fla.), which included the fol-
lowing exchange:

Brian Krebs: … [Y]ou came close to introducing a bill 
that would require public companies to verify that 
they have met certain cybersecurity standards. You 
later decided to delay that legislation to give the tech 
industry time to come up with an alternative. Why did 
you decide to delay your bill?

Rep. Adam Putnam: … I came to the conclusion that I 
had raised the point and the awareness sufficiently in 
the boardrooms so that the private sector would take 
IT security seriously. If they can come up with a plan 
that establishes sound practices, adhered to by the in-
dustry, I would support such a meaningful security 
plan even if it did not require direct federal law. There 
were also concerns about writing technology stan-
dards into the law that would be obsolete soon.

If you are a glass-half-full person, the number of cy-
bersecurity bills that have been proposed in Congress 
show that cybersecurity legislation has progressed quite 
a bit since Rep. Putnam’s efforts. If you are a glass-half-
empty person, the lack of passed cybersecurity legislation 
in light of the increasing number of compromises possi-
bly indicates that (a) Congress can’t get its job done (at 
least in the area of cybersecurity) or (b) the boardrooms 

http://searchsecurity.techtarget.com/resources/Gramm-Leach-Bliley-Act-GLBA
http://searchsecurity.techtarget.com/resources/HIPAA
http://searchsecurity.techtarget.com/magazineContent/HITECH-Act-increases-HIPAA-security-requirements
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all other existing state laws. What use is an overarching 
federal law if the patchwork of state data-breach laws still 
exists? Second, the bill will need to garner support across 
a number of different committees that all claim jurisdic-
tion over cybersecurity. Note that we haven’t even cov-
ered any of the substantive issues yet. For example, any 
data breach notification bill would need to garner agree-
ment among a majority on issues such as:

n  Whether a private right of action should exist that 
would give individual plaintiffs the ability to sue  
(i.e., a separate cause of action than negligence);

n  What the trigger should be for notification (strict liabil-
ity, severity of harm standard or something else); and

n  Whether data breach notification is the most important 
privacy issue or whether something else (e.g., mobile lo-
cation services) have a higher priority. 

In addition, although consumers are more aware of 
the issue of data breach and how it affects them, many 
also know that their exposure is relatively low due to the 
$50 liability limit under Regulation E: Electronic Funds 
Transfers. 

Political developments in this area would also seem 
to be directly and indirectly increasing the pressure for 
Congress to enact some sort of federal legislation. For 

number protection. Third, cyber bills can be focused on 
a broad range of cyber (and other information security) 
topics, what I tend to call “omnibus” cyber bills. 

Debates continue over which type of bill might fare 
better in Congress. As just one example in the “narrow” 
category, Sen. Dianne Feinstein (D-Ca.) introduced the 

first federal data breach notification bill in 2003 and has 
introduced several more since then, including another 
one in the current Congress. None have passed. In con-
trast, several omnibus bills have been introduced (with 
the concept being that cyber doesn’t get to the floor of 
Congress often, so when it does it should try to cover as 
much ground as possible). None of those have passed 
either.

MAJORITY RULE
Whether a bill will pass in the future depends on a num-
ber of different factors. First, the bill will need to preempt 

 Sen. Dianne Feinstein (D-Ca.)  
 introduced the first federal data  
 breach notification bill in 2003 and  
 has introduced several more since  
 then... None have passed. 

http://www.federalreserve.gov/bankinforeg/regecg.htm
http://www.federalreserve.gov/bankinforeg/regecg.htm
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complex topics that have many moving parts. Getting 
them all moving together has proven to be an impossible 
task for over 10 years. 

Recent events, however, have raised the buzz to a 
level I cannot recall over my career in this area. That 
doesn’t mean things will be different legislatively, but 
hopefully (for any number of reasons) I won’t be writing 
another article 10 years from now saying, “It’s been over 
20 years since the first state data breach notification law 
went into effect…” n

RANDY V. SABETT, J.D., CISSP, is special counsel at Cooley LLP 
(www.cooley.com), and a member of the boards of directors of ISSA 
NOVA and the Georgetown Cybersecurity Law Institute. He was a 
member of the Commission on Cybersecurity for the 44th presidency, 
was named the ISSA Professional of the Year for 2013, and can be 
reached at rsabett@cooley.com. The views expressed herein are 
those of the author and do not necessarily reflect the positions  
of any current or former clients of Cooley or Mr. Sabett.

Send comments on this article to feedback@infosecuritymag.com.

example, the passage by the House of the Cyber Intel-
ligence Sharing and Protection Act in April of last year 
marked a significant step forward in the area of data pro-
tection legislation. While it didn’t get any further than 
the House, and mainly involved the sharing of threat data 
(i.e., it wasn’t a breach notification law), it certainly stood 
as a wake-up call that a law at the federal level could hap-
pen in the foreseeable future.

From a slightly different political direction, the Fed-
eral Trade Commission and two industry trade groups 
(retail and banking) recently testified before the Senate 
Homeland Security and Governmental Affairs Commit-
tee. Their message resembled that of many other stake-
holders: The government needs to take action sooner 
rather than later on both federal data breach notification 
and information sharing legislation. The trade groups 
stated the desire to reach common ground on a set of rec-
ommendations in the next six to nine months.

Will we get a federal data breach notification law in 
the next year? Cybersecurity and data protection are very 

http://www.cooley.com
mailto:rsabett@cooley.com
mailto:feedback@infosecuritymag.com
https://intelligence.house.gov/bill/cyber-intelligence-sharing-and-protection-act-2013
https://intelligence.house.gov/bill/cyber-intelligence-sharing-and-protection-act-2013
http://www.ftc.gov/news-events/press-releases/2014/04/ftc-testifies-data-security-senate-homeland-security-governmental
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ADVANCED THREATS PENETRATION TESTING HAS certainly had its 

critics over the years, and Marcus Ranum 
was one of them. He admits that some  
of the reasons were philosophical and 
that in the real world “complicated prob-

lems like security assurance aren’t that easy to simplify.” 
With an open mind, he  sits down with Georgia Weid-
man, founder and CEO of  Bulb Security LLC to learn 
more about the valuable roles beyond hacking that pen 
testers can serve as outsiders paid to help  
enterprises plug security holes in their networks. 

In addition to hands-on security training, Weidman 
has researched smartphone security for a hacker-minded 
project funded by the U.S. Defense Research Projects 
Agency’s (DARPA’s) former Cyber Fast Track program; 
and she is the author of Penetration Testing: A Hands-On 

Introduction to Hacking from No Starch Press.

MARCUS RANUM: Georgia, thanks for taking the time to 
chat. It seems that other than the warm and fuzzy ‘Well, 
we had a hacker look at it!’ mindset, a pen tester can 
serve a valuable role as an outsider’s eyes looking in 
and offer advice for improvement. I know you don’t just 
go into a client’s network and write a report that reads: 
‘Bwaaahahahahah! Gotcha!’ Can you give me an idea of 
how much time you spend helping your customers im-
prove their defenses and design? What’s the breakdown 
between consulting and breaking and entering?

GEORGIA WEIDMAN: Sometimes I get clients who just want a 
pen test because of a regulatory requirement or they were 
acquired by a company that requires it. These clients just 

Hacking into Cyberdefense
What breaking and entering enterprise networks  
reveals about the state of security. BY MARCUS RANUM

A CHAT WITH GEORGIA WEIDMAN

http://www.ranum.com/security/computer_security/editorials/point-counterpoint/pentesting.html
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environment that aren’t 
under load, we can set a 
password cracker up and 
let it try to crack password 
hashes from the environ-
ment to find the weak 
ones. 

Or, if they have a lot 
of low-hanging fruit, 
like missing exploitable 
patches, I might recom-
mend investing in an 

affordable vulnerability scanner. It would be more eco-
nomically feasible for the client to buy a license, let some-
one on the IT staff spend a few days learning how to use 
it, and then run it periodically to find and remediate 
these easy issues. 

Pen testing is more expensive, and you want your pen 
testers to be able to focus on complex issues that take 
critical thinking and skills to turn [hacking] into a com-
promise, rather than just getting easy wins with network-
facing vulnerabilities or default passwords. 

Another thing I like to work with customers on is 
staffing. A small company often can’t afford to pay sala-
ries for a bunch of people just to do security work. Luck-
ily, security is pretty hot right now, so if you ask, ‘Who 
here would be willing to work a little harder and take on 
more responsibilities in exchange for getting training and 

want to check the box next to ‘pen test’ and move on. But 
I do get customers who are interested in running a more 
secure operation. I work with a lot of small businesses 
who naturally have a limited budget for security. ... For 
me, I see the pen test as a baseline, a starting point in im-
proving their security posture, because as you mentioned 
a pen test report that just says, ‘Bwaaahahahaha I got in!’ 
and has at best cookie-cutter remediation advice that is 
not really helpful to anyone. 

For example, if the consultant who built their pub-
licly facing website is abreast of secure coding practices 
and I find only minor issues on the site, but I find default 
and easily guessable passwords all over the enterprise, 
the client would be better served investing in improv-
ing password management than buying a Web applica-
tion firewall. ... Just dropping in expensive security boxes 
and leaving them alone does very little to improve secu-
rity. It was reported in the recent Neiman Marcus breach 
that the attackers set off 60,000 alerts in the intrusion 
detection system. Without someone knowledgeable man-
ning that IDS, it did them as much good as no security 
program. 

I like to work with my clients to build policies and buy 
products in ways that will really make an impact on their 
security posture. If I find a lot of default or weak pass-
words, I show them password-cracking tools and tech-
niques that attackers use; IT staff can learn them in a day 
or two at most. If they have a few Linux systems in their 

Georgia Weidman

http://searchsecurity.techtarget.com/news/2240213143/FBI-warns-of-memory-scraping-malware-in-wake-of-Target-breach


20 INFORMATION SECURITY n MAY 2014 

EDITOR’S DESK

PASSWORD-FREE 
AUTHENTICATION

MILLENNIALS  
VS. GEN X

FEDERAL DATA BREACH 
NOTIFICATION

A CHAT WITH  
GEORGIA WEIDMAN

CISO STRATEGIES

INFOSEC PRESSURES  
BY THE NUMBERS 

RICHARDSON:  
ADVANCED THREATS

A CHAT WITH GEORGIA WEIDMAN

browsers in the enterprise are out of date and are sub-
ject to known vulnerabilities, naturally the customer will 
need to spend some time updating all the browsers in 
the enterprise. But this by itself isn’t enough. What really 
needs to be addressed is why browsers aren’t being regu-
larly updated as part of the enterprise’s patch manage-
ment program. If this is addressed, any new issues that 
are discovered will be fixed automatically by the custom-
er’s security program.

I think this is an issue that is not being conveyed well 
by a lot of pen testers. The assumption is that custom-
ers understand how security vulnerabilities work, when 
in reality they probably know as much about our busi-
ness as [we] do theirs—that is, not a whole lot. So again, 
it’s a continuum. You get people who really don’t care 
and want to check a box, all the way up to working closely 
with a client to develop their security program.

Where would you say the most consistent problems lie? 
Offhand, I’d expect application security on websites to 
be number one, followed by configuration management 
failures on critical systems. 

Yes, you are right, websites are a big one. On a lot of tests 
that becomes my way in [from] dumb stuff like a default 
admin password on a Drupal install, to custom-coded 
stuff with command execution that I can escalate or SQL 
injection to get your database entries. Personally, I think 

experience in information security?’ A lot of people will 
jump at the chance. They realize that these skills make 
them more marketable. 

So, if possible, I try to make the actual test just a piece 
of the consulting package, guiding the client towards 
higher security awareness and the best use of their secu-
rity budget to build a more mature security program.

It has been a long time since I did anything close to a 
penetration test—in those days, I called it a ‘design 
review.’ In the late ‘90s, I’d make a lot of detailed or 
high-level suggestions and, fairly often, nothing really 
happened. Do you find that the trend toward pen test-
ing as part of a compliance audit has shifted the playing 
field in the right direction? 

Again, it really does vary from customer to customer. 
Sure, I’ve been to some places and given them all these 
recommendations for short- and long-term remediation 
efforts, and then I come back the next year and all the 
same issues are still there. Or worse, they’ve deployed 
some new systems that introduced even more issues. Se-
curity is complex, but I try to make sure all my clients 
know going in that the pen test is a complete waste of 
money if they don’t invest resources into acting on the 
recommendations. 

It’s important to note that fixing individual issues 
doesn’t fix the problem. For instance, if I find that all the 

http://searchsoftwarequality.techtarget.com/definition/SQL-injection
http://searchsoftwarequality.techtarget.com/definition/SQL-injection
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I’m probably already domain administrator. I’ve never 
run a phishing attack that has had a 0% success rate: 
Someone opens the attachment, someone enters their 
credentials, someone runs the Java applet or someone 
clicks through the SSL certificate warning. You name it, 
there’s someone in the enterprise who is not paying at-
tention, or who doesn’t have the security-awareness train-
ing. I’ve been guilty of this myself multiple times. 

In fact, I recommend that everyone, even security-
conscious people, count how many ‘insecure’ things they 
do every day, such as clicking through an SSL certificate 
warning because you want what’s on the other side or 
click install updates later because you are doing some-
thing right now that is more important than restarting to 
install updates. … Poor security practices like this are not 
going away. 

Please tell me that the greatest areas  
of weakness aren’t everything?

I think as long as passwords are the primary means of  
authentication to systems, it’s going to be a problem.  
Unless you’ve got two-factor authentication, as far as I’m 
concerned, passwords are doomed. … If you walk into 
a parking lot of cars with a handful of keys, you have a 
pretty good chance that at least one of those keys will 
start at least one of those cars. Why go through the trou-
ble of smashing windows and hot wiring?

it’s a lot harder to test custom websites than a network. 
Sure there’s a set of query strings you should try if you 
run into a database connection on an app, a set of queries 
strings if you find a place that stores user input [and so 
on]. But having exhausted those [possibilities], I always 
get nervous that it’s that thing I didn’t think to try that 
would have popped up as opposed to, say, an off-the-shelf 
product like an FTP server, where either there’s a known 
bug in it or there’s not; either I can guess credentials for 
it in the testing window with my wordlist or I can’t; ei-
ther there’s something interesting in the FTP folder or 
there’s not. No one is expecting me to find a zero day in 
the FTP software on a two-day pen test, but that’s ex-
pected when you’re testing custom Web applications. 

I just think custom applications are a harder problem 
to solve, harder to test well and even to take metrics on 
your own testing skills. I suppose it’s safe to say that the 
Web application penetration testing teams at Facebook, 
Google [and others] are no slouches, and yet they have 
given away bug bounties. As websites become even more 
complex, it naturally becomes even more complex to try 
and secure them. Even with a solid security program, the 
website can be a major liability. 

But just as often—if not more often—I get into their 
infrastructure through phishing attacks and social en-
gineering. It just takes one person to click on it before 
someone figures it out and sends out the ‘don’t click this’ 
email to the whole company. In those five minutes or so, 
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Overall, would you say things are getting better,  
or worse?

That’s hard to say, really. There are a lot of smart people 
looking into this whole security thing. There are vendors 
who are taking security a lot more seriously. For instance 
on the [first] iPhone, the browser ran as root. And now 
iOS has one of the strongest security postures around, 
and they have to bring out the top exploit developers on 
the planet to jailbreak it. But then I see Charlie Miller 
[Apple hacker] slam on the breaks in a car with his laptop 
and I remember that with more complexity—more net-
worked devices that respond blindly to input—the more 
critical and dire this whole security game becomes. It al-
most becomes a security through obscurity sort of thing. 

I teach introduction to exploit development and we 
start with the basics—pre-address space layout random-
ization, pre-data execution prevention and no sandboxes. 
Fifteen minutes into class, students are looking at mem-
ory and seeing what a simple buffer overflow is all about. 
The natural question my students have is, ‘Why didn’t ev-
erybody on every street corner write a zero-day on Win-
dows XP SP2, if it was really this easy?’ But as people love 
to remind me, the debugging tools that make it so much 
easier to do the brunt of the work like Mona.py and IDA 
Pro weren’t around. 

I feel like it’s kind of the same thing with a lot of the 
embedded technologies we see joining the Internet today. 

Of course, BYOD isn’t all that new: We’ve had con-
tractor laptops, rouge wireless access points and the be-
loved game console in the company break room for ages. 
It’s just now become trendy to worry about it. 

And sure, we’ve got our mobile antivirus and our en-
terprise mobility management and all these other fancy-
sounding terms, but who is actually testing whether they 
work? What if the user is malicious? What if someone 
else gets physical access to the device? What if there’s 
a malicious app on the device? What if it’s rooted or 
jailbroken? 

Researchers have demonstrated retrieving plaintext 
of sensitive data protected by mobile device management 
software, and I have yet to work with a client who wanted 
to test for these sorts of scenarios. Within the security 
industry, there hasn’t been a big media bonanza about a 
breach that could be traced back to mobile. 

There’s been some good research about that, too. Say 
an attacker gets a dollar for every successful compromise, 
what do they go after? Java, Flash, Internet Explorer, 
Windows 7 and, so on. ... It’s not like it’s significantly any 
harder to hit WebKit exploits—the WebKit extension on 
mobile devices—than Java on a traditional computer. If 
the password attacks fail, and the social engineering fails, 
and the website is hosted offsite—and all the users are 
using tablets and their mobile phones for the majority of 
their work—put security testing policies in place for these 
things now, rather than later. 

http://searchsecurity.techtarget.com/news/2240160292/Black-Hat-2012-On-stage-NFC-hack-highlights-NFC-security-issues
https://www.corelan.be/index.php/2011/06/16/mona-1-0-released/
https://www.hex-rays.com/products/ida/
https://www.hex-rays.com/products/ida/
http://searchsecurity.techtarget.com/feature/MDM-solutions-More-calls-to-secure-a-mobile-workforce
http://searchsecurity.techtarget.com/feature/MDM-solutions-More-calls-to-secure-a-mobile-workforce
http://searchsecurity.techtarget.com/answer/Do-WebKit-exploits-escalate-risk-of-Web-browser-attacks
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possible for passionate people—who might not be able  
to get past HR at big company X, despite their skill  
levels—to do this sort of thing and still feed themselves. 
Likewise, more enterprises are taking security seriously 
by having security policies in place and doing regular  
security testing. 

But it’s also getting worse because we are getting more 
and more dependent on constant network connection. I 
saw an ad in an airline magazine the other day, ‘Coming 
soon: Wi-Fi on transatlantic flights,’ and all I could think 
was, ‘Great my only excuse for not answering my email 
right away is gone.’ More and more of our devices are 
connected in some way. You can get a car that’s online, 
you can get a medical implant that’s online, and you can 
get a door lock for your house that’s online. Those are all 
things that can go really bad in the wrong hands. n

MARCUS J. RANUM, chief security officer of Tenable Security 
Inc., is a world-renowned expert on security system design and 
implementation. He is the inventor of the first commercial bastion 
host firewall.

I’ve heard it rumored—I haven’t gotten around to testing 
it myself—that a lot of the mobile modems in the phones 
fall to the simple stack-based buffer overflows of the Win-
dows XP days. And then you’ve got your cars going on-
line and medical devices and ATMs like in Barnaby Jack’s 
world. [The well-known hacker died in January.] But the 
skill level to test or attack this stuff is still enormous, be-
cause it’s not like you can just hook up an insulin pump to 
Immunity Debugger in Windows; it’s a bit more compli-
cated than that. 

And that allows manufactures to get away with not 
even using basic security practices until the talented se-
curity researcher, who has the know-how in embedded 
devices gets around to uncovering what a mess it is un-
derneath or, on a more sinister note, a malicious attacker 
reverse engineers the technology and uses it for evil. 

So I guess to sum up my rant, things are getting better 
because more people are taking security into account. … 
More people are working in security—doing testing and 
doing research. And programs like the DARPA Cyber  
Fast Track program and bug bounties are making it 

http://searchsecurity.techtarget.com/news/1360597/Juniper-pulls-ATM-hacking-presentation-from-Black-Hat
https://www.immunityinc.com/products-immdbg.shtml
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DUE TO A string of high-profile data breaches—and embar-
rassing incidents like the National Security Agency leaks 
committed by Edward Snowden—more companies are 
debating the business necessity of having good security 
practices in place. While vendors emphasize the impor-
tance of new technology in mitigating security incidents, 
a number of organizations seem to be overlooking an 
obvious hole: the lack of a dedicated security pro in the 
CISO role.

The role of chief information security officer has been 
around for nearly two decades, since Citigroup recruited 
industry veteran Stephen Katz to fill the position in 1995. 
Still, despite the increasing prominence of both the posi-
tion and information security as whole, some large orga-
nizations still forgo hiring a dedicated CISO.

As the fallout from the epic Target breach continues 
to rattle the security industry, surprisingly—or maybe 
not—the Fortune 500 retailer lacked a dedicated CISO. 
The information security program at Target was split 
among several executives, who reported to chief infor-
mation officer Beth Jacob. Despite security warnings, the 

By Brandan Blevins

FILLING THE  
CISO ROLE: 
IS THERE 
ANY REASON 
ENTERPRISES 
SHOULDN’T?
In the wake of the Target  
breach, many companies still  
don’t have a dedicated CISO.

INFORMATION SECURITY CAREERS

http://searchsecurity.techtarget.com/news/2240212369/Target-breach-update-Information-on-up-to-70-million-customers-stolen
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well as other business cus-
tomers (including Target). 
The company said at the 
time that around 2% of its 
client base was affected, 
with various reports peg-
ging the potential costs of 
the breach in the hundreds 
of millions. 

Though it may seem 
as if Target is trying to put 
a Band-Aid over a gap-

ing wound after the fact, there is some evidence that 
having a CISO can indeed play a role in reducing data 
breach costs. The 2013 Cost of Data Breach Study, issued 
by the Ponemon Institute last June, found that among the 
277 companies surveyed, those that had suffered a data 
breach with a CISO in place experienced reduced costs 
to the tune of $8 per record. That number was notably 
higher in the U.S., where organizations without a CISO 
suffered losses of $23 more per record stolen.

“If you have a CISO who has set up a response plan 
and who has the instrumentation to understand the situ-
ational awareness of the network, and a group of peo-
ple that are trained to be able to respond appropriately, 
that’s a very efficient system,” said Rick Doten, CISO for 
Bethesda, Md.-based managed mobility services firm  
Digital Management Inc. “If not, you’re reacting. 

Minneapolis-based retailer continued to operate its busi-
ness as usual during the 2013 holiday shopping period. 
Over the course of nearly three weeks, attackers stole ap-
proximately 40 million credit and debit card numbers, as 
well as personal data of as many as 70 million customers, 
including phone numbers and email addresses.

Jacob resigned in early March. In a letter obtained by 
The New York Times, Target CEO Gregg Steinhafel wrote 
that the organization is creating the CISO role for the 
first time and centralizing its information security pro-
gram. The retailer is also looking for a chief compliance 
officer, to separate assurance risk and compliance, which 
previously fell under a single vice president. The search 
for candidates outside the company is set to commence in 
the coming months.

“I’m amazed to hear that large organizations still don’t 
have a CISO,” said Chris Ray, CISO at Irving, Texas-based 
data services firm Epsilon, a subsidiary of Alliance Data. 
“When it comes down to it, I don’t really know too many 
businesses that can operate without information tech-
nology, and security is just a fundamental component of 
everything that companies have to do now. There’s a lot 
that goes into it other than having just a technical back-
ground, so you have to have someone who is specialized 
in that area.”

He should know. Ray was hired in 2011 after Epsilon 
detected an unauthorized entry into its email system that 
handles customer email for a number of major banks as 

INFORMATION SECURITY CAREERS

Chris Ray

http://www.symantec.com/about/news/resources/press_kits/detail.jsp?pkid=ponemon-2013
http://searchsecurity.techtarget.com/news/2240185420/Ponemon-data-breach-study-finds-costs-up-notification-major-driver
http://www.nytimes.com/2014/03/06/business/targets-chief-information-officer-resigns.html?_r=2
http://searchsecurity.techtarget.com/news/2240215993/Experts-Filling-CISO-role-just-first-step-for-Target-security-program
http://searchsecurity.techtarget.com/news/1529593/Massive-Epsilon-email-breach-could-lead-to-email-attacks-spam
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from KPMG, the consult-
ing firm brought in to as-
sess the Wood Group’s 
information security prac-
tices, about 18 months ago. 
Before information secu-
rity issues began making 
appearances in major me-
dia organizations in recent 
years, Wood said many or-
ganizations thought more 
about physical security 

than that of IT systems.
The CISO position is now mandatory for enterprises, 

especially those as large as Target, said Ray. Modern-day 
CISOs should be viewed as business executives who are 
focused on managing business risk, instead of “techy pro-
peller heads” or other labels from the past. For a CISO to 
be effective, he or she must be capable of understanding 
500-page vulnerability reports from a technical perspec-
tive, Ray said, and then translate the relevant tech details 
into language that other executives can understand.

DOES CHAIN OF COMMAND MATTER?
Simply filling the CISO role won’t be enough to have an 
impact on an organization’s security posture, according 
to Digital Management’s Doten. Enterprises should avoid 
having a CISO report up through a CIO because the two 

Reacting is acting emotionally without a plan, and that is 
unstructured and very expensive to do. If you don’t have 
that structure, you have to hire someone very expensive 
to come in and fix it for you.”

CISO NO LONGER OPTIONAL
David Sherry, CISO for Brown University, was shocked 
to hear a company the size of Target was operating with-
out a CISO, especially as information security has gained 
more attention in recent years thanks to similar breaches.

The role of CISO has become vital to the operation of 
large organizations, regardless of industry, said Sherry, 
because security has become too important to be just one 
task for a CIO or other senior managers, as it apparently 
was at Target.

“Users know that there’s someone overlooking things 
holistically that they can turn to,” he said. “Someone who 
brings credibility that thinks about security first, instead 
of someone that just considers it part of their job and they 
only do it 10% of the time. So I think it makes a huge 
difference.”

Until recently, information security programs may 
simply not have been deemed important enough to war-
rant hiring a dedicated leader. Derrick Wood, group CIO 
for U.K.-based Wood Group, said that the global oil and 
energy company had only recently decided to create and 
fill the CISO role. That decision came about only after 
the company had received a number of recommendations 

Rick Doten

http://searchsecurity.techtarget.com/opinion/CISOs-From-no-seat-to-multiple-hats
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as he can remember, and such conversations are likely to 
continue for the foreseeable future. He reports to a board 
of executives at Brown, a situation he has found favorable 
due to the high quality of the members, but noted that 
colleagues at other organizations report to CIOs, chief op-
erating officers and even chief risk officers.

The chain of command shouldn’t matter, according 
to Sherry, as long as the CISO is empowered to commu-
nicate risks to decisions makers and take action indepen-
dently when necessary.

“If you report to the CIO and they don’t take security 
seriously, what good is it? If you report to the board of di-
rectors, but they’re more concerned about making money 
and cutting the security budget, what good is that?” said 
Sherry. “I think the important thing is having the organi-
zation recognize that there is a person responsible for se-
curity and that they back that person.” n

BRANDAN BLEVINS is the news writer for TechTarget’s Security 
Media Group. Follow him on Twitter @BrandanBlevins.
Send comments on this article to feedback@infosecuritymag.com.

positions often have different goals and the chain of com-
mand can influence the effectiveness of the program.

“The CIO is about maintaining an infrastructure that 
is available and servicing customers internally who could 
access things,” said Doten. “The security guy really needs 
to understand the business risk, because a CISO’s job is 
not to protect IT, it’s to protect the business from the IT 
infrastructure.”

Ray faced similar concerns when he joined Epsilon 
soon after the company’s 2011 breach. He avoided is-
sues, he said, by being upfront about the situation with 
the CEO and CIO. He also established a firm agreement 
among the relevant parties that he would have a clear line 
of communication to the CEO.

“I think there has to be open communication, so that 
if I need to say, ‘Your baby is ugly,’ I can do that,” he said. 
“We’ll work on fixing issues and work together on a plan, 
but IT can’t be where the message gets buried, or even 
held just because [security] reports through there.”

Sherry said the security industry has been debating 
where a CISO fits into reporting hierarchies for as long 

https://twitter.com/BrandanBlevins
mailto:feedback@infosecuritymag.com
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65+35+s
n  PRESSURE TO SELECT LATEST SECURITY TECHNOLOGIES     
n  LACK THE PROPER RESOURCES TO USE THESE TECHNOLOGIES

PRESSURE POINTS

InfoSec Pros Are Feeling the Heat
Anxiety is high among IT security professionals as pressure  
mounts to adopt new security technologies despite constraints. 

Fully loaded: Pressure to adopt latest security bells and whistles

ALL CHARTS IN THIS SECTION: N=833, IT SECURITY DECISION MAKERS, SOURCE: 2014 SECURITY PRESSURES REPORT, TRUSTWAVE

United States Canada United Kingdom Germany

66%
62%

53%

70%

32%

49%

38%
30%

Respondents who feel pressured to 
select that latest security technologies.

Respondents who lack the resources  
to  use the latest security features.

65%

35%
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+17+15+13+10+9+7+7+ssPRESSURE POINTS

Overall, a whopping  
79% of respondents felt  
pressure to roll out  
projects despite security  
issues in 2013.

79

In demand: Emerging
technologies vs. security risks

Top operational pressures
facing IT security professionals

Cloud

Mobile apps 

Big data

Bring your  
own device

Social media

25%

21%

19%

18%

17%

22%

22%

15%

21%

20%

n  ADOPTION/USE PRESSURE      n  SECURITY RISK PERCEPTION

Advanced  
security  
threats 

Adoption  
of emerging  
technologies

Security  
product  

complexity

Shortage  
of expertise 

Time  
constraints

Personnel  
constraints

Requests  
from business- 
line managers

Budgetary  
constraints

17%

55%

13%

10%9%

7%

7%

22%
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PRESSURE POINTS

Who exerts the most pressure when it comes to security?

Biggest  
fears after  
a cyberattack 
or data  
breach

50
+30+13+4+3+s

 
 

Board of directors, owner,  
C-level executives

Direct manager

Self

Peers

No one

United  
States  

t

49% 

34%

12%

3%

2%

  
Canada  

t

65% 

17%

8%

7%

3%

United  
Kingdom  

t

54% 

23%

10%

6%

7%

  
Germany  

t

39% 

31%

25%

2%

3%

Overall, 50% of respondents listed Board  
of directors, owner and C-level executives  

as the people who exert the most pressure  
when it comes to security.

30% 13%

4%
3%

50%

Customer  
data theft

Intellectual  
property theft

Reputation  
damage

Won’t fall victim
 

Fines or  
legal action

5% 3%

58%

22%

12%
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The APT Challenge 
Advanced persistent threats give new meaning to targeted attacks  
that often rely on low-tech tactics and flawed network security.  
But is that why the industry has moved on? BY ROBERT RICHARDSON

it created a new one, “advanced threats.” Now you  
can “lead the fight against advanced threats with RSA  
Security analytics,” read an Advanced Threats Report from 
Palo Alto Networks, and strengthen the NIST Cyber 
Framework against advanced threats with the Center for 
Strategic and International Studies. 

WORLDWIDE EXPOSURE
I suspect the main problem with APT is its association 
with Mandiant, and more recently, the security firm’s 
February 2013 report, “APT1: Exposing One of China’s 
Espionage Units,” which garnered worldwide attention. 
Clipping the phrase to “advanced threats” makes the con-
cept more palatable to other security vendors. Plenty of 
who have links on their websites that talk about advanced 
threats and connect to pages in directories named APT. 

PRECISE LANGUAGE MAY be the realm of 
editors, but there was a time—not that 
long ago—when any discussion of 
computer security’s latest attacks had to 
include an overwrought dismissal of the 

acronym APT, Advanced Persistent Threat. Advanced 
wasn’t right because the initial gambit was almost always 
a low-tech spear phishing attack. Persistent wasn’t really 
accurate because it wasn’t the attackers who made things 
persistent; it was the inability of organizations to read 
their own logs for anomalies that allowed the breaches to 
continue over long timeframes. More than either the “A” 
or the “P,” the whole thing—people would lament as they 
rolled their eyes—was overhyped to the extreme. 

Mandiant loved and embraced—though didn’t cre-
ate—the APT moniker, but the security industry didn’t so 

ADVANCED THREATS

http://intelreport.mandiant.com/
http://intelreport.mandiant.com/
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NEW CLASSES OF ATTACK
In other instances, we might well need to acknowledge 
new classes of attack. There are genuinely new and ad-
vanced elements to Stuxnet and Flame type attacks. But 
I think there’s more to be gained from talking about the 
specific elements, instead of saying, “Stuxnet and Flame 
are basically the same thing, and you should call that ad-
vanced threats.” 

When does this sort of specificity become important? 
When it enables us, as an industry, to sort out defenses 
that work well against certain attacks, leading enterprises 
to have a well-considered array of defenses, instead of 
building up a heap of products that protect their networks 
from “things that scare us” attacks. n

ROBERT RICHARDSON is the editorial director of TechTarget’s 
Security Media Group. Follow him on Twitter @cryptorobert.

It’s really the same nomenclature, and it still doesn’t 
work. It’s not because there isn’t something there that 
cries out for a name and for a set of workable defensive 
tools, advanced threats just covers far too much ground. 
As a result, it virtually strong-arms vendors into making 
some sort of overzealous claim about detecting or halting 
advanced threats. 

In some instances, we should just stick to the names 
we already have. Spear phishing is a powerful attack that 
isn’t, in any technological sense, the least bit advanced. 
Of course you want to stop it. And you might stop it by 
using the latest, greatest threat intelligence (which is to 
say, someone else may have seen similar messages and 
sent an alert by way of a cloud-based infrastructure). 
There is absolutely no need to claim that this threat intel-
ligence technology is some kind of advanced threat deter-
rent. It’s just faster signature updates.

http://searchsecurity.techtarget.in/definition/Stuxnet
http://searchsecurity.techtarget.com/tip/Flame-malware-analysis-How-to-defend-against-fraudulent-certificates
https://twitter.com/@cryptorobert


33 INFORMATION SECURITY n MAY 2014 

EDITOR’S DESK

PASSWORD-FREE 
AUTHENTICATION

MILLENNIALS  
VS. GEN X

FEDERAL DATA BREACH 
NOTIFICATION

A CHAT WITH  
GEORGIA WEIDMAN

CISO STRATEGIES

INFOSEC PRESSURES  
BY THE NUMBERS 

RICHARDSON:  
ADVANCED THREATS

TechTarget Security Media Group

TechTarget  
275 Grove Street,  
Newton, MA 02466
www.techtarget.com

EDITORIAL DIRECTOR Robert Richardson

FEATURES EDITOR Kathleen Richards

EXECUTIVE EDITOR Eric Parizo

SENIOR MANAGING EDITOR  Kara Gattine

NEWS WRITER Brandan Blevins 

ASSOCIATE MANAGING EDITOR Brenda L. Horrigan

DIRECTOR OF ONLINE DESIGN Linda Koury

COLUMNISTS Marcus Ranum, Peter Lindstrom

CONTRIBUTING EDITORS Kevin Beaver, Crystal Bedell, Mike Chap-
ple, Michele Chubirka, Michael Cobb, Scott Crawford, Peter 
Giannoulis, Francoise Gilbert, Joseph Granneman, Ernest N. 
Hayden, David Jacobs, Nick Lewis, Kevin McDonald, Sandra 
Kay Miller, Ed Moyle, Lisa Phifer, Ben Rothke, Mike Rothman, 
Karen Scarfone, Dave Shackleford, Joel Snyder, Steven Weil, 
Ravila Helen White, Lenny Zeltser

EDITORIAL BOARD

Phil Agcaoili, Cox Communications
Seth Bromberger, Energy Sector Consortium
Mike Chapple, Notre Dame
Brian Engle, Health and Human Services Commission, Texas
Mike Hamilton, MK Hamilton and Associates 
Chris Ipsen, State of Nevada
Nick Lewis, Saint Louis University
Rich Mogull, Securosis
Tony Spinelli, Equifax
Matthew Todd, Financial Engines

MacDonnell Ulsch, PwC U.S.

VICE PRESIDENT/GROUP PUBLISHER Doug Olender
dolender@techtarget.com

© 2014 TechTarget Inc. No part of this publication may be transmitted or reproduced in any form or byany means without written 
permission from the publisher. TechTarget reprints are available through The YGS Group.

About TechTarget: TechTarget publishes media for information technology professionals. More than 100 focused websites enable 
quick access to a deep store of news, advice and analysis about the technologies, products and processes crucial to your job. Our 
live and virtual events give you direct access to independent expert commentary and advice. At IT Knowledge Exchange, our social 
community, you can get advice and share solutions with peers and experts. 

COVER IMAGE AND PAGE 4: FOTOLIA / THINKSTOCK

http://reprints.ygsgroup.com/m/techtarget

