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This IDC Health Insights case study focuses on the implementation of 
single sign-on at The Johns Hopkins Hospital. Faced with government 
mandates to implement clinical technologies for meaningful use, U.S.
hospitals are struggling to manage the impact that EHR and CPOE 
implementations have had on provider and IT productivity, data and 
application security, and clinical operations. In many cases, the new 
clinical technology has reduced the productivity of providers 
dramatically, whether due to training and accessing the new 
technology, performing documentation, or simply fitting the 
technology into their mobile workflows within the hospital. To address 
the productivity gap created by the introduction of EHR, providers are 
seeking technology to help move forward, and single sign-on and 
continuous sessioning are technologies that help provider productivity 
recover by offering rapid, secure access to applications in a simple 
manner that is well suited to providers' mobile workflows. Ultimately, 
technologies that help restore lost provider productivity will reduce 
costs, make applications more secure, and accelerate the adoption of 
EHR. IDC Health Insights believes that:

● As hospitals meeting meaningful use are increasingly focusing on 
cutting costs, leveraging application investments, and increasing 
staff productivity, they will seek infrastructure solutions such as 
single sign-on, continuous sessioning, and virtualized desktops to 
help accomplish this.

● As single sign-on accelerates in adoption across the organization, 
the benefits are incremental. As more and more providers, 
departments, and applications have access to single sign-on, ease 
of access flows across the organization, help desk calls are reduced, 
and provider satisfaction is improved.

● IT departments need to communicate the benefits of single sign-on 
to the organization through pilot tests and champions within the 
clinical community. Peer-to-peer approaches are most likely to 
perpetuate adoption across the enterprise.
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I N  T H I S  S T U D Y

M e t h o d o l o g y

The goal of this case study is to provide an objective representation of 
the benefits that accrue from the best practices–based implementation 
of the technology in question. The Johns Hopkins Hospital is 
modernizing its access systems in collaboration with Imprivata and its 
OneSign single sign-on application. This analysis is intended to 
present the implementation of single sign-on technology, examine the 
business issues it addresses and the IT approach, the business goals 
and ROI from the project, and the business risk and situational 
complexity; and provide insight into the success and failures of and 
lessons learned from the implementation.

During the course of this case study, IDC conducted interviews and 
attended presentations delivered by implementation staff at Johns 
Hopkins, as well as other single sign-on customers of Imprivata, held 
product briefings with Imprivata and other single sign-on vendors, and 
conducted secondary research on the topic of single sign-on 
technology.

S I T U A T I O N  O V E R V I E W

B u s i n e s s  N e e d s

The Johns Hopkins Hospital (www.hopkinsmedicine.org) is a 1,059 
bed hospital located in Baltimore, Maryland. The Johns Hopkins 
Hospital is one of six U.S. hospitals operated by Johns Hopkins 
Medicine, an integrated global health system which also includes a 
medical school, ambulatory facilities, research institutes, international 
affiliates, and a health plan.  As one of the leading healthcare systems 
in the United States, ranked number 1 by U.S. News and World Report 
for 21 consecutive years, Johns Hopkins has a long history as an 
academic medical center, with cutting-edge research and a legacy of 
exceptional patient care. As a center of clinical excellence, Johns 
Hopkins was an early adopter of EHR and its suite of clinical 
applications across its hospitals and care settings include both 
commercially available EHR products and homegrown applications, 
all of which needed to be accessible from the single sign-on 
implementation. Two hospitals have thus far participated in the single 
sign-on implementation.

The mission of the team implementing single sign-on was to give 
providers improved access to clinical applications while eliminating 
password confusion and wasted time and meeting HIPAA 
requirements for access and authentication. The IT team leading the 
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single sign-on implementation was responsible for building 
relationships with clinical users and developing the lead users and 
proponents of the project who would work to perpetuate adoption 
across the enterprise.

M a n a g e m e n t  C h a l l e n g e s

The IT team managing the single sign-on implementation wanted to 
enhance and streamline provider access to applications across the 
entire enterprise. For example, prior to the implementation, providers 
needed separate login credentials and passwords at the application 
level to access each system, including financial and administrative 
systems, clinical systems such as the EHR and departmental systems, 
PACS, and medical images. As a result of the complicated and time-
consuming access requirements, workstations were left on and logged 
in continuously with shared passwords, serving multiple users with the 
same user experience and denying IT staff the ability to understand 
who was logged in when and where, thereby compromising security.
When security measures were put in place that required individual log-
ins and log-outs, productivity was lost. Throughout the course of the 
provider's workday, confusion about so many passwords persisted, 
with clinicians wasting time recovering passwords from IT, IT wasting 
time servicing lost password requests, and HIPAA compliance in 
jeopardy as providers sought unauthorized work-arounds to document 
their passwords in less-than-secure ways, required because they 
needed to get their jobs done. Password resets were extremely 
common. All of the time lost navigating and extra clicks to enter 
multiple passwords was valuable time clinicians took from treating 
patients. Password support took IT staff away from their primary
mission, upgrading and maintaining the applications they need to run 
and manage the hospital and meet meaningful use requirements.

T h e  S o l u t i o n

The Johns Hopkins Hospital selected Imprivata's OneSign single sign-
on system, with "tap-in, tap-out" capabilities that allowed providers to 
leverage their identification badges as authentication tokens for the 
system. Johns Hopkins' goals included improving and customizing the 
user experience, reducing the time spent accessing applications and the 
number of password resets, and improving security by moving 
authentication to the operating system level. Behind the scenes, 
roaming sessions allowed providers to pick up their work continuously 
as they moved throughout the hospital, driven by the location-based 
information that resulted from the tap-in/tap-out approach. The project 
was referred to internally as "Tap and Go," emphasizing the 
convenience of the approach. Tap and Go allows providers at Johns 
Hopkins to access their applications quickly and get their jobs done, 
improving productivity.
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THE  BEST  PRACTICES

At the time of this report, the Tap and Go implementation of OneSign 
was deployed to 34,700 users throughout the Johns Hopkins Health 
System. Johns Hopkins determined that using proximity badges in the 
rollout of single sign-on was a best practice to be used at all sites.

H u r d l e s

While the project was quite successful, the IT team at Johns Hopkins 
was able to identify several hurdles it needed to overcome during 
implementation:

● Learning provider workflows. It was difficult to garner enough
time and attention from busy healthcare providers to learn about 
their workflows and implement technology effectively. Yet the 
success of the single sign-on project required the IT implementers 
to have a thorough understanding of clinical workflows. The IT 
team quickly learned that providers were not going to respond to 
email questions about workflows, and if they did respond, the 
information often wasn't helpful. Hands-on approaches to 
communication were more successful for determining workflows, 
such as shadowing providers and meeting in person. It was most 
important to watch what providers actually did during their day, as 
it was often different from stated processes. If clinicians were to 
help with the project one-on-one, time needed to be scheduled 
when they were off-shift.

● Considering multiple types of users. Providers use the 
technology in specific usage patterns, on public and virtualized 
workstations, in the doctor's lounge, and in private offices; the 
settings and processes for sign-on need to fit the usage model and 
the nature of the setting. Other staff usage should also be 
considered.

● Testing. Testing was important to make sure everything went as 
planned at go-live, but without a deeper understanding of clinical 
workflows, minor problems arose as a result of missed testing 
scenarios.

L e s s o n s  L e a r n e d

● Make the value proposition clear up front. Once the clinicians
understood the value proposition associated with the change the 
Tap and Go project would bring about, it was easier to get the 
attention and information needed to execute the implementation 
effectively.
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● Incorporate visual cues. It is difficult for providers to find time to 
attend training or read emails notifying them of changes to the 
environment, and the best approach was to incorporate visual cues 
into the screens and workflows associated with the new single 
sign-on tools. This allows providers to learn as they go, as they are 
guided through the new procedures. While visual cues don't 
replace training, they can help make things go better when training 
does not happen. In addition, the Johns Hopkins team used a 
SharePoint site to share information on common issues.

● Coordinate across IT. In decentralized IT departments, different 
teams are often responsible for different sets of workstations in 
different departments and this can complicate implementations like 
single sign-on. Decentralized units at The Johns Hopkins Hospital 
included desktop teams, application teams, server teams, and the 
help desk. It was important to coordinate the single sign-on project 
across these groups, delegating some responsibilities but keeping 
policies centralized to avoid instituting too many redundant ones.

● Plan within the IT staff. Planning was required for the rollout 
within the IT staff. Specific skill sets that needed to be on hand and
trained included OneSign (VMware) and Citrix experts, LAN 
administrators, and staff trained in scripting and application 
deployment.

● Stage initial deployment. Pick a "friendly" department to go live 
first. This department should be particularly IT-savvy/friendly and 
serve as clinical champions for the rest of the enterprise. IT 
champions are not enough; clinical champions are a critical 
element of the rollout. The implementation was staged across 
different types of workstations — implementations on virtual 
workstations were found to be least intrusive and went first, 
followed by private offices and, last, shared clinical workstations
on floors.

● Allow clinical champions to drive subsequent deployment 
stages. The value proposition of the single sign-on technology at 
Johns Hopkins was so compelling that visitors to pilot areas 
demanded the extension of the technology across the enterprise,
and further deployment accelerated with provider buy-in in place.

FUTURE  OUTLOOK

Johns Hopkins estimated significant time savings by users since the 
deployment of Tap and Go to date, with time savings in September 
2012 alone estimated at 2,550 man-hours (Imprivata HealthCon 
presentation, November 2012), which is consistent with the time 
savings reported in July and August 2012, the initial months of the 
implementation. Provider satisfaction with the EHR also grew 
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alongside productivity, according to the leaders of the project. The 
implementation of single sign-on presented a clear win for Johns 
Hopkins clinicians and IT, and the future will entail rollout at 
additional sites as well as expand the roll of virtualized desktops in 
conjunction with single sign-on.

Single sign-on with proximity badging has a clear value proposition 
for healthcare provider organizations struggling to secure applications 
in an increasingly digital workspace with mobile workers. Imprivata's 
OneSign application was in use at Johns Hopkins and is discussed in 
this case study; additional single sign-on applications available to 
providers with similar value propositions include Caradigm's Vergence 
application, IBM's Tivoli Access Manager, HealthCast 
eXactACCESS, Carefx Fusionfx, CA Technologies' Single Sign-On, 
and Passlogix v-GO.

E S S E N T I A L  G U I D A N C E

A c t i o n s  t o  C o n s i d e r

Provider IT departments considering the implementation of single 
sign-on should:

● Perform an initial assessment of the current applications, 
architecture, and authentication approaches to determine the extent 
of its authentication and security problems. Speak with clinicians 
and potential clinical champions to determine the level of pain 
associated with access and authentication and to build support for 
the implementation. The EHR should be a focus, as it is the 
application most likely to be causing productivity headaches, 
particularly if newly implemented.

● Determine the scope of the single sign-on project, whether it will 
include single sign-on only, incorporate proximity badges, use 
context-sensitive technology, and/or make use of virtualized 
desktops. Consider this scope decision in the staging of the project.

● Present the value proposition to clinical and financial leaders, 
being clear about the gains to productivity and end-user
satisfaction that can be expected from the implementation of single 
sign-on.

● Work with the end users to determine the desired functionality 
needed, the processes in use, the points at which single sign-on is 
needed, and the scope of the implementation. If multiple sites and 
care settings are involved, plan for scoping of the implementation 
across these sites.
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● Work with the vendors of these applications to learn about which 
single sign-on products are supported if legacy clinical applications 
are in use and take the requirements of all the applications that will 
be deployed onto single sign-on into the selection of a vendor.

LEARN MORE

R e l a t e d  R e s e a r c h

● U.S. Health Industry Provider 2013 Top 10 Predictions: Providers 
Move into New Business Models While Meaningful Use Adoption 
Continues (IDC Health Insights #HI238411, December 2012)

● Perspective: eClinicalWorks — Moving Forward from Ambulatory 
EHR to Risk-Based RCM (IDC Health Insights #HI238167, 
December 2012)

● Technology Selection: Cloud Computing for Providers — Value, 
Benefits, and Considerations Associated with Moving to the Cloud 
(IDC Health Insights #HI237176, October 2012)

● Technology Selection: The Emerging Demand to Support Patient 
Engagement in U.S. Provider Organizations (IDC Health Insights 
#HI237046, September 2012)

● IDC MarketScape: U.S. Ambulatory EMR/EHR for Small 
Practices 2012 Vendor Assessment (IDC Health Insights 
#HI234732, May 2012)

● IDC MarketScape: U.S. Ambulatory EMR/EHR for Midsize and 
Large Practices 2011 Vendor Assessment (IDC Health Insights 
#HI230719, November 2011)

S y n o p s i s

This IDC Health Insights report focuses on the implementation of 
single sign-on at Johns Hopkins medical center. Faced with 
government mandates to implement clinical technologies for 
meaningful use, U.S. hospitals are struggling to manage the impact 
that EHR and CPOE implementations have had on provider and IT 
productivity, data and application security, and clinical operations.

According to Judy Hanover, research director, IDC Health Insights,
"Lost provider productivity is a major problem associated with EHR 
implementations at U.S. hospitals, and infrastructure technologies such 
as single sign-on have the potential to make providers more efficient 
and restore some lost productivity." Ultimately, technologies that help 
restore lost provider productivity will reduce costs, make applications 
more secure, and accelerate the adoption of EHR.



©2012 IDC Health Insights #HI238582 Page 7

C o p y r i g h t  N o t i c e

Copyright 2012 IDC Health Insights. Reproduction without written 
permission is completely forbidden. External Publication of IDC 
Health Insights Information and Data: Any IDC Health Insights 
information that is to be used in advertising, press releases, or 
promotional materials requires prior written approval from the 
appropriate IDC Health Insights Vice President. A draft of the 
proposed document should accompany any such request. IDC Health 
Insights reserves the right to deny approval of external usage for any 
reason.


	HI238582.docx

