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AMD reports resurgence in 
system builder market
After struggling for years, the system 
builder market is re-emerging, as cus-
tomers turn to local players to help 
them build and install PCs quicker 
than rivals shipping them from over-
seas can manage. The growth in the 
local system builder market has been 
noted by AMD, which has seen num-
bers swell for those channel players 
that are able to customise an order 
and deliver it fairly quickly to custom-
ers. Andrew Buxton, EMEA channel 
director at AMD, said traditionally the 
system builder market had been fairly 
strong, but had then imploded with 
high-profile failures such as Evesham 
and Mesh. Things had been quiet for 
a while, but that was now changing, 
he said. "Local system builders are 
holding up really well because they 
are very responsive and are growing 
with build to order," he added. "A lot 
of these guys [who were in the market 
a few years ago] are coming back, and 
it is encouraging."

Westcon’s Dean Douglas steps 
into CEO role at JV Unify
Enterprise communications firm JV 
Unify – formerly Siemens Enterprise 
Communications – has revealed 
Dean Douglas is to join the company 
as CEO. His appointment comes 
after a lengthy search for a new CEO 
at Unify, according to chairman 
Mark Stone, who said the firm had 
now found an “ideal successor and 
leader”. Douglas resurfaced just days 
after the industry learned he was 
stepping down from his previous role 
at Westcon, to be replaced by former 
Dell man Dolph Westerbos. 

Lexmark pushes channel to 
embrace print services
Lexmark has been setting out its 
plans for 2014, revealing its inten-
tions to talk to buyers in schools 
across the country in the run-up to 
Bett 2014, which takes place at Lon-
don’s ExCel this month. Lexmark 
said it will see a change in the mix of 
partners it deals with as it pushes its 
print services and solutions message. 
The company embarked on a major 
education campaign in the chan-
nel last year, and made a big noise 
around the concept of basic print 
services, whereby it provides more 
of the back-end hosting and support 
for partners that have not yet made 
the transition to true managed print 
services provider status, promising 
upfront margins on a two to three-
year contract. Lexmark UK and Ire-
land channel and SMB sales director 
Martin Fairman said the company 
would continue to re-evaluate the 
mix of partners it deals with, and 
although he did not go so far as to say 

More HP jobs on the line
Hewlett-Packard ended 2013 with 
the revelation that it intends to 
cut more jobs than previously 
planned, with 5,000 more staff than 
previously expected now facing 
the axe. The vendor had always 
intended to reduce its head count in 
the first quarter of 2014, with 1,100 
jobs due to go across the UK, but in a 
filing in December the firm revealed 
that the number of global reductions 
would be higher, with 34,000 now 
due to go by the end of the year.

Alternative Networks buys 
virtualisation firm Intercept IT
Hosted desktop and virtualisation 
services provider Intercept IT 
has been acquired by business 
communications services provider 
Alternative Networks in a £12.95m 
all-cash deal. City of London-based 
Intercept IT counts retailer John 
Lewis and property firm Savills 
among its clients, and is a Citrix, 
Microsoft and VMware partner.

Cloud and mobility raising 
security concerns
Security concerns around cloud 
and mobility are set to dominate 
the agenda in the next 12 months, 
providing opportunities for those 
resellers that can help solve customer 
problems around some of the big areas 
of IT investment. The predictions 
from the security industry are coming 
thick and fast, with key themes 
emerging, such as worries about 
increasingly complex cyber threats 
and concerns that the growth in 
adoption of cloud and use of bring 
your own device (BYOD) is leaving 
customers exposed.

Enterprise software a good  
bet for 2014, says Gartner
Worldwide spending on enterprise 
software, including customer 
relationship management (CRM) 
and supply chain management 
packages, looks set to exceed 
expectations and outpace other 
areas of the IT market in 2014, 
according to Gartner. Following a 
flat 2013, the market as a whole is 
set to expand by 3.1% this year to a 
total value of $3.7tn (£2.2tn), with 
enterprise software growing by 6.8% 
to $320bn. n
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Things are looking up
Welcome to 2014 and the first MicroScope digital magazine of the year. 
There seems to be a lot of optimism in the air, with signs that 2014 should 
be a more solid year as the long-awaited recovery really kicks off.

There should be more customers planning to make investments in IT this 
year as they look to exploit technology to deliver growth, which should, in 
turn, open up opportunities for resellers and those able to help guide users 
with their strategy objectives.

But there is also a need for some investment and changes in the channel 
itself. As Amro Gebreel reveals in this issue, there are some urging those 
that have yet to make a move into managed services to set out on that 
journey. His article offers advice about just how to start making changes to 
a traditional break-fix business, and there is plenty of food for thought there.

Far too often, the focus is just on the customer, but in parallel there is a 
need for the channel to make similar investments in technology, staff and 
innovation to make sure they remain one step ahead. Constant evolution 
has always been one of the main features of the UK channel landscape, and 
that is not going to ease up in 2014. Most of the signs point towards the 
cloud and managed services, and although there is plenty of room to 
debate about the time frame, it would be unwise to put off investigating and 
taking the first steps to get better placed to support those trends in the next 
few months.

MicroScope will continue to cover the big issues and get clarity to highlight 
where business opportunities and threats exist in the market, and it goes 
without saying that we wish all of our readers success in the year ahead.

If you would like details of forthcoming themes running in the MicroScope 
ezine, wish to share your reaction to this one, or make any other contribution, 
email squicke@techtarget.com.

SIMON QUICKE EDITOR’S COMMENT

any resellers would be dropped, he 
said Lexmark was “not interested in 
capturing the entry-level print mar-
ketplace any more”.

Dimension Data makes offer for 
NextiraOne operations in Europe
Managed services player Dimension 
Data has tabled an undisclosed sum 
for the entire equity capital of 
NextiraOne’s IT services business in a 
number of European countries. The 
existence of the deal, currently under 
scrutiny in Brussels, was revealed  
by the European Commission in a 
small announcement in December. 
According to the EC’s brief statement, 
Dimension Data – which is itself 
owned by Japanese firm NTT –  
plans to pick up NextiraOne’s business 
in Austria, Belgium, the Czech 
Republic, Germany, Hungary, Ireland, 
Luxembourg, the Netherlands, Poland, 
Portugal, Slovakia, Spain and the UK.

McAfee name to be killed off to 
make way for Intel Security brand
After more than a quarter of a cen-
tury, the iconic McAfee security 
brand is to be phased out this year, 
with the launch of the new Intel 
Security brand, which will cover all 
the firm’s security products and ser-
vices. In his keynote at CES in Las 
Vegas, Intel CEO Brian Krzanich an-

nounced that nearly four years after 
Intel bought McAfee for over $7bn, 
Intel would transition its products 
across to the Intel Security brand 
during 2014.

Avnet unveils replacement UK 
leader in management shuffle
Avnet Technology Solutions has 
shuffled its management pack, pro-
moting Sukh Rayat and unveiling a 
new head of UK operations as it looks 
to strengthen its European executive 
team. Rayat moves from his current 
position as senior vice-president of 
Avnet Technology Solutions north 
region to a senior vice-president role 
at its Global Computing Components 
EMEA operation. The distributor also 
announced that senior vice-president 
of its supplier business Tony Madden 
is taking over the strategic direction 
and day-to-day running of Avnet 
Technology Solutions in the UK.

“Local system builders are holding up 
really well because they are very 
responsive and are growing with build 
to order”                            Andrew Buxton, AMD
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The PC industry is in a state of 
confusion right now. Confusion over 
the future of the platform, confusion 
over the operating system, confusion 
even over the role of the PC

PC industry enters 2014 in state of confusion
BILLY MACINNES OPINION

I think it is fair to say the PC 
industry is in a bit of a state right 
now. And when I say “state”, 
I don’t mean somewhere like 

California or New York. No, what I 
mean is a state of confusion. Confu-
sion over the future of the platform, 
confusion over the operating system 
(OS), confusion even over the role of 
the PC. 

Tablets and smartphones are eating 
into PC sales as people start to use 
different devices for tasks that were 
previously the domain of the desktop 
or laptop. The twin trends of mobil-
ity and bring your own device/
choose your own device/corporate 
owned, personally enabled (BYOD/
CYOD/COPE) are also helping to 
erode the role of the PC in the corpo-
rate environment.

What happens when something 
becomes clouded by confusion? 
There is often a mixture of responses, 
from people saying “ignore it, stick to 
what we do best”, to others urging a 
change of course, and those who end 
up flailing around and panicking.

Cloudy outlook
Here we are at the beginning of 2014 
and I have to say that things are look-
ing decidedly cloudy (and not in 
the good way that we have come to 
associate with the word cloud when 
it comes to computing). 

Quite a few PC vendors have obvi-
ously chosen to consider life beyond 
the Windows ecosystem, which has 
sustained them for so long. iOS and 
(especially) Android have come to 
prominence in the emerging tablet 
and smartphone markets, where 

Windows has struggled to gain trac-
tion, at the same time as Microsoft 
has appeared to stumble on the PC 
with the arrival of Windows 8.

PC vendors are starting to ask 
whether there might be something to 
be gained from finding a place for 
Android in their desktop product 
roadmaps. Some have even 
announced products. This is aside 
from Chromebooks based on Google’s 
Chrome OS, which are already avail-
able from the likes of Samsung, Acer 
and HP – products which have 
started to gain some traction in com-
mercial organisations in the US, 
especially schools. 

Funnily enough, the curse of 
confusion even struck Chromebooks 
at the end of last year, when a 
number of media outlets mistakenly 
reported the format had accounted 
for 21% of all US notebook sales in 
the first 11 months of 2013. The truth 

was they had accounted for 21% of 
all notebook sales through the 
commercial retail channel (a much 
smaller market).

Anyway, to return to Android, HP 
and Samsung have just announced 
Android-based all-in-ones (AiOs). 
The HP model, the Slate 21 Pro AiO, 
is aimed at businesses and costs 
$399. The Lenovo machine, the 
N308 Table PC, is a home machine 

and costs $450. Will others follow 
suit? If HP and Lenovo are success-
ful, they might.

Dual operating system
But in the meantime, most of them 
do not seem to be willing to take the 
risk of appearing to endorse Android 
as a standalone desktop OS. Instead, 
PC OEMs have opted for a much 
more confusing approach which 
some commentators have described 
as a classic “more is more” strategy. 

For example, Asus has an AiO that 
boots Windows and Android – the 
Asus Transformer AiO. It has also 
announced a dual-boot Windows/
Android laptop/tablet – the Asus 
Transformer Book Duet. 

Now, Intel is also starting to pro-
mote its Dual OS project which will 
allow users to switch between Win-
dows and Android with the push of a 
button and AMD is working on an 
Android app emulation environment.

Quite why they want to go down 
the route of adding another OS to 
desktop and laptop PCs rather than 
offering separate models running 
Android seems strange and unneces-
sarily complicated. Why would any-
one buy a Windows PC to run 
Android apps? They can do that on 
their tablet or smartphone. Surely, if 
they wanted to do that, they would 
just buy a cheaper Android PC, 
assuming that the apps work as well 
on a desktop/laptop as they do on a 
tablet or smartphone. 

I can see that people might want to 
buy an Android PC if they become 
accustomed to using it on their other 
devices, but I am not convinced it 
will actually happen in large num-
bers. If Windows 8 has taught people 
anything, it is that the user interface 
requirements for PCs and tablets or 
smartphones are still very different. 
The same goes for apps.

Anyone looking at these develop-
ments would be forgiven for feel-
ing…what’s the word I’m looking for? 
Oh yes, confused. ■

PC vendors are 
starting to ask 
whether there 
might be 
something to be 
gained from 
finding a place for 
Android in their 
desktop product 
roadmaps
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Big businesses invest in Nordic datacentres

B ig beasts are colonising the 
wilderness, it seems. From 
Google through Facebook 
to Microsoft, a growing 

number of companies are investing 
in datacentres in the Nordic coun-
tries, wooed by low energy costs and 
free cooling. A trade delegation from 
Sweden outlined the benefits of Nor-
dic datacentres to global enterprise 
infrastructure professionals at the 
recent 7x24 Exchange conference in 
Texas. But is the region really set to 
become a strategic European hub for 
data traffic?

The past year has seen much 
interest in the Nordic countries. In 
early November 2013, European 
datacentre operator Telecity 
acquired Finnish provider Aca-
demia, primarily to gain control over 
its Helsinki datacentre. The move 
came four months after the company 
bought another Finnish datacentre 
operator, Tenue Oy.

In September 2013, communica-
tions giant Ericsson announced it 
was investing almost £682m to build 
two modular datacentres in its native 
Sweden, as well as a third in Canada. 
In the same month, Microsoft said it 
planned to build a £156m datacentre 
in Finland following its purchase of 
mobile phone manufacturer Nokia.

In June 2013, Facebook’s widely 
publicised Lulea datacentre, located 
on the edge of the Arctic circle in 
Sweden, opened for business. Mean-
while Google – whose establishment 
of a datacentre in Hamina, Finland, 
two years ago initially prompted 
wider interest in the region – is also 
ramping up its investment. In 
November last year, the firm 
announced it was spending £407m to 
increase the datacentre’s capacity to 
handle more mobile video. 

Other companies also announced 
prominent datacentre investments in 

the Nordics in 2013, including colo-
cation provider Digiplex and Russian 
search giant Yandex.

Green credentials
The annual Data Centre Risk Index 
2013, published in May 2013 by con-
sulting firms Cushman & Wakefield, 
Hurleypalmerflatt and Source8, noted 
that while the US and Britain are still 
deemed the lowest-risk locations for 
datacentres, the Nordic countries are 
rapidly rising up the ranks.

Sweden was cited as the third safest 
place in the world to base a datacen-
tre, up from eighth place the previous 
year. Iceland, Norway and Finland 
featured in the seventh, eighth and 
ninth positions respectively. 

For some companies, the attrac-
tions are clear. Naturally low temper-
atures mean cooling costs are mini-
mised. In addition, because the 
Nordic countries are powered pri-
marily by sustainable, low-cost 
energy sources, such as hydroelec-
tricity and wind power, firms can 
dramatically reduce their carbon 
footprint and energy costs by mov-
ing operations there. Proximity to the 
Russian market could be another 
draw for some providers.

The Swedish Data Center Initia-
tive, set up by trade council Business 

Sweden, claims these developments 
signal the region is becoming a major 
hub for European datacentres. 

“We are seeing the confirmation  
of the Nordics as an attractive, 
growing market in Europe, and a 
prime location for strategic 
datacentre hubs,” said Tomas 
Sokolnicki, investment advisor and 
project manager for the group. 

“Our region has become a symbol 
for some of the biggest green initia-
tives in the industry. When industry 
leaders such as Facebook and Google 
show the way to secure green and 
stable locations at affordable prices, 
many other players direct their gaze 
in the same direction,” he said.

Andy Lawrence, vice-president of 
research at industry analyst 451 
Research, agreed the Nordics have  
a strong environmental attraction  
for operators. 

“There are a number of good rea-
sons why companies would be look-
ing at the region. Facebook certainly 
needed to open a large datacentre in 
Europe and it would have been a 
very attractive location for a number 
of reasons, not least of which is the 
availability of cheap, reliable power 
with a high renewable energy con-
tent. Because the climate is very cool, 
it’s also very likely companies can get 

away without having to use tradi-
tional cooling systems,” he said.

But Lawrence also believes it is far 
too early to interpret the flurry of 
Nordic datacentre investments as a 
major trend. 

“Microsoft is opening datacentres 
all over the place, not just in the Nor-
dic countries. The same is true of Tel-
ecity. I’d say only a minority of pro-
viders would consider the region as a 
major datacentre hub,” he said.

Latency concerns
He thinks some Nordic countries’ 
ambitions to become a strategic Euro-
pean datacentre hub are likely to be 
held back by the fact that many pro-
viders serving Western Europe will 
not accept the levels of latency their 
customers are likely to experience if 
servers are located in the far reaches 
of Northern Europe. 

“If you’re doing low-latency trad-
ing of any kind, countries such as Ice-
land, Finland and Norway are proba-
bly too far afield. When most 
colocation providers build datacen-
tres, they don’t always know who 
their major customers are going to be. 
It’s probably safer for them to locate 
their facilities within a low-latency 
distance of major Western European 
trading hubs,” said Lawrence. ■

“The climate is 
cool, so firms can 
get away without 
using traditional 
cooling systems” 
Andy Lawrence,  
451 Research

With investment in Nordic datacentres on the rise, Jim Mortleman looks at the pros and cons of basing servers in this region

Fans bring in natural air to 
cool Facebook’s datacentre 

in Sweden (below)

Google’s Hamina 
datacentre in 
Finland (above)
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I f you believe the pundits, we 
are moving towards a software-
defined world. Software-defined 
storage (SDS) was the first 

market out of the blocks, and that 
has been followed by the software-
defined network (SDN). The ultimate 
aim is to bring it all together in the 
software-defined datacentre (SDDC). 

But just how real is the prospect of 
a software-defined world, and what 
role will the channel play in it when 
(or if) it comes to fruition?

Kevin Bland, director for channel 
and alliances at Citrix Northern 
Europe, does not beat about the bush. 
“While not as mature as trends like 
BYOD (bring your own device) and 
cloud, the software-defined world 
has moved beyond pure hype,” he 
says. “We might only be a short way 
down the trend’s path, but there are 
plenty of promising opportunities for 
investment in 2014 and the channel 
will be crucial in helping businesses 
to realise its potential.”

Jan Ursi, EMEA director for channel 

Virtual architecture
SDS is often considered to be at a 
more advanced stage than SDN 
because storage virtualisation is fur-
ther down the track than network vir-
tualisation. Tarkan Maner, CEO of 
Nexenta, says 2013 marked the stage 
at which “the IT world recognised 
the need for a software-defined stor-
age model that abstracts data from 
the hardware on which it resides, 
enabling the creation of a highly scal-
able logical resource that can be cen-
trally (and automatically) provi-
sioned and managed”. 

He claims it is now a given that 
this is the only way to truly achieve 
the vision of a software-defined data-
centre where it is possible to “flexibly 
deploy highly available applications 
on shared hardware resources, 
migrate them across locations and 
scale up and down in response to 
demand”. 

Maner also predicts that SDS is 
going to be the next big thing in IT for 
the next 20 years. “Datacentres have 

Prepare for shift  
to a software-
defined world
The channel will play a crucial role in helping businesses  
reallise the potential of software-defined datacentres as 
acceptance grows. Billy MacInnes reports

massive overheads in storage. Virtual 
desktops, the internet of things, video 
and big data are all driving massive 
storage growth, but the storage indus-
try has been in hock to the big ven-
dors for too long. 2014 will see the 
end of vendor lock-in, with Nexenta 
saying, ‘No to MESS (massively 
expensive storage systems)’,” he says.

Chris Sherry, Dell UK director for 
channel and managed service provid-
ers, says that while servers and stor-
age will continue to be key areas of 
investment in 2014, there will be a 
greater focus on the network becom-
ing part of a more coordinated virtual 
architecture. 

“New network architectures and 
technologies are emerging because of 
the need to handle the changing size 
and density of the datacentre, shifts 
in traffic patterns, and the increasing 
requirement to simplify network 
operations. Legacy network opera-
tions were not designed for the data-
driven world we are in today, which 
is where the challenges lie,” he says.

software-defined technology
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sales and field marketing at Nutanix, 
sees the arrival of a software-defined 
world as a natural progression of virtu-
alisation. “VMware, Hyper-V and KVM 
did a great job in virtualising the com-
pute and memory [server tier] in the 
datacentre,” he says, “and now it’s time 
to virtualise the storage and network 
part, to evolve to a software-defined 
datacentre which can be programmed 
easily and does not rely on any special 
purpose-built hardware [such as stor-
age appliances, for example].”

Ursi claims Nutanix is “leading the 
charge on virtualising storage and 
converging it with the compute tier, 
providing a scale-out virtual comput-
ing platform”. VMware recently vali-
dated storage virtualisation with the 
announcement of vSAN. 

“When done right, converging soft-
ware-defined compute and storage in 
a single virtual computing platform 
concept offers radical simplicity, 
modular and affordable scale-out, 
and predictable high performance,” 
Ursi adds.
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Virtualisation maturity
Bill Trim, director and co-founder of 
Company 85, describes software-
defined infrastructure as “a compel-
ling approach, especially in large 
environments where churn is high, 
responsiveness needs to be quick, 
and costs need to be kept low”. 

But he stresses that software-
defined relies on virtualisation to 
deliver and the maturity of virtualisa-
tion differs from compute to storage 
to networking. Compute virtualisa-
tion is very mature, storage virtualisa-
tion is now on the agenda for big stor-
age vendors, but network 
virtualisation is immature, he says. 
“There are solutions from the big net-
work vendors and server virtualisa-
tion vendors, but they do not connect 
well together, creating unnecessary 
layers of complexity,” he claims.

Unsurprisingly, David Noguer Bau, 
EMEA service provider solutions 
marketing manager at Juniper, does 
not agree, and says 2014 is the year of 
SDN for the datacentre. “We will see 
many companies piloting it and some 
live deployments,” he predicts. “Also 
during 2014 we will see the first gen-
eration of network functions being 
virtualised. NFV [network functions 
virtualisation] will create a large 
number of use cases, especially for 
network service providers.”

Paul Coates, UK and South Africa 
regional vice-president for Riverbed, 
agrees, arguing that SDN “is already 
proving its worth to a number of 
organisations running very large net-
works. But he warns it should not be 
adopted for its own sake but because 
SDN is “a necessary intermediate 
step that leads to a more foundational 
shift in IT: the software-defined data-
centre”.

He is adamant that following the 
virtualisation of servers and desktop 
PCs, virtualisation is coming to the 
network, although he admits that 
full-scale network virtualisation is 
still in its infancy.

A point echoed by Mervyn Kelly, 
EMEA marketing director at Ciena, 
who says the market is just at the 
beginning of the SDN and NFV para-
digm shift. Yes, the technology exists 
to virtualise IT resources and many 
advanced network functions, but he 
says the industry has yet to prove the 
business case for doing so. 

Gerry Feeney, head of market 
development at NEC Europe, is far 
more bullish. “Many people were 
surprised at the speed at which trials 
and production deployments of 
newly launched SDN solutions pro-
gressed in 2013,” he says, adding that 
NEC has been deploying production 
SDN solutions since 2011. 

“There is significant pent-up 
demand among datacentre operators, 

“Legacy network 
operations were 
not designed for 
the data-driven 
world we are in 
today, which is 
where the 
challenges lie” 
Chris Sherry, Dell

telecoms carriers, service providers 
and global enterprises to break free 
from using proprietary, vertical net-
working technology stacks which are 
more expensive and inflexible to 
deploy and operate,” he says.

According to Feeney, SDN is bring-
ing seismic changes to the network-
ing industry by enabling operators to 
reduce operational and capital costs 
through improved virtualisation, vis-
ualisation and asset utilisation, and 
to rapidly generate new revenue 
streams by launching innovative new 
services more easily.

He claims SDN is already being 
deployed for datacentre and enter-
prise campus use cases. Feeney 
admits SDN solutions will take 
longer to mature for wide area carrier 
transport networks because of the 
challenges of scalability, interopera-
bility standards and the need for high 
availability, but migrating to SDN is 
not a matter of if, but when.

Jim DeHaven, head of datacentre 
and virtualisation at Cisco UK & Ire-
land, says SDN will help to propel a 
future of networking and enterprise 
IT that focuses on application cen-
tricity. “The next generation of net-
works will provide application visi-
bility, health checks and deliver 
services based on an application’s 
profile, while providing the scale and 
elasticity needed to support an ever-
increasing number of apps and 
devices,” he predicts. 

“Cisco has taken a significant step 
towards an industry-leading SDN 
ecosystem with the launch of its 
Application Centric Infrastructure 
(ACI) earlier this year,” says 
DeHaven. “ACI marks a significant 
shift from separated virtual and phys-
ical IT resources to a unified environ-
ment where the network can be cen-
trally managed and provisioned.” 

Mike Hemes, EMEA vice-president 
of sales at Silver Peak, wryly observes 
that there has been an explosion of 

software-defined terminology in 
recent years, from SDN to SDDC and 
SDS, but people are still “learning the 
ins and outs of adoption”. Neverthe-
less, he is convinced the software-
defined world will disrupt what we 
understand about networking, stor-
age and service delivery. 

“By delivering more layer 4-7 ser-
vices as software, solution delivery 
can be made both simpler and faster. 
This can allow applications to be 
delivered more cost-effectively, in 
minutes rather than months, making 
the IT organisation much more agile 
and efficient. This is driving more IT 
organisations to embrace the soft-
ware-defined datacentre,” he says.

Alex Ball, UK & Ireland regional 
manager at Veeam Software, thinks 
we are already living in a software-
defined world. Virtualisation has 
“turned the market on its head”, he 
argues. “An IT environment is now 
far more defined by the hypervisor it 
runs on than the increasingly com-
moditised hardware that houses it,” 
says Ball. A more software-focused 
approach has already become 
acceptable in areas such as backup 
and replication, delivering “a host of 
new capabilities that the physical 
infrastructure alone could never 
hope to match”.

The software-defined reseller
While opinion may differ on how far 
advanced different parts of the soft-
ware-defined model are, most observ-
ers believe channel partners will con-
tinue to play an integral role in the 
software-defined world of the future. 

“The software-defined reseller 
will be a feature of 2014,” says Laura 
Bouchard, sales director at Avnet 
Technology Solutions UK. “Channel 
partners will play a vital role in the 
software-defined vision as they are 
required to deliver server, storage 
and networking solutions that seam-
lessly involve software applications 
from smaller niche suppliers,” she 
adds. “The good news is that these 
smaller players often represent an 
opportunity for increased profitabil-
ity, as specific applications are less 
price sensitive.”

Bland at Citrix also believes that 
the channel will play a crucial role  
in helping businesses to embrace 
innovative technologies and navigate 
trends like that of the software-
defined world. In their guise as 
trusted advisers and partners,  
channel partners will help busi-
nesses to “nurture new skill sets and 
deploy the right tools and technolo-
gies to embrace the future of IT to 
remain competitive”.

Bouchard says the long-term future 
for channel involvement is good 
because customers will continue to 

demand the best solution for their 
individual needs. “Channel partners 
will have an ideal opportunity to 
carve out a niche in the complex and 
often confusing technology land-
scape of the cloud, software and con-
verged infrastructures,” she says.

Silver Peak’s Hemes says that 
because transforming the enterprise 
with software-defined datacentres 
running virtual network services will 
be seen as a radical change in think-
ing, “the channel will need to be inti-
mately involved before and after any 
deployment to make sure the organi-
sation understands all of the benefits, 
weaknesses and challenges”. 

With many businesses under pres-
sure to understand how software-
defined technologies will work for 
them and what the benefits can be, 
he says the channel will play an 
important part in providing the 
expertise and guidance to help enter-
prises “to evolve into the any time, 
anywhere world that is increasingly 
being demanded”.

Nutanix’s Ursi says channel part-
ners will evolve from people who 
glue tin together to business enablers 
that provide smart solutions and 
custom applications. “To focus on 
these more valuable solutions and 
services, the IT infrastructure part 
needs to become nearly an invisible 
resource that is elastic and can be 
consumed in small and flexible 
increments,” he adds.

Juniper’s Noguer Bau says channel 
partners will have a great opportu-
nity to integrate best of breed and 
build their own systems, because no 
vendor will have all the software-
defined pieces in-house. 

“In addition, SDN will bring exist-
ing channel partners into new areas – 
they can grow from being a network-
centric partner to become a 
datacentre integrator. SDN and NFV 
will completely transform the net-
work architecture. This will create a 
lot of network transformation pro-
jects that partners can capitalise on,” 
he adds.

Riverbed’s Coates says although a 
true SDDC is some distance off for 
many businesses, channel partners 
can ensure they adopt the right infra-
structure elements early “and begin 
to implement virtualisation and SDN 
as they are able, which will help 
them progress towards a fully virtual-
ised datacentre”.

He describes the SDDC as a game-
changing shift in IT. “Those that have 
seen it coming – and have prepared 
themselves – will be able to realise 
the benefits sooner. Those organisa-
tions will gain a competitive advan-
tage over those which are still wait-
ing to make sure the SDDC is not 
another 3D television frivolity.” ■

software-defined technology
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See how we do all the work and you collect all the 
profits: microsites.ingrammicro.co.uk/printsense



This could be the year many 
resellers move from a 
break-fix business to one 
that receives recurring 

revenue from managed services. The 
vendor community is expecting the 
shift, and research from numerous 
quarters, including MicroScope, 
indicates it is happening now.

Deciding to grow a managed 
services business is all well and 
good, in theory, but just what steps 
should the channel be taking in 
practice and what sort of moves 
should they make this year to 
improve their credentials in the 
services space? The best way to get 
answers is to ask the great and the 
good in the channel to get some 
advice about how to become a 
managed services provider (MSP).

To start with, there are some 
calming words from Alex Ball, 
regional manager UK and Ireland at 
Veeam Software, who points out that 
it is not “an impossible leap” to make 

that research, which indicates the UK 
market for cloud services has grown 
year-on-year since 2009.

“TechMarketView predicts it will 
reach revenues of £6.1bn in 2014,” 
he says. “A recent Cloud Industry 
Forum survey found 69% of UK 
businesses polled have already 
adopted at least one cloud service 
and are planning to extend their use 
of cloud services in the next year. 
Most businesses understand the 
benefits of cloud – what they are 
looking for is innovation.”

Having established that the market 
is growing and vendors are being 
supportive, the next question is 
around what the first steps should be. 
Some of the vendors who specialise 
in selling the MSP tools to the 
channel have valuable advice about 
what should be done.

Jacques van der Merwe, director 
mid-market and inside sales EMEA 
at Kaseya, says the key to moving 
from a traditional break-fix set-up to 

Move from reselling  
to managed services
In 2014, many resellers will transform their businesses to 
embrace managed services – but what steps should they 
take to do so? Amro Gebreel reports

a true, value-adding MSP, is to 
start by understanding the full 
responsibilities of an MSP, and then 
working to put the right pieces in 
place to meet these requirements.

“Once these responsibilities and 
priorities are understood, it’s 
essential to establish a business 
model that can easily scale with 
success. One thing to note when 
constructing this scalable model is 
that a new MSP must be careful not 
to over-commit themselves; doing so 
may put them at risk of losing money 
very quickly,” he says.

“A good first step is to develop a 
monitoring service for existing clients 
and then to define the service level 
agreement (SLA) that can be met. One 
mistake that aspiring MSPs often 
make, however, is to define remote 
monitoring as managed services. 
While having the ability to remotely 
monitor customers’ IT systems is a 
critical step, it’s only the first toward 
becoming a true MSP. If new MSPs are 
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the move from break-fix to managed 
services and a lot of the skills 
required will already exist, they just 
need to be delivered to customers in 
a different way.

“Becoming an MSP isn’t as hard as 
it used to be. as long as resellers keep 
doing what they do best: understand 
their customer’s needs and offer the 
right levels of service to help them on 
their journey,” he says.

Ball says many vendors are now 
doing everything they can to make 
becoming an MSP easier, “by 
providing more flexible cloud 
licensing and products that are 
designed to work as a service”.

Why move to MSP?
There will be rewards for MSPs, with 
research coming from all directions, 
indicating that the demand for 
that type of relationship between 
customers and resellers is growing.

Ed Macnair, managing director of 
EMEA at Intermedia, quotes some of 
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able to be proactive and automate 
some of the routine IT support 
responses, they can offer far more 
value to their customers,” he adds.

His answer is to encourage 
resellers to invest in an IT service 
management solution, which means 
they can support existing customers 
but have room to grow and add more 
clients to the system. A decent 
management system will also help 
MSPs be proactive and provide 
indicators that can be replayed to the 
customer to solve potential problems 
before they develop.

“By using an ITSM solution to 
supervise and support all elements 
of customers’ networks at anytime, 
from anywhere, MSPs can tailor 
their offerings to meet the exact 
needs of users, making them an 
invaluable extension to an in-house 
IT team,” Merwe says.

Research the customer base
Even before a management system 
is introduced to help deal with 
customers, the reseller can start to 
do the homework on its existing 
customer base to find out just what 
sort of support those users will be 
looking for.

“Managed services providers need 
to provide a solution for every 
workload with the right SLA, right 
price point and right location options 
for enterprises. Here is my advice 
to resellers who want to become 
managed service providers in 2014. 

“First, resellers should analyse 
their existing customer activity and 
ask the following questions: How old 
is their server estate? What sort of 
applications are they using? Are they 
reducing the amount of kit in use – 
which would suggest they’re already 
using cloud services – and how can I 
retain my customers,” says Ian 
Finlay, vice-president of products 
at Abiquo.

“Second, resellers should assess 
their strengths. Do they have systems 
in place for usage-based billing, or 
just for static billing? How can they 
leverage their existing technical? By 
doing so, and working to their 
strengths, resellers can more easily 
become a managed services provider, 
adding value where the likes of 

“Customers want the complete 
package – innovative solutions, 24/7 
help desk support, all underpinned 
with excellent customer service”  
Mark Banfield, Autotask

commodity infrastructure service 
providers such as Amazon cannot,” 
he adds.

He says it is also important for 
resellers to grasp the opportunities 
their customer base inspires when 
it comes to making the move to 
becoming an MSP.

“Depending on their customer 
base, they may look to be a trusted 
partner offering hosted email, Office 
365, hosted backup – all services 
they can easily resell without having 
to build them,” he says. “Or, if their 
customers have more complex needs, 
maybe they should look to become a 
cloud distributor, selling partitions 
on their own cloud platform that can 
be built on demand to control the 
pace and risk of investment. For 
resellers wanting to become a man-
aged service provider, the key is to 
deliver more than just infrastructure. 
By leveraging managed hosting and 
services skills, operating system 
knowledge and the ability to inte-
grate seamlessly, resellers who want 
to become MSPs stand a chance of 
penetrating the market that’s emerg-
ing after the hype of enterprise pri-
vate cloud.”

It is also important to remember 
the customer during the process 
and place what they want at the heart 
of the strategy. Mark Banfield, 
vice-president of Autotask, stresses 
that an MSP needs to think beyond 
the applications they deliver.

“Customers want the complete 
package,” he says. “Innovative 
solutions, affordable pricing 
structures, 24/7 help desk support, 
all underpinned with excellent 
customer service. Providing great 
customer service, however, is not as 
easy to apply and manage as you 
might think.

“In many cases it can be a 
company’s undoing, because in their 
commitment to help and service the 
customer, they can sometimes give 
too much, especially when you are 
moving from being a reseller to a 
managed service provider. When a 
company over-services its clients, 
there is likely to be one victim: the 
service company itself. It is easily 
done, unless you find a way to keep 
your efforts in check.”

More haste, less speed
Market opportunities, management 
systems, SLAs and customer 
relationships all take time to identify 
and work on, and when it comes to 
that commodity there is a warning 
that leaving it much longer is a bad 
idea. The march towards becoming 
an MSP is well under way and 
resellers need to be aware that the 
clock is ticking.

David House, sales director at 
Avnet Technology Solutions UK, says 
he would advise any traditional 
reseller looking to become a managed 
service provider in 2014 not to delay. 

“Over the next 36 months there 
will be a shift towards this method of 
IT delivery as customers look for an 
alternative to the buy, build, own and 
operate a model for savings and 
reliability. Resellers need to decide 
whether they are in or out when it 
comes to managed services,” he says.

“The best way to make this 
decision is to start by talking to 
customers in two areas,” he says. 
“First, find out what investment 
customers have already made in 
cloud. What cloud services are they 
using and what else they have 
planned. Second, get a full inventory 
of a customer’s existing IT assets. 
Getting access to this will equip 
resellers with the information they 
need to continue a conversation 
about what managed services would 
be of interest to the customer in the 
future. Avnet sees opportunities for 
resellers in particular around 
collaboration, security, storage and 
mobile managed services.”

Resellers are not just being pres-
sured to grasp emerging opportuni-
ties. There is a real threat that existing 
break-fix business is shrinking and 
facing grim long-term prospects.

“The decision to become a 
managed service provider from a 
traditional break-fix supplier is not 

just a business option, it’s a must,” 
says Glyn Dodd, managing director of 
Centrex Services. “Since the margin 
bubble burst on the IT product in the 
late nineties, the cost and complexity 
of hardware maintenance has 
resulted in a fragmented and 
confused industry with little or no 
accountability. Providing a break-fix 
service alone is no longer 
commercially viable,” he says. 

“Not only do VARs and 
distributors no longer exist in the 
traditional form; the role of field 
service engineers is also set to change 
rapidly. With 60% of CIOs saying 
that cloud computing is their top 
priority, onsite triage is no longer 
required; much more can be resolved 
remotely, removing the need for a 
physical visit while adding true 
value to the service.

“I believe a lean approach provides 
the key to long-term successful 
supply chain management. It enables 
organisations to eliminate waste, 
improve service and change the 
mentality applied in the typical 
supply chain, allowing them to put 
the customer at the heart of the 
service, adding value to their service 
supply chains and enabling them to 
rise above competition.”

Don’t delay
With the warnings from Avnet’s 
House and Centrex Services’ Dodd 
stressing the importance of getting on 
with making the decision to become 
an MSP, the year ahead is clearly set 
to be one that witnesses the birth 
of more MSPs. The good news for 
most resellers is that they have most 
of the skills required and should 
get support from their vendors and 
distributors. The challenge is one of 
timing; delaying the decision until 
2015 will not be a wise move. This 
year is the moment to embark on the 
MSP journey. ■

There is a real threat that 
existing break-fix business is 

shrinking and facing grim 
long-term prospects
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O f all the areas of the tech 
industry, predicting what 
could happen in the secu-
rity market over the next 

12 months is among the hardest. On 
one level, it is easy to note that there 
will be more threats than in the past 
and these will grow in sophistication. 
But more difficult is trying to outline 
what form these will take and where 
resellers should be advising users to 
strengthen their defences.

If anyone should know, the indus-
try should, so MicroScope asked 
those directly involved in the secu-
rity market to share some useful 
pointers for channel companies look-
ing to advise customers on security 
issues in the year ahead.

Jason Hart, vice-president  
of cloud solutions, SafeNet
Security risks to become more hybrid 
Cloud adoption is galloping forward, 
as threat vectors continue to escalate, 
and in 2014 we can expect security 
risks to become more hybrid as 
we are now between the corporate 
network and the cloud. As a result, 
enterprises will be more strident in 
their demands that cloud providers 
secure their offerings with HSM-
based hardware-root-of-trust.

Use of alternative attack vectors will 
soar to gain access to the enterprise
As more employees bring their own 
devices into the workplace, busi-
nesses face the challenge of enforcing 
corporate security policies on con-
sumer devices that are not solely con-
trolled by the IT department. This lack 
of control exposes them to serious 
security vulnerabilities in the form 
of data breaches and unauthorised 
access, and in 2014 we can expect 
such threats to continue to rise.

Customer demands for ease of use 
and frictionless authentication will 
drive improvements
Customers’ expectations for seamless 
trusted authentication and the con-
tinued dominance of smartphones 
and smart devices will accelerate the 
move from legacy one-time-password 
tokens to mobile-friendly, embedded 
security and contextual access con-
trols. These methods will use secu-
rity elements built into devices and 
device sensors to authenticate users.

Shift in focus from breach 
prevention to breach protection
With hacking attempts becoming 
almost a daily occurrence, it is clear 
that being breached is not a question 
of “if” but “when”. In 2014, therefore, 
we can expect to see companies move 
away from the traditional strategy 
of focusing on breach prevention, 
and move towards a “secure breach” 

very surprised if we don’t see more 
than 25% of core applications in the 
cloud by the end of 2014. 

Cloud-based IAM and single sign-on 
services will experience growth
In 2014, we will see an increase in the 
use of employee portals to provide cen-
tralised access to all apps. We can also 
expect to see an even bigger growth 
in business-to-business portals that 
leverage cloud applications to provide 
a seamless experience for B2B engage-
ments. As a result, we are likely to see a 
rise in security and access management 
challenges associated with controlling 
and managing user access and use. 

Security barriers to cloud  
adoption will be lowered
Security concerns will still exist, 
but as cloud adoption continues to 

The security 
outlook in 2014
Security industry luminaries offer some useful 
pointers for those in the channel looking to advise 
customers on security issues in the year ahead

rise, we will see more companies 
acknowledge the fact that data can 
and should be considered more 
secure in the cloud than in many on-
premise infrastructures. 

Introducing the identity of things
In 2014, we can expect to see a shift 
in how identity management (IDM) 
is used. Businesses will give up try-
ing to control bring your own device 
(BYOD) policies and allow employ-
ees to bring any device they wish, but 
controlling the access and identity. 
Looking forward, we can expect to 
see the introduction of the “identity 
of things”, driven largely by the 
explosion of the “internet of things”, 
which will redefine the concept of 
IDM to include what people own, 
share and use.

Tim Keanini, CTO, Lancope
Incident response finally matures  
to become a business process
Responding to an information secu-
rity incident is no longer just an IT 
thing, it is a business thing. This 
year, businesses will finally realise 
that leveraging the internet for busi-
ness growth also means responding 
to incidents is par for the course. In 
2014, some companies will step up 
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approach. This means accepting 
that breaches happen and using best 
practice data protection to guarantee 
that data becomes has no value in 
unauthorised hands, so we can expect 
to see an increase in the use of encryp-
tion that renders any data useless to 
an unauthorised party.

Phil Turner, vice-president  
of EMEA, Okta 
More than 25% of core applications 
will be in the cloud by end of 2014
There are a number of different 
views on the growth rate of the 
cloud market, which vary depend-
ing on which sector of cloud you 
are looking at. But overall, when we 
look back at this evolution in IT in 
10 years’ time, I would expect 90% 
of all IT-driven services to be cloud 
provisioned. In EMEA, I would be 
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“We can expect to see an increase in 
the use of encryption that renders any 
data useless to an unauthorised party” 
Jason Hart, SafeNet
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and show everyone else in the world 
how to excel at incident response. 
Successful businesses are the most 
attractive to the adversaries, so it 
is fitting that these companies will 
have no choice but to step up and 
lead. They will show us how busi-
ness continuity is job one, and they 
will no doubt execute their incident 
response processes as well as a 
world-class sports team on game day 
– interfacing with legal, PR, market-
ing and external crime fighters to get 
the job done.

Software-defined networking (SDN) 
and the adaptive perimeter
Security experts have been saying 
recently that the network perimeter 
is dead and the boundaries that 
firewalls have established between 
inside and outside are disappearing. 
What they are really saying is that 
static and physically established 
boundaries are dead because they 
cannot adapt quickly to changing 
threat and business requirements. 

This all changes with software-
defined networking (SDN). In 2014, 
we will see an adaptive perimeter or 
intelligence-based enclaves that are 
dynamic and both serving to the 
business needs as well as defensive 
against advanced threats. This form 
of containment on a network is com-
pletely attainable with SDN as long 
as some intelligent system is moni-
toring for and detecting anomalies.

Increase in two-factor authentication
The increase in 2014 will be two-
fold. First, more vendors online will 
be implementing two-factor authen-
tication and offering it as an option. 
Second, more of the user base will 
begin to use it. It is a sad fact that a 
person really needs to go through 
the pain of a security incident before 
they start to practice better security.

The internet of everything requires 
the security of everything
For everything you operate, you 
will need to answer the question: If 
it were compromised, how would 
it behave differently? While we are 
used to asking these questions of our 
computing devices, now we will 
need to ask this of our automobiles, 

“It is a sad fact that a person really 
needs to go through the pain of a 
security incident before they start to 
practice better security” 
Tim Keanini, CTO of Lancope

Increased cyber kidnappings raise attacker profits
Ransomware, a class of malicious software that tries to take a computer 
hostage, has grown steadily over the past few years, but a particularly  
nasty variant emerged in 2013 – CryptoLocker. Last year, it affected 
millions, and it is suspected that the authors have made a high return in their 
criminal investment. In 2014, WatchGuard expects many other cyber 
criminals will try to copy CryptoLocker’s success by mimicking its tech-
niques and capabilities. 
 
Bad guys break the internet of things (IoT) 
WatchGuard expects white and black hat hackers to spend more time 
cracking non-traditional computer devices such as cars, watches, toys and 
medical devices. 
 
2014 is the year of security visibility
In the past few years, cyber attackers have successfully breached  
large organisations, despite firewalls and antivirus security defences. 
Outdated legacy defences, misconfigured security controls, and oceans  
of security logs make it impossible for security professionals to protect  
their networks and recognise important security events. WatchGuard 
anticipates that in 2014 more organisations will deploy security visibility 
tools to help identify vulnerabilities and set stronger policies to protect 
crucial data. 
 
A high-profile target suffers a chain-of-trust hack
While top-level victims, such as government and Fortune 500 businesses, 
may have a higher security pedigree, they can still fail to stop the persistent, 
advanced hacker who preys on the weakest links on organisations’ 
chains-of-trust – partners and contractors. As advanced attackers go after 
harder targets, expect to see more chain-of-trust cyber breaches in 2014, 
where hackers hijack partners to gain access to high-level organisations. 
 
Malware gets meaner
Most cyber attacks and malware are not purposely destructive – if an 
attacker destroys a victim’s computer, it cuts off access to further resources. 
However, the changes in hacker profiles have resulted in more cases where 
cyber destruction might become a valid goal for network attackers. Cyber 
criminals may also realise how the threat of imminent destruction could help 
increase cyber extortion success rates.
 
Network attackers become cyber shrinks
Attackers are expected to morph their strategy from technical advantages to 
attacking flaws in human nature. In 2014, expect attackers to focus more on 
psychology than technology, with techniques such as convincing phishing 
emails and leveraging pop culture to target the weakest link – the user.

WatchGuard’s top predictionsour home automation, and even our 
home appliances.

Dave Anderson, senior direc-
tor, Voltage Security
Businesses will start taking cloud 
security seriously and use encryp-
tion to do this 
The security of the cloud is a big 
unknown and it is affecting lots of 
business decisions. But because the 
business case for cloud computing 
can be so strong, businesses are also 
very motivated to find a way to use 
cloud computing securely. This 
will probably mean encrypting all 
sensitive data before it is put into the 
cloud, so we will probably see the 
use of encryption grow dramatically 
over the next few years because of 
this.

Calum MacLeod, vice-
president of EMEA, Lieberman 
Software Corporation
Security assets will move to cloud
A key trend for 2014 will be organi-
sations moving their security assets 
into the cloud. This will largely be 
driven by a lack of staff or skills, to 
reduce costs or to comply with evolv-
ing security regulations quickly. 

The move will provide organisa-
tions with a more robust and sophis-
ticated security posture and it will 
also create new opportunities for 
technology and security vendors in 
the cloud – but those without cloud 
capabilities must start acting fast. 

Mike Small, Isaca board
The cloud is about efficiency  
and economies of scale
The successful cloud security pro-
viders in 2014 will be those that can 
provide value for money to their 
customers. For large enterprises, 
the cloud will become just another 
platform to be accommodated; for 
SMEs, the cloud can provide the IT 
services they need but could not run 
effectively themselves; for startups, 
the cloud provides a low risk oppor-
tunity to create new services.

Regulation
The big question in 2014 is whether 
the changing regulatory environment 
– and the proposed EU privacy regu-

lation in particular – will encourage 
or suppress the attractiveness of the 
cloud as an IT service model.

Cloud consolidation
In 2014, existing IT hosting 
organisations and service providers 
will need to acquire cloud skills 
and technologies if they are not to 
lose out. So I believe we will see 
consolidation in the market.  
Also IT solution providers will 
increasingly partner with cloud 
security providers to deliver their 
solutions based on the stable 
platform that the cloud security 
provider can deliver and focus 
on their specific industry skills. 
The market in services to help 
organisations migrate existing 
applications to the cloud will grow.

Corey Nachreiner, director  
of security strategy, 
WatchGuard Technologies
The year of security visibility
With shadowy government agencies 
building their own botnets, huge data 
breaches like the one Adobe suffered, 
and nasty file damaging malware 
such as CryptoLocker, 2013 was an 
exhausting year for cyber defenders. 

However, with new security visi-
bility tools now available, 2014 
should be the year of security visibil-
ity. Although the threat landscape 
will continue to evolve at a blistering 
pace, with clever new exploit tech-
niques and criminals focusing on 
new targets, security professionals 
should be able to use these new visi-
bility tools to swing the cyber war 
pendulum back in their direction. ■
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New world of opportunities heralds 
fresh challenges for the network
The internet of things will bring enormous benefits, but organisations must have the right foundations, writes Nick Itta

Enterprises looking to exploit the full benefits of the internet of things will need network system providers to help them prepare

NETWORKS

A t the start of a new year, it is 
always good to reflect and 
take stock as we consider 
what 2014 will bring. With 

the pace of transformation building 
daily, we can be sure of one thing: 
the insatiable hunger for connectivity 
shows no sign of slowing. 

Just as cloud computing ushered in 
the “as a service” era, the internet of 
things will herald the next wave of 
computing to make a transformation-
al impact on how networks are de-
signed and managed. The network is 
now expected to handle pretty much 
anything that is thrown at it. We are 
already seeing this with the increase 
in online services and the variety of 
devices that rely on it for connectivi-
ty. These devices not only include 
desktop PCs, tablets and smart-
phones, but systems such as CCTV 
cameras, ATMs, self-service airport 
kiosks and retail chill cabinets. And 
this is just the beginning. Tomorrow 
everything could be connected to the 
internet, such as lights, domestic ap-
pliances and smart textiles. And for 
every device that needs connecting, a 
unique identifier is needed to match 
it to a specific network address.

Welcome to the internet of things. 
A world where objects and machines, 
as well as computer devices, are con-
nected to each other via smart appli-
cations. Gartner predicts that, in six 
years, 30 billion connected “things” 
will be in use – to put that in context, 
five years ago there were only 2.5 bil-
lion. Early-stage internet of things 
(IoT) projects are already well under-
way across healthcare, energy, indus-
trial, transportation and even educa-
tion sectors. App developers are 
creating ways to give consumers the 
ability to program and set rules for 
their connected devices – the US 
start-up Wigwag is a great example.

So how can we help enterprises 
prepare for this new world and plan 
for the year – indeed decade – ahead? 
Alongside other major transforma-
tion technologies – such as software-
defined networking and network vir-
tualisation – there are two areas that 
should take priority for planning in 
any enterprise network project: do-
main name system (DNS) security; 
and IPv6 deployment and migration.
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Securing DNS
DNS infrastructure, with its dis-
tributed architecture, is a vital 
component of internet functionality 
and availability. DNS has already 
demonstrated is scalability and flex-
ibility to ensure a “human-friendly” 
way to connect with IP address-
based devices on the network all 
over the globe.

In the IoT world, DNS will play 
an even more central role, with the 
explosion of machine-to-machine 
connections. The DNS service will 
establish and maintain the associa-
tion between an object and its net-
work addresses, from which infor-
mation about such objects (for 
example, status and location) can 
be extracted. 

The IoT has important conse-
quences at the DNS security level. 
Today, DNS is a key target for attacks 
and customers will need greater se-
curity mechanisms to protect against 
distributed denial of service (DDoS) 
attacks and cache poisoning. There 
are three key areas which, when ad-
dressed together, are seen as instru-
mental to creating a more secure in-
ternet protocol (IP) network 
infrastructure. 

■ Domain name system security 
extensions (DNSSEC): DNS was 
not originally designed to include 
security. DNSSEC plays a key role in 
ensuring the integrity and authentic-
ity of DNS data and helps to eradicate 
the risks of data corruption. 
■ Domain name system response rate 
limit (DNS RRL): An enhancement 
to the DNS protocol that can look at 
the pattern of packet requests and re-
sponses to identify and decrease the 
power of DNS amplification attacks.
■ Mixture of DNS engines to mitigate 
attacks: This approach is highly ef-
fective but does require being able to 
maintain a single view across heter-
ogenous server environments.

The road to IPv6
The internet of things has been made 
possible with internet protocol ver-
sion six (IPv6), which extends the 
addressing space to support unlim-
ited internet-enabled devices. While 
the design of IPv6 enables more 
secure communications, its complex 
addressing structure is not seen as 
“human-friendly” and requires soft-
ware to organise, follow and manage 
IPv6 address block allocations. 

Automation is key in an IoT world. 

Many of the IP management tasks 
currently handled manually by net-
work teams will not be sustainable 
when it comes to IPv6. It will be vir-
tually impossible to manage the vol-
ume and speed of change requests 
that these new environments will 
generate. By automating these tasks, 
valuable resources and expertise can 
be freed up for more strategic work.

By applying stronger and more ad-
vanced security to the network foun-
dation itself through key protocols 
embedded in the IP – DNS, dynamic 
host configuration protocol (DHCP) 
and IP address management (IPAM), 
collectively known as DDI - enter-
prises can not only improve security 
but reduce the effort required in IT 
departments to administer it. 

If an enterprise didn’t have a rock-
solid foundation for its network 
before the influx of devices, it is 
going to need one now, more than 
ever. Enterprise solution providers  
in the channel have a golden 
opportunity to help their customers 
put in place the processes, defences 
and systems that will help them 
respond to changing times ahead. ■

Nick Itta is channel manager at EfficientIP
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READERS’ LETTERS

Channel challenges in 2014
Adam Faulkner, director, Sabio
Channel partners have a continuing 
challenge in 2014 – they must either 
step up their game and focus on the 
provision of higher-value services 
where they can earn reasonable 
margins, or they need to concentrate 
entirely on a commodity offer where 
the only way they can survive is by 
chasing volume.  

Channel partners operating some-
where in between will find 2014 
increasingly difficult, particularly as 
it will be harder for poor performing 
services businesses to paper over the 
cracks by continuing to make good 
margin on product and infrastructure.

In the customer service and com-
munications space, for example, 
trends such as cloud, social, mobile 
and big data are all coming together to 
support omni-channel ambitions, and 
different communications channels 
are beginning to adopt new roles. For 
example, with more users opting for 
non-voice channels such as social, 
email and chat to get in touch with 
organisations, traditional voice is 
increasingly being used as the chan-
nel of escalation for consumers. This 
places a renewed focus on getting 
things right in the contact centre.

One challenge is the need for a 
much stronger alignment between 
e-commerce and customer service 
teams. Smart channel players  
will be concentrating hard on this 
issue, identifying new ways to  
help those organisations which 
recognise that e-commerce and 
customer service should now be all 
part of the same unified customer 
journey process. From a solutions 
perspective, however, this is quite 
challenging, so channel partners 
which can ease this transition will 
do well in 2014.

We are also seeing an acceleration 
in innovation, with a number of more 
specialist solution providers playing 
a growing role in the solutions mix. 
While larger vendors may nominally 
offer solutions that span the entire, 
end-to-end consumer journey, or-
ganisations are often reluctant to 
adopt a wholesale suite approach – 
particularly if that affects their need 
to procure solutions on a software as 
a service (SaaS) basis, or their ability 
to deploy using the most appropriate 
hosted model. 

This pressure for flexible, cloud-
enabled delivery will inevitably 
present challenges for those vendors 
struggling to offer their products on 
a true SaaS basis. From a user 
perspective, this is not helped by 
continuing confusion over just what 
constitutes a cloud solution. Is it 
dedicated, shared or hosted? Should 

cloud offers be public, private  
or hybrid? While that debate 
continues to generate uncertainty 
into 2014, pure-play cloud vendors 
will inevitably prosper. 

Drive home the business benefits 
of better data management
Richard Jenkins, vice-president of marketing 
and strategic partnerships, RF Code
Datacentres are inefficient, non- 
compliant, growing at an unmanage-
able rate – and house every interac-
tion you have, 24 hours a day.

They also differentiate corpora-
tions, providing competitive advan-
tage or debilitating loss, valuable 
consumer information for strategic 
product planning, or public relations 
nightmares that can irreparably harm 
investor confidence.

Remarkably, this is not a bad thing. 
The precarious balance being forced 
on large, data-dependent enterprises 
will sharpen their focus on both their 
internal processes and the services 
they provide consumers.

The datacentre, like most IT, is a 
cost and in most cases, creates no 
revenue directly. For this to change, 
the planning and management of 
data and datacentres needs to be the 
first priority on executives’ minds. 
Banks deliver services online, we 
watch television online, we shop on-
line, and we interact in real time with 
the originator of our products and 
services. IT decisions are no longer 
internal – they affect you and me.

I work, and interact on a daily 
basis, with some of the largest organi-
sations in the world, the leading ana-
lysts in the datacentre space and the 
vendors that provide the technology 
to solve the impact of such massive 
data growth. I thought it beneficial to 
share some observations:
n  Some sectors, especially the fi-

nancial services industry, are well 
aware of the financial advantages 
of an efficient and strategic data-
centre network.

n  Regulations have teeth. Audits of 
the physical assets that house the 

John Bryceland, head of sales SME, SAP
I was interested to read the recent MicroScope article Accelerating growth 
through vendor and reseller relations on the need for vendors and resellers to 
work more closely together, which touched on the key role vendors must play 
in arming their channel partners. It’s all well and good highlighting these 
priorities, but the productivity of a reselling organisation depends on its 
people, the quality of its processes and systems, and the products, solutions 
and services they offer to the market. 

A keystone to achieving productivity and profitability can be a strong vendor 
partnership. Resellers which build and maintain relationships with their vendors 
have a better chance of achieving revenue goals, increasing delivery capacity, 
as well as building a plan for growth and continued innovation.

But how can resellers ensure their vendor relationships are well managed, 
especially with a vendor that may have thousands of other partners? It’s 
simple – partner account management. 

Resellers must align themselves with a vendor that offers a strong partner 
account management structure, one that values and supports their relationship 
in a productive manner with a personal focus. Without that, resellers could find 
themselves without direction and rudderless in a sea of opportunity.

Build strong vendor relationships
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data are as important and culpable 
as the financial audit. Companies 
are receiving massive fines for in-
adequate asset management.

n  Energy is costly. Regulated power 
consumption is growing and 
sustainability is an increasingly 
demanding reporting requirement. 
This is also an area where compa-
nies have an opportunity to im-
prove the bottom line by reducing 
their power costs.

n  Effective datacentre management  
is becoming a public relations  
tool on which products and  
services can be sold.

Those companies that face the 
demands of a data-driven society, 
address the issues now and plan 
around the datacentre as a strategic 
asset will be those that win – the 
others will risk suffering very  
public losses. ■
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software and in providing complex 
hardware solutions across most of the 
key business sectors. 

During this period I have worked 
for three tier-one companies, as 
well as working for two mid-tier VAR 
organisations, where I provided turnkey 
business solutions for customers. As 
such, I am well aware of the challenges 
facing our business partners, both 
from a reseller and a systems integrator 
perspective, and hope I can provide 
sound advice to our partners. 

During the past five years I have 
worked extensively across Europe, 

Russia, the Middle East, and India, and 
hope that this experience will also be 
valuable to those partners seeking to 
expand their international operations.

What gets you up in the morning?
I get up to make a difference to the 
people in my team, to our customers, 
and to our business partners. Being 
easy to do business with drives more 
business, and this is an approach 
I strive to foster in my commercial 
approach at all times.  

What advice would you give to 
someone starting out in IT today?
Take a long-term approach, learn  
from each employer and build a 
portfolio of experiences. Never burn a 
bridge and always act with integrity as 
IT is a small industry and people have 
long memories.

What does the next five years hold 
for the channel?
The next five years will be typified 

by significant technology shifts, 
changing business models and 
commercial practices. Technology 
and innovation will continue to grow 
at an increasing rate and the channel 
landscape will change significantly, 
with winners and losers.
 
What apps do you have running on 
your smartphone?
My Fitness pal, eBay, Amazon, Evernote, 
Kindle, and the usual suspects.

What goal do you have to achieve 
before you die, and why?
Learn three languages, because we 
work in a global economy.

What is the best book you have read?
Too many to list.

And the worst film you have seen?
Mamma Mia.

What temptation can you not resist?
Nuts.

If you could be any animal for a day, 
what would you be and why?
I’d be an eagle, so that I could fly 
anywhere and eat what I want.

What was your first car? How does it 
compare with what you drive now?
My first car was a Hillman Imp – I now 
drive a Mercedes SL500.

If you could have taken part in one 
event at the Olympics, which would 
you have chosen and why?
Cycling, as I have been riding road bikes 
and mountain bikes for 20 years, week 
in week out, rain or shine. ■

“To anyone starting out in IT today,  
I would say always act with integrity  
as IT is a small industry and people 
have long memories”

FIVE-MINUTE INTERVIEW

Tell us what you do for a living
My role is vice-president and sales 
leader for the Oracle UK Alliance and 
Channels team. This involves working 
closely with value-added resellers 
and distributors, and developing 
and deepening our long-standing 
relationships with the key systems 
integrators in the UK economy.

Why are you the right person  
for the job?
I have worked in the IT industry for 
27 years in direct sales and sales 
management capacity in application 

Will O’Brien, Oracle
MicroScope puts its questions to Will O'Brien, vice-president and sales leader  
for the Oracle UK Alliance and Channels team

Daily channel news at MicroScope.co.uk JANUARY 2014 | 16

› Click here to read more  
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› Ed Dolman, VMware
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