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Nano Server: Microsoft debuts 
leaner Windows Server for cloud
Microsoft is preparing to launch 
a stripped-back version of its 
Windows Server operating system 
(OS) to make the management of 
cloud and web-scale applications 
easier. The new OS is called Nano 
Server and is being rolled out in 
response to some of the common 
hurdles users encounter when using 
the full version of Windows Server 
to run their applications. 

Home Office exit checks system 
for UK borders finally goes live
The Home Office has launched a 
system for making exit checks of 
travellers at UK borders, a service 
first intended as part of the trou-
bled e-Borders system that recently 
cost the government £150m to set-
tle a contract dispute. Exit checks 
will record details of all passengers 
leaving the UK. This will allow 
authorities to keep track of whether 
people who have entered the coun-
try leave when they are meant to.

BBC puts £230m network  
services contract out to tender
The BBC has put a seven-year net-
working and connectivity services 
contract, which could be worth 
up to £230m, out to tender. The 
contract will cover all the intercon-
nections that support both the 
corporation’s television and radio 
broadcast signals, and its enter-
prise IT network. The network will 
consist of a high-capacity, core 
network to connect fixed sites. 

Critical infrastructure commonly 
hit by destructive cyber attacks
Critical infrastructure organisations 
are commonly targeted by cyber 
attacks that are aimed at manipu-
lating equipment or destroying 
data, according to a survey by the 
Organisation of American States 
and security firm Trend Micro. This 
type of attack is often under the 
radar as it does not typically involve 
the personal data of customers and 
is therefore not reported under data 
breach disclosure laws. 

Moore’s Law 50 years on: 
Supercomputing is not 
just for boffins
Some 50 years ago, on 19 April 1965, 
Intel co-founder Gordon Moore outlined 
his vision of how microelectronics would 
power the modern world. He introduced 
Moore’s Law, which predicted the power 
of microchips would double every 18 
months. Today’s transistors run 90,000 
times more efficiently and are 60,000 
times cheaper to manufacture than 
Intel’s first processor, the 4004.

❯Catch up with the latest IT news online
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Samsung profits down by almost 
a third as smartphone lines flag
Samsung has forecast a 31% 
year-on-year drop in profits to 
approximately 5.9tn KRW (£3.6bn) 
in its first quarter of 2015. The 
decline from around 8tn KRW this 
time last year reflects poor per-
formance around the firm’s smart-
phone lines. Sales in the quarter 
also fell by 12% to 47tn KRW.

Heartbleed vulnerability still a 
risk for most large UK firms
More than two-thirds of Forbes 
Global 2000 companies in the UK 
remain vulnerable to attacks that 
exploit incomplete remediation 
of the Heartbleed vulnerability in 
OpenSSL, a study has revealed. 

EE and Three the top-performing 
4G networks, according to Ofcom
Mobile network operator EE offers 
the fastest 4G download speeds in 
the UK, but for faster web browsing 
consumers should opt for Three, 
Ofcom has revealed. 

Obama threatens foreign  
cyber attackers with sanctions
US president Barack Obama 
has signed an executive order 
establishing a framework for the 
US to impose sanctions on foreign 
cyber attackers. He said the 
sanctions would apply to those 
engaged in malicious cyber activity, 
which includes attempting to harm 
critical infrastructure. 

UBS moves financial technology 
innovation lab into Level39
UBS has selected Level39 to 
house its innovation lab aimed 
at financial technology startups. 
The specialist-led accelerator is 
designed to help the bank optimise 
collaboration opportunities. 

Google Drive for Work users  
bag improved security controls
Google Drive for Work users will 
soon be able to take advantage of 
tighter data security controls when 
using the enterprise-focused cloud 
storage platform. n

Strong dollar may 
shift server upgrades 
off-premise
Worldwide IT spending forecast 
for 2015 (billions of US dollars)

Source: Gartner

❯ Advanced threats are the new baseline, says Websense.

❯ Facebook faces privacy class action suit in Austria.

❯ Oracle Retail expands cloud services portfolio.

❯ HP rebuffs public cloud market exit reports.

❯Catch up with the latest IT news online

D
ev

ic
es

En
te

rp
ri

se
  

so
ft

w
ar

e

D
at

ac
en

tr
e 

 s
ys

te
m

s

68
5

14
2

32
0

94
2

IT
 s

er
vi

ce
s

15
72

Te
le

co
m

 
se

rv
ic

es

http://www.computerweekly.com
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243854/Samsung-profits-down-by-almost-a-third-as-Galaxy-lines-flag
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243837/Heartbleed-still-a-risk-for-most-large-UK-firms-study-shows
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243654/EE-and-Three-the-top-performing-4G-networks-says-Ofcom
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243644/Obama-threatens-foreign-cyber-attackers-with-sanctions
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243702/UBS-innovation-lab-moves-into-Level39
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500243578/Google-Drive-for-Work-users-to-benefit-from-tighter-cloud-security-controls
http://www.computerweekly.com/news/4500244032/Strong-dollar-may-shift-server-upgrades-off-premise
http://www.computerweekly.com/news/4500243962/Advanced-threats-are-the-new-baseline-says-Websense
http://www.computerweekly.com/news/4500244024/Facebook-faces-privacy-class-action-suit-in-Austria
http://www.computerweekly.com/news/4500243966/Oracle-Retail-expands-cloud-services-portfolio-in-wake-of-Micros-buy
http://www.computerweekly.com/news/4500243994/HP-rebuffs-public-cloud-exit-reports
http://www.computerweekly.com


Home

News

Attribution difficulties 
could foil US sanctions 
against cyber attackers

Six technology firms 
that could speed the 
demise of retail banks

Council CIO saves 
with IT to mitigate 
austerity

Editor’s  comment

Opinion

Buyer’s guide  
to next-generation 
e-commerce

The top five 
challenges in virtual 
machine backup 

Downtime

computerweekly.com 14-20 April 2015 4

Problems in attributing cyber attacks  
could foil US sanctions against hackers
The burden of proof could stymie US government threats to confiscate hackers’ assets, writes Warwick Ashford

US president Barack Obama’s executive order for financial 
sanctions against malicious foreign hackers and compa-
nies that benefit from cyber espionage has been widely 

welcomed, but the plan is not without its challenges.
The idea is that, where traditional diplomatic and law enforce-

ment processes fail, the US can go after cyber attackers and the 
beneficiaries of cyber espionage by freezing their US assets and 
preventing them from operating in the US financial system.

The move has been welcomed by global software industry advo-
cacy group BSA The Software Alliance, as well as other groups 
and individuals concerned about the theft of intellectual property 
and cyber security.

However, some representatives of the cyber security industry 
have pointed out the most obvious challenge to the initiative – the 
long-standing problem of attribution.

Identifying the source of cyber attacks is notoriously difficult 
because of the relative ease with which attackers can cover their 
tracks and misdirect investigators, by routing attacks through 
multiple servers.

Attribution was hotly debated this year, when the US imposed 
fresh sanctions on North Korea in response to the November 
2014 cyber attack on Sony Pictures Entertainment.

The US was adamant North Korea had been behind the attack, 
but cyber security experts said it is often extremely difficult to say 
with any certainty who orchestrates attacks.

Industry pundits questioned the US conclusions, saying the 
attack is more likely to be the work of North Korean sympathis-
ers, hacktivists or disgruntled company insiders.

The problem of foreign attackers operating in the US is very real, 
according to Tripwire senior security analyst Ken Westin.

“We have seen robocallers from outside the US defraud peo-
ple while claiming to be from the Internal Revenue Service, suc-
cessfully scaring people – particularly senior citizens – into giving 
them their credit card numbers, using voice over internet protocol 
networks,” he said. 

“The perpetrators of these acts have been able to get away 
with it due to the available technologies that make it very easy 
to evade detection.”

ANALYSIS
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Attributing cyber attacks remains a challenge
Westin said that, while the executive order will give the US gov-
ernment more power to go after foreign criminal syndicates and 
fraudsters, attribution remains a challenge.

“Even if you are able to identify from what country an attack is 
routed through, identifying who is behind the keyboard or phone 
is a different story altogether. One of the reasons cyber attacks 
and technology-enabled fraud have been so prevalent is the ease 
of evading detection and relative anonymity that a number of 
tools provide,” he said.

Westin added that it will be interesting to see how the Obama 
administration looks to enforce sanctions and what resources it 
will apply to support the process.

Tripwire security and IT risk strategist Tim Erlin said the execu-
tive order will push the difficulties of accurately attributing cyber 
incursions to the fore. 

ANALYSIS
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“The US will have to be very, very sure of the perpetrator before 
pulling the economic trigger. No doubt, any recipient of financial 
seizure is likely to protest that they’re being incorrectly targeted,” 
Erlin said.

However, US officials have said they are getting better at trac-
ing the sources of cyber attacks – according to the Seattle Times 
– and some representatives of the cyber security industry have 
said that, while it remains challenging to attribute individual cyber 
attacks to particular actors, investigative technologies are evolv-
ing at a rapid rate.

“We should have much more advanced forensics tools in the 
near future that will allow us to determine with certainty who is 
responsible for a specific attack and, as challenging as attribution 
is, there needs to be balance between bringing criminals to justice 
and protecting a citizen’s right to privacy,” said CipherCloud chief 
trust officer Bob West.

“Protecting information takes a concerted, co-ordinated 
approach between the private and public sector. Technology sup-
pliers need to design their products with security built-in, and 
companies need to practice good security hygiene. Finally, the US 
Congress must do its part to protect the public with sound legisla-
tion,” he said.

Executive order framework “reasonable”
Only time will tell whether US sanctions will be successful in 
penalising and deterring cyber criminal acts that cannot be 
addressed in other ways, said Corey Thomas, president and 
chief executive of security firm Rapid7.

But he said the framework created by the executive order looks 
“pretty reasonable” and includes thresholds for the harm that 
must be caused to pursue this kind of penalty, as well as details 
on the process for vetting perpetrators.

“We applaud the thresholds for harm. Acts must both cause 
significant impact – for example to national security or economic 
health – and that this must manifest through specifically identi-
fied acts, such as the widespread theft of trade secrets, or the 
disruption of the availability of computing systems,” said Thomas.

He said it was critical the US Treasury Department had stated it 
would not pursue security researchers under the order. 

“Security research is essential for understanding how cyber 
attackers operate, and identifying issues that provide them with 
opportunities for exploitation,” Thomas said. “The findings help 
businesses and consumers protect themselves, yet in order to do 
this, researchers have to behave like attackers, and this can lead 
to legal complications and uncertainty. 

“It’s challenging to create policy that protects researchers with-
out providing a back door for criminals, so it’s a positive step to 
see the US government clearly distinguishing between types of 
actors and committing upfront to not pursue researchers.”

The White House has yet to outline new sanctions but, with the 
framework announcement, sanctions are bound to follow. The 
question remains whether, in imposing fresh sanctions, the US 
will offer more proof of attribution than it did in January 2015, 
regarding North Korea’s alleged attack on Sony Pictures.

If US authorities are to use this new power, they will need to do 
more than just say their conclusions are accurate. n

ANALYSIS

❯North Korea denounced US sanctions in response to the cyber attack on Sony
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Six technology companies that could put 
the nail in the coffin of retail bank giants
With more cash and fewer regulatory hoops to leap through, IT firms branching out into financial  
services are perfectly placed to compete with traditional banks. Karl Flinders identifies six contenders

UK retail banks are under pressure from regulation, costs 
and increasing competition. New banks are emerging and 
attempting to win customers in the traditional banking 

market, although often in a niche, and technology companies are 
looking to take their own slice of financial services business.

New banks such as digital-only Atom Bank and German web 
2.0-based Fidor Bank are examples of startups leading with tech-
nology. These companies might offer loans, current accounts, 
savings accounts and even mortgages in the future. 

But technology companies are also moving into banking, offer-
ing payment and information enrichment services, as well as 
peer-to-peer lending enablers. These firms are agile enough to try 
things out to see if they work and also have enough money to 
make acquisitions if required.

Traditional banking players are taking note. Santander chair-
man Ana Botín said recently that Apple, Facebook, Amazon and 
Google are genuine threats to banks. “If you think about the big 
guys now, it is not the banks, it is these four large tech companies 

that are worth more than us,” she said. “They have more cash. 
They have less regulation.”

In fact, banks are more worried about competition from the 
tech companies than the threat from new banks, according to 
research by the Economist Intelligence Unit (EIU). The EIU report 
revealed that 36% of banks think technology companies are the 
main threat. A total of 21% said non-financial services firms such 
as retailers were the biggest threat, 13% said new banks and 12% 
said payment specialists such as PayPal.

Increasing competition
With the UK government eager to increase competition in retail 
banking and consumers willing to try services from various sup-
pliers, now seems to be the time for technology companies to 
make their move.

In its Why Google Bank Won’t Happen report, analyst firm 
Forrester said the high costs and strict regulation of setting up 
a traditional bank – alongside advertising revenue from banks 

ANALYSIS

http://www.computerweekly.com
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– will push internet firms into roles that support the relationship 
between banks and their customers, including transactional pay-
ment services, financial advice, money management and product 
comparisons. 

These services could be added to their existing platforms and 
scale would not be a problem for IT companies with their huge 
processing engines. Facebook has more than a billion users, for 
example. By comparison, Lloyds Bank has 30 million customers, 
HSBC has 52 million and Barclays has 48 million.

In the digital age, there is often a blurred line between when a 
company is a finance firm or a technology firm.

Computer Weekly recently described six challenger banks that 
are using IT to take on the traditional banks. Here are six IT com-
panies that are shaking up retail banking.

Google
Google Bank is already a common phrase in IT and banking cir-
cles. So much so that Forrester has compiled a report about its 
potential. In recent weeks, Google has increased its footprint in 
finance, acquiring some of the technology and intellectual prop-
erty of AT&T Mobility, T-Mobile US and Verizon Wireless-owned 
mobile payments business Softcard. Google announced previ-
ously that Android phones sold by these telcos in the US would 
soon come pre-installed with Google Wallet.

Google also announced the UK availability of a service that ena-
bles people to make payments using Gmail. As part of Google 
Wallet, the service can be used to send money in the Gmail 
environment.

The internet giant is also expected to launch payments appli-
cation programming interface (API) Android Pay at its I/O con-
ference next month. The API will allow developers to add mobile 
payments to their apps to enable in-store and in-app payments.

In the field of financial services information enrichment, Google 
recently made available a free mortgage calculator that lets con-
sumers compare mortgages from different finance firms. The free 
service – available in the Google browser – is a further example of 
the role technology giants such as Google are carving out in the 
finance sector.

ANALYSIS
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Six IT companies that are shaking up 
retail banking: Google, PayPal, Apple, 

Lending Club, MarketInvoice, IBM
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PayPal
When eBay announced that PayPal would become a separate 
company making its own strategic decisions, it was evidence 
that payments was a good place to be. 

Ebay and PayPal will become two separately listed companies 
this year after eBay’s board decided it would not be to either oper-
ation’s benefit to stay together. eBay acquired PayPal in a $1.5bn 
deal in 2002.

The man tasked with making PayPal a giant of financial ser-
vices, Dan Schulman, said recently that software is eating into the 
financial services sector and PayPal is at the centre of this. Due 
to the rise of digital banking, technology companies are increas-
ingly seen as genuine competition to banks and other traditional 
financial services providers.

PayPal has a large customer base, trusted technology and capital 
resources, as well as space to grow. Schulman said PayPal could 
be the world’s leading open digital payments platform. PayPal 
recently bought mobile payment startup Paydiant for $280m. The 
startup sells mobile payment software to retailers to enable them 
to create their own branded mobile payment services. Subway 
and credit card company Capital One are customers.

In the future, people might say eBay was part of PayPal, rather 
than the reverse.

Apple
The ease of making secure payments via an iPhone has put Apple 
on the financial services map. The Apple Pay mobile wallet, now 
available in the US, allows iPhone 6 and iPhone 6 Plus users to pay 

for goods and services using a combination of the mobile wallet 
and fingerprint authentication.

Speaking in January, Apple CEO Tim Cook said Apple Pay 
accounted for $2 of every $3 spent using contactless payments 
across Visa, Mastercard and American Express in the US – where 
it was launched in October 2014. 

This early success has been noted by competitors. Samsung 
has acquired mobile payments startup LoopPay in what is being 
billed as a challenge to Apple’s fledgling mobile payments busi-
ness. Samsung mobile boss JK Shin said: “Our goal has always 
been to build the smartest, most secure, user-friendly mobile wal-
let experience, and we are delighted to welcome LoopPay to take 
us closer to this goal.”

Lending Club
Lending Club is not just about processing payments and provid-
ing people with information. Its IT platforms are matching con-
sumers and businesses looking for loans with lenders.

Lending Club is a US peer-to-peer lending company. In August 
2014, the firm filed for its initial public offering (IPO) with US regu-
lators. On 10 December 2014, the company raised almost $900m 
in the largest tech IPO in the US last year. As of September 2014, 
the platform had engendered more than $6.2bn in loans.

Financial transactions through online lending platforms in 
Europe look set to become mainstream, reaching €3bn in 2014 
and €7bn predicted for this year. The UK accounted for three-
quarters (€2.34bn) of the total, according to University of 
Cambridge research.

ANALYSIS

❯Ulster Bank runs hackathons to unearth future technology-based services
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MarketInvoice
UK-based peer-to-peer lending platform MarketInvoice, set 
up in 2011, buys invoices from businesses through funds pro-
vided by investors. The investors receive an agreed percentage 
of commission when the loan is made and then get the money 
back when it is repaid. The government is an investor through the 
British Business Bank. The bank, established by the government, 
lends money to small and medium-sized enterprises (SMEs) by 
buying their invoices and makes money out of it through com-
mission. The Greater Manchester Authority also invests in it to 
provide credit to local SMEs.

MarketInvoice’s system carries out risk checks on a business 
with an invoice and then offers its creditors the chance to invest 
in the invoice, based on the assessment. It can have funds from an 
invoice available to an SME within 24 hours.

On average, loans are repaid in 40 days and the company said 
only 1.9% of loans have been defaulted on to date. The aver-
age size of the loans it transacts is £65,000. Since its 
launch, MarketInvoice has facilitated loans worth 
£323m to small businesses. But the company is 
growing quickly, with £200m of that total com-
pleted in the past year.

IBM
IBM could be a wild card in the finance sec-
tor. Talk of IBM as a potential candidate to take 
over UK financial services mobile software com-
pany Monitise emerged earlier this year. In January, 

Monitise said it was reviewing its options, including the pos-
sibility of being taken over.

More recently, it has emerged that IBM has held informal talks 
with some central banks about building an infrastructure to pro-
vide them with digital cash and payments systems using the 
same underlying technology as virtual currency bitcoin.

According to a Reuters report, IBM could adopt the blockchain 
ledger – which records transactions and is the technology that 
underpins bitcoin – and apply it to major world currencies. Gareth 
Lodge, analyst at Celent, said: “I think IBM understands both parts 
– the technology and the needs. But without getting the requisite 
central bank blessings, then the work may prove academic.”

The future
Future retail financial services could see consumers using pro-
viders in multiples of ten. Technology will make it easy to sign 

up and equally easy to change. The high street giants that 
have dominated retail banking might become the 

scavengers of tomorrow as more agile competi-
tors adapt more quickly to changing consumer 
and business demand.

“The age of the dinosaurs is over,” said one 
senior IT source in the UK banking sector. “I 
think banking will change from a few big firms 

to a multitude of smaller companies in the next 
few years. I think regulators and governments also 

want that to happen. I am sure we are at an event 
horizon with the big banks.” n

http://www.computerweekly.com
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CIO saves with technology to give  
to Nottinghamshire County Council
IT chief Ivor Nicholson robs austerity of its sting in the heart of Robin Hood country, writes Jennifer Scott

In the age of public-sector austerity, local councils have never 
needed to be so smart with money – and technology. A recent 
report from thinktank Policy Exchange claimed £10bn could 

be saved nationally by the end of the next parliament if councils 
used technology and data in a smarter way.

One authority to innovate services and save cash is 
Nottinghamshire County Council. The authority is facing £77m in 
cuts by 2018 and, in rolling out new services, it plans to save £8m 
through technology alone.

INTERVIEW

Nicholson: IT transformation 
at Nottinghamshire 

County Council as much 
a cultural change as a 

technology roll-out

“aboUT a year ago, we laUnched 
a STraTegy To work wiTh cUrrenT 

poliTical memberS on bUSineSS 
TranSformaTion and whaT SorT 

of reTUrn we coUld geT”
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The council’s CIO, Ivor Nicholson, has been leading the roll-out. 
He has been at Nottinghamshire for four years and, despite begin-
ning his career in finance, has worked in IT for about 15 years, his 
previous job at Doncaster Metropolitan Borough Council.

“Our prior efforts had been to modernise the ICT estate,” says 
Nicholson. “We really needed to put in some investment to bring 
the platform up to date, so the frontline staff had modern desk-
tops and the estate was secure.

“We got to a stage where we had got a good network, good kit 
and good levels of applications but, about a year ago, we launched 
a strategy to work with current political members on business 
transformation and what sort of return we could get.”

It hasn’t been an easy process, under the pressures of cuts.
“We are obviously in a difficult situation as a county council,” 

says Nicholson. “We want to protect services, but are having to 
really find some financial savings. Through technology, we have 
been looking at productivity and how, over the next three years, 
we can help the organisation.”

Mobile working
The council plans to make the first and most substantial set of 
savings through rolling out tablets to its employees. The mobi-
lisation project will provide 1,500 social care workers with 
Lenovo Thinkpad tablets running Windows 8.1, so they can 
work on the move. 

The plan is to hand out the touchscreen devices by the end of 
2015 and Nicholson says this project alone will save the council 
£4.7m. But the first port of call was not Microsoft.

“We piloted with iPad and iOS devices,” he says. “When we 
were looking at the pilot, we were very open-minded. But it 
became obvious from the feedback that people wanted a more 
joined-up approach, seeing the same desktop when both in and 
away from the office.

“From a technology perspective, it was also a lot easier to sup-
port a Microsoft environment, as we already had Active Directory 
and the total cost of ownership was much better.”

Users have all the usual applications you would expect, with a 
Microsoft roll-out, including Exchange, Lync and SharePoint. But 
care workers can also use a workflow tool to automate their 
assessments and more easily access their case notes.

Nicholson says: “They have really got on board. It was done in 
tandem with social workers as a pilot, rather than imposed on 
them, and they have been very good at really looking at processes 
and how they could move from a traditional paper-based environ-
ment to automation.

“Being involved from the outset means we could build the solu-
tion around them. The pilot group have totally bought into it and 
the flexibility it provides, so they sell it to their colleagues.”

Home care services
The second strand of the council’s technology drive is installing 
an electronic monitoring system covering home-based care ser-
vices. Nicholson says the system will help design care packages 
for residents who are part of “supported independent living” – 
which means they can stay at home with help from the council, 
rather than move into state-run homes.

INTERVIEW
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“We don’t provide services ourselves,” Nicholson says, “but we 
have someone who goes in to assess their needs and then we 
commission the service. 

“Through the monitoring system, we can collect the work they 
have done and charge work done, rather than an overall commis-
sion. If they don’t complete it all, the county council can save sig-
nificant money by moving away from charging on commission to 
charging on actual work delivered.”

Nicholson and his team have done work in-house to ensure the 
portals are secure for care assessors and care work suppliers to 
contact each other. He says the move is expected to yield savings 
of £2m a year.

Next up for the modernisation of the council is a new broadband 
contract with Virgin Media Business. The local authority has set 
up its own public services network (PSN) with Virgin, taking the 
pressure off running the network itself, but offering it as a service 
to public-sector organisations across the county and beyond.

“With Nottinghamshire having so many buildings, we have a 
network at the moment of 560 sites, including schools,” says 
Nicholson. “In the past, we had our own private network and man-
aged to make significant savings sharing with schools. But with 
technology and prices moving on, we are now able to run our pri-
vate network over the Virgin network.”

The CIO says this allowed the council to open out the service, 
not just to Nottinghamshire, but to the East Midlands in general.

“We have branded it the EMcloud and other public-sector bod-
ies are looking into it,” says Nicholson. “The police are interested, 
as are colleagues in health – any public body could make use of it.

“Virgin is talking to a number of those bodies for when their 
existing arrangements end. In terms of procurement, with the 
upfront design done already, it will be an easy arrangement for 
everyone else, with big savings on time and effort.”

The authority predicts it will save about £800,000 a year after 
the contract begins in October 2015. The final big saving will be 
made through a new fax server system.

Generic software running in the council’s datacentre will help 
the organisation support the digital switchover of faxing, and this 
alone is expected to save up to £300,000 a year.

“A lot of schools still use fax, courts still use paper, lots of public 
bodies still use paper,” says Nicholson. “The fax solution has been 
kicking around for a long time and will still be around for a consid-
erable length of time, but at least we are going to deal with that.”

The fax server system means the authority can use fewer fax 
lines and machines, and less paper, reducing costs. “We operate 
250 sites, so it is easy for things to proliferate,” says Nicholson.  

INTERVIEW

❯Digitisation can help local government save money and reinvent services

“we need To STarT To inTegraTe 
healTh and Social care TogeTher, 

So we need To work wiTh 
oUr parTnerS and make SUre 

we are joined Up”
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INTERVIEW

Digital first
Nicholson hopes smaller projects will bring benefits to 
Nottinghamshire residents, as well as the council’s wallet. The 
council will roll out  public Wi-Fi at 31 libraries over the next six 
months, and it is adopting a digital-first approach for citizens to 
access services online.

“I think if we look at our own digital presence, it is not where we 
want it to be,” says Nicholson. “Although we do have a web pres-
ence, we are probably not doing the volume of business through 
the web. It is the cheapest channel, compared with face-to-face 
and telephony. Where people can self-serve, we can provide ser-
vices more cheaply. But it is also a lot easier for the user who 
wants to be able to do things from their smartphone or tablet.”

The council will launch a website in September to push this 
thinking forward. And as well as the techies behind the scenes, 
councillors on the front line are praising the authority’s moves.

Darren Langton, vice-chairman of the council’s finance and 
property committee, says the authority is “leading the way” by 
putting technology at the heart of modern service delivery.

“Our ICT strategy is delivering a huge modernisation pro-
gramme across all council services,” Langton says. “By investing 
in new technology, we are not only saving a substantial amount of 
money for taxpayers, we are changing the way services are pro-
vided for the better.

“The mobilisation project, in particular – which has seen 
Nottinghamshire County Council lead the way nationally, by pro-
viding our social care staff with the technology to work on the 
move – continues to be a big success.

“Assessments are completed faster, there’s the potential for 
patients to be discharged from hospital sooner and staff time is 
put to better use, with much less time spent travelling to and from 
the office and waiting between appointments.”

But Langton and his CIO realise these are just the first steps 
towards the council embracing technology as an organisation.

“There is still lots more to do,” says the councillor. “But, by put-
ting technology at the heart of the way we provide services, we 
are making rapid progress. Using technology to reduce our run-
ning costs helps relieve some of the extreme financial pressures 
on front-line services caused by ongoing cuts in funding by cen-
tral government.”

“There will undoubtedly be bumps in the road. The challenge 
is how we integrate with other services, especially health. We 
need to start to integrate health and social care together, so we 
need to work with our partners, see what they are doing and 
make sure we are joined up.

“There will be a cultural change as much as a roll-out of devices, 
and we have to support people to work in a very different climate. 
Some of the products we want to roll out further, particularly 
Microsoft Lync; that is really important.”

The future focus will fall on sharing more of what the council 
does with other parts of public sector, says Nicholson. “The big-
gest financial cost is around children and adult social care,” he 
says. “If we are going to be able to be cost-effective and produc-
tive, it will be about how we work, share data and services, and 
we are going to need an emphasis around how technology will 
play a big part.” n

http://www.computerweekly.com
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Moore’s Law still a benchmark for progress

Not many aspects of the IT industry get to celebrate 50 years, but the half-century anniversary of Moore’s Law is worth com-
memorating. When Intel co-founder Gordon Moore made his famous prediction in 1965, he originally forecast that microchip 
processing power would double every year, but later revised that to the more widely accepted 18 months.

Nothing was directly created as a result of Moore’s forecast, but his law has been the defining principle of almost every major inno-
vation in technology ever since. Microsoft built its research and development effort on the expectation that PC and server processors 
would deliver future power to meet advancements in the functionality of Windows. Today, Apple’s forward planning for products such as 
its smartwatch is no doubt predicated on the promise of that 
same doubling in chip capacity every 18 months.

Future gazers have long predicted the demise of Moore’s 
Law – that the physical limits of shrinking silicon components 
would be reached – but, so far, it continues to hold true. The 
law also drives research into new processing advancements 
such as quantum computing or nanoscale technology that 
could extend the life of Moore’s legacy for decades to come.

Current trends such as cloud computing and big data ana-
lytics are forging ahead, testing the limits of supercomputer power, knowing that in a few short years that power will be mainstream and 
commoditised, delivering huge advances in the role technology plays in our lives and our work.

While Moore’s Law has defined progress for the IT industry for 50 years, it’s going to define progress for other industries now too. 
Sectors including pharmaceuticals and bio-informatics are increasingly dependent on the advances that Moore predicted, allowing 
researchers to plan for future capabilities in areas such as genome sequencing. Soon, Moore’s Law will define the availability of cures for 
cancer and personalised medicine. In many ways, the publication of Moore’s Law started the modern technological era – it will continue 
to define its future for many years to come. n 

Bryan Glick, Editor in chief
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To understand the challenges of IT projects, let us delve into 
the grey-bearded world of IT research. Way back in 2004, 
BCS, the Chartered Institute for IT, carried out an academic 

study of project failure and found, to its dismay, that only one in 
eight IT projects can be considered successful – defined as meet-
ing the original time, cost and quality requirements criteria. 

However, it made no comment on whether any business ben-
efits were ultimately achieved, so we have no idea of the full hor-
ror of the business outcomes – or the lack of them. In short, many 
“successful projects” may not have resulted in anything useful 
being delivered at all. In my experience, the measurement of busi-
ness benefits after IT projects are completed rarely ever happens. 

Years later, incoming leaders will find themselves perplexed by 
what appear to be an array of net-negative systems that do more 
harm than good, together with an unhealthy collection of dogs’ 
breakfasts that the previous incumbents have left for them. 

Nobody should be surprised. This has happened in every organi-
sation I’ve worked. It is often the biggest companies that boast the 
most frightening, smelliest messes in their odorous cupboards. 
This is otherwise known as the “systems portfolio”.

Totting up what must have been an increasingly depressing set 
of numbers showing a plethora of disasters and disappointments, 
the BCS study estimated the cost of IT project failure across the 
EU was €142bn. This is stunning – €142bn is about the same as 
the Greek banks’ liability to all other Eurozone nations in 2012.

And there is plenty more corroborating evidence that this is 
happening all around the world. Nobody is immune. The Standish 
Chaos Reports, US National Institute of Standards and Technology 

OPINION

IT projects are 
harder than 
climbing Everest
Failure rates show that IT projects are often a 
mountain to climb, says Jonathan Mitchell
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and the European Services Strategy Unit all report woeful success 
rates in IT projects. Even the most optimistic reports on the web 
suggest that barely one-third of IT projects get remotely close to 
doing what they were supposed to do.

One study by Oxford University in 2003 revealed that only 16% 
of the projects it examined were “successful”, while 10% had 
been “abandoned”. The remaining 74% it described with beauti-
ful understatement as “challenged”. 

There are lots of ways that projects can be “challenged”, but 
they generally fall into two categories. Some will be in the “we are 
completely out of control but daren’t admit it” grouping, while the 
rest make up the more whimsically appealing “we are completely 
out of control, but we are blissfully ignorant about it” category.

Which brings us neatly to Mount Everest. Surely conquering 
Everest must be tougher than implementing a run-of-the-mill 
accounting software package in a sleepy company in England’s 
Midlands? Not so, it appears. The statistics are quite alarming.

Between the first conquest of Everest in 1953 and the end of 
2010, there were 5,104 successful ascents to the summit by 3,142 
individuals. Since 1922, when good records began, there have 
been 219 fatalities, a rate of 4.3 deaths for every 100 successful 
climbs. 

After analysing the data, Discovery Channel writer Hannah 
Harris estimated that one in four climbers make it to the summit, 
and – perhaps more importantly for them – get safely down again.

Putting this data together with the Oxford University research, 
we have a score of: Everest mountaineers 25%, IT project teams 
16%; our IT project teams have been soundly beaten.

Maybe the Everest conquerors have something that our IT pro-
ject managers do not? Probably not. More likely, their planning 
skills have been raised to levels rarely seen in sleepy offices pep-
pered with warm cubes and too much email. Why would this be?

A short examination gives us some clues. For climbers, the 
prospect of slipping off the sheer wall of ice of Everest’s notorious 
Lhotse Face, which rises two miles from its base, only to clatter to 
a horrible death on the rocks below, possibly adds an incentive. 
Then there are temperatures of -40°F. Or if you are not very fit, 
you can look forward to collapsing through exhaustion as a result 
of having to breathe 90 times a minute to stay alive. Alternatively, 
might it just be that an Everest ascent will cost about $100,000 of 
your own money. Whether it is death or destitution, all are great 
motivators for any budding project planner.

Sadly, IT project failures have stubbornly persisted throughout 
human history and will doubtless persist as long as there are peo-
ple around who want to get stuff done and there are people who 
are dumb enough to try to do it for them. n

OPINION

Jonathan Mitchell is a consultant and IT leader. He is chairman 

of Harvey Nash’s Global CIO Practice and was corporate 

development director and CIO at Rolls-Royce. This is an 

excerpt from his book, “Staying the course as a CIO: How to 

overcome the trials and challenges of IT leadership”.
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T raditional retailers are striving to offer an omni-channel 
experience – where the customer experience between 
online and in-store is as seamless and painless as 
possible – but this digital effort is wasted without 

knowing exactly where stock is in real time.
“Accurate inventory is the single thing retailers have got to get 

right for everything else to work,” said Bill Hardgrave, professor 
at Auburn University in the US, at the National Retail Federation  
(NRF) conference in New York in January.

But that is not easy to achieve when many retailers are still 
running on siloed legacy IT systems – with a different system 
for warehouse management, transportation logistics and sales 
software in-store. Throw in a new system to deal with e-commerce, 
and retailers are struggling to keep their heads above water when 
it comes to managing IT systems that don’t speak to each other. 
So how can retailers know where their stock is if their IT systems 
don’t connect?

The challenge of gaining a single view of stock has been 
exacerbated further by the trend of retailers offering 
click-and-collect services, which see customers buy online and 
collect in-store.

Click and collect
IMRG head of e-logistics Andrew Starkey says that without 
a real-time or near real-time view of inventory, retailers are 
struggling to provide these click-and-collect services.

Retailers that do not have this single viewpoint will need to have 
extra stock in their stores to satisfy customers who reserve items 

Single inventory accuracy:
The holy grail of retail

The ability to accurately pinpoint where stock is at every point in the 
supply chain is one of the biggest challenges facing retailers today, 

writes Caroline Baldwin 
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online and come into the store to pick them up 
within a short period of time, he says. Otherwise, 
retailers have to lengthen the delay before 
customers can pick up goods, or even incur costs 
by sending a duplicate item to a store that may 
already have that item on its shelves.

Starkey says many omni-channel retailers were 
caught off guard by e-commerce and often set 
up an online division even further removed from the traditional 
physical store systems. 

“And when online all kicked off, they’re still running on different 
legacy systems,” he says.

According to Starkey, it’s not just about providing a shiny click-
and-collect service, but having a single view of stock also helps 
bricks-and-mortar stores deal with online returns.

“Retailers in bricks-and-mortar 
stores hate their online 
colleagues with a vengeance,” 
he says, explaining that UK 
customers who order online 
can take their goods back to a 
store for a refund. “They’ve not 
made the sale, yet they have the 
liability of taking the stock back.”

Argos’s stock view
Starkey points to Argos as one 
of the few retailers to have a 

perfect single view of stock. “It’s because of their 
business model,” he says. “Argos has always been 
click and collect, just in the past it was ordered 
from a catalogue instead of a computer.”

Argos has a hub-and-spoke distribution sys-
tem in which 140 larger stores stock 20,000 lines 
across the firm’s entire fleet of 756 stores. “They 
have got that huge network already in place,” says 

Starkey, “which is effectively forward stock rotation.”
Starkey says that because Argos’s goods are ordered by 

customers and then fetched by staff from the stock room, the 
customers can’t go and move the goods around in the store. “So 
they know exactly how many items are in the stockroom,” he says.

Argos IT director Mike Sackman says it is still challenging to join 
up the channels to give customers a truly connected shopping 

experience. “We are in a good 
position because of the unique 
way Argos has organised its stock 
in the past,” he says.

The Argos website runs on 
IBM’s WebSphere Commerce and 
Sterling Commerce platforms, and 
it is the latter that gives the retailer 
its single view of stock.

“Mobile is growing fast and grew 
by 40% to represent 28% of total 
Argos sales in our most recent 
trading period,” says Sackman. 

“mobile iS growing faST and grew 
by 40% To repreSenT 28% of ToTal 

argoS SaleS in oUr moST recenT 
Trading period. people expecT To 

Shop acroSS channelS, and To geT 
hold of prodUcTS qUickly”

mikE Sackman, argoS
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❯Retailers need to understand 
that buying online is now a 
major part of the consumer 

shopping habit and plan for the 
new peaks it brings.
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“People expect to shop across channels and to get hold of 
products quickly.”

Other retailers with an accurate view of stock
John Lewis is another retailer that Starkey says provides a good 
customer experience when it comes to fulfilment. The firm uses 
a mix of real-time inventory with daily replenishment of stock to 
meet demand, but is working on gaining a full view of inventory.

Meanwhile, Clarks and Boots are both rolling out SAP systems 
to provide real-time visibility of stock.

Clarks strategy and infrastructure director David Grant told 
Computer Weekly towards the end of 2014 that the sheer volume 
of data makes this project challenging. 

“Not only the amount of data, but the changes that happen, 
such as customers changing orders,” he says. “Adapting to the 
modern marketplace puts pressure on those systems.”
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have a perfect single view of stock because 
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SAP Hybris global head of business-to-consumer omni-channel 
commerce and solution management David Stover says retailers 
should be able to update systems and receive information as 
quickly as possible. But traditionally, their information is updated 
in overnight batches, not in real time.

Stover says an in-memory database could help to improve the 
return time on stock information, but it still doesn’t solve the 
problem in terms of re-engineering 
back-end legacy systems to speak 
to each other, which requires 
significant investment.

Is RFID the answer?
One of the solutions being 
suggested by the retail industry is 
tagging items with radio-frequency 
identification (RFID) tags.

Speaking at the NRF show in  
New York, Macy’s senior 
vice-president for logistics systems, 
Pam Sweeney, championed the 
technology, saying the company 
was “totally committed” to RFID after beginning a trial in 2009.

Sweeney says that although retailers may have an online 
presence, the ability to conduct click and collect, and send 
products from one store to another, it all depends on one thing: 
“Confidence that your product is in the originating destination.”

She adds: “RFID allows us to reposition our stock, address 

consumer demand and feel confident to fulfil orders in the omni-
channel space.”

RFID also provides Macy’s with data to make better business 
decisions when re-ordering stock, and Sweeney says the retailer 
has even seen sales improve in departments that have rolled out 
the technology.

“We’re very confident that the technology works, that our store 
execution is absolutely flawless, 
and where we do have issues, we 
address them quickly,” she says.

Alex Golshan, vice-president 
of international e-commerce and 
omni-channel at luxury retailer 
BCBG, says RFID is helpful, but 
only if the in-store point of sale 
and e-commerce systems are 
integrated. And updating legacy 
systems means effort and cost.

He points to American Apparel, 
which has done a lot of work with 
RFID, but BCBG is looking at the 
technology as more of a digital 

engagement tool in-store, to trigger videos in changing rooms 
depending on which items of clothing a customer is trying on.

But while retailers are trying hard to become more digital and 
multi-channel, it is actually the supporting back-end systems that 
need to be up to date and joined up to fulfil customer demand in 
a modern retail age. n
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The virtual machine (VM) is the standard unit of deploy-
ment in today’s IT infrastructure. Utilisation rates reach 
80% or more, with many organisations running com-
pletely virtual environments.

As a result, VM backup is a critical consideration in ensuring sys-
tems are delivered with the highest level of availability. However, 
VM backup differs from the traditional approach used to back up 
physical servers, and this means thinking differently.

The top five issues in virtual machine backup are detailed below.

Don’t treat virtual machines as physical machines
The easiest way to secure virtual environments is to back them 
up using the same process as a physical server. Unfortunately, 
easiest isn’t always best, and continuing to use legacy backup 
processes can lead to many problems. These include:
n  Resource constraints – Where backups are run using agents 

that follow the traditional method of moving data from disk, 
through the host and network to the backup server, bottlenecks 
are inevitably experienced. Where once one app was backed 
up from one physical server, now many apps on many virtual 
servers contend for resources on host, network and storage.

n  Licensing costs – Where backup software is licensed by the 
number of clients, backup costs can easily escalate. Also, 

Top five issues  
in VM backup
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assigning a licence to VMs that 
may be transient can become a 
management nightmare.

n  VM portability – virtual machines 
can be dynamic, moving around 
the infrastructure, especially when 
features such as vMotion are 
used. Backing up virtual machines 
based on their physical location 
on the network can result in failed 
backups and manual effort to 
locate and resolve problems.

Traditional backup tools should be avoided unless they specifi-
cally support and perform backup of virtual environments using 
a hypervisor-based backup application programming interface 
(API), such as VMware vStorage API for Data Protection.

Manage application synchronisation
Virtualisation introduces another layer of complexity in the appli-
cation stack. Data is often active in the storage layer (including 
in external arrays), the hypervisor, the operating 
system and the application, each of which main-
tain buffers of data to improve performance.

Unless these layers are synchronised during 
the backup process, it’s easy for uncommitted 
data not to be backed up correctly, resulting in an 
inconsistent backup state. 

Unfortunately, this issue will only become 

apparent at restore time, which is 
clearly too late. 

A good example of this is  
hardware-based snapshots, which 
must be taken in conjunction with 
a flush of hypervisor and applica-
tion buffers. VMware Tools in the 
VM guest and Microsoft’s Volume 
Shadow Copy Service – both for 
VMware guests and on Microsoft 
Hyper-V – provide application sup-
port for taking consistent backups 

across the entire application stack.
Look for hardware-based systems that integrate with the hyper-

visor and the application, or software systems that are able to 
make use of hardware-based snapshots.

Manage snapshots efficiently
Over time, snapshots will grow and, in particular, highly active 
systems can see snapshots grow to the size of the original data. 

Therefore care needs to be taken to ensure snap-
shots are managed effectively.

Depending on the hypervisor platform, this will 
mean integrating or expiring snapshots in a timely 
fashion after an external backup has been taken. 
If snapshots are not managed correctly, systems 
will experience problems with datastore capacity 
and performance.

TradiTional backUp ToolS 
ShoUld be avoided UnleSS They 

Specifically SUpporT and perform 
backUp of virTUal environmenTS 

USing a hyperviSor-baSed 
backUp api
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❯Virtual machine backup is a 
priority for many datacentres. 
We examine key choices and 
the use of agent-, hypervisor-  

or array-based backup
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It’s worth remembering a snapshot is not an effective long-term 
backup. Snapshots depend on the original VM image – typically 
tracking and storing changed blocks from that image – and gener-
ally reside on the same physical media.

The VM and the snapshots can be easily lost if a hardware fail-
ure occurs. Snapshots should form part of an overall backup strat-
egy and be used for short-term recoveries and as a way of isolat-
ing data and creating a consistent point-in-time image for backup 
outside the virtual environment.

Make sure to test restores
VMware recently revealed a bug in 
the Changed Block Tracking (CBT) 
process in ESXi, which meant 
backups of virtual machines more 
than 128GB in size were potentially 
corrupted. Without regular testing, 
silent issues like this can have dis-
astrous consequences when data 
needs to be restored. The restore 
process should be regularly tested against a set of virtual machine 
configurations to be sure the backup process is working correctly.

The restore process itself is a vital consideration when design-
ing a VM backup strategy and choosing products. Certain backup 
techniques require restoration of the entire VM to recover just a 
single file. This may not be practical, due to lack of disk space and 
time constraints, especially in distributed small office configura-
tions where deployment cost is critical. It is important, therefore, 

to ensure the restoration of data meets the requirements of the 
application and business users.

Track your virtual machines
Virtual machines are transient by nature and, depending on the 
purposes of the environment, may not last as long as their phys-
ical equivalent. Virtualisation enables systems to be upgraded 
by building out a new VM and migrating data. 

It’s a cheaper and quicker system 
than could be achieved with physi-
cal servers. In development envi-
ronments, VMs may last only days 
or weeks, although the system and 
data may be needed for future use.

As a result of the way VMs are 
used, it can be easy to lose track of 
where a virtual machine originally 
resided and which system per-
formed the backup. This problem – a 
feature of VM sprawl – can be exac-

erbated in large environments that have many virtual platforms 
(and potentially many backup systems) run by a centralised team.

Administrators should look to maintain documentation or 
implement systems that track VMs in their inventory, even after 
the virtual machine has been deleted from primary storage and 
isn’t part of the VM infrastructure. An alternative is to look for 
systems that permit VM archiving. Although this isn’t strictly 
backup, it does allow the VM to be retained for future use. n

VIRTUALISATION
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Technology has no “return to sender” option
Everyone is caught up in the bring-your-own-device revolution, 
and the flexibility it brings means more people are emailing from 
wherever they are using whatever gadget they have on them.

Unfortunately, it seems technology is as much an 
enabler for stupidity as it is for mobility, as research 
by survey site OnePoll.com revealed 70% of Brits 
have sent messages to the wrong person.

People are working on their phones more often 
than they used to, and this seems to have led to 
an increase in autocorrect changing the meaning of 

sentences for its own sick pleasure. One in three people have had 
messages jumbled by autocorrect to mean something totally dif-
ferent than intended, and 10% have been fired for sending emails 
or text messages to the wrong recipient.

Just because technology enables us to do 
things quickly and more effectively does not 
mean we should stop checking to make sure 
we’re emailing the right person. One thing 
Downtime is certain of is that your significant 
other doesn’t want to read about your 
boardroom proposals. n
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