
CORPORATE DATA IN THE CONSUMER CLOUD

SETTING CLOUD SERVICE USAGE 
POLICIES FOR EMPLOYEES
Employees can easily store and share data with consumer cloud services, but what  
security policies do admins need to regain control over enterprise data? BY DAN SULLIVAN

August 2013

D Options for Corporate Data  
in the Consumer Cloud

D�Why Are Users Turning  
to Consumer Cloud  
Storage Services?

D Policies for Corporate Data in 
Consumer Cloud Services



2  E-BOOK:  S E T T I N G  C L O U D  S E R V I C E  U S A G E  P O L I C I E S  F O R  E M P L O Y E E S

Why Are 
 Users Turning 

 to Consumer Cloud 
Storage Services?

Options for 
 Corporate Data 

 in the Consumer 
 Cloud

Policies for 
 Corporate Data 

 in Consumer 
 Cloud Services

CORPORATE DATA IN THE CONSUMER CLOUD

MOBILE DEVICES AND 

consumer cloud 
services have 
changed the IT 

management landscape. As a result of the mobile revolu-
tion, far-flung company data often resides off-premises or 
on devices that are employee-owned. IT is struggling to 
manage this data proliferation and dynamism. 

Traditional security policies and procedures, which have 
assumed that data resides on devices controlled by the orga-
nization, are often inadequate. So are controls designed for 
on-premises infrastructure. When data moves to the cloud, 
internal access controls are no longer protecting content.

Users may grant excessive privileges or share docu-
ments outside the appropriate group of collaborators. These 
mistakes can ultimately lead to data leaks or unauthor-
ized changes to content. Managing this vast array of data 
in multiple locations cannot be addressed only through 

technology. Governance policies and best practices must be 
instituted as well.

Moreover, end users, who have driven many mobility-
related challenges, need to be educated about the risks 
associated with storing and sharing corporate data in the 
consumer cloud. In addition, IT has to take on a more rig-
orous role in protecting the confidentiality, integrity and 
availability of data regardless of its storage location.

This chapter examines the implications of consumer 
cloud storage services for IT policies, describes specific 
policy considerations, and discusses features of services and 
tools that can help control consumer cloud services use.

WHY ARE USERS TURNING TO  
CONSUMER CLOUD STORAGE SERVICES?
It’s pretty easy to grasp why cloud services have become so 
successful: They make users’ lives easier.

http://searchconsumerization.techtarget.com/essentialguide/Consumerize-This-Supporting-consumer-devices-and-cloud
http://searchconsumerization.techtarget.com/essentialguide/Consumerize-This-Supporting-consumer-devices-and-cloud
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If you access information from your laptop, smartphone 
or tablet, for example, consumer cloud storage services 
provide an ideal way to store files. There is no need to 
manually transfer files between devices or to resort to ad 
hoc procedures such as emailing yourself files to open on 
other devices. Sharing files is a simple matter as well. You 
can upload photos from a family event and share them with 
multiple relatives with little more than a list of their email 
addresses.

These features are also useful for business operations. 
Cloud storage services enable users to work with corpo-
rate documents on multiple devices. File storage services 
that provide synchronization among devices can be espe-
cially useful for those who have to maintain local copies of 
documents.

A salesperson, for example, may not have Wi-Fi access 
on a plane, so having the latest sales information before 
boarding can help him get work done while he travels. 
Cloud storage services effectively decouple documents and 
data from specific devices and provide a better fit for many 
professionals’ work lives today.

Cloud storage services can also facilitate collaboration. 
For decades, developers and other IT professionals have 
shared files using FTP servers. These servers provided 
many of the basic functions of cloud storage services. Files 
could be organized in directories, and users were granted 
varying levels of access. Data could be stored in encrypted 

or plain-text form. FTP directories could be replicated 
among servers using commands such as rsynch.

The problem with this type of collaboration is that it re-
quires technical knowledge about a dated and minimalistic 
file-sharing protocol. For example, users typically log in and 
navigate a directory structure using a command -line inter-
face or a simple browser-based interface.

Just as public clouds have reduced the need for technical 
knowledge to provision and manage virtual servers, so too 
have cloud storage services removed the technical barriers 
to entry for file sharing and synchronization.

In addition to device-independent access to data and 
easy-to-use collaboration, a third, less-apparent potential 
driver is the inadequacy of existing, internal collaboration 
tools. Collaboration and document management have come 
a long way from the days of command-line FTP servers, but 
even contemporary collaboration tools may appear less 
user-friendly than consumer cloud storage services. 

The perceived superiority of consumer cloud services 
may reflect a lack of policy controls and not a difference 

Collaboration and document  
management have come a long way  
of from the days of command-line  
FTP servers.

http://searchcloudstorage.techtarget.com/definition/cloud-storage
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in core functionality. For example, an internal document 
management system may have features such as device- 
independent access. It might seem less user-friendly  
because a user cannot simply provide a list of collaborator 
email addresses to share a folder with others.

Unlike cloud-based services, internal systems may en-
force access policies. For example, they may restrict collab-
orators to those defined in the corporate Active Directory 
or LDAP directory.

OPTIONS FOR CORPORATE DATA  
IN THE CONSUMER CLOUD
Consumers have several options for cloud storage services 
such as Dropbox, Box, Google Drive and SkyDrive. Many 
consumer cloud storage services offer businesses the same 
easy-to-use interfaces to which consumers have become ac-
customed, along with additional access controls and man-
agement features.

Some vendors are aiming for the enterprise market with-
out competing with established consumer cloud providers. 
From an enterprise management perspective, the same 
policy issues that arise with consumer cloud services are 
relevant to these more business-oriented services.

Citrix Systems’ ShareFile, Cubby, Egnyte and Accellion 
offer file synchronizing and sharing services for the en-
terprise. For organizations that prefer to establish private 

cloud-based file services, software from CTERA and Own-
Cloud can combine the benefits of cloud file synchroniza-
tion with the control of a privately managed application.

Consumer cloud services and related business versions 
fall on a spectrum, with minimally managed services at one 
end and complete control of private versions of file syn-
chronization and sharing on the other end. The spectrum 
does not dictate which policies are required, but it reflects 
the level of controls needed to enforce those policies. 

In addition, some third-party vendors offer other cloud 
services. OneLogin, for example, offers identity manage-
ment functions such as single sign-on, multifactor authen-
tication and directory integration for a range of Software as 
a Service applications, including consumer cloud storage 
services. Okata and Centrify are also single sign-on options 
for cloud services. Thru offers a secure managed file-trans-
fer product that integrates with Dropbox for Business.

Consider using existing security controls within your 
organization, such as loss-prevention systems, to comple-
ment those from cloud storage providers and third parties.

Many consumer cloud storage services 
offer businesses the same easy-to-use 
interfaces to which consumers have  
become accustomed.

https://www.dropbox.com/home
https://www.box.com/
https://drive.google.com/
https://skydrive.live.com
http://www.citrix.com/products/sharefile/overview.html
http://www.cubby.com
http://www.egnyte.com/
http://www.accellion.com/
http://www.ctera.com/
http://owncloud.org/
http://owncloud.org/
http://www.onelogin.com/
http://www.okta.com/
http://www.centrify.com/
http://www.thruinc.com/solutions/dropbox-enterprise-file-transfer/
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POLICIES FOR CORPORATE DATA  
IN CONSUMER CLOUD SERVICES
Administrators should set policies to define appropriate 
use of consumer cloud and related services. These policies 
should add cloud service-specific details to existing security 
policies and should include authentication and authoriza-
tion, monitoring and reporting, security awareness train-
ing, and incident response.

n  Authentication and authorization. Authentication 
policies should specify who should get access to enterprise 
content in the cloud. In the simplest (and least-secure) ap-
proach, an IT administrator could allow anyone with valid 
login information to access the consumer cloud.

Active Directory integration can be required when more 
control over the user base is required. Two-factor authenti-
cation can help mitigate the risk of hacked accounts or acci-
dental disclosure of credentials, for instance, in a response 
to a phishing scam. Two-factor authentication systems 
that provide apps for mobile devices eliminate the need 
for special authentication devices and reduce the cost of 
implementation.

Authorization policies specify criteria for giving users 
access to content and providing the ability to administer 
content. Enterprise file-sharing services may allow admins 
to delegate administrative privileges to other users over 
sets of content. These services may also enable systems 

administrators to define their roles. In both cases, rules 
about how these capabilities are used and monitored should 
be included in the authorization policy.

Policies that address account provisioning for new us-
ers and terminating employees should be updated. In par-
ticular, policies should describe the steps needed to secure 
enterprise content that may be accessible to terminated 
employees.

n  Monitoring and reporting. Metadata about documents 
and actions on those documents can provide valuable in-
formation about how data is used and transferred from the 
cloud. Policies can describe who should monitor operations 
in the cloud service, such as the delegation of administra-
tor privilege to a user or the downloading of files to mobile 
devices. Administrators may also want to use this metadata 
to trigger alerts on significant events, such as deleting or 
downloading a large volume of content in a single operation.

n  Security awareness training. Educating users about 
security awareness can seem like a Sisyphean task. In spite 
of the challenges, it is important to educate users about the 
risk of data loss when using cloud services.

We can help non-IT professionals understand that once 
in the cloud, documents can be shared or downloaded to 
multiple devices without being subject to network controls, 
such as data loss prevention scanning.

http://searchconsumerization.techtarget.com/feature/What-to-look-for-in-business-cloud-storage-and-file-sharing-services
http://searchconsumerization.techtarget.com/tip/How-to-develop-a-monitoring-system-for-mobile-cloud-based-applications
http://searchconsumerization.techtarget.com/tip/How-to-develop-a-monitoring-system-for-mobile-cloud-based-applications
http://searchconsumerization.techtarget.com/opinion/Why-you-dont-need-public-cloud-for-mobile-file-sharing
http://searchconsumerization.techtarget.com/opinion/Why-you-dont-need-public-cloud-for-mobile-file-sharing
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Workers need to know that cloud-based systems may 
not have the same access controls found in enterprise sys-
tems, so operations that might be blocked internally are not 
blocked in a cloud storage service. The goal, of course, is to 
educate users about risks, not to give them ideas about how 
to circumvent enterprise controls.

Cloud storage services facilitate working with personal 
devices. Security awareness training should inform users 
about policies regarding lost or stolen devices that contain 
sensitive corporate information. Employees should know 
that if a smartphone or tablet is lost or stolen, the conse-
quences may include remote wiping of all data, personal 
and enterprise alike.

n  Incident response. In spite of best efforts by cloud ser-
vice providers and users, breaches can still happen. Have 
policies in place to respond to provider-level breaches, such 
as stolen passwords or compromised Secure Sockets Layer 
certificates. Policies should also encompass user-level inci-
dents, such as employee accounts getting hacked.

Consider preventive measures such as requiring that 
sensitive material be encrypted before it’s uploaded to a 
cloud service. These policies should include steps to assess 
the volume and type of content that is compromised. Log 

files collected for monitoring purposes can help reconstruct  
the state of folders at the time of a breach and at least 
approximate the state of the compromised folders and 
accounts.

For organizations adopting consumer cloud storage or 
related services, you need to balance ease of use with se-
curity concerns. IT admins must consider several issues, 
including the drivers for consumer cloud storage adop-
tion, options for storage providers, as well as the level of 
enterprise support and third-party add-ons that a service 
provides.

One of the most important aspects of managing cor-
porate information that resides in external services is 
establishing and maintaining policies that address authen-
tication and authorization, monitoring and reporting,  
security awareness training, and incident response. n

Employees should know that if a  
smartphone or tablet is lost or stolen, 
the consequences may include  
remote wiping of all data, personal  
and enterprise alike.

CORPORATE DATA IN THE CONSUMER CLOUD

http://searchconsumerization.techtarget.com/tip/Best-practices-for-improving-mobile-data-security
http://searchcio-midmarket.techtarget.com/news/2240177912/Developing-an-incident-response-plan-of-attack-in-the-data-age
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