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ew mobile technology and new user mod-
els requires a new breed of management 
– a fact that all CIOs should consider as 
they move forward with today’s initia-

tives. So what are those technological changes and innovations, 
how are they impacting organizations’ security, and what must 
CIOs know to see around corners for the future? This e-guide an-
swers those questions to provide mobile and BYOD security solu-
tions that stand the test of time.
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MOBILE COMPUTING SECURITY A TOP PRIORITY AS CON-
SUMERIZATION SPREADS

Mobile computing has changed business for the better in recent years, develop-
ing new avenues for productivity and increased efficiency.

But the trend toward on-the-go computing also creates endless risk man-
agement challenges, and requires an entire remapping of organization-wide 
mobile computing security processes. Without such policies in place, even 
a seemingly small, everyday occurrence like losing a device can have huge 
consequences.

"One of the biggest threats is just the likelihood of losing the device," said 
David Lingenfelter, co-chairman of the Cloud Security Alliance's (CSA) Mobile 
Working Group. "Employees are putting corporate data on these devices now, 
and misplacement of these devices is extremely easy."

The CSA's Mobile Working Group recently released a report titled Security 
Guidance for Critical Areas of Mobile Computing, which outlines the current 
state of mobile device use in the corporate setting and the top mobile comput-
ing security threats.

http://searchcompliance.techtarget.com/news/2240182066/Product-Spotlight-Global-compliance-services-for-mobile-productivity
http://searchcompliance.techtarget.com/news/2240182066/Product-Spotlight-Global-compliance-services-for-mobile-productivity
https://cloudsecurityalliance.org/
https://cloudsecurityalliance.org/csa-news/csa-releases-security-guidance-mobile-computing/
https://cloudsecurityalliance.org/csa-news/csa-releases-security-guidance-mobile-computing/
http://www.computerweekly.com/news/2240148533/Report-Corporate-mobile-device-policy-must-align-security-job-roles
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In addition to data loss from misplaced or stolen devices, other big mobile 
computing security concerns include information-stealing malware, data loss 
through third-party applications, unsecured network access and insufficient 
mobile management tools.

With employees increasingly using consumer-targeted platforms such as 
Android and those from Apple in the business setting, it creates new obstacles 
for companies from a mobile security standpoint, said Cesare Garlati, co-
chairman of the CSA Mobile Working Group.

"These new platforms are consumer platforms; they do not have the char-
acteristics of security and manageability that we are used to," Garlati said. 
"Corporate IT cannot train help desk support to help people install, maintain 
and fix issues with a device that corporate doesn't own, and probably doesn't 
even know where they are."

One issue that does not help the situation is the lack of risk and compliance 
regulations around mobile device use in the business setting, Garlati said. This 
lack of direction and the security holes in mobile devices create huge headaches 
for both consumers and the businesses that use these devices for everyday ac-
tivities, he added.

"I would really like to see regulators, in general, communicate that, and say 

http://searchconsumerization.techtarget.com/tip/Mobile-security-software-keeps-corporate-data-safe
http://searchconsumerization.techtarget.com/tip/Mobile-security-software-keeps-corporate-data-safe
http://searchcompliance.techtarget.com/news/2240176299/Product-Spotlight-Mobile-security-software-for-enterprise-devices
http://searchcompliance.techtarget.com/definition/regulatory-compliance
http://searchcompliance.techtarget.com/definition/regulatory-compliance
http://searchconsumerization.techtarget.com/definition/corporate-mobility-policy
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that it's not acceptable for ISPs [Internet service providers] to expose the user 
to these kinds of risks," Garlati said.

THE IMPORTANCE OF BYOD POLICY

Until these mobile computing security rules are developed, a solid bring-your-
own-device (BYOD) policy should be in place that clearly outlines both employ-
ees' and their company's role in protecting corporate information. The policy 
should define in what situations the company can take control of the device, 
and how the company should separate corporate information from personal 
information.

It does not end there. Lingenfelter suggested the BYOD policy have pro-
cesses in place to completely wipe corporate information from the device in the 
event of a security incident. The trick is to have tools or mobile device manage-
ment products that give the company control over the corporate-level applica-
tions on the device, without stepping on employees' personal information.

"On top of policy, I think you have to have controls in place -- whether it's 
a mobile device management product or application control -- so the IT team 
retains some control over what applications get put on the device," Lingenfel-
ter said. "With that centralized control, the IT manager can still remove all the 

http://searchcio.techtarget.com/tip/Free-mobile-device-policy-template-examples-for-CIOs
http://searchcio.techtarget.com/tip/Free-mobile-device-policy-template-examples-for-CIOs
http://searchconsumerization.techtarget.com/definition/BYOD-policy
http://searchcompliance.techtarget.com/news/2240172225/Product-Spotlight-Mobile-compliance-tools-and-solutions-for-security
http://searchcompliance.techtarget.com/news/2240172225/Product-Spotlight-Mobile-compliance-tools-and-solutions-for-security
http://searchcompliance.techtarget.com/news/2240177327/Sobering-stats-push-online-data-security-and-privacy-into-spotlight
http://searchmobilecomputing.techtarget.com/definition/mobile-device-management
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corporate applications without impacting any of the personal stuff."
The privacy issue is not one to be taken lightly when developing a BYOD 

policy. Companies need to take into consideration, and work around any po-
tential employee privacy violations that could occur from monitoring mobile 
devices with security in mind.

When employees connect to a corporate network on their personal device, 
the company most likely wants, and needs, to track and filter information to 
secure business activity. This creates potential violations of new online privacy 
rules, like the ones recently implemented in Europe.

The privacy issue is part of what Garlati calls "the dark side of BYOD," 
whereby companies create liability for themselves by applying outdated, tradi-
tional management models for mobile devices that the company does not own.

"Companies need to understand that, in a BYOD scenario, all acceptable-
use policies are simply not going to work from a legal standpoint," Garlati said. 
"Companies should create new policies, and develop specific language that 
clearly states the things you can and cannot do if you connect your device to 
the corporate network."

http://searchcompliance.techtarget.com/news/2240160320/Survey-IT-consumerization-alive-and-well-but-security-lacking
http://searchcompliance.techtarget.com/news/2240160320/Survey-IT-consumerization-alive-and-well-but-security-lacking
http://www.computerweekly.com/tutorial/Privacy-and-electronic-communications-regulations-Guide-to-EU-cookie-compliance
http://www.computerweekly.com/tutorial/Privacy-and-electronic-communications-regulations-Guide-to-EU-cookie-compliance
http://searchsecurity.techtarget.com/guides/Survey-Enterprise-mobile-device-security-2012
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BYOD STRATEGY, MOBILE DEVICE SECURITY REMAIN A 
TOP IT PRIORITY

Employee-owned smartphone use for work purposes continues to expand, and 
the governance, risk and compliance implications of the trend are beginning to 
take hold. According to a recent survey by SearchCompliance, "security" was 
cited by 96% of respondents as being among their top concerns regarding bring 
your own device (BYOD)/consumerization of IT.

"Compliance" was the second-ranked top BYOD/consumerization concern 
in the survey, taken by 773 IT professionals during SearchCompliance's April 
24 virtual conference, The State of Cyber Security 2013.

"It's another moving part that we need to keep track of," said Theresa M. 
Grafenstine, inspector general for the U.S. House of Representatives. With mo-
bile devices being used to share as much information as possible, Grafenstine 
cited the difficulty of maintaining data security. "As security professionals, we 
want to be as tightly controlled with our information as possible; it just adds 
another layer of complexity."

New technology is changing the way we do business -- often in positive 

http://whatis.techtarget.com/definition/BYOD-bring-your-own-device
http://searchcompliance.techtarget.com/news/2240186481/Product-Spotlight-Manage-risk-with-these-MAM-solutions
http://www.house.gov/IG/
http://searchcompliance.techtarget.com/tip/Overcoming-the-data-governance-and-security-implications-of-BYOD
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ways, noted Grafenstine and other virtual conference presenters. "To make 
workers more productive" was cited by 41% of survey respondents as the pri-
mary driver of IT consumerization at their organization.

It's important, however, to remember these small mobile devices have 
vast capabilities. Businesses are forced to re-engineer business processes and 
implement security tools to offset mobile device security risks.

"Our job as security professionals is not to say 'no,' -- our job is to tell our 
senior leaders or our CEOs what are the risks and the rewards of bringing this 
technology into the organization," said conference presenter Ron Ross, Ph.D., 
senior computer scientist and information security researcher at the National 
Institute of Standards and Technology.

There are compelling arguments for mobile technology use in the work-
place, Ross said, but IT security leaders need to have discussions with the 
C-suite about what mobile device security controls are in place. For example, 
"network security" was cited by 28% of respondents as the area of IT spending 
most likely to increase because of a BYOD project.

"We have to have our eyes wide open and say, 'Look, if we are using [these] 
new [mobile device] technologies, what kinds of controls should we expect on 
those devices that we normally deploy on our laptops or our workstations?'," 

http://searchcompliance.techtarget.com/news/2240160320/Survey-IT-consumerization-alive-and-well-but-security-lacking
http://searchcompliance.techtarget.com/tip/Mobile-device-management-best-practices-for-the-connected-organization
http://www.nist.gov/index.html
http://www.nist.gov/index.html
http://searchsecurity.techtarget.com/tip/Essential-enterprise-mobile-device-security-controls
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Ross said.

COMPLEXITY COMPLICATES MOBILE SECURITY

Mobile device security is made much more complex simply because of the 
number of devices available to the consumer. The myriad types and brands used 
by employees in the work setting each have different types of potential security 
vulnerabilities, said presenter Jack E. Gold, founder and principal analyst at 
J.Gold Associates.

Employees don't necessarily want to put corporate data at risk when using 
their personal devices in the workplace; they just don't know how not to, Gold 
added.

"Consumers generally focus on convenience," Gold said. "They generally 
focus on getting what they want, when they want it, and generally have a lack 
of knowledge of risks and of bad behaviors."

As a result, a BYOD policy and strategy should be developed and clearly 
communicated to all employees, according to Gold. Survey respondents seem 
to be paying attention to his advice: 68% said they currently have a policy in 
place for the use of personal devices at work, and 19% are developing one.

A lack of BYOD strategy and accompanying policy can dramatically 

http://searchsecurity.techtarget.com/video/Mobile-device-security-now-an-imperative
http://jgoldassociates.com/
http://www.theserverside.com/news/2240174717/Mobile-development-teams-may-put-corporate-data-security-at-risk
http://searchconsumerization.techtarget.com/definition/BYOD-policy
http://searchsecurity.techtarget.com/feature/BYOD-security-strategies-Balancing-BYOD-risks-and-rewards
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increase the likelihood of data breaches, Gold said.
"The lack of a strategy is one of the single biggest risk factors when losing 

control of mobility and mobile infrastructure," Gold said.
Gold suggested organizations concentrate on securing applications, rather 

than the device itself.
"Increasingly, companies are allowing users to download apps from an app 

store in the business setting -- there should be a lot of restrictions around that," 
Gold said. "It's not so much what app I have running on what device, as [it is] 
what is the capability of the app and how will it affect my use and my security 
environment?"

Despite the increased move to mobilization in the workplace, survey re-
spondents were all over the map when asked about their organization's posi-
tion on smartphone use: 31% of respondents said their organization allows 
employee-owned smartphones in the enterprise, but that use isn't supported 
by IT. Only 17% of respondents said their organization allows all employees to 
use smartphones for work purposes, with this activity supported by IT.

Twenty six percent of respondents said personal smartphone use was 
"strictly forbidden" for work purposes -- most likely because of the security 
concerns. If done smartly, however, increasingly complex mobile environments 

http://searchsoftwarequality.techtarget.com/definition/application-security
http://searchsecurity.techtarget.com/feature/IT-Security-Trends-2013-Mobile-security-concerns-tops-the-list
http://searchsecurity.techtarget.com/guide/Managing-BYOD-endpoint-security
http://searchsecurity.techtarget.com/guide/Managing-BYOD-endpoint-security
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can be brought under control while satisfying end-user demands, Gold said.
"New mobile technology and new user models requires a new breed of 

management -- that's what you should be thinking about as you move forward," 
Gold said.
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FREE RESOURCES FOR TECHNOLOGY PROFESSIONALS
TechTarget publishes targeted technology media that address 
your need for information and resources for researching prod-
ucts, developing strategy and making cost-effective purchase 
decisions. Our network of technology-specific Web sites gives 
you access to industry experts, independent content and analy-
sis and the Web’s largest library of vendor-provided white pa-
pers, webcasts, podcasts, videos, virtual trade shows, research 

reports and more —drawing on the rich R&D resources of technology providers to address 
market trends, challenges and solutions. Our live events and virtual seminars give you ac-
cess to vendor neutral, expert commentary and advice on the issues and challenges you 
face daily. Our social community IT Knowledge Exchange allows you to share real world 
information in real time with peers and experts.

WHAT MAKES TECHTARGET UNIQUE?
TechTarget is squarely focused on the enterprise IT space. Our team of editors and net-
work of industry experts provide the richest, most relevant content to IT professionals and 
management. We leverage the immediacy of the Web, the networking and face-to-face op-
portunities of events and virtual events, and the ability to interact with peers—all to create 
compelling and actionable information for enterprise IT professionals across all industries 
and markets.
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