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iOS and Google’s Android mobile operating systems are 
driving out enterprise-friendly platforms such as Black-
Berry’s longtime OS (now called BlackBerry 10) and  
Microsoft’s Windows Mobile OS.” 

That presents a dilemma for security-minded IT pro-
fessionals. According to Clarke, “Microsoft Exchange Ac-
tiveSync (EAS) continues to be used by IT departments 
to force limited security policies onto iOS and Android 
devices, such as requiring PINs, passwords and other au-
thentication credentials for access onto Exchange.” How-
ever, EAS is not able to manage core device functionality, 
or applications of Apple iOS and Google Android smart-
phones and tablets. With BlackBerry and Windows Mo-
bile OS/Windows Phone, now representing just 30% 
of workers’ devices, according to Nemertes Research, 
the average company requires some type of MDM or 

Diversity at Work: Mobile Device 
Management Solutions Keep Pace
Philip Clarke, co-leader of the Wireless and Mobility track at Nemertes Research, 
reports on MDM’s rapid evolution, and what’s ahead for mobile device security.  
BY KATHLEEN RICHARDS

EDITOR’S DESK

IN THE WAKE of Microsoft’s about face on the touch-
screen-driven Windows 8 designed to mirror its 
Windows Phone and tablet interface, our June cover 
story looks at new data on mobile device manage-
ment solutions and the challenges of securing con-

sumer-driven platforms. No one will be surprised that 
mobile devices are continuing to make inroads in many 
organizations. This includes tablets, which are expected 
to usurp laptops in organizations that support this trend, 
in the next five years.

What may surprise some readers, however, is that  
unlike desktops and laptops, when it comes to mobile  
devices, workers’ preferences matter. As Philip Clarke,  
research analyst and co-leader of the Wireless and  
Mobility track at Nemertes Research, reports in his June 
cover story on MDM: “Workers’ preferences for Apple’s 

http://searchconsumerization.techtarget.com/news/2240183827/Enterprise-BlackBerry-10-upgrade-strategies-include-iOS-Android
https://www.nemertes.com
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feature this month. As I suspected, what constitutes “big 
data analytics” and where the security industry is really 
at, depends on whom you talk to. While many organiza-
tions are being advised to leverage as much data as pos-
sible to provide a holistic view into business risks beyond 
IT, the challenges of big data analytics require CISOs to 
proceed with caution and consider using analytics first on 
structured data. 

“People who complain about the complexity of a 
SIEM product, would be crazy to go and build and op-
erate their own Hadoop cluster,” said Anton Chuvakin, 
the research director of security and risk management at 
Gartner Inc. 

One area that the feature does not address is the issue 
of privacy, especially how it applies to internal employ-
ees as companies are flooded with unstructured data and 
social media. Herb Kelsey, the vice president of analytics 
at Opera Solutions, noted the kinks that occurred when 
some employers wanted passwords to workers’ Facebook 
accounts. Kelsey thinks the tensions between privacy and 
pursuing security initiatives will be areas to watch be-
cause “Federal laws have not even scratched the surface.” 
Sounds like a great topic for a future article. n

KATHLEEN RICHARDS is the features editor at Information  
Security magazine. Contact her at krichards@techtarget.com.  
Send comments on this column to feedback@infosecuritymag.com.

EDITOR’S DESK

mobile application management. Network-based MDM 
(NMDM) is a category to watch in environments that 
have heavy bring your own device use.

Frequent contributor, Joseph Granneman, provides 
an update on FedRAMP and the joint efforts among gov-
ernment entities and the private sector to build a cata-

log of accredited cloud service providers. So far, only two 
cloud service providers have received accreditation. Joe 
checked in with eight of the 17 certified third-party as-
sessment organizations (3PAOs) to get their feedback on 
how the program is going and things that could ease the 
process. “There is a lot of business opportunity for cloud 
service providers that do get on the government-approved 
list,” he writes. “One important side benefit to FedRAMP 
accreditation is the overlap with other compliance initia-
tives such as HIPAA or PCI.”

Finally, I interviewed a range of thought leaders about 
the challenges of using big data analytics for security for a 

 The challenges of big data analytics  
 require CISOs to proceed with caution  
 and consider using analytics first  
 on structured data. 

http://www.operasolutions.com/
mailto:krichards@techtarget.com
mailto:feedback@infosecuritymag.com
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Proactive Security:  
Build Stuff Right the First Time
Don’t try to bolt security onto a system by adding security controls to  
the stuff you’re already churning out. Change the way you build things.  
BY GARY MCGRAW

SECURITY HAS EVOLVED in the 15 or so years 
I have been doing it, from a reactive 
chain of events built around “security 
mess response,” to a more predictive 
game with proactive defense based 

on risk management and forward-looking intelligence. 
Nowhere is this more evident than in the financial ser-
vices industry. There, the stakes are high because bits are 
money; and the notion of adjusting technical infrastruc-
ture by weaving controls into the fabric of the organiza-
tion is de rigueur. 

Increasingly in the financial sector, security is about 
looking forward instead of picking up the pieces in a fo-
rensic, mop-up operation. This approach is growing in 
popularity and gaining relevance in other verticals.

I just moderated a panel on this issue at the FS-ISAC 

Conference in Florida. Panelists included Chauncey 
Holden, chief information security officer of Fidelity; 
Keith Gordon, vice president of information security at 
Capital One; and Jim Routh, the global head of applica-
tion security at JP Morgan Chase. Just for the record, the 
idea for the panel was Keith’s, but we all did our share of 
thinking about the issue. (Special thanks to Anish Bhi-
mani, chief security officer of JP Morgan Chase, who 
helped brainstorm, but then had to go off to the White 
House and miss the fun part.)

THEN VERSUS NOW
Back in the old days, we waited to be attacked and then 
reacted, often amassing plenty of ex post facto data about 
how we just got skewered as a side effect. We worried 
about adjusting firewall rules and patching things up, and 

http://www.fsisac.com/
http://www.fsisac.com/


5 INFORMATION SECURITY n JUNE 2013

EDITOR’S NOTE 

MCGRAW

SECURITY EDUCATION 

MOBILE DEVICE 
MANAGEMENT

BIG DATA  
ANALYTICS

FEDRAMP

SOFTWARE [IN]SECURITY

the security geeks) can respond and react accordingly. 
Don’t try to bolt security onto a system by adding secu-
rity mechanisms and controls to the stuff you’re already 
churning out. Change the way you build things. And 
make sure the new process is owned by the business, not 
by specialists or security geeks.

Essential to this “turn” is an understanding of how the 
typical business executive’s perspective on security has 
changed from then to now, and adjusting your tactics ac-
cordingly. It’s our job as security professionals to move 
executives from awareness (and often-irrational fear of 
the boogeyman) to understanding. You can still fly into 
the vacuum created by a security event (like the DDoS 
attacks happening at major banks), but you must do this 
carefully and present solutions in terms of a security pos-
ture for the business going forward. The old days of using 
smoke-filled, burning disasters to drive security spending 
are behind us.

took a historical view of data in terms of lessons learned. 
A vast majority of the attacks in the early days were con-
figuration attacks. (Putting firewalls in place certainly 
helped with that problem.)

Things moved quickly to real-time monitoring and 
security operations centers as the most obvious configu-
ration errors were dealt with and automated patching sys-
tems were put in place. The attackers moved on to bugs 
and flaws in our systems themselves. Well, bugs, at least. 
It’s pretty clear that design flaws are next in the cross 
hairs. Then came the most interesting shift of all—one 
that we are still in the middle of—from real-time moni-
toring to proactive security. 

The idea behind proactive security is simple: build 
stuff right the first time by following the strictures of 
software security and security engineering. Leverage the 
vast pile of security data we have accumulated to design 
smarter architectures and applications that don’t fall over 
when brushed by a feather. Institutionalize the approach 
by rejiggering firm-wide processes so that software devel-
opment lifecycles are secure, and hardware is properly 
configured before it comes time to weather the storm.

EMBEDDED CONTROLS AND  
THE PROACTIVE ‘TURN’
The key to executing the “turn” to proactive security, 
properly, is embedding controls directly into everyday 
business processes so that the business owners (and not 

 The idea behind proactive security  
 is simple: build stuff right the first  
 time by following the strictures  
 of software security and security  
 engineering. 

http://searchsecurity.techtarget.com/feature/BSIMM4-measures-and-advances-secure-application-development
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wickets—as an intentional side effect. If your code review 
engine turns out better code and creates regulator eye-
candy, you win.

You can always improve the efficiency of your current 
approach to free up budget for further activity, but you 
can enhance this effort by looking forward at potential 
threats to come. 

Remember the malicious-code-detection thing? When 
most financial services firms have offshore development 
teams in countries all over the world, malicious code de-
tection makes a great deal of sense.

INTERNAL AND EXTERNAL MESSAGING
Modern CSOs know darn well that being able to discuss 
their security controls and plans externally is just as im-
portant as internal positioning. Look no further than the 
DDoS attacks that are all over the news. When your busi-
ness stakeholders begin fielding questions about secu-
rity, and big customers start asking you to present at their 
board meetings, your firm will have to step up its game 
externally. 

Proactive security is a massive differentiator, here. It 
can make both your internal business units and external 
customers comfortable with the knowledge that you are 
tackling complicated issues. If you are not in fire-fight-
ing mode, but rather in “we’ve anticipated that and here’s 
how we set things up for the oncoming storm” mode, you 
win.

A good example of the lean forward approach can  
be seen in the automated, malicious-code-detection activ-
ity introduced with BSIMM4. By recognizing an emerg-
ing threat—developers gone rogue in the supply chain, 
for example—security can position itself ahead of prob-
lems before they happen. This fits a proactive posture to 
a “T.” 

Incidentally, one good technique to use while antici-
pating threats is to discuss business impact directly. It’s 
far more effective to say, “When this happens, we violate 
SEC rules for implementing and provisioning a new ac-
count” than to discuss the impact of an attack in technical 
terms that nobody, other than your team, understands. 

WHERE DOES THE MONEY COME FROM?
I hate to admit this, but compliance still drives a major-
ity of security spending in the financial services market. 
Compliance still matters—and regulators rule the day. 
The trick to leveraging this fact as you move to proac-
tive security is to design controls that hit compliance 

 Modern CSOs know darn well that  
 being able to discuss their security  
 controls and plans externally is just  
 as im portant as internal positioning. 

http://searchsecurity.techtarget.com/news/2240163366/BSIMM-study-expands-scope-identifies-new-software-security-activities
http://searchsecurity.techtarget.com/news/2240163366/BSIMM-study-expands-scope-identifies-new-software-security-activities
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 SOFTWARE [IN]SECURITY

LOOKING FORWARD WITH INTEL
Presumably, you know which assets are high risks. Pro-
active CSOs are using the vast amounts of data churned 
out by modern systems—including security systems— 
to build predictive models based on big data. Visualiza-
tion, trending, and advanced analysis can help you get in 
front of problems before they have fully developed. Think 
of this as weather prediction for security: Once you have 
a forecast on what is likely to come, you can set up your 
controls more efficiently. 

When someone asks, “Shall I take an umbrella to work 
today?” You should know the answer. Proactive security 
can be your weather prediction system. n

GARY MCGRAW, PH.D., is CTO of software security consulting firm 
Cigital. He is a globally recognized authority on software security 
and the author of eight best-selling books on this topic. Send 
comments on his column to feedback@infosecuritymag.com.

WHAT TO MEASURE: KPI R KRI
Any real-world security practice has no shortage of data 
and metrics. So, how do you give the Senior Ops people 
at the big table what they need? How do you tailor the 
message for the audience?

Senior executives probably don’t need to know that 
your server patching efforts are at 35% instead of at 80%. 
They just need to know why that might be happening. 
What business decisions are driving your results? What 
are the tradeoffs? 

Key performance indicators (KPIs) help you figure out 
whether a process you have put in place is healthy, and if 
it is improving things from an efficiency standpoint. But 
what the business wants is the key risk indicators (KRIs), 
not a bunch of tactical readings that really only help you 
run your part of the machine. Sometimes, notions such as 
presenting risk geographically or by business unit can be 
put to work. These metrics often help with regulators, too.

mailto:feedback@infosecuritymag.com
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IT’s Problems with Security  
Can Spread
If your IT staff needs an attitude adjustment, better security education can help. 
BY DOUG JACOBSON AND JULIE A. RURSCH

THERE’S AN OLD ADAGE: Attitude decides 
one’s altitude in life. This famous saying 
simply means that your attitude affects 
your level of success, and the same holds 
true for organizations when they are im-

plementing and maintaining IT security. 
Whether we want to believe it or not, every IT work-

er’s attitude about IT security affects how well our orga-
nization or business is secured. And, those attitudes are 
contagious, shared by the IT department with the general 
rank-and-file of an organization’s workforce. 

Even in today’s world, the general IT worker tends to 
view security as a barrier and a pain. It is implemented by 
someone else, and it makes their job harder to perform. 
Look around at almost any IT department and you will 
see the silos that still exist. We find individuals, or groups 

of individuals if the company is large enough, that have 
their own area of specialization. This includes the net-
work group, the database group, the programming group, 
the middle-layer group, the VoIP group, the system ana-
lysts, the system administrators, and the lowly, computer 
support group; and then, in their own little world, those 
snooty security folks. 

While everyone else in the IT department is trying to 
get users connected, with more access to data, easier re-
trieval of information, and basically, making employees 
lives easier—the security team is questioning every deci-
sion and locking everything down. All the while, some 
IT security practitioners are looking down their noses at 
other IT staff for not securing the product or service from 
the beginning. 

When users call and say, “Yesterday, we could do 

http://searchsecurity.techtarget.com/news/2240164300/Expert-urges-security-pros-to-speak-out-educate-upper-management
http://searchsecurity.techtarget.com/news/2240164300/Expert-urges-security-pros-to-speak-out-educate-upper-management
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a keyboard and spit things back out to the screen. We 
spend so much time trying to get students to understand 
how the basics work, we forget to paint the big picture for 
them, and impress upon them how important things like 
input validation and buffer overflow are. We say, “They 
will learn it when they do a senior design project.” How-
ever, the time spent on IT security education, just as in 
the initial programming classes, never really comes. We 
have said before that we believe in security across the  
curriculum; and we believe that we as educators hold the 
keys to the future attitudes of upcoming IT workers.

Educating current IT staff and ensuring that they are 
security literate is the first step. Attitude not only affects 
altitude in personal matters, it also impacts an organiza-
tion’s security on a very real level, on a daily basis. n

JULIE A. RURSCH is a lecturer in the department of electrical and 
computer engineering at Iowa State University and director of the 
Iowa State University Information Systems Security Laboratory, 
which provides security training, testing and outreach to support 
business and industry. Send comments on this column to feedback@
infosecuritymag.com.

DOUG JACOBSON is a professor in the department of electrical 
and computer engineering at Iowa State University and director of 
the Information Assurance Center, which was one of the original 
seven NSA-certified centers of academic excellence in information 
assurance education.

‘X,’ but today we can’t,” the IT staff grumbles into the 
phone, or over the instant messaging chat, that the secu-
rity group locked “Y” down, so employees can no longer 
do “X.” End users don’t know whether the new policy is 
good or bad; they only know that their IT support person 
said it was someone else’s decision, and that it hinders 
their work flow. So, security is now a bad thing, and this 
message is trickling down from IT staff to end users. 

Security shouldn’t be conducted in a silo. All IT 
staff—and employees—need to understand how impor-
tant security is and how the decisions they make on a 
daily basis affect the organization’s security. Whether it 
involves secure technical implementations or talking to 
users about a new security practice, the decisions IT de-
partments make have an effect on the company. Security 
is a serious issue and we all need to be vigilant. A positive 
attitude and proactive approach are just two ways to keep 
security at the forefront of everyone’s daily activities. 

Most IT workers aren’t being malicious when it comes 
to the IT security folks and their policies. Some people 
on the IT staff lack IT security education; they make daily 
decisions without giving security that much thought. This 
treatment of security as a hindrance, or unimportant, of-
ten stems from the IT workers’ education. Think back 
to your own college education. Take, for example, your 
programming classes. When were you taught input vali-
dation or error checking? It was usually well into the se-
mester after you had figured out how to take input from 

http://searchsecurity.techtarget.com/opinion/Why-information-security-education-isnt-making-the-grade
http://searchsecurity.techtarget.com/opinion/Why-information-security-education-isnt-making-the-grade
mailto:feedback@infosecuritymag.com
mailto:feedback@infosecuritymag.com
http://searchsecurity.techtarget.com/news/2240162630/Data-supports-need-for-awareness-training-despite-naysayers
http://searchsecurity.techtarget.com/news/2240162630/Data-supports-need-for-awareness-training-despite-naysayers
http://searchsecurity.techtarget.com/opinion/Well-rounded-information-security-education-benefits-IT-professionals
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COVER STORY: MDM’S RAPID EVOLUTION

By Philip Clarke

IS MDM THE  
SOLUTION FOR 
SECURE APPS? 
As MDM evolves to support  
the functionality and growth  
of BYOD smartphones and  
tablets, security professionals  
need to rethink mobility  
policies.

THE CONSUMERIZATION of IT, and the enormous popularity 
of touchscreen devices such as Apple iPads and Google 
Android tablets, is uprooting traditional approaches to 
mobile device management (MDM) and data security. 
Mobile innovations and demand for IT support of the lat-
est devices from the rank-and-file—and C-level execu-
tives—can result in cost benefits, despite the security 
implications of mobile applications and devices that may 
not be visible to IT. 

Currently, 63% of companies support bring your own 
device (BYOD) environments in some shape or form. 
However, workers’ preferences for Apple’s iOS and 
Google’s Android mobile operating systems are driving 
out enterprise-friendly platforms such as BlackBerry’s 
longtime OS (now called BlackBerry 10) and Microsoft’s 
Windows Mobile OS. As MDM solutions continue to 
evolve, next generation technologies are geared to help 
CISOs move beyond consumer-oriented endpoints and 
their inherent security tradeoffs.

Employees expect their devices to have anytime, any-
where access to corporate resources. While allowing this 

http://searchsecurity.techtarget.com/answer/Defend-against-iPad-exploit-rogue-access-point-attacks
http://searchsecurity.techtarget.com/tip/Android-security-settings-and-controls-for-Android-enterprise-security
http://searchsecurity.techtarget.com/tip/Android-security-settings-and-controls-for-Android-enterprise-security
http://searchconsumerization.techtarget.com/news/2240183827/Enterprise-BlackBerry-10-upgrade-strategies-include-iOS-Android
http://searchsecurity.techtarget.com/opinion/CISOs-From-no-seat-to-multiple-hats
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Wi-Fi or cellular as their only means of access throughout 
the workday. Organizations that have wireless-only work-
ers expect more than 11% of employees to fall into this 
category by the end of 2013, as shown in Figure 1. More 
than one-third of these companies (38%) reported cost re-
duction as a driver behind their wireless-only workforce. 
This trend is forecast to grow over time as companies 
build out WLAN as their only mode of access, particularly 
as 802.11ac is ratified and matures, promising throughput 
on par with most wired Ethernet (1 Gbps). 

The majority of companies, however, report that work 
function (87%) and user preference (63%) are driving 
wireless-only work. To accommodate anytime, anywhere 

type of access may align with business goals and help 
workers’ productivity, it creates security concerns. Ex-
tending the virtual walls of the organization while main-
taining security and compliance, is a difficult proposition 
for security professionals. 

 The growth of MDM, a suite of tools used to secure 
and leverage the functionality of today’s mobile endpoints 
within the enterprise, is significant within companies. Its 
adoption is being driven primarily by companies’ need to 
properly manage an increasingly diverse population of de-
vices. According to Nemertes Research, more than half of 
all organizations—56%—use MDM today, and 84% ex-
pect to deploy MDM by the end of 2014.

TRANSFERRING DEVICE AND OFFICE COSTS
As companies look to reduce the substantial cost of their 
office buildings, telecommuting shifts some of the cost 
to employees in much the same way as BYOD programs: 
employees get flexibility in return for taking on the cost 
of home offices. Fieldwork is also responsible for extend-
ing the walls of the enterprise, as employees outside the 
office require the same level of access to corporate re-
sources to complete tasks, as their non-field colleagues. 
In this way, telework and BYOD are alike—the tradeoff 
for transferring the device and office costs to the em-
ployee creates significant security implications and new 
cost considerations. 

Another overlapping category is employees who use 

2011 2012 2013
6.00

8.00

10.00

12.00

7.60%

9.56%

11.30%

Figure 1: Wireless-only workers on the rise at organizations 
that support this type of access. SOURCE: NEMERTES RESEARCH, 2013

Wireless-Only Users

Figure 1: Wireless-only workers are on the rise at organizations  
that support this type of access.  SOURCE: NEMERTES RESEARCH, 2013

http://searchsecurity.techtarget.com/tip/Gigabit-Wi-Fi-security-Is-the-new-80211ac-standard-worth-an-upgrade
http://searchsecurity.techtarget.com/guide/Managing-BYOD-endpoint-security
http://searchsecurity.techtarget.com/tip/Extended-enterprise-poses-identity-and-access-management-challenges
http://searchsecurity.techtarget.com/tip/Extended-enterprise-poses-identity-and-access-management-challenges
http://searchsecurity.techtarget.com/feature/BYOD-security-strategies-Balancing-BYOD-risks-and-rewards
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the far more popular iPad and Android tablets are run-
ning on the same hardware and OSes as their smartphone 
brethren, requiring much more infrastructure for proper 
management.

The average company now has a device population 
that is 45% iOS, 30% BlackBerry, 24% Android and 1% 
Windows Mobile. Essentially, this means that less than 
a third of the devices—the sum of the average organiza-
tion’s BlackBerry and Windows Mobile plant—can be 
fully managed by their IT departments without the acqui-
sition of additional management tools. This is because the 
commonly deployed BlackBerry Enterprise Server (BES) 
and Exchange ActiveSync (EAS) can only fully manage 
BlackBerry and Windows Mobile devices, respectively. 

The iOS and Android devices remain firmly con-
sumer-focused. Of course, EAS continues to be used by 
IT departments to force limited security policies onto 
iOS and Android devices, such as requiring PINs, pass-
words and other authentication credentials for access 
onto Exchange. However, it remains unable to manage 
core device functionality including apps. As a result, the 
remaining 70% of devices in the average company require 
an additional MDM solution.

MDM TECHNOLOGY CHOICES
Security and management professionals have a variety of 
options to choose from with MDM, as device manage-
ment solutions have evolved at a pace to rival consumer 

access for these workers, CISOs should re-evaluate the 
infrastructure and policy requirements of providing in of-
fice, home office and field access to their employees. 

TABLETS AS THE PRIMARY WORK DEVICE
Adjacent to BYOD and telework is the increasing popu-
larity of tablets, particularly as work devices. The func-
tionality and popularity of these devices has increased 
over the last few years, such that tablets are likely to 
usurp the laptop as the primary work device across in-
dustries and roles over the next five years. For example, 

in organizations citing this trend, 9% of users are using 
a tablet as their primary work device. Additionally, 47% 
of organizations expect tablet replacement of laptops to 
go up this year, at an average rate of 5%. Security consid-
erations for these devices vary widely based on operating 
system; Windows Surface Pro and equivalent offerings 
are essentially Windows PCs crammed into tablet form 
factors. As such, the infrastructure and security require-
ments don’t vary substantially from laptops. Conversely, 

 The average company now has a  
 device population that is 45% iOS,  
 30% BlackBerry, 24% Android and  
 1% Windows Mobile. 

http://www.computerweekly.com/news/2240179734/Getting-started-with-BlackBerry-Enterprise-Service-10
http://searchexchange.techtarget.com/tip/Best-practices-for-securing-Exchange-ActiveSync
http://searchsecurity.techtarget.com/tip/Under-the-Surface-How-Windows-tablet-security-meets-BYOD-challenges


13 INFORMATION SECURITY n JUNE 2013

EDITOR’S NOTE 

MCGRAW

SECURITY EDUCATION 

MOBILE DEVICE 
MANAGEMENT

BIG DATA  
ANALYTICS

FEDRAMP

COVER STORY: MDM’S RAPID EVOLUTION

order to access company data and core business tools 
such as email, calendars and contacts. Unfortunately, for 
many employees, these solutions proved to be too secu-
rity focused; the secure container technologies got in the 
way, made apps inconvenient to use, and interfered with 
the integrated user experience (UX) that made these de-
vices so appealing. Most solutions, at the time, did not 
support single sign-on (SSO), which forced workers to re-
enter their authentication credentials every time their de-
vice woke from sleep mode in order to get back to work. 
Today’s secure container solutions have evolved to better 
meet both usability and security requirements, in addi-
tion to offering functionality that reflects the growing im-
portance of apps in the workplace.

Of course, BYOD devices that aren’t provisioned spe-
cifically for work—that don’t have a container solution 
or a client installed—are unknown to IT. Accordingly, 
many software MDM vendors are partnering with WLAN 
vendors to integrate network access controls (NAC) 

smartphones and tablets, as shown in Figure 2. This 
rapid evolution has resulted in a broad selection of MDM 
solutions that integrate different mixes of technologies:

■n Secure containers 
■n Virtual Desktop Infrastructure (VDI)
■n Virtual Phone (on-phone hypervisor)
■n Native OS management
■n Network-based controls

As Table 1 shows, different technologies are better 
suited to address specific security requirements and busi-
ness goals.

MDM: FROM THEN TO NOW
Early MDM solutions were designed to rein in the func-
tionality of iPhones and Android devices, using secure 
container technology. These technologies provided a se-
cure, managed workspace for employees to log into in 

Figure 2: The evolution of MDM keeps pace with consumer-oriented platforms.  SOURCE: NEMERTES RESEARCH, 2013

A Brief History of MDM

http://searchconsumerization.techtarget.com/tip/Network-access-control-policy-Handling-smartphone-access-control


14 INFORMATION SECURITY n JUNE 2013

EDITOR’S NOTE 

MCGRAW

SECURITY EDUCATION 

MOBILE DEVICE 
MANAGEMENT

BIG DATA  
ANALYTICS

FEDRAMP

COVER STORY: MDM’S RAPID EVOLUTION

Table 1: MDM Technology - A Variety of Options
PROS CONS BEST FOR ...

Secure  
Container

• Effectively secures company data
•  Creates consistent UI/UX across all devices
•  Documents are transitory on device  

or locked in container
•  Secure container may supersede  

OS’ capabilities

• Can break device UI/UX
•  Doesn’t leverage OS’ native MDM  

capabilities
•  Often has own browser and document  

editing apps – OS upgrades can break,  
modify capability 

• Requires thick client or app

Controlling 
documents  
and apps  
within  
constraints  
of container

Virtual  
Machine

• Two users (enterprise, personal) per device
•  Documents are transitory on device or  

locked in container
• Complete separation of identity, apps, data
•  Extends existing desktop and apps to  

mobile devices; saves money

•  Two users (enterprise, personal) per device
• Battery, resource hog
•  Extending PC environment to touch-based 

device not ideal for content creation
• Susceptible to hypervisor attacks
• Connectivity, capacity and latency sensitive
• Requires thick client

Strong,  
centralized  
control over 
VDI-enabled 
content  
consumption

Native 
Management

• Supported by OS natively
• Maintains UI/UX
•  Capabilities are defined and tested by  

OS creator
•  Separates enterprise and personal email 

effectively (BYOD friendly)

•  Fragmentation in OS’ and versions,  
differing functionality across devices

•  OEM-specific MDM features are  
fragmented (3LM, SMART)

•  Different OSes have different capabilities; 
some may be non-compliant

OS-specific  
controls  
that don’t 
supersede 
design

Network- 
based MDM

• Device agnostic
•  Cannot be deleted by user; no client on  

or change to device
• Leverages standardized network tools
•  Better insight, management over data 

access/flow
• Fundamentally “future proof”
•  Not just for mobile devices – works on  

all endpoints

•  Only works within corporate network –  
externally, requires user to access network

•  Can’t initiate a device wipe (not strictly  
device management)

• Can’t manage app distribution
•  Some proprietary functionality requires  

vendor access points or controllers

Platform  
independent 
data-in-motion 
management; 
BYOD-friendly

 SOURCE: NEMERTES RESEARCH, 2013
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development. Remote access includes both off-the-shelf 
clients to SaaS systems and remote access to in-house ap-
plications, via terminal services or VDI. 

VDI is the most popular delivery method, with 54% 
of companies using it today. The value proposition for 
mobile use of VDI—that it extends the large existing li-
brary of PC apps to mobile devices—is a strong one, par-
ticularly in companies that have already invested in the 
underlying VDI infrastructure. However, tablets and 

functionality into their offerings.
As mobile OSes have matured, security professionals 

have become more comfortable with the level of security 
that can be leveraged by configuring the native manage-
ment functionality on mobile devices. Most of today’s 
top MDM solutions use native device management, aug-
mented by secure containers for on-device documents, 
encrypted contacts and enterprise apps data.

Whether it’s built around native-feature management, 
a non-container or container client—or some mix—
MDM can be deployed either on-premises in the data 
center, or via a cloud-managed solution. Currently, 31% 
of companies use a cloud-based MDM solution and 6% 
have adopted a hybrid of in-house and cloud. 

SHIFTING THE FOCUS FROM DATA TO APPS
As mobile devices go from being the black sheep that se-
curity experts are forced to deal with to being seen as 
viable work platforms worthy of app development and 
deployment, companies are exploring app development, 
enterprise app stores and more. More companies—albeit 
by a slight margin—are using their MDM and Mobile Ap-
plication Management (MAM) solutions to secure app 
data (63%) rather than sensitive corporate data (61%), as 
shown in Figure 3. 

As enterprises grapple with how to provide applica-
tions to mobile users, today’s options range from re-
mote access to native- and Web-based cross-platform 

Why use MDM and/or MAM?

0% 10% 20% 30% 40% 50% 60% 70% 80%

62.7%
Need to manage and secure corporate apps (as distinct from data)

60.8%
Need to secure sensitive corporate data

49.0%
Need to track assets (specifically mobile devices)

25.5%
Need to deliver apps consistently to a range of platforms, 
including mobile devices

Figure 3: Companies use MDM/MAM mainly to secure 
corporate app data.  SOURCE: NEMERTES RESEARCH, 2013

Figure 3: Companies use MDM/MAM mainly to secure 
corporate app data.  SOURCE: NEMERTES RESEARCH, 2013

http://searchsecurity.techtarget.com/video/McGraw-Mobile-app-security-issues-demand-trustworthy-computing
http://searchcio.techtarget.com/news/2240162977/Expert-advice-on-what-every-enterprise-app-store-needs-including-MAM
http://searchcio.techtarget.com/news/2240162977/Expert-advice-on-what-every-enterprise-app-store-needs-including-MAM
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As MDM solutions continue to evolve to support the 
changing functionality and growing role of mobile de-
vices within the enterprise, the risk of these endpoints 
as an attack vector mounts. As BYOD grows, companies 
have an increasingly incomplete picture of their device 
population, and what these devices are doing. 

Enter network-based MDM (NMDM), which largely 
ignores the endpoints. Instead, it uses network standards 
such as QoS, 802.1x and flow control in combination 

with vendor-specific functionality such as device finger-
printing and security stance monitoring. NMDM allows 
an otherwise invisible device population to be controlled 
from a data and app perspective as soon as the devices ac-
cess the WLAN. 

In most implementations, this functionality can be ex-
tended to devices that are outside the companies’ physical 
network presence by applying the same rules through-
out the WAN. While only 12% of organizations are using 
this nascent technology, adoption will grow as its func-
tionality is better understood within the enterprise, and 

smartphones are touch-oriented while PCs are controlled 
by a mouse and keyboard combination, which results in 
a less-than-ideal end user experience. (And, of course, 
tablet and smartphone screens are much smaller!) Con-
sequently, only 14% of organizations have plans to imple-
ment VDI on mobile devices. 

Companies are starting to look for ways of delivering 
mobile-optimized apps. Thirty-two percent of organiza-
tions are developing native apps for mobile devices, and 
22% are evaluating or planning to build software. Though 
native apps are far more expensive, they offer end-users 
the best possible experience. However, native app devel-
opment either assumes a standardized platform (iOS or 
Android) or forces IT to develop for both operating sys-
tems to avoid leaving a significant population of users 
out in cold. To address today’s broader enterprise device 
population, Web/HTML5 apps are becoming increasingly 
popular; though only around 8% of companies are using 
them today, and 44% are either planning or evaluating 
deployment. 

Already in use in 29% of organizations, MAM enables 
IT to use a central policy engine, such as Active Direc-
tory, to control group, role or even person-specific app 
distribution, maintenance and security. As the role of mo-
bile devices and their associated apps continues to grow 
within the enterprise, another 34% of companies are ei-
ther evaluating or have plans to deploy MAM through 
2013.

 To address today’s broader  
 enterprise device population,  
 Web/HTML5 apps are becoming  
 increasingly popular. 

http://searchsecurity.techtarget.com/tip/Endpoint-fingerprinting-How-to-improve-NAC-security-for-dumb-devices
http://searchsecurity.techtarget.com/tip/Endpoint-fingerprinting-How-to-improve-NAC-security-for-dumb-devices
http://searchvirtualdesktop.techtarget.com/tip/How-to-ensure-VDI-network-connectivity-security
http://searchcloudapplications.techtarget.com/answer/What-are-the-advantages-of-native-mobile-development
http://searchsoa.techtarget.com/tip/Why-native-mobile-apps-are-better-than-HTML5-apps
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survey your employees on the usability of VDI.
Assess your mobile app requirements. Are you deploy-

ing custom, in-house or externally developed apps? Make 
sure that your organization is using a MAM solution or 
enterprise app store to ensure that the correct parties get 
the right apps deployed or made available to them based 
on their role, group, job title and so on.

Review your mobile provisioning policies and find 
out to what extent BYOD is being used. Look to deploy 
NMDM where you have heavy BYOD use; for example, 
employees bringing in devices that require varying levels 
of access to email, calendaring and more sensitive corpo-
rate data.

Rather than push back against workers’ preferences, 
companies are finding greater success when they lever-
age mobile work and devices in the form of MDM, MAM, 
VDI, app development and mobile device-specific WLAN 
or network functionality. n

PHILIP CLARKE is a research analyst at Nemertes Research, where 
he is a co-leader of the Wireless and Mobility research track, advises 
clients on wireless topics, writes key trends and thought leadership 
reports, conducts statistical analysis and develops research reports.

it’s bundled with a growing number of popular software-
based MDM providers.

SECURITY-MINDED MOBILITY
Mobility continues to grow within the enterprise as de-
vice capabilities meet—and eclipse—the functionality 
found in traditional PCs and laptops. Worker behavior 
and usage patterns—exemplified by BYOD and telecom-
muting—are requiring security-minded IT professionals 
to rethink mobility strategies. Evaluate existing and near-
future expectations for your mobile device population, as 
well as the security posture of these devices. If you don’t 
have an MDM tracking this information, comparing your 
WLAN access list against your directory should provide a 
baseline for known vs. true device count.

Do you have a large tablet population? If so how often 
are employees using these devices (e.g., complete laptop 
replacements, often instead of laptops, as complementary 
to laptops, occasionally)? Identify the use cases; for in-
stance, are employees using tablets for content consump-
tion only or creation, at least some of the time? Where 
 workers are using tablets for content creation, tablets 
may require a solution more robust than VDI—be sure to 

http://searchsecurity.techtarget.com/news/2240178229/Enterprise-app-security-tops-list-for-enterprise-mobile-deployments
http://searchsecurity.techtarget.com/tip/Role-based-access-control-for-effective-security-management
http://searchsecurity.techtarget.com/tip/Role-based-access-control-for-effective-security-management
http://searchconsumerization.techtarget.com/tip/As-enterprise-MDM-software-evolves-advanced-features-emerge
http://searchconsumerization.techtarget.com/tip/As-enterprise-MDM-software-evolves-advanced-features-emerge
http://searchsecurity.techtarget.com/opinion/McGraws-mobile-app-security-strategy-Three-legs-of-trusted-on-busted
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THE BOSTON MARATHON BOMBINGS offer a stark reminder of 
the failings of big data and security, namely intelligence 
agencies inabilities to connect the dots—before and after 
the April 15 attacks. 

The lack of information sharing across organizations 
and business units, or awareness that a particular data set 
even exists, is a common problem. Big data analytics can 
help solve this dilemma, according to its proponents, and 
provide data intelligence that detects suspicious patterns 
and potential threats by expanding the definition of secu-
rity data to all parts of the business. 

Intelligence-driven security fueled by big data analyt-
ics will disrupt several infosec product segments in the 
next two years, according to executives at RSA, the se-
curity division of EMC. “With the pervasiveness of big 
data touching everything we do,” said Arthur Coviello, 
Jr., EMC executive vice president and chairman of the 
RSA security division, during his RSA keynote in Febru-
ary, “our attack surface is about to be altered and expand, 
and our risks magnified in ways that we couldn’t have 
imagined.”

By Kathleen Richards

BIG DATA 
ANALYTICS: 
NEW PATTERNS 
EMERGE FOR 
SECURITY 
Will big data and high  
performance analytics really  
make security better?

BIG DATA ANALYTICS

http://searchsecurity.techtarget.com/magazineContent/Big-data-security-analytics-Harnessing-new-tools-for-better-security
http://searchsecurity.techtarget.com/news/2240118636/RSA-Conference-2012-keynote-prescribes-intelligence-driven-security
http://searchsecurity.techtarget.com/news/2240178789/RSA-2013-More-from-Coviello-on-big-data-analytics-in-the-security-industry
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could be updated in less than an hour, to detect credit 
card fraud. Steve Rosenbush of The Journal blogged about 
the improvements behind the high-performance analyt-
ics engine, which according to Visa, looks at up to 500 
aspects of a transaction, compared to earlier technology, 
which could only handle 40. The powerful analytics capa-
bilities are enabled in part by Visa’s adoption of non-rela-
tional database technology in 2010 and the open source 
Apache Hadoop software framework, which is designed 
for low cost storage and computation of distributed data 
across clusters of commodity servers.

RUSH FOR BIG ANALYTICS
For all the hoopla about Hadoop, which uses the Map-
Reduce programming model (derived from Google’s 
technology) to “map” and “reduce” data, along with a dis-
tributed file system (HDFS) with built-in automation for 
failures and redundancy—use of Hadoop is rare in large 
and mid-size companies. The tools to access Hadoop’s 
storage and computational capabilities remain elusive, 
outside of complex interfaces and tools for data scientists 
or programmatic access for skilled coders with knowledge 
of MapR Hive for SQL-like queries, or Pig for high-level 
dataflow. 

That may soon change, however, as technology ven-
dors from all sides—big data infrastructure companies 
and enterprise software providers—attempt to provide 
big data analytics tools for enterprise users. Cloudera, 

As organizations and employees increasingly operate 
in mobile, Web and social media environments, taking 
advantage of information identified by analytics or pat-
terns across a wide variety of data sets including unstruc-
tured text and binary data—audio, images and video—can 
offer valuable insights into business risks far beyond IT. 

But even with the use of advanced statistical modeling 
and predictive analytics, unknown security threats still go 
undetected. Will big data and high performance analytics 
really make security better? Maybe, but today meaning-
ful use of big data technologies on large volumes of data 
for security is rare and extremely challenging, according 
to Anton Chuvakin, research director of security and risk 
management at Gartner Inc., who quipped: “Organiza-
tions that use traditional predictive analytics for security? 
You mean ‘both of them?’” 

Gartner defines “big data” based on the 3Vs—volume, 
variety and velocity. “Organizations that have actually in-
vested time (often years) and resources (often millions of 
dollars) into building their very own platform for security 
big data analytics have found value,” according to Chuva-
kin. “Typically, such value manifests through better fraud 
detection, wider and deeper security incident detection 
and more effective incident investigation,” he said.

One such company is Visa, the credit card processing 
giant. The company made a splash earlier this year when 
it disclosed to The Wall Street Journal that it was using 
a new analytics engine and 16 different models, which 

BIG DATA ANALYTICS

http://blogs.wsj.com/cio/2013/03/11/visa-says-big-data-identifies-billions-of-dollars-in-fraud/
http://blogs.wsj.com/cio/2013/03/11/visa-says-big-data-identifies-billions-of-dollars-in-fraud/
http://searchcio.techtarget.com/opinion/What-to-consider-before-deploying-the-Hadoop-framework
http://searchdatamanagement.techtarget.com/news/2240178820/Confronting-MapReduce-Hadoop-problems-and-complexities
http://searchdatamanagement.techtarget.com/news/2240178820/Confronting-MapReduce-Hadoop-problems-and-complexities
http://searchstorage.techtarget.com/answer/Storage-considerations-for-a-Hadoop-implementation
http://searchstorage.techtarget.com/answer/Storage-considerations-for-a-Hadoop-implementation
http://pig.apache.org/
http://pig.apache.org/
http://whatis.techtarget.com/definition/3Vs
http://whatis.techtarget.com/definition/3Vs
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“With the advent of Hadoop and indexing technolo-
gies like Splunk, now the technologies are available to 
take a look in much more detail around machine-gener-
ated data and user-generated data to understand what is 
happening inside of an organization, or what is happen-
ing inside of a manufacturing line, for example,” said 
Seward. When you think about risk in the entire orga-
nization, you are not only thinking about security in the 
traditional sense, but you are also thinking about what 
people do day-to-day in all of the data—or as much of it as 
you can get—that would be a risk to your particular busi-
ness. “I may need to look at heating and ventilation data 
to understand if someone went into the manufacturing 
plant and turned up the temperature a couple of degrees, 
which could jeopardize the whole production of a prod-
uct,” he said.

BIG DATA ANALYTICS SERVICES 
Companies that don’t want to do it internally can look 
to outside big data analytics services. Opera Solutions, 
which specializes in predictive analytics, uses machine 
learning to recognize patterns in open-source data, such 
as page views and twitter feeds, to abstract predictive in-
telligence from big data flows. The company’s 80-million-
word threat ontology extracts multilingual phrases (in 15 
languages). It prioritizes the phrases for levels of threat, 
based on roughly 450 million relationships between those 
words. “It’s been built in a unique way,” according to a 

which offers a distribution for Hadoop (CDH) and SAS 
announced a strategic partnership to integrate SAS High 
Performance Analytics and SAS Visual Analytics among 
other tools in late April. InfoBright, EMC’s Green-
plum and MapR are moving into the enterprise space 
with analytics and visualization tools that enable cor-
porate analysts to work with large data sets and develop 
analytic processes, in some cases using sandboxing and 
virtualization. 

“This kind of analysis has been a need for a very long 
time, and technology is only just now being made avail-
able that can actually perform this kind of analysis at 
scale,” said Mark Seward, senior director of security and 
compliance at Splunk. The company’s security informa-
tion and event management (SIEM) technology is used by 
roughly 2,000 companies to analyze machine data, which 
includes all systems data, the “Internet of things” and 
connected devices. 

Any ACSII text can be indexed by Splunk, which can 
use up to 150 commands on the return data set to per-
form statistical analysis and render visualizations. Ac-
cording to Seward, Splunk can scale to petabytes of data. 
It does not natively handle binary data but Hadoop and 
other converters are available. To use Splunk, security-
minded IT professionals essentially need to understand 
Unix shell scripting commands, SQL and have access to 
documentation about what kind of fields they have in  
the data.

http://searchsap.techtarget.com/news/2240171030/Predictive-analytics-software-SAP-or-best-of-breed
http://searchsecurity.techtarget.com/video/Splunk-tutorial-demonstrates-how-to-use-Splunk-for-security


21 INFORMATION SECURITY n JUNE 2013

EDITOR’S NOTE 

MCGRAW

SECURITY EDUCATION 

MOBILE DEVICE 
MANAGEMENT

BIG DATA  
ANALYTICS

FEDRAMP

BIG DATA ANALYTICS

and pieces of information a day, far outstripping the ca-
pacity that a human being has, whether they are a cor-
porate analyst or a CSO.” The machine learning mimics 
their behavior and then provides a refined set of informa-
tion that is much smaller and more manageable. “We do 
involve human beings at multiple steps in the process to 
understand how they might go about solving a problem…
and then teach the machine to mimic that behavior,”  
he said.

Opera Solutions employs about 230 data scientists 
who are machine learning specialists, as well as domain 
experts and IT staff. Like other big data analytics com-
panies, Opera Solutions is planning to offer a big data 
analytics tool based on its technology for the enterprise. 
Kelsey is also developing Secure Community of Interest 
(SCoI) for the company’s wholly owned subsidiary, Opera 
Solutions Government Services. 

SCoI is designed to secure documents for distribution 
by encrypting and storing them in the public cloud and 
limiting access through authentication to protect sensi-
tive data against unauthorized internal use and external 
threats. 

Data analytics service providers, or payment process-
ing companies such as Visa may benefit from examin-
ing millions of pieces of unstructured data, or billions of 
transactions; however, big data analytics security practi-
tioners advise organizations to start small projects with 
an agile, flexible process.

company spokeswoman, “not by machines trying to un-
derstand what the relationships are—but basically, by 
sourcing throughout the Web all the human-built rela-
tionships that people have created.” 

The company’s big data analytics services are primar-
ily used in the government and commercial sectors to 
warn clients about external threats in advance, including 
violent protests or potential terrorists. Recently, for ex-

ample, Opera Solutions used its predictive intelligence to 
warn a client in advance about a planned demonstration 
outside of their offices, which enabled executives to re-
schedule an important meeting to divert protesters.

“A lot of organizations have security experts or prod-
uct groups, and they could do the job if there were just 
one or two documents that they had to review,” said Herb 
Kelsey, vice president of analytics at Opera Solutions. 
“But we are looking at hundreds of millions of documents 

 “We do involve human beings  
 at multiple steps in the process  
 to understand how they might  
 go about solving a problem.” 

—Herb Kelsey, vice president of analytics,  
Opera Solutions

http://searchbusinessanalytics.techtarget.com/news/2240177855/Data-scientist-job-role-requires-predictive-analysis-expert-says
http://www.operasolutionsgov.com/
http://www.operasolutionsgov.com/
http://searchcloudcomputing.techtarget.com/tip/Bringing-Analytics-as-a-Service-to-the-enterprise
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business, agreed Seward. “You’ve got to be able to look at 
wide-ranging data—structured and unstructured— from 
a six-month period, at least, to detect the types of behav-
ioral changes that I’m talking about,” he said. That means 
terabytes or even petabytes of data to be able to observe 
patterns or anomalies.

The second hurdle, especially if it is unstructured 
data, is having people, whether they are internal or ex-
ternal, who are actually skilled at doing the statistical 
analysis and the analytics that enables you to get to “real” 
answers, essentially, those signals that are indicative of 
a particular event. Hypothetically, this means somebody 
who could look at all that data and determine: if some-
one is accessing this type of information at this time of 
day with a corresponding particular website, we are going 
to track that as some sort of malicious intent. “You need 
those people at your disposal,” said Kelsey.

Third, you need some way of presenting that infor- 

“I have spoken to some organizations that have genu-
inely outgrown their SQL-based SIEM and moved to Ha-
doop-based systems—that they built themselves,” said 
Chuvakin. “Their experience with data analysis using 
their SIEM has definitely helped them jumpstart their big 
data analytics project. It is a very good idea to start your 
data analysis project on small data—and structured data 
at that.”

The range of algorithms that companies use for secu-
rity data analysis is fairly wide, according to Chuvakin. It 
ranges from “simple summarization to machine learning, 
clustering, profiling, and all kinds of outlier and anomaly 
detection.”

DATA SCIENCE PROBLEMS 
Many organizations bog themselves down with invest-
ments and IT instead of taking time to analyze their big 
data. The first step is to see if you can gather the data in 
which the problem lies, advised Kelsey, “and sometimes 
that’s an awful lot of data.” These pieces of measurement 
may include, for example, all of your network logs on a 
variety of systems; data on employee behavior—when 
are they coming into the building, what databases are 
they accessing, are they introducing applications into the 
environment? 

Organizations need to focus on patterns of behav-
ior by collecting data from machines, applications and 
people’s digital footprints as they go about their daily 

 “It is a very good idea to start your  
 data analysis project on small  
 data—and structured data at that.” 

—Anton Chuvakin, research director, security  
and risk management, Gartner Inc. 

http://searchsecurity.techtarget.com/tip/Security-big-data-Preparing-for-a-big-data-collection-implementation
http://searchsecurity.techtarget.com/tip/Security-big-data-Preparing-for-a-big-data-collection-implementation
http://searchsecurity.techtarget.com/opinion/Marcus-Ranum-chat-Next-generation-SIEM
http://searchsecurity.techtarget.com/opinion/Marcus-Ranum-chat-Next-generation-SIEM
http://searchsecurity.techtarget.com/tip/Network-log-management-on-a-budget-How-to-streamline-log-analysis
http://www.computerweekly.com/news/2240085343/Digital-shadow-outstrips-digital-footprint
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To put big data analytics to use, organizations have to 
use collective observations, experience and logical anal-
ysis to identify patterns in the data. “Predictive analyt-
ics is really you applying statistical analysis and modeling 
to your observation,” said Seward, “and then seeing if 
something that you see in the present, or the past is going 
to trend in the future, based on those observations and 
based on a statistical model.” He added, “The knowledge 
of that observation and the kind of statistical model that 
you want to run is yours, and no one else’s—you have to 
decide those things.” 

Fans of the movie, “Minority Report,” may applaud 
the predictive policing model that is emerging in some 
major metropolitan areas such as Los Angeles. It com-
bines advanced statistical analysis of previous crimes, vi-
sualization, machine learning and artificial intelligence 
to predict when and where offenses will occur in effort to 
prevent them, and save resources. Much of the research 
on “PredPol” is being done at UCLA.

However, most organizations and industries are on 
their own when it comes to statistical modeling and big 
data analytics. “There is nothing ‘canned’ you can buy 
that will just magically analyze your security big data,” 
said Chuvakin. “All of the analytics deployments I’ve seen 
use both a home-grown platform and home-grown analyt-
ics. There are vendors that will sell you a customized Ha-
doop implementation, but there are no vendors that will 
build your analytics for you.”

mation to the powers that be whether it is a physical re-
port or in some other form, according to Kelsey: “We find 
that people want that information in real time, but now 
you are developing an application.” 

Many companies have issues in two areas: “What we 
are finding is that most organizations are lacking in their 
abilities to gather the data, especially unstructured data, 
largely because it does span multiple languages,” said 
Kelsey. The second issue involves finding people who can 
actually do the analytics. There’s a fair amount of compe-
tition and people are struggling to find advanced degree 
analytics professionals within the United States or even 
worldwide. 

“They are pushing up against the same people—Am-
azon, Google, ourselves and the credit reporting agen-
cies—it’s a pretty small group of people,” said Kelsey, 
who indicated that Opera Solutions has had to double 
the number of data scientists on its staff in the last 18 
months.

 To put big data analytics to use,  
 organizations have to use collective  
 observations, experience and  
 logical analysis to identify patterns  
 in the data. 

http://www.imdb.com/title/tt0181689/
http://paleo.sscnet.ucla.edu/
http://searchsoa.techtarget.com/news/1519373/Analysis-Big-Data-skills
http://searchsoa.techtarget.com/news/1519373/Analysis-Big-Data-skills
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big data analytics, spearheaded in part by programs from 
companies such as Cloudera.

Even so, there really isn’t a way to meet the demand 
for highly skilled talent in the coming years, according to 
Kelsey. “The momentum in the past two years has been 
around infrastructure and other capabilities that allow 
you to organize the data, and a lot of companies are start-
ing to adopt that—the problem is that infrastructure does 
not really have analytic capability,” he said. 

“If you really want it to scale, which is what everyone 
has to do, you have to have tools,” he continued, “so you 
have to figure out, how can I put this tool into an envi-
ronment to be used so that a data scientist doesn’t have 
to be with [enterprise users] to solve that problem every 
single time. It is really that shift that will unlock a lot of 
capabilities,” he said. “Now, will companies still try to 
do it themselves? Yes, but that talent pool can’t grow fast 
enough, and that is true in the government as well.” n 

KATHLEEN RICHARDS is the features editor at Information 
Security magazine. Contact her at krichards@techtarget.com. Send 
comments on this column to feedback@infosecuritymag.com.

The propensity for false positives and misinterpreta-
tions presents its own risks. Kate Crawford, a principal 
researcher at Microsoft Research, cautioned big data ana-
lytics practitioners against hidden biases in a recent Har-
vard Business Review blog and offered several examples. 
She calls the problem “data fundamentalism,” or “the no-
tion that correlation always indicates causation, and that 
massive data sets and predictive analytics always reflect 
objective truth.”

In addition to the technology implementation, an-
other issue that many companies face is who owns the 
analytics and that may come down to a combination of 
highly skilled talent. 

“Some successful efforts had combined ownership  
of the system by security and fraud teams,” said Chuva-
kin. “The security team would have to invest in people 
with unusual, and often expensive, skillsets such as  
statistics. Of course, if they can pull a statistician from 
another project at the company, it would be great  
as well. However, this expert in statistics has to be  
paired with somebody who knows the subject matter— 
security.”

Business schools are introducing more courses on 

mailto:krichards@techtarget.com
mailto:feedback@infosecuritymag.com
http://blogs.hbr.org/cs/2013/04/the_hidden_biases_in_big_data.html
http://blogs.hbr.org/cs/2013/04/the_hidden_biases_in_big_data.html
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FEDRAMP: 
AUDITING 
CLOUD SERVICE 
PROVIDERS
Are FedRAMP security  
controls enough? The 3PAOs  
tell us how the government’s  
cloud security pre-screening  
program is going, so far. 

By Joseph Granneman

FEDRAMP FEEDBACK

THE U.S. GOVERNMENT information technology strategy is 
out, and it’s clear that cloud-based platforms are now 
preferred over traditional, on-premise servers. The mes-
sage is so strong that the strategy is referred to as “Cloud 
First.” Many businesses are struggling with how to assess 
and mitigate risks when using cloud service providers—
the federal government is no different. It has developed 
a new methodology to help federal departments in their 
evaluations of cloud service providers in order to facilitate 
“a buy once, use many times” strategy. 

The Federal Risk and Management Accreditation Pro-
gram (FedRAMP) is being jointly developed in coordina-
tion with multiple government entities and the private 
sector. It is based on a conglomeration of existing security 
standards including FISMA, NIST-800 and FIPS-199 in 
order to keep the cost of developing this new assessment 
tool under control. The goal is to build a catalog of pre-
screened cloud service providers from which government 
agencies can select while reducing the cost of multiple 
assessments. 

http://www.gsa.gov/portal/category/100671
http://www.gsa.gov/portal/category/102371
http://www.gsa.gov/portal/category/102371
http://searchsecurity.techtarget.com/feature/FISMA-Compliance-and-the-Evolution-to-Continuous-Monitoring
http://searchcloudsecurity.techtarget.com/tip/NIST-cloud-security-spec-addresses-cloud-geolocation-data-security
http://whatis.techtarget.com/definition/Federal-Information-Processing-Standards-FIPS
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Cloud applications are often built across a number of 
underlying Infrastructure as a Service (IaaS) components 
from different cloud service providers. Many cloud-based 
applications use Amazon Simple Storage Service (Ama-
zon S3) for storage, for example. Connections between 
FedRAMP accredited IaaS, Platform as a Service (PaaS) 
and Software as a Service (SaaS) providers could become 
a weak link and introduce security vulnerabilities. How 
does FedRAMP compensate for these potential combina-
tions of accredited systems?

3PAOS ONLY PART OF THE REVIEW
The best source for answers to these questions about the 
auditing process is the newly authorized auditors, offi-
cially designated—the 3PAOs—under FedRAMP. Only 
17 firms have received 3PAO authorization—after an ex-
tremely rigorous application process—and that number 
won’t be increasing anytime soon. The official deadline to 
apply to become a 3PAO was March 31, 2013. 

The 3PAO makes up a part of the overall FedRAMP 
review process, which consists of multiple organizations. 
The Joint Authorization Board (JAB) is made up of CIOs 
from the Department of Defense, Department of Home-
land Security and the General Services Administration. 
This group oversees the process and makes decisions on 
risk authorization. The FedRAMP Program Management 
Office (PMO) works with the 3PAOs and provides techni-
cal assistance and project oversight. 

There is a great deal riding on FedRAMP and the joint 
efforts to build this catalog of accredited cloud service 
providers. Security professionals tend to believe that com-
pliance regulations alone cannot provide information se-
curity. This is sparking healthy skepticism as they watch 
this process develop from the outside. 

REGULATING SECURITY IN THE CLOUD
The assessment of a cloud service provider starts out with 
detailed documentation about processes and procedures 
that is then verified by a certified third-party assessment 
organization (3PAO). Risks that are discovered during 
this process are evaluated and sent back to the service 
provider for remediation if they are considered too high. 
The cloud service provider has to provide self-attestation 
and data feeds to maintain its FedRAMP status, once it 
has passed the initial assessment. 

Reliable information security audits are still built upon 
the manual process of reviewing information from logs 
and various tools looking for weaknesses in the security 
architecture. FedRAMP starts off in this way with a com-
prehensive security assessment by qualified human asses-
sors, who are responsible for reviewing technical controls 
and their associated documentation. All future verification 
of the cloud service provider’s compliance is then done 
through self-attestation and automated data feeds. Will 
this methodology really discover bad security practices or 
technical risks that develop over several years? 

FEDRAMP FEEDBACK

http://searchcloudsecurity.techtarget.com/video/Infrastructure-as-a-Service-security-101-Public-IaaS-security-issues
http://searchcloudsecurity.techtarget.com/tip/An-examination-of-PaaS-security-challenges
http://searchcloudsecurity.techtarget.com/video/Choosing-SaaS-security
http://itknowledgeexchange.techtarget.com/security-bytes/officials-name-fedramp-cloud-security-assessors/
http://searchcloudprovider.techtarget.com/tip/Technical-and-strategic-tips-for-achieving-FedRAMP-authorization
http://searchcloudprovider.techtarget.com/tip/Technical-and-strategic-tips-for-achieving-FedRAMP-authorization
http://searchcloudsecurity.techtarget.com/news/2240150967/FedRAMP-cloud-security-3PAO-on-process-goals-for-program
http://searchcloudsecurity.techtarget.com/news/2240150967/FedRAMP-cloud-security-3PAO-on-process-goals-for-program
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The second part of the FedRAMP application involves 
a mock audit of a fictitious cloud service provider. The 
3PAO applicant provides its technical and procedural 
analysis of the security posture of the fictitious cloud ser-
vice provider using NIST-800-53 controls as a baseline. 
This part of the assessment is scrutinized for thorough-
ness and technical detail. A 3PAO has to show consis-
tency, and all of the documentation associated with the 
sample deliverables, because the FedRAMP Program 
Management Office follows up with questions if it needs 
clarifications. 

AUDITOR FEEDBACK ON FEDRAMP
NIST-800-53 could have been a controversial choice as 
the baseline standard on which to base the FedRAMP ac-
creditation. It is a broad standard that is meant to apply to 
a number of information systems and isn’t cloud-specific. 
However, FedRAMP is applying NIST-800-53 in new and 
creative ways. And feedback is occurring between the 
3PAOs, according to these firms, and the FedRAMP Pro-
gram Management Office. There have been additions to 
the NIST-800-53 standard through this feedback process; 
it now totals 298 controls with 60 being called out as spe-
cific to cloud service providers. The 3PAOs all seem to 
agree that NIST-800-53 implemented in this way can be 
an effective measure of a cloud service provider’s security 
posture. 

This NIST-800-53 based FedRAMP accreditation sets 

Insight into the 3PAO application process for this arti-
cle was provided by eight information security firms that 
have achieved 3PAO status: BrightLine, DRC, EmeSec 
Inc., Homeland Security Consultants, Knowledge Con-
sulting Group Inc., Lunarline Inc., SecureInfo, A Kratos 
Company and Veris Group.

Each of these companies was already well-established 
and focusing on some aspect of information security au-
diting (PCI, SSAE-16 or the ISO 27000). Most of these 
firms already had experience in working with the govern-
ment. All of them found the application process challeng-
ing and incredibly thorough. One executive observed that 
in comparison becoming a PCI qualified security assessor 
(QSA) did not have the same rigor.

There are two parts to the 3PAO application process. 
The first is an ISO standard that doesn’t come up very of-
ten when reviewing information security companies. The 
ISO 17020 standard utilized in the 3PAO application pro-
cess is focused on quality of the information processes as 
well as the impartiality and independence of the auditors. 
The 3PAO applicant has to show that its auditing division 
is separate from its consulting division, for example. This 
is a good example of separation of duties in FedRAMP 
to maintain impartiality. The 3PAO is actually hired by 
the cloud service provider and not the government. The 
3PAO cannot consult with a cloud service provider to as-
sist in FedRAMP accreditation while fulfilling the 3PAO 
auditing role.

http://searchcloudprovider.techtarget.com/tip/Technical-and-strategic-tips-for-achieving-FedRAMP-authorization
http://www.google.com/url?sa=t&rct=j&q=pci qualified security assessor  site%3Atechtarget.com&source=web&cd=4&cad=rja&ved=0CG4QFjAD&url=http%3A%2F%2Fsearchsecurity.techtarget.com%2Fanswer%2FHow-an-assessor-validates-the-PCI-DSS-scope-of-compliance&ei=WbSOUdyyLqT-0gHRxoDACw&usg=AFQjCNE9fac-qk2DujOlVxrPXauK7LDssw&bvm=bv.46340616,d.dmQ
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FedRAMP accreditation is the overlap with other compli-
ance initiatives such as HIPAA or PCI. FedRAMP security 
controls contain protections for the same types of private 
information that need to be protected in HIPAA and PCI, 
such as patient demographics and credit card informa-
tion. There is no perfect crosswalk between these regula-
tions and areas in each still require additional compliance 
work. FedRAMP doesn’t provide for Business Associates 
Agreements (BAAs) specified under HIPAA, for example. 
However, the basic protections and focus on risk manage-
ment could dramatically reduce compliance workloads 
for agencies that fall under multiple regulations. The De-
partment of Health and Human Services has already rec-
ognized this overlap and incorporated FedRAMP into an 
information technology security Standard Operating Pro-
cedure (SOP) for the department.

QUESTIONS LINGER ABOUT FEDRAMP  
SECURITY CONTROLS
As the process unfolds, some questions remain about 
risks associated with FedRAMP accreditation and how 
the monitoring of authorized cloud service providers will 
work. One area of concern is the validity and quality of 
on-going monitoring when the cloud service provider 
must provide self-attestation and automated security 
data feeds. The original idea behind this self-attesta-
tion was to reduce costs. However, a 3PAO must still as-
sess a minimum of a third of the controls on an annual 

a very high bar for cloud service providers to meet. It is 
a new standard of excellence for information security in 
the cloud. It also takes a long time to complete and can 
be cost prohibitive to cloud service providers that didn’t 
consider FedRAMP accreditation when setting up their 
business model. This is probably why only two cloud ser-
vice providers have received accreditation, although doz-
ens more are in the queue, undergoing the authorization 
process. The process is still maturing, and there may be 
times when all 298 controls are not required. According 
to one 3PAO executive, a subset of controls could be used 
as an indicator of the cloud service provider’s overall se-
curity posture to reduce audit complexity. Others noted 
that there should be more work done on automating the 
tests in order to reduce costs and total audit time.

Even so, 3PAOs reported a lot of interest from cloud 
service providers that want to become FedRAMP accred-
ited. The 3PAOs are receiving three types of requests  
related to FedRAMP—FedRAMP gap assessments,  
FedRAMP assessments as a 3PAO and general education 
about FedRAMP. All of the authorized auditors agreed 
that more education about the program would certainly 
be helpful. 

Many government programs are driving cloud adop-
tion including cloud first strategy, green initiatives and 
data center consolidation. There is a lot of business op-
portunity for cloud service providers that do get on the 
government-approved list. One important side benefit to 

http://searchcloudsecurity.techtarget.com/tip/Are-cloud-providers-HIPAA-business-associates
http://searchcloudsecurity.techtarget.com/tip/Are-cloud-providers-HIPAA-business-associates
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recommendation is to identify the boundaries of the 
cloud provider’s services, and describe any shared com-
ponents between commercial and government services. 
Document whether the authentication code would be 
shared between commercial and government sites, for 
example.

FedRAMP offers a comprehensive and innovative ap-
proach to cloud security. It is refreshing to see a govern-
ment security standard evolve with feedback from those 
performing the audits. The NIST-800-53 standard pro-
vides a strong foundation for a low development cost. The 
certification process for a 3PAO is stringent and allows 
only high-quality organizations. The only potential road-
block for the success of this program may be the time and 
cost required to perform such an in-depth audit. With 
these issues under control, government agencies should 
have a long list of FedRAMP accredited cloud service pro-
viders from which to choose very soon. n

JOSEPH GRANNEMAN, CISSP, has more than 20 years in 
information technology and security, with experience in both health 
care and financial services. He has been involved in the Health 
Information Security and Privacy Working Group for Illinois and 
the Certification Commission for Health Information Technology 
Security Working Group, and is an active InfraGard member.

basis. The 3PAO can also perform unannounced pene-
tration tests throughout the year to verify that controls 
are still effective and report back to the FedRAMP Pro-
gram Management Office for any failures. This prevents 
any degradation of security controls over time while still 
keeping expenses low. 

The potential security vulnerabilities introduced with 
the combination of accredited IaaS cloud service provid-
ers into a single cloud-based application is another major 
concern. FedRAMP requires that the entire application 
be assessed together as a whole. The 3PAO would uti-
lize the existing security controls and documentation in-
herited from the IaaS cloud server providers. The focus 
would then turn to the documentation on the connection 
between cloud service providers and their roles for secu-
rity protections. This process should ensure that combi-
nations of IaaS cloud service providers are secure and still 
meet FedRAMP security control requirements. 

According to the 3PAOs, cloud service providers can 
also find ways to increase overall information security 
and prepare for FedRAMP. One suggestion is to create 
a security SLA that defines items, such as time to patch, 
disaster-recovery time objectives and authentication-
process failures. This reduces the need for voluminous 
controls to be tested in order to establish trust. Another 

http://searchcloudsecurity.techtarget.com/news/2240157002/FedRAMP-certification-draws-interest-cloud-monitoring-guidelines-coming-soon
http://searchcloudapplications.techtarget.com/tip/Security-considerations-for-IaaS-cloud
http://searchcloudsecurity.techtarget.com/tip/Developing-a-cloud-SLA-Key-security-and-compliance-issues
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