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Before building a private cloud service, make sure  
all your cloud computing questions are answered. In this e-
guide, brought to you by SearchCloudComputing.com, our 
experts provide an overview of possible private 
cloud concerns to help you get all your questions answered. 
Learn how understanding virtualization, automation and the 
five essential characteristics of cloud computing is key 
to building a successful private cloud. 
 

Answers for the Private Cloud Curious 
 

Few things intrigue a forward-thinking IT department more than private cloud. 

No more jam-packed server rooms, fewer performance bottlenecks; the 

improved economics and enhanced practicality promised by the cloud 

computing revolution. That's the idea, anyway. 

 

But of course, there is a gulf between the concept and what's real. 

Enterprises must contend with legacy gear, so shifting today's server-based 

applications to a new platform requires a huge level of development and 

expensive man hours. Even if it's a secure, more trustworthy option 

than public cloud, many organizations would still safely dub private cloud as 

"on the horizon." 

 

If you are planning for a private cloud, make sure to ask a lot of fundamental 

questions. What is private cloud? Who uses it? What will I get in return, and 

what is the risk? You need these answers, even if you're already equipped 

with some variation of an in-house cloud. 

 

What is private cloud, and who wants it? 

A common question is "What's the difference between virtualization and 

private cloud?" The simple answer is that private clouds feature metered 

usage, chargeback and on-demand self-service, all of which take it a step 

beyond the common virtualized server. Moving from virtualization to private 
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cloud, however, is a logical progression for those intrigued by cloud 

computing. 

 

Who exactly is intrigued by cloud, at least enough to allocate precious IT 

budget towards it, remains to be seen. In an October 2010 TechTarget 

survey, nearly two-thirds of few small and medium businesses that 

responded said "no thanks" when asked about their private cloud ambitions. 

 

But a more recent survey noted that 60% of respondents claimed to have at 

least a partial private cloud infrastructure in place. In actuality, it's probably a 

combination of the two: Few organizations are ready to adopt a private cloud, 

but many have something they like to call "private cloud" in their data 

centers. 

 

What are the major private cloud risks? 

While private cloud can be enticing, there are still roadblocks. Sometimes it's 

money. How many organizations will drop a quarter of a million dollars for a 

private cloud system? Even if private cloud can cut IT spending, that's a huge 

up-front investment at a time when IT spending remains low. 

 

Some concerns are focused on IT. Organizations have noted that  application 

delivery in the cloud can be technically difficult. Merging cloud and in-house 

processes is rarely simple, and some work is necessary to enable the kind of 

automation and orchestration features that make private cloud something 

special. IT shops will probably need to turn to cloud-oriented third-party tools. 

 

Will private offerings rule the cloud computing market? 

Some say that the real future is in the hybrid cloud. Want all the benefits of 

public and private cloud, combined in an extremely scalable, flexible model? 

Hybrid may be for you, and some are already available for use in the real 

world. But it's also a lot of work to monitor the flow of data 

between two different cloud systems, especially since hybrid clouds are still 

immature. Unless you have a really good reason to choose hybrid cloud, it 

can be a difficult decision to justify. 
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Until hybrid cloud technology advances, IT managers will continue to look to 

private cloud. And the big IT vendors know this, with many of them already 

presenting private cloud as their primary cloud offering. Dell is selling do-it-

yourself in-house clouds, IBM is updating its Tivoli software with VMware 

capabilities and CSC will install and integrate VCE in 10 weeks through its 

BizCloud offering. 

 

As cloud computing technology progresses, it's important for IT managers to 

assess where they reside on a scale from "one" to "private cloud." Some 

CIOs think that private cloud's a fad, going as far as to say "if you wait long 

enough, what's out will be back in again." Others continue to voice the same 

old spiel about security risks. That may be what it really comes down to: How 

risk averse is your enterprise? Are they willing to dive headfirst into a new 

technology in the hope of reaping its benefits, or would they prefer to play it 

safe and wait out this initial surge of cloud intrigue? 

 

Either way, make sure you understand what you're getting into. If you're 

ready to shell out for the latest and greatest, prepare to build the private 

cloud of your dreams. If you've already got a private cloud, see if it's time 

to take it to the next level. And if you're still waiting, make certain that 

your cloud strategy is in tip-top shape. Researching the market and choosing 

the best pieces for your private offering will pay dividends when you begin 

crafting a cloud computing architecture. 

 

The Building Blocks of Private Cloud 
 

If private cloud is a journey, then businesses need to consider transportation 

for the ride. Today's existing IT data center infrastructure is yesterday's news 

when considering a private cloud alternative. 

 

Fortunately, there's no shortage of vendors lining up to offer the building 

blocks for a private cloud infrastructure -- virtualization, automated workload 

management, self-service and metering or chargeback -- which also means 

organizations need to inject a level of caution when considering new 

investments. 
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To begin, industry experts advise revisiting the definition of cloud computing, 

keeping in mind that private cloud, as discussed here, is cloud within the 

enterprise data center. 

 

Defining cloud computing 

According to the U.S. Institute for Standards and Technology (NIST), cloud 

computing is a model for enabling convenient, on-demand network access to 

a shared pool of configurable resources -- networks, servers, storage, 

applications and services -- that can be rapidly provided and released with 

minimal management effort or service provider interaction. 

 

The NIST definition goes on to include five essentials characteristics:  

 

 On-demand self-service: Really two characteristics -- on-demand 

and self-service -- according to Steve Brasen, senior analyst at 

Enterprise Management Associates (EMA), an industry analyst and 

consulting firm. "Self-service implies user-accessible resources 

and/or services, and on-demand requires near-immediate resource 

or service provisioning and a sophisticated of IT automation," he 

explained. 

 Broad network access: Transportable across multiple platforms, 

including mobile platforms. 

 Resource pooling: Resources, such as storage, processing, 

memory, network bandwidth and virtual machines, to serve multiple 

consumers using a multi-tenant model. 

 Rapid elasticity: Capabilities that can be rapidly and elastically 

provisioned, in some cases automatically, to quickly scale out and 

rapidly released to quickly scale in. 

 Measured service: For the metering of resources and services, i.e. 

storage, processing, bandwidth and active user accounts. Metering 

also allows usage to be monitored, controlled, and reported, 

providing transparency for the provider and consumer of the utilized 

service. 
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In addition to enabling a dynamic private cloud platform, organizat ions must 

ensure that business policies for security and compliance, and service-level 

agreements (SLAs), are also enforced. 

 

Private cloud and virtualization 

The best way to think of private cloud is as the next level of virtualization.  

 

"Virtualization is the foundation for getting lower cost, efficiencies and 

ultimately, cost savings," said John Gilmartin, director of product marketing at 

VMware. 

 

Virtualization enables consolidation of the physical infrastructure. The top 

player in desktop virtualization is industry leader VMware, followed by Citrix 

and Microsoft with their XenServer and Hyper V hypervisors, respectively. 

Businesses are also turning to Red Hat for a virtualized enterprise. Keep 

these vendors on the list for server virtualization as well.  

 

The importance of automation 

Any company that has reached virtualization maturity understands that 

manual management processes don't jibe with striving for operational 

efficiencies. At this stage, pooling and automation of the virtual environment 

is essential to gaining optimal efficiencies. 

 

"Automation is crucial for enabling rapid provisioning and deployment," said 

James Staten, analyst at Forrester Research, and a critical component of 

cloud computing. 

 

Automation refers to systems management -- deployment, patching and 

monitoring -- both of the physical devices and virtual infrastructure. "The key 

is to make sure that products are virtualization aware," Brasen said.  

 

For automated systems management, expect to look at products from the 

usual suspects: Hewlett-Packard (HP) Business Service Automation Suite; 

IBM Tivoli IT & Service Management Solutions; CA Cloud Solutions; 

Microsoft System Center Suite; and BMC Software Cloud Computing 

Solutions, to name several. Additional offerings are Kbox, a systems 
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management appliance from Dell Kace; Landesk, from Landesk Software; 

and Altiris service-oriented management solutions from Symantec. 

 

When considering a service management product for metering the 

environment and monitoring the cloud infrastructure to ensure that  SLAs are 

being met, industry experts again point to system management vendors, who 

they report are at various degrees of adding product components.  

 

VMware, in particular, offers the vCenter family of management solutions for 

the automated administration of data center operations for its vSphere cloud 

platform. 

 

Considering 'cloud in a box' 

More than a dozen vendors tout 'cloud in a box' products. "Some are 

software-only, and others offer both hardware and software," Staten said.  

 

A sample of software-only offerings: 

 Through its purchase of 3Tera, CA offers AppLogic, reportedly a 

turn-key cloud computing platform that includes workload 

distribution, metering, and management that sits atop any x86 

hardware and hypervisor layer. 

 To test the private cloud waters with a development/test 

environment, VMware offers vCenter Lab Manager for self-service 

provisioning and automated management capabilities of internal 

teams. 

 A third software cloud option is Eucalyptus Systems' Eucalyptus 

Enterprise Edition (Eucalyptus EE). Eucalyptus is an open source 

private cloud platform. 

 

On the forefront with hardware/software 'cloud in a box' products are vendors 

such as HP with its BladeSystem Matrix; IBM's CloudBurst 1.2 (built on the 

IBM System x BladeCenter platform); Dell's Cloud Infrastructure Solutions; 

and VBlock Infrastructure Packages from the Virtual Computing Environment 

(VCE) coalition, formed jointly by Cisco and EMC with VMware.  



 

Page 8 of 9  Sponsored by  

Best Practices for Approaching 
A Private Cloud 

 

Contents 

Answers for the 
Private Cloud Curious  

The Building Blocks of 
Private Cloud 

 

 

Private cloud has legs 

The product landscape for building a private cloud is dynamic, with frequent 

new entrants and offerings. 

 

"Private cloud is a long-term bet and CEOs have to look closely at what 

they're trading off by going with leading vendors with pricier products or 

smaller vendors that may have better technology but it's unknown if they'll be 

a rock solid player," said Bernard Golden, CEO of HyperStratus, a cloud 

computing consulting firm. 
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Free resources for technology professionals 
TechTarget publishes targeted technology media that address your need for 

information and resources for researching products, developing strategy and 

making cost-effective purchase decisions. Our network of technology-specific 

Web sites gives you access to industry experts, independent content and 

analysis and the Web’s largest library of vendor-provided white papers, 

webcasts, podcasts, videos, virtual trade shows, research reports and more 

—drawing on the rich R&D resources of technology providers to address 

market trends, challenges and solutions. Our live events and virtual seminars 

give you access to vendor neutral, expert commentary and advice on the 

issues and challenges you face daily. Our social community IT Knowledge 

Exchange allows you to share real world information in real time with peers 

and experts. 

 

What makes TechTarget unique? 
TechTarget is squarely focused on the enterprise IT space. Our team of 

editors and network of industry experts provide the richest, most relevant 

content to IT professionals and management. We leverage the immediacy of 

the Web, the networking and face-to-face opportunities of events and virtual 

events, and the ability to interact with peers—all to create compelling and 

actionable information for enterprise IT professionals across all industries 

and markets. 

 

Related TechTarget Websites 

 
 

 

 

 

 


