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The threat within
as more and more data breaches are coming from inside, organisations  

must strive to find a balance between security and employee privacy
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Government & public sector
MPs say central government has failed 
rural areas in broadband and mobile
parliament’s environment, Food and rural 
affairs (efra) committee has slammed 
government for its funding to provide 
rural areas with the same broadband and 
mobile capacity as in towns and cities. 
chairman anne Mcintosh, said: “the gov-
ernment needs to recognise the current 
system of calculating the local govern-
ment finance settlement is deeply unfair.”

Outsourcing
Capita IT staff strike over pay rise  
proposal as company profits rise 10%
it workers at capita went on strike last 
week in protest at a proposal for a below-
inflation pay rise as the supplier’s profits 
increased 10%. the it services supplier 
had refused to return to the negotiating 
table with members’ union Unite. staff in 
its it services – as well as at the compa-
ny’s life and pensions divisions – downed 
tools for 24 hours on Friday 26 July.

Risk management
Lax FTSE 350 companies’ cyber  
security puts UK at risk, says KPMG
cyber leaks at Ftse 350 companies are 
putting the Uk’s economic growth and 
national security at risk, according to a 
report from business consultancy firm 
kpMG. the organisation revealed that 
companies vital to the Uk’s economic 
growth and crucial to national security are 
leaking data useful to cyber attackers.

Government & public sector
PAC says lack of IT and procurement 
skills puts Fire Service project at risk
the programme that replaced the dis-
astrous Firecontrol project could run 
into trouble due to a lack of the right 
it and procurement skills, according to 
the public accounts committee (pac). 
the original £469m Firecontrol project, 
outsourced to supplier eaDs, has been 
widely condemned in a number of quar-
ters as a waste of money.

Hackers & cyber crime prevention
Retailer Lakeland warns customers of 
possible data breach after Java attack
retailer Lakeland has warned customers 
of a possible data breach after a “sophis-
ticated and sustained 
attack” that exploited a 
recently identified Java 
flaw. Lakeland found two 
encrypted databases had been accessed, 
but said it had been unable to find evi-
dence that data had been stolen.

Privacy & data protection
Cisco announces it will buy security 
company Sourcefire for $2.7bn
networking giant cisco has reached an 
agreement to buy cyber security organi-
sation sourcefire in a $2.7bn deal, which 
has been approved by the boards of both 
companies. cisco said the acquisition 
will accelerate the delivery of its security 
strategy of defending, discovering and 
remediating advanced threats. n

Monarch builds datacentre 
for dreaMliner training
monarch aircraft engineering has built a datacentre 
facility at its luton engineering base to support its 
boeing 787 dreamliner training facility.

the datacentre infrastructure was designed and 
built by wireless networking and datacentre service 
provider ait partnership group.

monarch aircraft engineering provides mainte-
nance, repair and overhaul services for its sister 
company, monarch airlines, as well as a number of 
other airlines. 
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Efficiency & sustainability
Balfour Beatty tackles IT simplification 
with Fujitsu outsourcing contract
Balfour Beatty has signed an agreement 
with Fujitsu to transform its it infrastruc-
ture and outsource second-line support. 
Balfour Beatty aims to simplify it across 
its Uk business. Danny reeves, cio of 
Balfour Beatty’s services division, said: 
“By standardising we can reduce costs.” 
the contract will involve desktop stand-
ardisation and server consolidation.

Mobile networking
EE doubles 4G customers in second 
quarter but reports falling revenues
the number of people using 4G services 
doubled in the second quarter of this year, 
according to financial results from ee. the 
mobile network is the only 4G provider in 
the Uk and claimed today it had signed 
up 687,000 users of the faster connectiv-
ity, remaining on target for its goal of over 
one million by the end of 2013. however, 
the operator reported falling revenues.

Datacentre hardware
European Commission awards €1.7m 
for datacentre research programme
the european commission (ec) has 
awarded a €1.7m research grant to an 
eighteen-month datacentre research and 
development project. it will be the sec-
tor’s first government-funded research 
programme and aims to provide an acad-
emy to devise and implement a joint 
action plan across the european Union.

Government & public sector
Atos told to improve the accuracy of its 
government disability benefits tests
the accuracy of tests carried out by atos 
healthcare to determine whether claim-
ants are eligible for dis-
ability benefits has been 
put in doubt. a govern-
ment report revealed 
that up to 40% of those tested by atos 
healthcare might have been wrongly 
passed as fit to work.

Retail & logistics
Michelin signs Accenture to provide IT 
systems for fuel efficiency service
tyre manufacturer Michelin has partnered 
with accenture to create a business divi-
sion focused on providing it systems for 
logistics. through its Michelin solutions 
business, the company has introduced a 
service called effiFuel, designed to help 
logistics companies improve fuel effi-
ciency. the service can monitors drivers’ 
on-road behaviour using telematic units.

Outsourcing
European outsourcing plummets
the amount spent on outsourcing in the 
europe region in the second quarter of 
2013 was 23% lower than in the same 
period in 2012, according to the 
information services Group (isG). the 
total of €1.6bn fell 16% from the previous 
quarter. But business process outsourcing 
(Bpo) increased 22% in Q2 compared to 
the same period in 2012. n

online fraud Prevention sPend as % of sales

All retailers Mass merchants 
& department 
stores

Home shopping Small format  
speciality

Large format  
speciality

2013
2012
2011

0.4% 0.3% 0.3% 1.4% 0.7% 0.7% 0.3% 0.2% 0.4% 0.3%
0.1%

0.2% 0.2% 0.2%
0.1%

Source: Martec International
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Computer Weekly’s most influential woman in IT talks to Caroline Baldwin about 
where CIOs should look for innovation and the challenges facing UK tech startups

‘I don’t think we’re as acquisitive as 
we need to be’ – Joanna Shields

Joanna shields has been at the helm of 
reshaping the Uk’s tech startup scene 
since taking the role of ceo at tech city 

seven months ago.
a surprise choice after previously running 

Facebook in europe, she is now fully commit-
ted to British technology innovation and has 
been selected by computer Weekly as the 
most influential woman in Uk it.

Working with startups
“if i was a cio right now, i’d be looking at 
small businesses in Britain,” says shields.

acquiring British startups provides a great 
opportunity to bring innovation into large 
organisations, she says. in the Us, big com-
panies use startups to their competitive 
advantage, but the Uk has yet to catch up 
with the potential.

“i don’t think we’re as acquisitive as we 
need to be in the Uk,” she says. “in the Us, 
companies use startups to diversify their 
product offering, develop new technologies, 
and bring in huge teams of talent that they 
don’t have inside.”

cios also need to look at the potential of 
British startups as partners and suppliers as 
“alternative methods to re-ignite an organi-
sation and to reduce costs.

“small businesses are able to bid on a 
project and deliver it at a fraction of the cost 
of some of these established players,” she 
says. “especially now, with open systems and 
cloud computing, things are much easier for 
a smaller company to bid on it and be suc-
cessful – and they’re more innovative.”

as well as ceo of the tech city investment 
organisation (tcio), she was also appointed 
business ambassador for the digital indus-
tries by the government last october.

at the time, prime minister David cameron 
said how important it was to support tech 
city and that shields’s experience would be 

hugely valuable in “promoting the Uk around 
the world”.

the tech city area – also known as 
London’s silicon roundabout – is based in and 
around old street and shoreditch in the east 
of London. 

Developing the cluster
in the late 2000s, the area became home to 
a number of technology companies and in 
2008, the government announced plans to 
accelerate the growth of the cluster.

tech city was established to support the 
further development of the east London 
cluster, aiming to make it the centre of inno-
vation in europe.

the initiative has since attracted large 
tech giants, including Google, Microsoft, 
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But the lack of second-stage funding is 
choking these companies and prevent-
ing them from growing any further. alistair 
Mitchell, ceo of huddle, told computer 
Weekly that the issue needs “direct stimula-
tion from the government”.

Mitchell warned that if Us investors come 
over and offer attractive startups money that 

they can’t easily get in the Uk, they may be 
persuaded to go to the Us.

shields is actively encouraging foreign 
investment from venture capital (Vc) firms 
in silicon Valley which are attracted to the 
Uk “as a potential source of new business 
investment”.

part of the way tech city’s success is 
measured is through attracting foreign direct 
investment. the initiative works with Uk 
trade & investment (Ukti) across the globe 
to grow potential investment and to attract 
new companies to the cluster.

But tech city is not an incubator for start-
ups in the Uk to be readily handpicked by the 
Us. shields says the initiative has also been 
working with the London stock exchange 
to encourage companies to go to the public 
market. this high-growth segment is specifi-
cally aimed at technology businesses, and 
the Future Fifty programme was launched 
recently to fast track 50 businesses onto the 
stock market through mentorship, tailored 
information and investment advice.

“Whatever they need for support within 
government, we’re going to help them cross 
that line so we have more companies going 
public in the Uk rather than crossing the 
pond to address the public markets in the 
Us,” shields says. n

Vodafone and amazon, as well as becoming 
a hotbed for startups through a number of 
accelerator programmes which have sprung 
up over the past couple of years.

Location, location, location
But London is not the only hotbed of tech-
nology innovation in the Uk. shields says 
startups are growing in clusters around 
urban areas – which she calls the “urban 
ideas factory”.

they are also becoming easier to find and 
more vocal about their products and solu-
tions. “tech is becoming quite cool in the 
Uk,” she says, which is partly due to the 
media attention tech city has received dur-
ing her tenure.

For a successful relationship between 
big companies and startups, geography is 
also an important factor. shields says that 
because teams should work closely together, 
they should be in the same area.

she points to university areas, which pro-
duce different technologies representing the 
region. “You see unique types of businesses 
growing up around the universities across the 
country,” she says. “Manchester is a great 
example, with its burgeoning startup culture 
around creativity and digital media.”

she also notes the Bristol/Bath corridor for 
its life sciences and silicon chips industry, 
and cambridge, famous for its semi-conduc-
tors and the B2B success story, autonomy.

Second-stage funding blockade
she talks energetically about the quality of 
businesses in the Uk, but appreciates that 
tech startups are having difficulty acquiring 
funding. in particular, second-stage funding 
for companies with the potential to grow 
further is difficult to get hold of.

there is a lot of funding in the angel stage, 
she says, 
which helps 
to “spark 
ideas and get 
them off the 
ground”, but 

“the mid-stage is a challenging area”. 
initiatives such as startup loans and the 

government’s seed enterprise investment 
scheme has helped east London home thou-
sands of small businesses.

› Why should CIOs look at tech startups?
› Startups struggling to acquire capital

› Barclays feeds off tech startup innovation

“Small buSineSSeS 
are able to bid on a 
project and deliver it 
at a fraction of the 
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joanna ShieldS, tech city
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Organisations must find a balance between keeping 
their data secure without encroaching on their 
employees’ rights. Warwick Ashford reports

Managing the threat within

Data loss prevention (DLp) systems, 
encryption, internet monitoring tools 
and other restrictive controls are fail-

ing to deliver total security, with a growing 
number of data breaches linked to insiders.

But how can organisations increase 
security without affecting productivity or 
encroaching on employees’ right to privacy?

insider-related fraud is up 43% in 2012, 
according to the latest report from the Uk’s 
fraud prevention service cifas and 14% 
of all data breaches are linked to insiders, 
according to the Verizon 2013 Data Breach 
Investigations Report.

a study by storage and information man-
agement firm iron Mountain revealed that 
8% of Uk employees said that if they were 
treated badly by an employer, they would 
take revenge by stealing confidential or sen-
sitive information.

Why is the insider threat increasing?
in recent years, companies with highly-
sensitive data have done a fairly good job 
of securing the network perimeter with 
firewalls and intrusion prevention systems, 
which has forced attackers into looking for 
insiders to help them bypass these controls.

accessing data in an organisation on a 
regular basis is much easier this way and 

security firms are reporting an increase in 
data breaches linked to an insider who has 
been coerced by hackers into co-operating.

Banks have traditionally approached secu-
rity by locking down systems and restricting 
access to the internet because data security 
is essential to their core business.

they deploy data leakage prevention (DLp) 
tools to restrict the data that can be accessed 
and sent out of the organisation, data encryp-
tion tools and other restrictive controls.

But banks are realising that data is still 
leaking and that locking down systems and 
restricting access is stifling innovation vital to 
creating competitive advantage.

Banks, as well as media companies and tel-
cos, are adopting a “trust, but verify” model 
of security to balance data protection with 
employee privacy, according to Mohan koo, 
managing director of Dtex systems.

employees can be given the access and 
flexibility they need to be innovative and 
creative, but at the same time protective 
monitoring systems verify that they are not 
engaging in any risky or malicious behaviour.

“this is enabling banking institutions in 
the Uk to reverse out of their restrictive 
lockdown approach to security,” koo told 
computer Weekly.

the main reason for DLp tools failing to 
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relate to internet browsing, applications and 
data handling.

When a series of events come together to 
exceed a set severity level, an alert is raised 
and sent to the security incident manage-
ment team or a particular individual, depend-

ing on the nature and severity of the alert.
the systems pick up risky behaviour in 

these areas, raising alerts when non-it or 
security employees use hacking or vulner-
ability assessment tools or when it or security 
employees are using them in suspicious ways.

“it is surprising how often insiders respon-
sible for malicious activity are members of 
the it or security teams,” said koo.

protective monitoring systems also look at 
the creation, storage, copying, printing, trans-
ferring and renaming of files to ensure there 
is a full audit trail of any file on a system.

it is only when risky behaviour is identified 
and data security is at risk that authorised 
administrators of the protective monitoring 
systems are able to link that behaviour to an 
individual as part of a formal investigation.  

Whenever alerts are raised, the protective 
monitoring systems will generate a report 
that details everything that happened in the 
run-up to that alert being sent and what hap-
pens subsequently.

the ico requires strong authentication 
controls over who can access the data that 
can identify which employees are involved in 
risky or suspicious behaviour.

according to Dtex systems, only about 
5% of risky behaviour by insiders is inten-
tional, which means that most of it is without 
malicious intent and, theoretically, could be 
eliminated through user education. n

halt data loss is they have not been config-
ured properly for the specific requirements of 
the organisations, said koo.

often, suppliers of DLp tools recommend 
the same configuration settings to all cus-
tomers, he said, even though organisations 
do not have the same risks.

“the only way to understand and to see 
where data loss is really taking place is to run 
an audit that looks at how users interact with 
all of the files across the network to identify 
where the DLp systems are working and 
where data is being transferred without DLp 
systems picking it up,” said koo.

protective monitoring also reveals that 
in many data breach cases, employees 
are using internet searches to find ways of 
bypassing the most common internet secu-
rity tools used by their employers, and then 
sharing those techniques with their peers.

Other sectors changing their approach
telecommunication companies have been 
second only to financial institutions in their 
restrictive approach to security, but they too 
are looking for ways to improve data security.

protective monitoring provides a way for 
telcos to remain in control of key customer 
retention data, as required by the Data 
protection act, without being too restrictive 
and without infringing employees’ privacy.

conversely, media organisations are turn-
ing to this approach to improve information 
security, while preserving the freedom they 
have traditionally allowed their employees 
because creativity is core to their business.

“Media organisations, which generally have 
few to no security controls, are beginning 
to recognise the importance of information 
security, especially after the high-profile 
attacks on western media organisations by 
the syrian electronic army in May,” said koo.

other sectors that are moving towards the 
“trust, but verify” approach to security using 
protective monitoring are energy and retail.

But how does protective monitoring avoid 
privacy concerns? the key to approval of this 
approach by the information commissioner’s 
office (ico), the Uk’s privacy watchdog, is 
that all data is anonymised.

the systems create event logs based on 
three classes of general high-level activity, 
and not on content. these classes of activity 

“it iS SurpriSing 
how often inSiderS 
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mohan Koo, dtex SyStemS
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case study

The intensive therapy unit at the Walton Centre NHS Trust helps seriously ill patients 
communicate with consultants and relatives using Apple tablets, writes Jennifer Scott

iPads aid patients in critical care unit

The Walton centre nhs Foundation 
trust in Liverpool is renowned for its 
specialist neurological care, taking 

patients from across the Uk who need the 
medical staff’s expertise.

however, coming from far and wide, the 
experience can become even more difficult 
for patients who are long distances from 
loved ones.

Within the hospital is the horsley intensive 
therapy unit’s (itU) critical care unit, dedi-
cated to those patients who need continuous 
supervision and care following life-threatening 
injuries, serious surgery or acute illnesses.

consultant neuro anaesthetist Dr Will 
Loh once tried to help a patient use his own 
ipad to contact family members, but due to 
the patient’s medical condition, found they 
were unable to hold the device. this inspired 
him to approach the it department to come 
up with a workable and more permanent 
solution to benefit future patients coming 
through the itU.

andrew evison became the technical 
project lead. together, they decided video 
calling functionality would be beneficial, both 
for patients to spend time with relatives and 
for consultants to run “virtual clinics” to get 
updates on a patient’s condition.

they also agreed to source software for 
patients who were unable to speak to make 
sure they could address questions to their 
medical team and, in turn, the doctors could 
find out how patients felt during their stay.

 
Wi-Fi connectivity
the project relied on a suitable Wi-Fi net-
work to provide the connectivity required 
for such solutions to work.

“We could have used the internal Wi-Fi, but 
because we go through the nhs network, we 
felt there could be issues with spikes in use, 
in terms of bandwidth or potential security 
issues,” says evison.

however, the trust already had a public 
Wi-Fi network and believed this might 

be the answer. “We have got quite high 
bandwidth through that network, at  
around 10-12Mbps, so we had a quick 
conversation with our Wi-Fi supplier – 
Wi-Fi spark,” he says.

the supplier suggested the devices for use 
on the free Wi-Fi could be segregated and 
given a specific amount of bandwidth.

iPads fit the bill
evison decided to go with apple ipads for 
the project, as the tablets were already 
being used elsewhere in the hospital, so 
support was already in place.

“the trust has about 70 to 80 ipads, 
used in various different ways, such as 
executives using an ipad with secure email 
software or a project called epatient where 
we are pushing out our risk assessments 
and documents that would traditionally be 
paper-based into electronic form and onto 
the ipad,” says evison.

“We are looking at other devices, but the 
easiest one for us at the first stage was 
the ipad. others don’t fit the bill in terms 
of security, configuration and control of 
the device. the tools were already there 
from apple, and it was very simple to keep 
expanding into other areas.”

Using the Mac addresses of the tablets, 
Wi-Fi spark siphoned off the devices from 

a patient at the walton centre nhs trust using an ipad
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he spoke to his daughter, who lives in the isle 
of Man, he was completely made up and his 
daughter was in tears. it was quite an emo-
tional moment.

“From an it perspective, we don’t often get 
to see an end result that is quite so great. We 
were down in itU with the gent when he was 
using it, and we got to see an end result that 
was of real benefit to someone.”

Future possibilities
now, evison and his team are looking to the 
future, and the first thing they are examin-
ing is whether they can try this out with 
other tablets.

“We are looking at Windows tablets, but 
it is very early days. We also have to think 
around things like security, using them on a 
ward and making them medically clean all 
the time,” says evison. “it is very difficult. 
Because Windows tablets are so new, buy-
ing these enclosures and different pieces for 
them is really tough.”

But the success of the initial roll-out has led 
the team to think how the systems could be 
used elsewhere in the hospital.

“i could see other uses for this, because we 
are not just using it for patients. there is the 
opportunity to use it for more virtual clinics, 
such as when a patient’s relatives can’t get 
to an appointment or it is costly for people to 
travel. if they can get access to a computer, 
we can create a clinic where they can speak 
to each other. there is definitely expansion 
potential,” says evison.

“in it, there are lots of buzzwords and 
phrases about being for the benefit of peo-
ple, but you don’t often see that. With these 
solutions it is actually nice to see it at the 
coalface,” he concludes. n

the rest of the network, ensuring they had 
the necessary bandwidth for the solutions.

apple’s built-in video calling tool, 
Facetime, was adopted as a method for 
patients to contact relatives who also have 
apple products. skype was also installed 
to ensure wider compatibility, be it for 
personal conversations or consultations 
with doctors.

For those patients who are unable to speak 
due to their condition, the team decided to 
install assistiveWare’s proloquo2Go. the 
software allows patients to type what they 
want to say, with predictive text to make it 
easier, and then converts it into audio to relay 
the message.

“the only issue we initially came across 
was how we would give it to the patient, both 
in terms of being hands-free, mobile and 
security conscious – locking it to a stand in 
some way,” says evison.

the trust had already worked with a 
company called rDp health to tackle some 
of these issues for its computers on wheels 
(coWs) project, which enabled staff to move 
a laptop around the hospital and input data 
when next to the patient, rather than back in 
their offices on desktops.

the same basic stand was adopted, with 
the addition of an ergotron flexible arm and 
kensington secureback case, which locks the 
ipad to the bed, keeping it within reach of the 
patient, safe from harm and easy to clean.

“it was a case of bringing different com-
ponents together and thinking of a configu-
ration we could apply to this project,” says 
evison. “the elements were already there, it 
was just a case of pulling them together.”

Rewarding results
evison and his team completed the whole 
project in just four months and within a 

budget of 
£10,000, 
delivering 
the solu-
tion to 
five rooms 

within the itU. once the team saw it in 
action, the benefits of their hard work 
became clear.

“We trialled it with one patient who was so 
excited when he got it,” says evison. “When 

› iPad security policy enforcement for healthcare
› New wave of mHealth apps bridge doctor-patient gap

› Briefing: Using the iPad in healthcare

“in it, we don’t often 
get to See an end reSult 
that iS quite So great”
andrew eviSon,  

walton centre nhS truSt

case study

http://www.computerweekly.com
http://searchhealthit.techtarget.com/tip/Effective-iPad-security-policy-enforcement-for-health-care
http://searchhealthit.techtarget.com/tip/New-wave-of-mHealth-apps-bridge-doctor-patient-gap
http://searchhealthit.techtarget.com/Briefing-Using-the-iPad-in-health-care


computerweekly.com  30 July - 5 August 2013  11

Home

News

INtervIew wItH 
JoaNNa sHIelds, 
Ceo of teCH CIty

seCurINg data 
wItHout HarmINg  
employees’ rIgHts

NHs trust 
eNHaNCes patIeNt 

Care wItH Ipads 

oNlINe groCer 
oCado keeps Its 

teCH IN-House 

edItor’s  
CommeNt

opINIoN

Buyer’s guIde 
to data 

maNagemeNt

It leaders must 
adapt to Broader 

role IN future

dowNtIme

interview

Touching every part of the business

Paul clarke is 
responsible for 
technology strat-

egy at online grocer 
ocado, where it is used 

in every aspect of the business.
clarke, who has been ocado’s director of 

technology since 2012, says of the business: 
“We see ourselves internally as a technology 
company that does retail.”

his job title is not cio or it director, but 
director of technology. and it is technology 
that differentiates the ocado business. “We 
write it all in-house, which is unusual. there 
is no part of the business that does not have 
streams of it development going on,” he says.

clarke admits his role comes with chal-
lenges less common in companies where it is 
regarded as a support function, rather than a 
business function, but he welcomes insightful 
questions from the management team. 

“a savvy ceo will ask challenging and 
difficult questions, but i’d much rather have 
it that way round,” he says. “the manage-
ment also understands resource constraints. 
You have to prioritise and be realistic [about 
what can be achieved]. it is up to me to 
find the best things we can do and grow the 
resources as fast as the budget permits.”

in terms of technology, this means looking 
at ways to achieve objectives quicker and 
more easily than before, by balancing cloud 
computing, partnering with external provid-
ers and in-house development efforts.

In-house expertise
With technology core to the business, it 
is no surprise ocado runs a technology 
research programme. it is not planning to 
build a driverless van quite yet, à la Google 
car, but one research project is in robotics. 

“We are researching Lego-style building 
blocks for future applications we cannot buy 
off the shelf,” says clarke. “We are working 
on a robotics vision system and getting to the 
stage when we can build real applications.” 

ocado did not partner with university labs 
on the robotics vision project, clarke says, 
but it spoke to research groups on european-
funded projects and came up against the 
issue of ownership of intellectual property. 
clarke wants to keep the system ocado 
ultimately develops in the company, pro-
tected by patents, rather than published in a 
research paper.

But is there an opportunity for startups to 
work with ocado? he says ocado does get 
pitched to by startups. “We listen, but i can’t 
think of anywhere we’ve said, ‘oh crikey, 
we’ll have some of that’.”

ocado’s technology team is 350-strong 
– over half of the people in its head office 
work in technology, developing most of the 
company’s it. it does not develop operat-
ing system software, relational databases 
or enterprise technology for collaboration 
and cloud computing, but everything else 
– “all the middleware control software for 
our two warehouses, our last mile opera-
tions, including telemetry” – is developed 

paul clarke, left: “a savvy ceo 
will ask challenging and difficult 
questions, but i’d much rather have 
it that way round”

Director of technology at Ocado talks to Cliff Saran about writing all the online 
grocer’s applications in-house and the development of a robotics vision system
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in-house. this includes the real-time control 
software that manages the hardware.

Where ocado uses external software, 
clarke says it works closely with suppliers: 
“technology companies that provide other 
bits of the puzzle become core to what we do 
and our relationship with them is important.”

one of those suppliers is Google, with 
its cloud-based enterprise collaboration 
suite. in a recent guest blog post for Google 
enterprise, clarke wrote: “our staff use 
Gmail, Google calendar and Google Drive 
to stay on top of their day-to-day work, 
and Google+ is helping our teams stay in 
touch, share information and build local 
communities.”

the use of Google at ocado goes further, 
he tells computer Weekly. “our journey with 
Google started with mobile when we devel-
oped native mobile apps. We then moved to 
Google apps. We are now moving to cloud 
storage, Google’s BigQuery [cloud-based 
nosQL database engine] and the Google 
compute engine.”

although the Google relationship started at 
quite a basic level, with android apps, clarke 
says ocado is building cloud-based internal 
applications using the Google app engine: 
“it started last year, with a few internal tools, 
such as a people directory, but in our polish 
development centre in krakow, we have 
developed a brand new framework to build 
[Bi] dashboards for the business,” he says.

Build your own BI
the dashboards tool will enable decision-
makers at ocado to view not only business 
key performance indicators (kpis), but also 
information such as how the warehouse 
system is performing. 

clarke sees the dashboard as a holistic tool 
that will enable users to choose informa-
tion they wish to see. “You will be able to 

add whatever 
makes sense 
to your work. 
Users will be 
able to create 

and access dashboards from mobile, tablet, 
at home, in the office, or one of our sites 
without a Vpn,” he says.

But why develop an ocado business intel-
ligence (Bi) dashboard when plenty of 

off-the-shelf tools exist? “the biggest draw-
back of the products out there was that they 
were not user configurable. our developers 
have created new widgets that are available 
to users on demand,” says clarke.

these widgets can be used to configure the 
user’s dashboard. “We don’t like to rely on 

third parties. We wanted to control not only 
the look and feel, but also [the functionality] 
behind it,” he adds.

clarke says ocado is interested in moving 
its production systems to the cloud for flex-
ibility and disaster recovery and to support 
future international expansion. the applica-
tion ocado uses to manage delivery routes 
also lends itself to running in the cloud. 

“the cloud will enable us to flex [the rout-
ing application] with seasonal demands. our 
customers snap up christmas slots quickly, 
so the routing system, which calculates avail-
able delivery slots, is [put under extra load].”

technology is at the heart of the ocado 
business model. “the question is, could we 
offer a service to others? We have a world-
class routing system that potentially could be 
used by others,” says clarke. 

arguably, the partnership with Morrisons, 
announced in May 2013 hinges on the core 
functionality of the routing system.

as to creating commercial software or ser-
vices, he says: “it is likely we will do bespoke 
deals with companies if they want a piece of 
our technology.”

Being a technology-centric company, ocado 
has an appetite for tech talent, so one chal-
lenge for clarke is recruitment. “We are grow-
ing as a company. My division is growing fast 
and is continuing to grow. We have set the bar 
high. Getting it specialists is a big part of my 
management team’s focus,” he says. n

› Turning retail space into a digital environment
› Gathering retail intelligence

› Is Google mature enough for the enterprise?

interview

“we See ourSelveS 
internally aS a 
technology company 
that doeS retail”
paul clarKe, ocado
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editor’s comment

Cultural shift marks a 
departure in the way 
firms see outsourcing

The Uk has long been hooked on it outsourcing 
– far more than any of our european neighbours. 
But is that enthusiasm on the wane?

in recent weeks, market research from several analyst 
firms have proved contradictory. Gartner reduced its 
forecast for outsourcing sales in europe, citing the eco-
nomic climate. ovum, meanwhile, predicted an increase 
in 2013, saying growth would outstrip that of 2011 and 
2012. But information services Group suggested there 
was a 23% year-on-year drop in european outsourcing 
spend in the second quarter of this year.

the mood seems to be increasingly negative towards 
the role of outsourcing – or at the very least, cios are 
looking at it in a different light.

For many organisations, the days of the outsourc-
ing “megadeal” are over. Most of the big, five-year 
(or longer) deals signed in the mid-2000s were not 
renewed. instead, they were broken down. some into 
smaller deals with multiple suppliers or bringing large 
chunks of that work back in house – or lately, moving it 
into the cloud.

one thing is for certain, the days of “transformational 
outsourcing” are over. that phrase was popularised by 
eDs – then the giant of the sector before its troubled 
acquisition by hp – setting the expectation that services 
firms would bring great change and innovation, using 
their advanced it skills to the benefit of customers.

For most cios, that turned into greatly complicated 
service level agreements, innovative ways to charge 
more money and an inability to respond quickly to busi-
ness needs by supplier staff too far removed from the 
objectives and culture of their clients.

take the public sector as an example. the disillusion-
ment in Whitehall with the big services firms that have 
run much of government it runs deep. Most of those 
contracts will not be renewed.

outsourcing will always play a part but – with the 
growing realisation in boardrooms that technology is 
strategic to the business and internal it skills are key to 
becoming digital organisations – it will be seen and used 
in a very different way in this decade from the last. n
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Editor in chief 

Computer Weekly/ComputerWeekly.com
1st Floor, 3-4a Little Portland Street, London 

W1W 7JB

general enquiries 
 

020 7186 1400 

editorial 

editor in chief: bryan glick 
020 7186 1424 

bglick@techtarget.com

managing editor (technology): cliff saran 
020 7186 1421 

csaran@techtarget.com

head of premium content: bill goodwin 
020 7186 1418 

wgoodwin@techtarget.com

services editor: Karl flinders  
020 7186 1423 

kflinders@techtarget.com

security editor: warwick ashford 
020 7186 1419 

washford@techtarget.com

networking editor: Jennifer scott
020 7186 1404 

jscott@techtarget.com

special projects editor: Kayleigh bateman
020 7186 1415 

kbateman@techtarget.com 

datacentre editor: archana venkatraman
020 7186 1411

avenkatraman@techtarget.com

storage editor: antony adshead
07779 038528

aadshead@techtarget.com

business applications editor: brian mcKenna 
020 7186 1414

bmckenna@techtarget.com

editorial content assistant: caroline baldwin 
020 7186 1425 

cbaldwin@techtarget.com

production editor: claire cormack 
020 7186 1417 

ccormack@techtarget.com

senior sub-editor: Jason foster 
020 7186 1420 

jfoster@techtarget.com

sub-editor: philip Jones
020 7186 1416

pjones@techtarget.com

display advertising

sales director: brent boswell 
07584 311889 

bboswell@techtarget.com

group events manager: Jonathan palma 
020 7186 1430 

jpalma@techtarget.com

http://www.computerweekly.com


computerweekly.com  30 July - 5 August 2013  15

Home

News

INtervIew wItH 
JoaNNa sHIelds, 
Ceo of teCH CIty

seCurINg data 
wItHout HarmINg  
employees’ rIgHts

NHs trust 
eNHaNCes patIeNt 

Care wItH Ipads 

oNlINe groCer 
oCado keeps Its 

teCH IN-House 

edItor’s  
CommeNt

opINIoN

Buyer’s guIde 
to data 

maNagemeNt

It leaders must 
adapt to Broader 

role IN future

dowNtIme

penalties, and the cost of getting systems up 
and running again. information security risks 
can even turn out to be strategic risks, such 
as the potential for massive damage to brand 
reputation.

information security done correctly 
requires that organisations do a security 
risk assessment. it also requires the organi-
sational infrastructure for it risk manage-
ment to be tightly integrated with enterprise 
risk management. there need to be clearly 
defined organisational roles, accountabilities 
and responsibilities for it risk management.

Identifying the biggest risks
as part of a security risk assessment, the 
most severe risks need to be identified, 
based on the probability and the impact. 
through such structured analysis, an action 
plan for information security can be devel-
oped. Within a structured risk analysis, 
some risks will show up that cannot be pre-
vented. in that case it is necessary to have a 
contingency plan to minimise the impact. 

For other risks, it is about finding the right 
balance between investments for risk miti-
gation and the effect of these investments. 
security risk assessments help firms make 
informed decisions about where to spend on 
risk mitigation and where to take the risk.

security investments should always have 
the big picture in mind. combining a well-
thought out approach to the overall architec-
ture for information security with a struc-
tured approach to security risk assessments 
helps organisations in optimising their it 
security spending. n

opinion

Information is at risk so organisations must carry out security risk assessments 
to adequately protect their corporate information, writes Martin Kuppinger

Understand your security risks

The information edward snowden has 
published about the nsa’s data gather-
ing did not come as a surprise to many. 

however, it does shed light on what nation 
states are doing on the internet. together 
with the continuous news concerning security 
attacks, it is clearly long past time for organi-
sations to rethink their security strategies.

information is at risk, and organisations 
have to adequately protect their corporate 
information, which can contain intellectual 
property that forms the foundation of the 
competitive advantage an organisation has. it 
clearly contains information such as person-
ally identifiable information that must be 
protected due to legal requirements. it con-
tains the systems and information required 
to manage the production environment or, in 
more and more cases, the remotely manage-
able systems of customers.

But where to start? there are thousands 
of security solutions available on the market. 
all of them claim to address severe secu-
rity threats. Most of them really can help 
improve information security, but just picking 
one of these solutions is not sufficient. 

First of all, before making a security invest-
ment, you need a thorough understanding of 
the security risks:
n  Who are the potential attackers? 
n  Which are the potential attack targets? 
n  how likely are attacks? 
n  What effect will successful attacks have?

Understanding security risks
risk management is a well-established 
discipline in many organisations. however, 
many organisations only focus on what they 
define as business risks, including strategic, 
operational and reputational risks. 

they ignore the fact that information secu-
rity risks are business risks. they can greatly 
damage the reputation of organisations, for 
instance when customer data is leaked. they 
can cause massive operational problems, 
such as production downtime, compliance 
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buyer’s Guide

Adecade ago, anglian Water was wary about sharing information with third par-
ties, particularly the regulators. But the utility firm has since undergone a radical 
change in thinking. 

the water firm now shares data with councils, engineering contractors, industry 
partners, suppliers and customers, and even actively collaborates with the regulators. it takes 
the view that being open with data creates opportunities to make processes more efficient, 
and helps to drive down project costs and timeframes. 

also, by tracking social data created by customers, anglian Water can spot water con-
sumption and other trends and solve leakage and drainage problems more quickly.

to harness external data feeds more efficiently, however, the business first had to get its 
own house in order. anglian Water has just finished a company-wide, two-year enterprise 
content management (ecM) programme, overhauling its internal data systems.

A common taxonomy
this data management project introduced a common taxonomy to standardise anglian 
Water’s unstructured data – namely 10 million internal documents and forms – and put 
them into a central repository, along with its structured sap, Gis (geographic information 
system) and telemetry (automated equipment monitoring) data. 

 Case Study: 
Sutton & East 
Surrey Water 

plugs leaks 
with Google

 Anglian 
Water uses 

InfoSys to 
deploy 

SharePoint 
2010 intranet

Anglian 
Water opens 
floodgates for 
external data
The water company has overhauled its data 
systems to efficiently manage and share 
information to benefit staff, customers, partners 
and regulators. Arif Mohamed reports Buyer’s guide

data management  part 2 of 3    

http://www.computerweekly.com
http://www.computerweekly.com/news/2240181879/Case-Study-Sutton-East-Surrey-Water-plugs-leaks-with-Google
http://www.computerweekly.com/news/2240181879/Case-Study-Sutton-East-Surrey-Water-plugs-leaks-with-Google
http://www.computerweekly.com/news/2240181879/Case-Study-Sutton-East-Surrey-Water-plugs-leaks-with-Google
http://www.computerweekly.com/news/2240181879/Case-Study-Sutton-East-Surrey-Water-plugs-leaks-with-Google
http://www.computerweekly.com/news/2240181879/Case-Study-Sutton-East-Surrey-Water-plugs-leaks-with-Google
http://www.computerweekly.com/news/2240163338/Anglian-Water-uses-InfoSys-to-deploy-SharePoint-2010-intranet
http://www.computerweekly.com/news/2240163338/Anglian-Water-uses-InfoSys-to-deploy-SharePoint-2010-intranet
http://www.computerweekly.com/news/2240163338/Anglian-Water-uses-InfoSys-to-deploy-SharePoint-2010-intranet
http://www.computerweekly.com/news/2240163338/Anglian-Water-uses-InfoSys-to-deploy-SharePoint-2010-intranet
http://www.computerweekly.com/news/2240163338/Anglian-Water-uses-InfoSys-to-deploy-SharePoint-2010-intranet
http://www.computerweekly.com/news/2240163338/Anglian-Water-uses-InfoSys-to-deploy-SharePoint-2010-intranet


computerweekly.com  30 July - 5 August 2013  18

Home

News

INtervIew wItH 
JoaNNa sHIelds, 
Ceo of teCH CIty

seCurINg data 
wItHout HarmINg  
employees’ rIgHts

NHs trust 
eNHaNCes patIeNt 

Care wItH Ipads 

oNlINe groCer 
oCado keeps Its 

teCH IN-House 

edItor’s  
CommeNt

opINIoN

Buyer’s guIde 
to data 

maNagemeNt

It leaders must 
adapt to Broader 

role IN future

dowNtIme

buyer’s Guide

the information architecture is based on opentext content server, integrated into sap, 
sharepoint and the other core business and technical systems.

the idea was to bring together structured and unstructured information and give personnel 
in different departments a single portal-based view of all the documents and forms they need 
to do their jobs, says rachel Butler, ecM programme manager for anglian Water services. 

to start with, Butler’s team of six information professionals looked at the different types 
of documents in the organisation, along with policies, 
procedures, templates and forms. at that point, there 
were 10 million documents on the system, 40% to 60% 
of which were duplications. around 80% of these docu-
ments were at least a year old. the corporate intranet 
had 39,000 pages, a high proportion of which were 
isolated and unused, with many broken hyperlinks.

the team spent time with each business unit, discuss-
ing their processes and how they could benefit from 
the new system. “this was about giving our employees 
back wasted time looking for information, duplicating 
it, or picking up the phone,” says Butler. anglian Water 
estimates that the business was wasting 4,000 hours a 
week looking for documents.

this led to the information department defining the 
new taxonomy and implementing the new ecM platform. 
human resources, is and health and safety were the first 
departments to migrate to the system, followed by the 
others. Meanwhile, the ecM team began to move all 
supplier, customer and employee documentation to the 
central repository, tagging it with relevant metadata and 
making it accessible through a single portal. 

the ecM implementation brought some immediate 
benefits, not least of which was the ability to find 
information much faster than before. By centralising the documents, the business also 
created auditable processes for all workflows, which helps with regulatory and compliance 
requirements.

the next part of the information strategy is to move from ecM to enterprise information 
management (eiM), which involves making all the documents, as well as multiple data types, 
easy to integrate and find; incorporating external data feeds; and enabling external users to 
access the data that is appropriate for them, says Butler.

Combining internal and external feeds
“We are at the start of the eiM journey and all of our templates and forms are now on a 
workflow,” says Butler. “We can look at BpM [business process management] and the 
lifecycle of those forms, and there’s a lot we can do with the secure platform we now have 
in place.”

For example, one current project is to collate all the documentation, policies and workflows 
used by engineering contractors, so they can access it all on their mobile devices while on 
the road. “it means everyone is looking at the same information, which reduces risk and aids 
compliance,” adds Butler.

anglian Water’s operational Management centre (oMc) is another major beneficiary 
of the new systems. the oMc is a state-of-the-art command and control hub with huge 
plasma screens that display essential information about water, pipes, locations and 
weather, among other things. all operational calls come into the centre, where the agents 
determine, plan and schedule the work that needs to be done across the company’s 
network of pipes and facilities. 

by centraliSing 
the documentS, 
anglian water 
alSo created 
auditable 
proceSSeS for 
all worKflowS, 
which 
helpS with 
regulatory 
and compliance 
requirementS

http://www.computerweekly.com


computerweekly.com  30 July - 5 August 2013  19

Home

News

INtervIew wItH 
JoaNNa sHIelds, 
Ceo of teCH CIty

seCurINg data 
wItHout HarmINg  
employees’ rIgHts

NHs trust 
eNHaNCes patIeNt 

Care wItH Ipads 

oNlINe groCer 
oCado keeps Its 

teCH IN-House 

edItor’s  
CommeNt

opINIoN

Buyer’s guIde 
to data 

maNagemeNt

It leaders must 
adapt to Broader 

role IN future

dowNtIme

buyer’s Guide

the company uses external information feeds from the Met office to keep up to date 
on the weather, and combines this with its own telemetry and mapping information, 
overlaying information from councils and other partners. it calls the graphical view the 
Gis Gallery. 

“We are currently bringing structured and unstructured information onto one portal, and 
offering a single view of the data that links in with the eiM system, so we can make the right 
decision in a timely manner,” says Butler. 

she adds that anglian Water is able to pull together 
diverse sources of data at present, but it requires man-
agers to access multiple different systems, and this 
takes up a lot of their time. “having this information 
at their fingertips will minimise risk and increase effi-
ciency. it’s about bringing down that wasted time.” 

another data-sharing initiative that anglian Water 
is pursuing is one which gives external parties, such 
as contractors, public service partners, suppliers and 
council staff, a single view of their relevant documenta-
tion or data.

“We are collating all of the external information we 
use on the operational side, so our own field engineers 
and call centres, and our external partners, can get a 
single view of their assets: documents, procedures or 
policies. it’s very much about sharing the same infor-
mation and making sure we are all looking at the same 
thing,” says Butler.

anglian Water uses the opentext document manage-
ment system to share this information, and sets specific 
permissions and secure logons to secure data access 
and ensure that people only get to see the information relevant to them. one example of this 
in practice is how anglian Water shares the required electronic forms with a council when it 
needs to dig up a road under the new roads and street Works act 1991. 

as long as information sharing meets the data protection requirements, anglian is happy 
to share information where it is mutually beneficial, says Butler. “as with sharing information 
internally – for example, with our starters, movers and leavers process – people get access to 
the right information when they need it. it’s all about making it easy to find information and 
provide information that employees trust. We worked out from an internal perspective that 
each employee was wasting an hour a week looking for the right information. the principle 
is the same from an external perspective. it’s all about collaboration and saving time for our 
partners. this is the next thing we are focusing on.” 

Solving problems with social media 
Like many businesses, anglian Water uses twitter and Facebook to interact with custom-
ers, to promote its water use and environmental campaigns and to answer customer com-
plaints. But it also sees social media as an opportunity to improve its services. For example, 

from time to time, customers take pictures of leaks and 
send them through. the firm can then send the images to 
its field engineers to help fix the problems. 

For some time, anglian Water has been using intel-
ligence like this – from twitter and Facebook, as well as 
phone calls and emails – to locate water leaks and low 

pressure, or drainage and sewerage issues. it calls this “trending”. 
the next stage is to link it more closely with the geographic and telemetry systems, the 

latter of which is currently being updated and due to go live at end of the year. “We will be 

“it’S very much 
about Sharing 
the Same 
information 
and maKing 
Sure we are all 
looKing at the 
Same thing”
rachel butler, 
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› Water company trials smart meter connectivity
› Southern Water contracts TCS for transformation

› IBM to support Thames Water’s big data strategy
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able to get a much bigger picture,” says Butler, “because the oMc will gain a greater insight 
into location trends on their Gis Gallery and be able to solve problems faster.”

Water meters have also proved to be valuable in improving services, as they tell the 
business how much water people drink, use or waste. 
on average, metered customers use 30 litres per 
person, per day less water than unmetered. Meters 
also help identify unusual patterns of water use, such 
as when there is an increase in water flow because of a 
leak. again, anglian Water uses this trend and location 
data to hone in on the problem. 

one final way in which anglian Water shares informa-
tion with its customers is through its website, which 
informs them of local incidents, service interruptions, 
planned work and even leisure events. 

the business continually collects water and power 
use data, and has been able to feed this back to national 
governing bodies such as the environmental agency and 
the drinking water inspectorate to improve aspects of 
the environment. 

“We work closely with a number of environmental 
bodies from a biodiversity perspective, or collaborate 
to analyse water resources and find out what’s happen-
ing. Last year, we led the drought discussion with the 
government and that was all about sharing information. 
previously, we were involved with the whole flooding discussion,” says Butler. 

“this is where we have changed from 10 years ago. in the past, we would have seen it as a 
threat working with our regulators; now, we believe it’s about working together.” n
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datacentre manaGement

Access to large-scale computer power will be central to the success of any business 
by 2020. But the role of the datacentre – and perhaps even the it leader who used 
to be responsible for it – will be very different to what it is today.

carlota perez is an academic and expert on technology and socio-economic 
development, and author of Technological Revolutions and Financial Capital: The Dynamics of 
Bubbles and Golden Ages. she says the role of the cio of the future is changing. 

“the cio is evolving from a ‘supply push’ role bringing his or her organisation the novelties 
offered by outside providers, to more of a ‘demand pull’ function, focused on identifying the 
strategic needs of the company and developing or specifying whatever it will enhance prod-
ucts, services or markets,” she says.

this should mean a more important, dynamic role for the cio, where their input into the 
success of the business is fully recognised – often with board status. “i expect the cio to 
be the one at the top management table who looks furthest ahead to the possible paths the 
company may follow,” says perez.

this will mean not worrying about the energy efficiency or technical capability of the equip-
ment, but instead a much wider range of business issues.

“the cio will focus on issues that have to do with how the company takes advantage of the 

 Driving 
datacentre 

efficiency to 
meet future 

demand

 How to be a 
front runner 

in the 
datacentre 

shift

CIOs should be prepared for 
broader role in the future
Keeping up with and selecting the right technology, then aligning it with the 
business strategy will take up a lot of the CIO’s time. Lisa Kelly reports
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digital world in general and how it can transform its products, services, organisation, market-
ing and distribution,” she says.

Enhanced role
colin rees, it director at Domino’s pizza, agrees that the it leader of 2020 will have an 
enhanced role as the responsibility for the datacentre is taken over by organisations whose 
core skill is datacentres.

the role of the cio will become broader and more commercial. it will become much harder 
to keep up with all the technological breadth 
of activity, and selecting the right technology 
and aligning it with the business strategy will 
take up a lot of the cio’s time. “this will be 
much more important than learning how to 
work x, y and z and running the datacentre,” 
he says.

rees outsourced the Domino’s datacentre 
a year ago – half the infrastructure is now 
hosted and half is in the cloud – and he sees 
the cloud trend continuing.

“We used to run everything ourselves 
and the challenge was whether we really 
wanted to eat and breathe redundant power 
supplies when there are lot of companies 
that manage datacentres better than us or 
did we want to focus on the business? We 
outsourced for business alignment reasons, as i don’t believe we are the best team to run 
the datacentre,” he says.

Development, testing services and disaster recovery are in the cloud, but core production 
and web servers are not there – yet.

“it’s just a matter of time when we are confident the support infrastructure is in place and 
we’ve learned about the challenges of cloud – and it’s undoubtedly the future of datacentres, 
but it’s all about timing and experience. in 20 years there will be different ways of thinking 
about infrastructure and it will centre on the huge amount of flexibility available,” says rees.

Apps future
rees says the future is about apps and the digital economy and making the most of new 
opportunities as high-speed internet bandwidth becomes commonplace at home and work.

“We are focusing our internal energy on creating new mobile apps and business opportunities 
such as Domino’s pizza Box office service, where you order a pizza and download a film. We 
don’t want to be spending time on servers and the datacentre as mobile sales increase. 

buYer’s guide to green coMPuting
driven by rising electricity costs, green legislation and corporate social responsibility, green it 
is increasingly on many it professionals’ minds, particularly for the power-hungry datacentre. 

in this 11-page buyer’s guide, computer weekly looks at some of the technologies that can 
help your datacentre become cost and energy efficient. contents include:

n technologies that can make your datacentre green
n curb your datacentre cooling costs to boost the bottom line
n driving datacentre efficiency to meet future demand

download the computer weekly buyer’s guide to green computing.
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“this trend will continue and everyone is in the early stages. What is happening in the 
home – such as more tVs being online – and in the datacentre is changing the way we 
think. no-one will care about what is running the software, although you might care where 
it is running for data protection purposes. We will care about more opportunities to serve 
the customer,” he says.

as cloud develops over time, he even 
sees his electronic point of sale (epos) 
systems going into it. “We’ve just done a 
store refresh and have 700 new systems, 
but as soon as the bandwidth and reliabil-
ity of the network improves, why do that? 
We will put it in the cloud,” says rees.

Population pressure
But changes in the business environ-
ment are by no means all driven by it.

“the world population is growing 
and demand is increasing, putting pressure on resources. emerging economies are taking a 
greater share of what used to be mainly done by north america, europe and Japan. it is a 
major enabler of growth, bringing improvements that cut the cost of doing business,” says 
chris harding, forum director at industry standards body the open Group.

as the world population grows there will be more data generated and even more pressure 
on datacentres to be cost-efficient.

perez says the green economy and the digital economy are intertwined, and it power and 
its consumption and cost will be a major focus for datacentres.

“the green economy is very much related to the digital economy – even if equipment is still 
energy-intensive,” she says.

“Many of the possibilities for reducing energy and materials consumption are dependent 
on it – from smart grids, through to working at home and video conferencing, to a radical 
change in lifestyles reducing tangible products and moving towards intangible ones such as 
creative, health and social activities; and from waste to more durable products. they are all 
directly or indirectly dependent on the potential of it.”

Predicting change
such changes have a direct impact on the role of the cio over the coming years, and the 
emphasis on his or her ability to predict change and deliver a vision.

“the cio is no longer the person in charge of computerising the administration, but the one 
who looks ahead to the transformation of the whole product mix of each company and of the 
way it performs all its activities,” says perez.

to account for this evolution, there is room for a new post at the senior executive table in 
some organisations, indicating a move in this visionary direction – the chief digital officer, or 
cDo. Gartner predicts that by 2015, about a quarter of all organisations will have a cDo.

“the fact is that digital, green and global are likely to be the three basic directions of future 
markets and both green and global are very much dependent on digital,” says perez.

“so the cio or cDo will have to think hard in all those directions in all aspects of the com-
pany and its products. if he or she can also reduce the energy consumption of the equipment, 
then all the better.”

the power challenge will continue to stretch thinking around datacentre design and tech-
nology far beyond 2020 and cios are looking for solutions today and in the future.

Energy efficiency
Domino’s rees believes reducing energy consumption will create improved utilisation of 
cloud datacentres and new partnerships.
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“newer datacentres are more power efficient and in the longer term everyone will be faced 
with some challenges around electricity. our peak times are in the evenings and quiet times 
are during the day, which is the opposite 
of many retailers’ businesses. in the cloud 
world there is more sharing of capacity 
and better utilisation of equipment, which 
brings the price of power down. the mar-
ket will become more competitive and cost 
will decrease as capability increases. the 
datacentre market will become much more 
service-based,” he says.

andrew Donoghue, analyst for eco-effi-
cient it and datacentre technologies at 451 
research, says in the evolution of energy-
efficient datacentres, the popularity of 
technologies such as datacentre infra-
structure management (DciM) and use 
of cloud services, both public and private, 
will increase as organisations struggle to 
optimise datacentre performance.

“DciM will play an increasingly important 
role in future datacentre energy efficiency 
projects. cloud computing will help drive 
efficiency by enabling better use of internal resources such as increasing utilisation of equip-
ment, especially through virtualisation and resource sharing,” he says.

cloud will also drive energy efficiency by reducing the peak load and the capacity require-
ments of the equipment; and provide a mechanism for controlling and rationing access to 
computing resources through internal chargeback.

“this can reduce unnecessary use of it resources and, at some point in the future, provide 
an association of energy use with service use,” says Donoghue.

Harnessing technologies
the datacentre of 2020 will be using a lot of the new technologies that are around today – 
but they will have reached critical mass.

“emerging technologies have the potential to improve the efficient design and operation 
of datacentres, but the consensus among experts is that most of the tools required to effect 
dramatic improvements in datacentre sustainability already exist. techniques such as hot-
aisle/cold-aisle separation, free-air cooling, temperature increases and server virtualisation 
are largely proven and field-tested. all that is required is the inclination and budget to imple-
ment them,” says Donoghue.

over the next 10 years, the innovation the datacentre has witnessed in the past five years is 
expected to continue.

“We expect to see more energy-aware cloud services, 
application and network-level redundancy – reducing the 
need for expensive, energy-hungry redundant equipment 
for each datacentre – more variants of free-air cooling, 
chiller-less datacentres, decentralised uninterruptible power 

supplies, greater use of unified computing devices, intelligently power managed and power 
capped servers, ultra-low-power servers, and aggressive dynamic power and space manage-
ment,” says Donoghue.

Ultimately, the emergence of more professionally run “information factories” could mean 
fewer inefficient private facilities – so the cio can get on with focusing on how technology 
can help business strategy. n

“the conSenSuS iS 
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› CIOs debate the future of the datacentre
› Taking care of datacentre demands

› Software-defined datacentres demystified
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downtime

World’s most expensive sock
it really could be the world’s most expen-
sive sock. a company called sensoria 
Fitness has just knitted the world’s first 
sock with a built-in sensor for runners. 

the $119 sock uses smart fabric sensors 
to send pressure data to a sensoria anklet 
which uploads data wirelessly either via 
a computer or through your smartphone 
when you are out and about.

apparently it’s washable, which has 
given Downtime a brilliant idea. 

put the sensoria sock in the washing 
machine, switch to the 1600 rpM (or 
faster) maximum time non-eco wash 
cycle and sit back and watch your socks 
spin round, breaking the world record for 
an ultra marathon.

cool. order Downtime one now. n

Is it still cool to be a Google coder?
it’s amazing how quickly things change 
in it. things go from cool to unpopular 
overnight. and it’s not just the technology 
itself, but the it bods in the industry.

Downtime was chatting to an analyst 
this week about it jobs in investment 
banks. he was talking about how it is no 
longer cool to be a coder at an investment 
bank. this is because of all the problems 
the credit crunch caused. 

“a few years ago it was cool to tell some-
one at a dinner party that you work with 
software at an investment bank. But it is 
not anymore and is much cooler to say you 
are a coder at Google,” he told Downtime.

hold on one second. tax avoidance! see 
what we mean? You develop a great anec-
dote and it is out of date pretty quickly.

oMg, ul nvr gues Wot iM 
doin...
we all have our little fears when it comes to the 
bedroom and living up to expectations. but, it 
seems a lot of men and women are not keeping 
the other person in the room occupied and eyes 
seem to be wandering... to mobile phones.

a new survey claims 48% of men and a huge 
62% of women have paused having sex to check 
their mobile phones. now, perhaps one can forgive an important phone call or, at a push, the 
text you have been waiting for all day, but 4% admitted to updating their social networks in the 
middle of getting busy. excuse the text speak but wtf?

downtime does not know whether to judge the always connected society we live in, praise the 
skills of the technology manufacturers for getting us so hooked or send everyone a copy of the 
Kama sutra and a voucher for ann summers.

 Read  
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Make VDI a Reality

Download the new white paper: 

Efficient and Adaptive 
Flash-Optimised
Storage for Virtual  
Desktop Infrastructure

Nimble Storage hybrid arrays provide affordable capacity and performance for 
virtual desktop (VDI) environments based on VMware View and Citrix XenDesktop. 
With a flexible mix of flash and disk storage, Nimble Storage systems provide:

Adaptive Performance
Maintain a consistent user experience regardless of activity spikes, boot storms, 
or anti-virus scans.

Efficient Capacity 
Inline compression and zero-copy clones reduce footprint by 30 to 75 percent.

Integrated Data Protection
Capacity-efficient snapshots eliminate backup windows and provide WAN-efficient 
replication for DR.

Application-Consistent Management
Pre-validated VDI reference architectures with VMware, Citrix, and Cisco reduce 
risk and accelerate deployments.

http://info.nimblestorage.com/vdi-best-practices-whitepaper.html
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