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A Focus on Distributed Denial of Service
Denial of service (DoS) has plagued network and
data center operators since the early days of
the Internet. In those early days hackers found
surprisingly simple ways of wreaking havoc. An
example was the SMURF attack in which the
attacker broadcasts ping requests with a spoofed
IP address of the victim. The victim is flooded
with replies to the pings from every device on
the network. Simple but effective. As defenses
to obvious vulnerabilities were broadly deployed,
hackers developed new attack methods and in
tandem, discovered new commercial and noncommercial applications of this power to disrupt.
The problem has gotten worse and is more
pervasive and costly than ever.
This newsletter is intended to educate and inform
enterprise network and data center operators
about the problem of distributed denial of service
(DDoS) – how it works, the underground economy
that fuels it, the risks and costs of being attacked
and finally, how best to combat the problem.
The information is based on Arbor Networks
over twelve years’ experience monitoring global
Internet traffic, conducting detailed research,
tracking the evolution of the problem and above
all, successfully mitigating attacks for the world’s
largest network operators.

Featuring research from

Arbor Networks has been researching the DDoS
problem literally from our founding. DARPA funded
research conducted by Arbor co-founders at the
University of Michigan led to the development of
highly scalable, service provider-class solutions
for the rapid detection and backtracking of DDoS
attacks. Working from a granular understanding
of normal network flows, the anomaly detection
system developed by this research ultimately
became Arbor Networks in 2000. Arbor engineers
leveraged this core competency in network
anomaly analysis to purposefully build an approach
to DDoS mitigation that has become the most
pervasively deployed in the world. When the
European Union was investigating Large Scale
Cyber Attacks, the House of Lords in Parliament
turned to two companies, Symantec, the world’s
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largest security company, and Arbor Networks.
Today, the most complex, valuable and visited
networks in the world rely on Arbor Networks for
DDoS protection.
What is a Denial of Service Attack?
Denial of service is a form of cybercrime in which
attackers overload computing or network resources
with so much traffic that legitimate users are
unable to gain access to those resources. Attacks
are called “distributed” (DDoS) because in most
cases the attack traffic originates from multiple
hosts. Any computing service which is accessible
via the Internet is potentially subject to DDoS.
“Distributed Denial of Service (DDoS) attacks
are attacks on availability,” says Rakesh Shah,
Arbor Networks director of product marketing
and strategy. “The goal of the attacker is to
disrupt or shut down an organization’s businesscritical services such as ecommerce transactions,
financial trading, email or Web site access. By
overwhelming network infrastructure, servers
or applications with excessive communication
requests, an attack means services are unavailable
to legitimate users.”
Understanding the Threat Landscape
The first step in defending against today’s complex
DDoS threat is to understand the threat landscape.
Over the past decade, a few specific industries
were more susceptible to DDoS attacks than
others, such as online retail and gaming. Hackers
targeted those with the most to lose from an
availability outage as they were the most likely to
pay extortion in order to stop a successful attack.
The targets were specific and the motivation was
primarily financial. That has all changed.
Democratization of DDoS: The Rise of
Hacktivism
Historically, DDoS attacks originated from Internetconnected PCs that have been compromised
by malware. These PCs are called “bots” (short
for robots) because they are typically under the
control of a command and control (C&C) server
operated by the attacker (or “botmaster”). A set
of PCs under the control of a botmaster is called
a “botnet” – a network of bots. End users are
generally unaware that their PCs are being used to
perpetrate DDoS because the malware is dormant

most of the time and when activated, the attack
traffic is sent silently in the background. Millions
of PCs around the world have been compromised
in this way and botmasters can activate thousands
at a time, giving them the power to launch
devastating attacks on even the largest, well
provisioned data centers.
In the past two years, increasingly, attacks are
being conducted from PCs in which the device
owners are voluntary participants. No longer is it
necessary to have specialized skills or to control
a botnet in order to carry out a DDoS attack.
Attack tools are readily available to any computer
user and groups such as “Anonymous” have
collaborated to take down some of the most well
protected, robust Web properties on the Internet.
Attack tools are used for political protest, aka
“Hacktivism”: attacks that are meant to disrupt,
embarrass and cause expense to one’s political or
ideological opponents. We see many attacks by
online gamers against their rivals and by unethical
businesses to hurt their competition. While botnets
remain the engine fueling many attacks and
financial gain remains the motive behind many
cybercrimes, the growth in “hacktivism” looks
unlikely to abate anytime soon.
DDoS and Information Theft
DDoS is primarily an attack on availability.
However, recent events have shown DDoS
being used in combination with other forms of
cybercrime to facilitate information theft. By
degrading perimeter defenses with DDoS, attackers
can gain access to resources inside the network.
Some of the most costly information thefts in the
recent past (for example, Sony estimated a $170M
loss) were enabled by DDoS.
DDoS as a Service – DaaS
Utility or cloud computing has proven to be one
of the most transformative changes in information
technology to take place in the past ten years.
The utility concept has been successfully applied
to countless applications – including DDoS itself.
DDoS attack services are openly advertised on the
Internet and are available for as little as $5 per
hour. DaaS plans include elements such as tiered
pricing (by duration, by volume of attack, by attack
sophistication) and free trials.
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FIGURE 1

Attack Motivations Considered Common or Very Common

Source: Arbor Networks 7th Annual Worldwide Infrastructure Security Report, published Jan. 2012

What this means for enterprise IT teams is that
anyone with a personal grudge, political grievance
or criminal agenda can easily sponsor or launch an
attack, and any organization, large or small, can
be targeted. This represents a sea-change in the
threat landscape and in the risk assessment model
for enterprises that rely on the Internet for their
business.
Don’t Underestimate These Tools!
According to Arbor Networks Chief Solutions
Architect Darren Anstee, “We should not assume
that attacks generated by individuals will be only
be effective against other individuals; some of the
attack vectors incorporated in the readily available
attack tools are stealthy and complex, and can be
effective against commercial systems with just
a single attack source – if it is not configured /
protected appropriately. More of a concern though
is what happens when many people download the
same tool and direct it towards a common target.
In this case we effectively have a ‘volunteer’
botnet and more significant volumes of traffic
can be generated, impacting larger and better
protected targets.”
How Does DDoS Work?
While there are hundreds of types of DDoS
attacks, they can be broadly classified into three
categories:

1. Flood or Volumetric Attacks. These attacks
seek to consume all the available bandwidth
to a data center. Some common types of
volumetric attacks include UDP floods, ICMP
floods, and DNS reflection attacks.
2. Connection Attacks. Firewalls, webservers,
other application servers all have internal
tables that track active connections. These
tables have finite capacity. Connection attacks
establish so many connections that the tables
fill up and no new users are able to connect.
Such attacks can also cause device failures
resulting in all active users losing their
connections. These are typically TCP
SYN-based attacks.
3. Application-Layer Attacks. These attacks
overload application servers with requests that
are crafted to maximize resource consumption
on the server including processing capacity,
memory or buffers. Some categories of these
include malformed http, LOIC, slowloris, http
get/post floods, and DNS cache poisoning.
The DDoS Attack Surface
The concept of an “attack surface” refers to
the elements of a system that present targets
of attack. Since a failure in any element of the
system results in the system as a whole being

4
unavailable it is important to identify all the
elements comprising the attack surface and their
vulnerabilities. With respect to DDoS, each of the
three categories of attack described above targets
particular elements of the attack surface.

rule, redirection to the most highly available
server, delivering cached content, compression,
etc. However, many security teams mistakenly
rely on these perimeter devices to protect their
organizations from DDoS attacks.

Bandwidth: The first targets of vulnerability are
the network links connecting the enterprise to
the Internet. Enterprises generally have on the
order of several hundred MBPS to several GPBS
of bandwidth. DDoS attacks as large as 100 GBPS
have been recorded and attacks of 10 GBPS are
common. In short, attackers can easily summon
the resources to overwhelm the bandwidth
capacity of even the largest enterprises. These
bandwidth flood attacks can only be mitigated
upstream from the enterprise – in the provider
network or in the cloud. As a result, enterprises
need protection services from their ISP or a
cloud-based managed service provider to prevent
high-bandwidth flood attacks from saturating
their links to the Internet.

There are numerous connection-oriented
attacks that exploit the stateful nature of these
devices and attack tools have become more
sophisticated in using blended and stealthy
techniques to defeat the simple DDoS detections
built into those devices. That is not likely
to change, as noted in the included Gartner
research, “As DDoS threats evolve, specialty
vendors are more likely to respond faster with
innovative protection mechanisms than vendors
that offer basic DDoS protection embedded in
firewall, IPS and ADC offerings.”

The Perimeter
The enterprise network perimeter generally
consists of some or all of the following security
and access devices: router, Firewall, IPS, load
balancer, application accelerator, and/or web
application firewall. These devices are highly
“stateful”—that is they perform their core functions
by tracking every incoming and outgoing session.
This session tracking characteristic is what enables
these devices to determine the context of every
incoming and outgoing packet and apply the
appropriate policy whether that be a firewall

Arbor research and surveys confirm the widespread
vulnerability of the data center perimeter to DDoS
attack. Over 40% of data centers experienced
device failures due to DDoS in 2011. Survey
respondents were large data center and network
operators. Responses indicate core conclusions:
1. Perimeter devices are primary elements of the
attack surface.
2. Even well provisioned, up-to-date data centers
with best-of-breed perimeter devices are
vulnerable to DDoS.

•

Firewalls use state information to ensure that each incoming or outgoing packet is associated with a session that it has
previously authorized, or is authorized as a new session. DDoS attacks that create large numbers of new sessions can
easily exhaust the capacity of a firewall to add more sessions. As a result, legitimate users are denied connection (Web
users receive an error message in their browser) and the firewall may reboot—terminating all current user sessions as well.

•

Load balancers/Application Delivery Controllers (ADCs) use state information to track each connection between the end
user and the particular server in the server farm supporting the user session. By exhausting the memory capacity of the
ADC to retain session information, attackers can deny access to new users and may cause a reboot that results in current
users losing their sessions.

•

Application servers use TCP session information to direct each packet to adjacent layers in the protocol stack. Once TCP
session capacity is exhausted, no new users can be accommodated. Performance often degrades as this is occurring.
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FIGURE 2

Load Balancer Failure Due to DDoS

As a result, protections are needed in front of
the perimeter that can both detect and block
connection-oriented attacks before the attacks
degrade or bring down those devices.
Application and Database Servers

Source: Arbor Networks

FIGURE 3 Firewall/IPS Failure Due to DDoS

In recent years, there has been a dramatic
increase in layer 7 (or application layer) attacks.
These are highly effective because they require
much less overall traffic than flood or connection
based attacks and so they can escape detection
by tools that use behavioral and baselining
techniques. A single or small number of
attackers can bring down critical services even
in large enterprise data centers. That is why
this form of attack is often favored by hactivist
groups such as Anonymous.
As a result, a DDoS protection system is needed
that detects both single-threaded and blended
application-level attacks based not only on
behavioral and baselining techniques but also
signature techniques which are typically the best
way to quickly detect and stop these attacks.
Bypassing the Gatekeepers

Source: Arbor Networks

FIGURE 4

Most Common Application Layer Attack Targets

Source: Arbor Networks

Equally damaging, when application-layer attack
traffic contains valid requests, such HTTP and
DNS, firewall and IPS devices let the malicious
traffic pass through unimpeded. This allows the
compromised resources inside the perimeter. A
DDoS strike may also be launched to distract
security personnel while a separate attack installs
backdoors and malware on enterprise systems.
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DNS: Ripe for DDoS
Arbor Networks agrees with Gartner that the world’s vulnerable DNS infrastructure will continue to be exploited and attacks
will continue to rise in size, frequency and complexity.
Arbor Networks offers a robust application-intelligent solution that speeds remediation by coupling high-level threat
identification with packet level analysis. Arbor can provide visibility into critical applications running on the network (i.e.,
VoIP/SIP, DNS, HTTP, P2P, etc.); monitor key performance metrics (packet loss, delay, jitter); and deliver application-layer
attack detection, surgical mitigation and reporting in a single platform. Arbor’s solutions detect and surgically mitigate many
different types of DNS attacks using specially-designed DNS attack countermeasures, such as:
•

DNS Authentication – Protect your network against spoof attacks or unsophisticated attack tools. DNS authentication
works to ensure that sourced queries to a DNS server, resolver or authoritative servers are in fact coming from a valid
host.

•

DNS Query Rate Limiting – Protect against attacks from legitimate hosts who are performing a high rate of DNS
queries.

•

DNS Non-Existent Domain (NXDOMAIN) Rate Limiting - Protect against DNS cache poisoning and dictionary attacks.
This countermeasure monitors the response packets and looks for hosts that are sending requests that cause NXDOMAIN
responses to be generated.

•

DNS Malformed Filtering – Ensures that the DNS payload in TCP/UDP port 53 packets is present and not simply a
garbage packet sent to the DNS service.

•

DNS Regular Expressions (RegEx) – A powerful way to look for a string of text in the payload of any DNS packet.

•

Packet Capture – In addition to DNS-specific attack counter measures, Peakflow SP TMS has the ability to conduct
on-demand packet capture and protocol decoding of DNS traffic.

In summary, the DDoS attack surface comprises
the bandwidth that connects the data center to
the Internet, the data center perimeter and the
core application and database servers. A successful
attack on any one of those targets will deny
availability of the system as a whole. Therefore,
it is a requirement of any effective DDoS defense
solution to protect each of those targets.
Enterprise Defenses Need to Adapt
Given the succession of alarming headlines about
high-profile network outages, many organizations
are aware of the DDoS threat and are in the early
stages of implementing protective strategies.
Many are already using ISPs, hosting providers
or cloud-based managed security services to
protect themselves from volumetric DDoS attacks.
However, enterprises are largely unprotected from
perimeter and application-layer attacks that slip by
service provider defenses. Existing security tools,
most notably firewalls and intrusion prevention

systems (IPS), provide some DDoS protection but
more often than not are part of the DDoS problem
rather than a solution to it.
The entire attack surface needs protection from DDoS.
Availability challenges require one to:
• Make DDoS an integral part of disaster recovery
and business continuity planning.
• Deploy a comprehensive, purpose-built DDoS
solution that allows you to keep pace with daily
changes in the threat landscape.
• Maximize your protection and optimize your DDoS
investments by combining provider-delivered
DDoS services with on-premise DDoS protection
deployed in front of enterprise resources.
• Reduce the time required to detect and block
attacks by coordinating your attack response
with your provider(s).
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FIGURE 5

The DDoS Attack Surface

Source: Arbor Networks

Arbor Networks believes current best practice for DDoS defense combines in-cloud DDoS
protection with on-premise protection.

FIGURE 6

Protecting The Attack Surface

Source: Arbor Networks
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Arbor Networks comprehensive approach
combines provider and on-premises DDoS
protection
Arbor’s Pravail™ Availability Protection System
(APS)
Arbor Networks’ Pravail™ Availability Protection
System (APS) empowers enterprise security teams
to detect and block DDoS threats in real time.
Deployed at the network perimeter—in front of
firewalls, IPS devices and load balancers—Pravail
APS disrupts botnet communications and detects
and blocks application-layer DDoS attacks,
including attacks intended to compromise stateful
inline tools. For example, Pravail APS ensures
that state tables are only filled with legitimate
communications, thereby allowing these devices to
carry out their intended security functions. Pravail
APS also blocks valid packets that are malicious in
nature before they reach and pass through firewall
and intrusion prevention systems.
Arbor Networks has leveraged its pervasive
deployment in global ISP networks to advance
DDoS protection for enterprises in three significant
ways.
1. Carrier-Class DDoS Detection and Mitigation
for the Enterprise
Arbor is bringing the same DDoS mitigation
technology that protects the vast majority of
the world’s service provider networks to the
enterprise. Arbor’s Stateless Availability Filtering
Engine (SAFE) powers Arbor’s Peakflow and Pravail
product lines. As discussed above, load balancers,
firewalls and IPS devices (even those with antiDDoS features) are often the first points of failure
in a DDoS attack because their capacity to track
sessions becomes exhausted. Arbor’s SAFE makes
it immune to state-exhausting attacks. Pravail APS
detects and mitigates most DDoS attacks without
tracking any session state, and only minimal
information is stored for short periods of time
where some session tracking is required. Arbor’s
SAFE protects the largest and most sophisticated
networks in the world, and is now available to
enterprises in need of DDoS protection.

2. ATLAS Intelligence Feed
The ATLAS Intelligence Feed enables Pravail APS to
provide unprecedented protection against botnetfueled DDoS attacks. Arbor has unique visibility into
DDoS botnets because of its ATLAS infrastructure,
which combines a darknet sensor network with
35 Tbps of traffic data from more than 230 service
provider customers around the world.
This enormous dataset enables Arbor’s security
researchers to develop a unique, globally-scoped
view of malicious traffic traversing backbone
networks that form the Internet’s core. This insight
is critical, as botnets are constantly changing and
updating to thwart detection.
The ATLAS Intelligence Feed delivers deep DDoS
signature data in real-time to keep the data center
edge protected against hundreds of botnet-fueled
DDoS attack toolsets and their variants. Moreover,
this feed includes geo-location data and automates
the identification of attacks against data center
infrastructure and services from known botnets
while ensuring that updates for new threats are
automatically delivered without software upgrades.
Arbor’s researchers are constantly analyzing
DDoS botnet attacks--more than 4,300 to date.
The ATLAS Intelligence Feed enables enterprise
IT teams to directly benefit from the depth and
breadth of Arbor’s research team.
3. Cloud Signaling™ Functionality: A Faster,
Automated Way to Prevent DDoS Attacks
Cloud Signaling functionality is an efficient
and integrated way of bridging the enterprise
with the service provider cloud. Cloud Signaling
functionality connects the on-premise Pravail
APS device with the cloud-based Peakflow® SP
solution that is the technology powering more
than 50 DDoS managed security services. Arbor
believes that the best way for enterprises to have
optimal protection against DDoS attacks is through
this combination of on-premise and in-cloud
protection.

9
Cloud Signaling In Action
When an enterprise or data center operator
discovers that they are under a service-disrupting
DDoS attack, they can choose to mitigate the
attack in the cloud through the Cloud Signaling
system, simply by clicking on a drop down menu
and triggering a signal to the service provider.
The proactive approach enables him to stay in
control and maintain expertise in command of
the event. A volumetric DDoS attack congesting
the upstream links would immediately diminish
or disappear altogether from the data center’s
access links, and service availability would be
protected. Participation in the Cloud Signaling

Coalition allows the service provider to provide
differentiated managed security services,
reduces the time to mitigation and increases the
effectiveness of the response against DDoS threats,
thus saving the customer from major operational
expenses and helping to preserve their reputation.
Enterprise and managed services customers also
benefit from real-time monitoring of the attack
mitigation, as well as granular post mortem reports
with details of the attack and the steps taken by
the service provider to mitigate the attack, helping
to establish best practices.
Source: Arbor Networks
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A Deep Dive Into Internet Infrastructure Attacks

For more information on Robert Metcalfe and his infamous prediction, see the article “The Legend of Bob
Metcalfe” in Wired magazine.
http://www.wired.com/wired/archive//6.11/metcalfe_pr.html
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The presentation will address these four areas of Internet attacks:
DoS and DDoS
Certificate Authority
DNS
4G LTE
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DDoS attacks are increasing in frequency and size. Both charts above are based upon data from the annual
Arbor Networks Special Report: Worldwide Infrastructure Security Report. This report is based upon survey
data from over 100 ISPs and IP network operators. The chart on the left highlights the overall trend in the
size of DDoS attacks. While there was a large drop between the largest attack seen in 2010 (100 Gbps)
and the largest attack seen in 2011 (63.5 Gbps), the overall trend dating back to 2002 is that the size of
DDoS attacks are on the upswing.
The chart on the right indicates the high rate of DDoS attacks. Nearly 47% of respondents to the Arbor
survey indicated that they experienced 1 to 10 DDoS attacks per month during the survey period. Over
44% experienced 10 to 500 or more DDoS attacks per month.
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Clean Pipes: For most organizations, the most cost-effective approach to mitigating DDoS attacks will
be to pay your ISP to detect and mitigate attacks before they reach your Internet-facing services. Carrierbased services take advantage of the fact that most ISPs have dealt with DDoS attacks for years, and have
mature service offerings that address all forms of DDoS attacks. In particular, however, they ensure that
“fill your pipe” attacks won’t succeed. Pricing is based on some level of guaranteed, clean bandwidth, and
is generally a 10% to 15% uplift on your standard Internet connectivity costs.
Mitigation Services: Carriers are the natural choice for DDoS mitigation, since they are always between
you and the attackers. However, there are DDoS mitigation middlemen who offer DDoS mitigation as a
service. DNS redirection or Border Gateway Protocol (BGP) route changes are used to have your inbound
Internet traffic flow through them, and they detect the attacks and perform scrubbing/filtering in their
Internet data centers.
On-Premises Appliance: DDoS specialty vendors can detect a broad array of DDoS attacks and provide
protection at very high rates. Vendor claims range from four to 12 Mpps for enterprise-class solutions,
with ones targeted at service providers offering even higher rates of protection. As DDoS threats evolve,
specialty vendors are more likely to respond faster with innovative protection mechanisms than vendors
that offer basic DDoS protection embedded in firewall, IPS and ADC offerings.
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All organizations should go through the exercise of expanding business continuity and disaster recovery
plans to include a response to DoS attacks. The other best practices suggest services and/or products, and
they are not mutually exclusive. For example, any organization that has a Web presence that is absolutely
critical to its business may subscribe to a clean-pipe service, a CDN and/or managed DNS service. It may
also implement dedicated DoS detection and mitigation appliances on-premises. A combination of DoS
defenses will likely be necessary for organizations with a critical Web presence.
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While Certificate Authority compromises have been in the news quite a bit in the past year, they aren’t
anything new. Fraudulent certificates have been issued for more than a decade. However, trends have led
to an acceleration of the problem.

SSL was never built to provide assurance to the users to whom they were talking. The only assurance was
that the channel was encrypted, because the threat it was designed for was sniffers, not phishing. SSL
was developed by a browser company, Netscape, to increase trust in the use of the Web for commerce by
protecting their passwords as they entered them into a browser. The concept of strongly authenticating the
server to the user was not the real starting point.
When phishing started, the industry formed the Certificate Authority/Browser Forum and reacted with
Extended Validation (EV) certificates. Gartner published research on that and outlined what needed to be
done to make EV certs meaningful — i.e., have stringent enrollment/registration validation procedures
and transparent and rigorous third-party assessment and monitoring. But the Certificate Authority/browser
industry did not do any of them, so EV certificates did not bring any meaningful increase in security.
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There are several proposals to change the model: some aim at using DNSSEC as the underlying trust
mechanism, others look to create other trusted third-party notaries that are just distributed CRL/OCSP
responders. These are different from the browser/Certificate Authority-centric view of the world, from a
governance perspective.
The other approaches are “install proprietary software,” such as Trusteer, Invincea and gang. They are
variations on a theme, but all are proprietary software. It comes down to the same old equation: either you
have shared secrets (proprietary software) or you have trusted third parties.
None of these alternatives will be feasible before year-end 2015, so enterprise have to look at ways to
mitigate, not eliminate, this risk. Certificate management products allow you to keep track of certificates
to rapidly revoke any that may be involved in a compromise. Alternatives such as hardened browsers, selfrun PKI and out-of-band mechanisms carry high costs, but may be justified for high-value applications.
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While the consequences of a Certificate Authority compromise can be high (especially when including
the cleanup costs), the likelihood of impact is medium. This risk is not likely to make the top five for most
companies. However, the suggestions above should be evaluated (from least cost to highest) in order to
bound your exposure to Certificate Authority risk.
With mobile device use and mobile device management strategies growing rapidly, focusing on making
sure the most secure possible approach to enrolling and registering SSL certificates for those use cases
is critical. A certificate management process and automated tools for tracking status and use of mobile
certificates is an important foundation element.
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Two of the most damaging attacks against DNS are:
DDoS attacks on DNS name servers: There have been two reported attacks against the DNS root servers
— one in 2002 and one in 2007. The 2002 attack temporarily impacted services at nine of the 13 root
servers. The attack in 2007 only impacted two of the root servers. DDoS attacks against specific name
servers (for example, those operated by ISPs) can seriously impact Internet availability within a limited
region.
Cache poisoning: In these attacks, hackers compromise the DNS system and redirect traffic to fake or
bogus websites. The objective is for a hacker to redirect Web traffic by modifying the mapping of domain
names to IP addresses. In recent years, there have been reports of cache poisoning attacks against ISPs in
Brazil and Ireland.
A registrar attack, in which hackers gain access to authoritative name servers and compromise DNS
records, is yet another example of DNS attacks.
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In a DNS cache poisoning attack, hackers provide fraudulent data to a DNS caching name server. The name
server then begins to serve poisoned information to people who are surfing the Web. For example, a user
may think he is visiting his bank’s website, but, instead, he gets redirected to a fraudulent website that
captures his user ID and password.

The following technologies can be used to mitigate the risk of attacks against the DNS infrastructure:
• DDoS Mitigation: Similar approaches used to defend against DDoS attacks against Web servers can be
applied to mitigate against DNS name servers. In this case, solutions need to be able to defend against
DNS Flood attacks.
• AnyCast: This routing mechanism directs packets from a source to the nearest node in a group of
potential receivers (all of which are identified by the same destination address).
• DNSSEC: Domain Name System Security Extensions are used to protect against DNS cache poisoning
and man-in-the-middle attacks.
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Security researchers have long recognized that the DNS protocol needs more security controls. The
Internet Engineering Task Force (IETF) began developing DNSSEC in 1997, but progress has been very
slow. The focus on DNSSEC gained momentum in 2008, after a researcher proved that cache poisoning
attacks against DNS name servers were easier to execute than was previously thought possible. A hacker
could, for example, use DNS cache poisoning to direct traffic intended for a bank’s website to a fake site,
capturing user IDs and passwords. DNS vendors quickly developed workarounds to minimize the risk of
this vulnerability, but the protocol remains inherently flawed and needs security enhancements. DNSSEC,
which uses public key infrastructure technology to sign DNS responses — making it almost impossible to
execute a cache poisoning attack — has emerged as the leading solution to the problem.
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Because risks are involved, enterprises should not rush to be early implementers of DNSSEC without
addressing those risks. However, the decision is not whether to move to DNSSEC, but when. Banks,
financial services institutions and large Internet retailers should begin planning to implement DNSSEC,
because a successful cache-poisoning attack would have a serious financial or mission impact. Begin
testing the performance and manageability impact of DNSSEC on test servers, and make necessary
changes before its implementation. Many government agencies have deadlines to meet, although smaller
agencies and those with limited DNS expertise will likely benefit from delaying implementation until they
have an opportunity to learn from the DNSSEC deployment experiences of their larger peers. Organizations
where online commerce and online trust are less business- or mission-critical should wait and learn from
the experience of early adopters, and for DNS vendors to deliver and improve tools for managing DNSSEC
environments (for example, key management tools).
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As more and more “things” get connected to the Internet, more and more of those things will be using
wireless connectivity. This will bring new security challenges from two perspectives:
• The reliability and availability of that wireless connectivity to business critical devices and services will
be important. Those devices will represent a huge number of potential new sources of attack.
• Wireless technologies will also be changing rapidly over this time frame, presenting another level of
complexity for security strategies.
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Many wireless technologies will coexist.
In mobile phones, technologies will include HSPA and its variations, LTE, Bluetooth, Wi-Fi and NFC. In
consumer electronics, ZigBee, Wi-Fi and some cellular will be important. Network operators have regained
their interest in Wi-Fi recently as a way to offload traffic from cellular networks, where demand will exceed
supply until LTE can be deployed, and will probably be a challenge even when LTE is available.
Broadband Global Area Network (BGAN) is a satellite technology that will be used primarily in remote
locations when cellular coverage is unavailable. IEEE 802.15.6 is a technology that is still being defined
by the IEEE, but is intended for body area networks and implanted sensors. DASH-7 is an open-source
sensor networking wireless system used extensively by the U.S. Department of Defense. New versions of
802.11, such as 11ac and 11ad, will push Wi-Fi up to new performance levels and frequency bands.
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Wireless access will replace the wired “last mile” for most applications other than simple voice
communications. This means wireless essentially will bring another layer of vulnerabilities on top of what
we are already dealing with in the wired world.
Since 4G coverage will not be ubiquitous until at least 2014, there will be several years where both 3G
and 4G services will be utilized, meaning using 4G security services end-to-end will not be feasible. This
means that multiple forms of provisioning mobile will need to be supported, opening new vulnerabilities.
As more and more devices come with built-in wireless interfaces to the Internet, there will be more
opportunities to compromise these devices and turn them into botnet command and control sites, or
sources for distributed denial of service attacks.
Coronal mass ejections or solar flares can and have disrupted wireless communications, much the way a
backhoe can disrupt wired Internet connections.
Inexpensive personal hot spot devices, which use 4G services to provide local Wi-Fi access, will be brought
into corporate areas, representing another leakage and penetration channel.
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Every new technology wave requires the extension and evolution of security processes and controls to
meet the demands of new use cases and to address new vulnerabilities. Our major recommendations
for thinking through the coming challenges of ubiquitous wireless connectivity are detailed in the slide
above.
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About Arbor
Arbor Networks: Did you know?
Arbor Networks was named one of 10 Brilliant
DARPA Inventions?
The Lighthouse Project
Arbor Networks is well known as a leading security
company specializing in the field of distributed
denial of service (DDoS) attack prevention.
What is less well known is the fact that Arbor
Networks itself was born out of a DARPA research
project: the Lighthouse Project, which Arbor
Networks’ co-founders worked on at the University
of Michigan and then used as the technological
foundation for the company itself.
Back in 1999, DDoS attacks were the next big
thing, hitting online betting shops and missioncritical military systems alike.
The Lighthouse Project research led directly to the
development of highly scalable, service providerclass solutions that enabled the rapid detection,
backtracking and mitigation of these attacks.
First demonstrated in the summer of 2000, the
anomaly detection system showed how the gap
between spotting the start of a DDoS attack and
resolving it could be successfully closed.
Arbor Networks solutions are deployed by 90%
of tier one service providers, and more than
70% of all service providers globally.
These are the most complex, distributed and valuable
networks in the world, and they rely on Arbor
Networks to protect them from DDoS threats and to
ensure the availability of their networks and services.
The same technology and research infrastructure that
supports the world’s Internet service providers is now
available to enterprises of all sizes, with mitigation
capacity ranging from 500 Mbps to 40 Gbps.
Arbor was one of two security companies, the
other being Symantec, to testify in Parliament
before the House of Lords, on behalf of the
European Union, on the subject of “Protecting
Europe Against Large-scale Cyber-attacks”

With over a decade of experience working
the DDoS problem, combined with our ATLAS
infrastructure capabilities and research heritage,
Arbor Networks has become a trusted advisor and
partner to the global network operator community,
an active member of industry standards groups,
regional operations groups and other security
forums. Arbor security researchers are often
sought out for their insight and analysis of critical
infrastructure issues such as DDoS, Domain Name
System (DNS) security and the adoption of IPv6, as
well as global Internet events.
When the EU decided to study the potential impact
of Large Scale Cyber Attacks, they could have
turned to any number of infrastructure vendors.
They chose Arbor Networks because we are
recognized globally as THE subject matter expert
when it comes to distributed network threats such
as DDoS.
Arbor’s ATLAS infrastructure collects 35 Tbps
of Internet traffic intelligence
ATLAS is a truly innovative, one-of-a-kind Internet
monitoring system. ATLAS is a collaborative
effort with 200+ ISPs who have agreed to share
anonymous traffic data on an hourly basis
(leveraging Arbor’s technology that sits on ISP
networks), together with data from Arbor dark
address monitoring probes, as well as third-party
and other data feeds.
The network and security intelligence delivered
via ATLAS gives Arbor customers a considerable
competitive advantage because of the powerful
combination of the micro view of their own
network together with the macro view of global
Internet traffic.
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ATLAS data informs a number of key decisions
such as network security, market analysis, capacity
planning, application trends, transit and peering
relationships and content partners. With this
unique vantage point, Arbor is ideally positioned
to deliver intelligence about malware, exploits,
phishing and botnets that threaten Internet
infrastructure and services. The ATLAS data set
also powers Arbor’s cloud-based services, from
Fingerprint Sharing to the ATLAS Intelligence Feed
security detection mechanisms to Routeviews
which deliver Internet-wide routing knowledge.
This information is aggregated, analyzed and fed
back to our customers via their Peakflow and
Pravail deployments.

“Arbor Networks’ research is utterly indispensible
for anyone who wants to understand the network
security landscape, how it is evolving and what
the implications may be.” Harvard University
Berkman Center for Internet & Society Expert
Ethan Zuckerman

Arbor’s annual Worldwide Infrastructure
Security Report is among the most widely read
and respected in the vendor community
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