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72% of organizations surveyed stated that 
they are very committed to records management 
program improvement.

80% of organizations surveyed stated 
that they have formal records and information 
management policies.

37% of all respondents consistently apply 
records and information management policies 
across the enterprise.

36% of all respondents offer no or very 
limited records training.
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On behalf of Iron Mountain, I’m proud to introduce 

the new edition of the Iron Mountain Compliance 

Benchmark Report. This report represents our 

ongoing commitment to you to provide a clear 

and comprehensive review of the current state of 

information management trends and practices.

To help organizations like yours solve information management 

challenges, Iron Mountain has developed a fact-based perspective on 

how our customers run their programs, while at the same time helping 

them reduce cost and risk. This analysis is made up of more than 4,000 

Compliance Risk Assessments, which represent input from professionals 

in every major vertical market.

In this year’s report, you’ll see that the deluge of electronic information 

continues, which means greater challenges around managing information 

in multiple formats and across many locations. This trend is causing many 

customers to see the need for unification. Having a program foundation 

that includes policies, training and a retention schedule provides the 

ground work for a healthy, unified program. A single system of record can 

enforce the policies that have been created — achieving unification — for 

both physical and electronic records, regardless of location.

Also new in this year’s report is an analysis on how customers like you are 

doing in areas that represent a new frontier in information management — 

Microsoft® SharePoint® 2010 and social media.

I trust you will find A View into Unified Records Management: Iron 

Mountain Compliance Benchmark Report a good educational resource 

and reference guide and that it supports your efforts to assess and 

improve your own program.

Best,

Harry Ebbighausen

President, North America

Iron Mountain

WELCOME

The information provided here is for reference use only 
and does not constitute the rendering of legal, financial 
or other professional advice or recommendations by 
Iron Mountain. If you require legal advice, you should 
consult with an attorney. While Iron Mountain has made 
every effort to ensure the accuracy and completeness 
of this document, it assumes no responsibility for the 
consequences to users of any errors that may be contained 
herein. The information in this document is subject to 
change without notice and should not be considered a 
commitment by Iron Mountain. 

Want more information about the state of 
information management or how to improve 

your RIM program? Check out how to make your 
Information an Advantage for your organization.
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For the most part, the responses show a steady improvement in records and 

information practices. The Best Practice Area of Retention is a strength for many 

organizations, while Policies and Procedures and Audit and Accountability continue 

to be areas where improvement is needed. 

There is a promising trend when it comes to electronic records, with more 

organizations saying that policies have evolved to cover a wider range of record 

types and formats. However, many still struggle to put their policies into action. In 

addition, they are challenged to keep policies and procedures up-to-date as new 

forms of business records, such as blogs, tweets, wikis and Microsoft SharePoint 2010 

collaboration spaces, become more pervasive.

The data also shows a continued shift in where Records Management reports in the 

overall organization — with a larger percentage reporting to Legal/Compliance and 

Audit/Risk Management. This is a positive change and highlights the importance of 

Records Management having the highest possible level of support and the ability to 

work freely with peers in IT, Legal, Audit, Risk Management and Compliance.

We also conducted an in-depth statistical analysis of the data to better understand 

how companies are faring on their journey to a unified approach to records 

management. With a unified program, organizations have a centralized means 

to access both paper and electronic documents, manage onsite and offsite files, 

consistently classify data, apply legal holds and set retention periods under one 

policy. This means they can classify and manage physical and electronic files more 

consistently, which is a key requirement for accessing information fast, meeting 

compliance regulations and being prepared for litigation. 

EXECUTIVE SUMMARY
As in past years, this edition of the Compliance Benchmark Report 
reviews and compares current records management programs 
across five Best Practice Areas. In each of these areas, the 
report highlights what it takes to achieve a best practice level of 
compliance, followed by key findings from an analysis of the 2010-
2011 survey responses and our perspective on each. 

Privacy and
Disposal

Audit and
Accountability

Index and
Access

Policies and
Procedures

 
Retention
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The research shows that there is earnest intent to establish a 

foundation for unified records management and address the 

need for consistent policies and procedures for managing 

physical and electronic information. Where respondents 

struggle is in making these good intentions a reality.  

There are some bright spots, especially in terms of the 

basics, such as having policies that cover both paper and 

electronic records. 

Like any significant journey, organizations must take a 

measured approach to unified records management — 

making the small, but important, changes necessary to  

unify paper and electronic records under a single set of 

policies and procedures. The New Insights section of this 

report outlines several concrete steps organizations can  

take to get started.

By providing a “state of the industry” overview, this edition 

of the benchmark report helps organizations evaluate their 

current practices, recognize areas for improvement and 

hone an approach to records management that will prepare 

them for the future.

5

IRON MOUNTAIN HEALTH SCALE
The Iron Mountain Health Scale provides a uniform evaluation of an organization’s performance and procedures 
in a defined Best Practice Area, in addition to an overall assessment of compliant records management 
performance. For more about the Health Scale, please refer to the Appendix.

1.0 5.0

Undetermined Emerging Variable Formalized Optimal

Addresses most, 
if not all record types 
and media

Average Health Scale Rating: 3.5

Addresses limited 
record types and 
select media 

Addresses limited 
record types and 
select media 

Record types and 
media are not identified

Records management 
department provides 
compliance monitoring 
for all business units

Business units 
may provide limited 
compliance monitoring 

Compliance monitoring 
is done on an 
individual-basis

No compliance 
monitoring

Occasional training 
by business units

Inconsistent and 
limited training 

Training is done on 
an individual-basis 

No training offered

Program exists but 
inconsistently applied 

Program in infancyA program does 
not exist

A program does 
not exist

Policies are designed 
but inconsistently 
applied 

Existing policies 
implemented by 
multiple business units

If policy exists, it is 
implemented on an 
individual-basis 

Policies are not 
designed or 
implemented

Policies are designed 
and implemented
across the enterprise

Program is designed
and implemented
across the enterprise

Addresses all records
and media, including
electronic

Formal training
consistently provided
across the enterprise

Compliance monitoring
is implemented across
the enterpriseP
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What’s happening in the world 
of records and information 
management today? 

Plenty. 
The deluge of electronic information continues, which 
means greater challenges around managing information in 
multiple formats and across many locations. For example, 
more business information is stored in SharePoint 2010 
based applications and file shares — many of which live 
outside the control of IT and records and information 
management (RIM) departments. 

In addition, companies are adopting social media and 
realizing that blogs, wikis and tweets may actually 
represent “business records” and, therefore, must be 
managed. Yet in research conducted by Iron Mountain, 
nearly 50% of business managers surveyed said they  
were unaware that they are legally liable for their  
social media content. And, a third of the businesses 
surveyed described their management of social media  
as “unmanaged and chaotic.”1

What’s more, paper isn’t going away. In a survey conducted 
by AIIM, more than 50% of respondents said that paper 
was not decreasing. And, 27% said it was increasing.2 Add 
in the fact that many organizations are adopting imaging 
as a way to make paper records more accessible, and it’s no 
wonder that RIM pros are struggling to adopt and enforce 
compliant information management practices. 

THE COMMITMENT/PRACTICE DIVIDE
The survey data continues to highlight the challenges 
organizations face in achieving best practices and making 
records and information management manageable. Over the 
last two years, the responses have consistently highlighted 
the difficulty of matching a commitment to improvement to 
what’s actually happening in the trenches. 

Consider: 94% of respondents report 
that their organizations intend to 
apply more budget and resources 
to information management in the 
coming year. This is a very positive 
sign, especially in light of uncertain 
economic times. 

 

But: More than 72% lack 
a strategic, multi-year plan 
for records and information 
management. Without a plan,  
how can organizations hope to achieve 
a higher level of best practice adoption 
and ensure they meet discovery 
requirements?

New Insights:  
How Records and Information 
Management Practices 
Continue to Evolve

94%
more budget no strategic plan 

72%
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There’s progress on the basics: 
80% of respondents have formal RIM 
policies. That’s important because 
organizations need to be able to 
efficiently find information when it’s 
requested — whether for discovery, 
audit or simply to satisfy an internal 
or customer request. 

 
 
But: Only 37% say those policies 
are consistently applied, and just 
9% can claim the best practice 
of enterprise-wide, consistent 
policy adoption. This leaves many 
vulnerable to non-compliance risk, 
reputation damage and real costs. 

In fact, 63% report having 
experienced a trigger 
event that cost their 
company money. 

There’s more governance: Nearly 
73% of organizations report that 
legal departments, compliance 
departments and/or formal records 
management steering committees 
are accountable for governance of 
their RIM programs. This high level 
of oversight raises the visibility 
of records management to a core 
business competency level.

 
 
But: Just 15% regularly 
audit policies and 
procedures, review the 
findings with senior 
management and respond 
to findings with a formal 
remediation process.63%

lost money

73%
accountable

only 15%
audit & review

Why the mismatch between good intentions and what’s actually happening across 
organizations? Simply put, it’s because information management is tough — and  
a desire to do better cannot overcome the complexity found in today’s organizations. 
Does this sound familiar?

—  Paper records are stored onsite across multiple facilities and geographies

—  Paper records are stored offsite with one or more third-party vendors

—  Electronic records are everywhere and in too many formats to grasp — applications, 
file shares, SharePoint, tape, desktops and even the cloud

—  No single, consistent policy has been defined and applied to all these records

When faced with this level of complexity, it’s no 
wonder that organizations struggle to achieve even 
the most fundamental best practices. 

80%
have formal

policies
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TRANSFORM INTENT INTO REALITY:  
A UNIFIED APPROACH
What does it take to turn a commitment to improve records 
and information management into reality? 

The answer lies in taking a unified approach to records 
management. With a unified approach, organizations can 
bring all of their records — regardless of format or location — 
under a single set of policies, procedures and management 
oversight. With a unified approach, they can provide 
centralized access to paper and electronic information. 

With a unified approach, 
organizations can:

—  Know what they have in 
inventory, regardless of  
location or format

—  Establish a single policy  
to consistently address  
electronic and paper records

—  Apply policies to all records, 
regardless of format  
or location

When it comes to records management policies — and 
knowing what needs to be done — organizations have 
invested heavily. The Benchmark results confirm this. 
For example, 80% of respondents say they have a 
comprehensive set of records and information  
management policies. 

In addition, organizations have put a good amount  
of effort into bringing their inventory in line. While it’s far 
from perfect, most organizations we work with say that  
they have a handle on inventory and know what they have. 

The hard part? Execution. Organizations struggle with 
putting their policies into practice and applying them to their 
inventory — regardless of format or location. This is where a 
unified approach to records management can help.
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Through a unified approach, organizations can gain best practice 
standards of information management in all five areas.

Physical Electronic

Corporate Applications 
& Fileshares

CloudScanning

Iron Mountain

Other Vendor

Self Managed

SharePoint & 
ECM Systems

TapeEmail/Social Media

Edge Devices

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Physical Electronic

Legal Holds AuditPolicies, Procedures, Retention Schedule

Corporate 
Applications & 

Fileshares

CloudScanning

Iron Mountain

Other Vendor

Self Managed

SharePoint & 
ECM Systems

TapeEmail/Social 
Media

Edge Devices

Iron Mountain
Unified Records

Management 
Solutions
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THE UNIFIED 
RECORDS 
MANAGEMENT 
JOURNEY

Adopting a unified 
approach to records and 
information management 
is a journey that can be 
traveled using practical, 
actionable steps across 
three areas:

— Establish a foundation

— Unify physical records

— Unify electronic records

ESTABLISH A FOUNDATION
Building a solid foundation for unified records management 
means putting fundamental elements in place in the areas 
of policy, procedures, retention, training, legal holds and 
other basics. Once defined, these foundation items can be 
applied across all record formats and rolled out to all places 
of business.

The Benchmark survey asks more than 10 questions related 
to setting a solid records management foundation. And, 
proficiency across all surveys ranks highest in this area with 
an aggregate Health Scale score in the Variable category 
(refer to the Appendix to learn more about the Health Scale), 
which means most organizations are headed to Formalized 
in the fundamental elements. Variable performance typically 
indicates that organizations have many basic practices well 
established, but struggle to apply them universally to all 
records and/or roll them out across the enterprise. 

While an overall Health Scale score in the Variable range 
leaves ample room for improvement, there were several 
bright spots, including:

—  77% have formal, policy-driven 
processes to protect private 
information from unauthorized or 
inadvertent access

—  56% have technology, and 
reasonable retention and disposition 
policies, for managing and archiving  
electronic records

—  76% have a legally credible retention schedule, and half 
of those have implemented that schedule enterprise-wide

WHAT IS UNIFIED RECORDS MANAGEMENT 

(URM)? URM is about having a centralized means 

to access both paper and electronic documents, 

manage onsite and offsite files, consistently 

classify data, apply legal holds and set retention 

periods. With URM, companies can classify 

and manage physical and electronic files more 

consistently, which is a key requirement for 

accessing information quickly, meeting compliance 

regulations and being prepared for litigation.

10
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Areas for improvement are clear, including such key 
concerns as:

—  21% have no strategic plan for records and information 
management, and another 51% have only a limited-scope 
annual plan

—  36% offer no or very limited 
training, although the number 
offering formal training is up from 
previous years’ results

—  54% have no records and information management 
administrative support and very limited staff

Benchmark survey respondents are showing good progress 
in establishing a solid foundation for unified records and 
information management. There’s more work to do, but this 
foundation — which applies equally to paper and electronic 
records — is an essential first step in the journey.

UNIFY PHYSICAL RECORDS
The next step on the path is the unification of physical 
records — with a primary focus on applying the policies 
created as a part of the foundation work. 

Unifying physical records means getting better control 
of active and inactive records stored onsite or offsite, 
regardless of who currently manages them. Control is 
achieved by establishing a single, definitive system of  
record — leveraging the foundation elements — that defines 
the actions that can take place for physical records, no 
matter where they live. 

The Benchmark survey data shows that organizations are 
performing at a Health Scale score of Variable when it comes 
to the unification of physical records. In fact, its score is 
just a notch below the aggregate score for foundation and 
reflects the fact that organizations have a longer track 
record in this area. While a Variable score demonstrates 
progress, it also means there’s more work to be done. 

Encouraging survey findings 
in the area of physical record 
unification include:

—  92% report that their 
formal retention policy covers 
hardcopy records, resulting in 
an aggregate Health Scale  
score of Optimal

—  68% are using imaging throughout the organization, 
which helps bridge gaps in accessibility when using multiple 
storage locations and vendors

—  53% are systematically destroying paper records 
according to destruction dates, which is a 25% 
improvement since the Benchmark survey was started  
in 2007

To move overall performance from a Health Scale score of 
Variable to Formalized and Optimal, organizations will have 
to close a number of deficient areas, such as:

—  83% report that they are 
unable to locate hardcopy records 
when needed, due in large part 
to the fact that not all records, 
across all locations, are indexed

—  60% may destroy some 
paper records via shredding, but 
they don’t have a formal policy 
or process that employees are 
trained to follow

—  61% are able to identify inactive records and store or 
dispose of them according to retention policies, but this 
number has declined 17% since the start of the survey

Looking at the plusses and minuses in the area of physical 
unification shows that organizations are headed in the right 
direction, but there’s much more to be done. Focusing on 
creating a system of record that can be consistently applied 
to all physical records, regardless of storage location, will be 
the keystone to improving scores in this area.

? ??
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Recommended Next Steps

Unified records management as a concept is not new, but the pressure to achieve 
unification is greater than ever — and the payoff is clear, as is the cost of falling short.

Many organizations have already made progress on the journey — and they can continue 
that good work by taking a practical approach that includes:

—  Understanding their starting position by assessing current practices in the three key 
areas of foundation and physical and electronic unification

—  Prioritizing areas of risk and opportunities for improvement that align with business 
goals and strategies

—  Developing clear action plans with milestones and dates to define a route to unified 
records management

UNIFY ELECTRONIC RECORDS
The challenge of unifying electronic records is even greater 
than physical because of the many sources, and exponential 
growth, of this information. Not only are traditional 
application databases and file shares expanding, but new 
sources of information — from email and instant messages to 
social media and SharePoint systems — are pushing business 
record volumes ever higher. 

While members of the RIM community understand the 
need for a single system of record that can be applied to 
electronic information, they are often left out of the upfront 
planning and deployment of initiatives that drive more 
volume. This means RIM professionals are constantly playing 
catch up, rather than helping their organization tackle these 
challenges from the outset.

Therefore, it’s no surprise that survey questions related to 
electronic records unification rank lower than the other two 
areas. In fact, the average Health Scale score in this area is 
squarely in the Emerging range. This means respondents’ 
organizations are at risk of exposure for lack of compliance 
with standards and best practices. And, that there’s much 
work still to do to bring a single system of record and 
standard practices to bear for electronic information in its 
many forms and locations across the enterprise.

The numbers paint a telling picture of where organizations 
struggle to unify electronic records:

—  The ability to apply retention to electronic records varies 
widely depending on the type of record:

    •  64% of respondents report that they can apply 
retention to electronic communication and collaboration 
like email and instant messages 

    •  60% report the ability to apply retention to electronic 
document objects, such as Microsoft® Word and Excel® 
documents

    •  48% are able to apply retention to data objects, such 
as database records

—  Indexing and classification of electronic records is a huge 
challenge:

    •  Only 35% say they can classify and index user-
created electronic records at time of creation or later in 
their lifecycle

—  SharePoint is a particular concern, with the majority of 
users reporting that there is no archiving or retention 
applied to records held in these systems

This last section of the journey to unified 
records management is a big one. And, like 
physical unification, it is largely focused on 
improving the way policies are applied to 
electronic records. The task is made easier 
by what’s learned in unifying physical records — 
and by taking a measured approach that starts 
from a solid foundation and a single, consistent 
system of record.
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Areas of Records and 
Information Management 
Best Practices 

Based upon feedback from thousands of customers, Iron Mountain 
has defined five records management Best Practice Areas:

The specific best practices in each area were 
identified over years of working with public,  
private, government and non-profit organizations 
on a global basis. Grounded in real-world, in- 
the-trenches experience, they provide the basis  
for a compliant RIM program and a proactive 
framework for the protection of your organization’s 
information assets. 

The five Best Practice Areas are the vital signs 
that you can monitor to better gauge the overall 
health of your organization’s RIM program. They 
serve as the foundation for all of the key findings 
in this report, including the Health Scale, which is 
described in detail in the Appendix. The findings in 
this section of the report reflect survey responses 
from 2010 and 2011.

5
Index and
Access

 
Retention

Privacy and
Disposal

Audit and
Accountability

Policies and
Procedures
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When you establish an enterprise-wide RIM policy, you’re 
building the essential foundation of standard practices that 
apply across your organization. And, you’re confirming 
support for a compliant RIM program.

Your policies and procedures document the details around 
record creation, retention, destruction, access and storage. 
They are the rules and processes that support and guide 
each RIM program component. And, these guidelines must be 
universally applied and communicated across the workforce 
to ensure consistent application. 

ACHIEVING BEST-PRACTICE-LEVEL COMPLIANCE 
To achieve best-practice levels of compliance, your 
organization should develop and roll out an overarching RIM 
program with a formal policy that covers such key aspects 
as governance, communication, implementation and regular 
training. It’s important that these policies reflect all business 
transactions — regardless of media type — and state how long 
specific records should be retained before they are destroyed.

DEFINING BEST PRACTICES:

Policies and Procedures

—  Ongoing improvement and 
optimization of all aspects of records 
and information management

—  Consistent and universal use of  
your guidelines on an enterprise- 
wide basis

—  Formal employee RIM policies and 
procedures education, and clearly 
defined, role-specific responsibilities

—  Well-documented accountability for 
records management throughout the 
enterprise

—  Clear procedures that employees can 
follow to properly dispose of records 
at the end of their specified retention 
periods

—  Practical and effective processes 
to hold records impacted by legal 
intervention

In short, you should integrate RIM policies and procedures into a documented, comprehensive program and communicate 
the importance of compliance throughout your organization. This, in turn, delivers the ready proof you need for audit 
and regulatory compliance and helps your organization demonstrate “good faith” in the face of legal scrutiny.

A RIM program should be an ongoing endeavor, not a one-time project. Key 
hallmarks of a best-practices-level program for policies and procedures include:
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The average score in this area has steadily 
increased — showing a 9% improvement 
since 2009. 31% SAY THEIR PRACTICES 
ARE AT THE BEST-PRACTICE LEVEL, 
which means their policies apply to 
records in all formats and are well 
integrated with data privacy and security 
policies.

Vital or mission-critical records have 

intrinsic legal, historic or intellectual 

property value, and must be specially 

protected for business continuity reasons. 

We’ve seen a 24% improvement in how 

organizations manage this special class of 

records since the last survey. Still, THERE’S 

ROOM FOR IMPROVEMENT AS JUST 11% 

ARE AT BEST-PRACTICE LEVEL. 

72% OF RESPONDENTS DO NOT HAVE 
A MULTI-YEAR STRATEGIC PLAN 
FOR RECORDS AND INFORMATION 
MANAGEMENT — OR A BUDGET. A 
strategic plan with a budget — and the 
support of senior management — is essential 
to making continual improvement over time 
a reality.

Organizations have made good strides in  
the important area of employee training.  
In fact, the average score has improved  
25% since 2009. However, MORE  
THAN A THIRD DO ABSOLUTELY  
NO TRAINING — OR HANDLE IT 
INFORMALLY. Training is an essential 
foundational element for compliant  
RIM practices. 

DOES YOUR ORGANIZATION 
HAVE A COMPREHENSIVE SET 
OF RIM POLICIES?

31%

48%

6%

8%
7%

Formal, all formats, strong 
integration with privacy and security

Formal electronic and hardcopy, 
lack integration with privacy and 
security policies

Formal, but hardcopy only

Handled locally, variable coverage

No formal policies

Vital Records > 24% Improvement

2007 2012

25%

36%

HOW IS RECORDS AND INFORMATION MANAGEMENT 
TRAINING DELIVERED?

“ We have mandatory training for all employees. 
Attendance and performance are tracked.  
Our training is regularly updated.”

“ We have no training or do  
ad-hoc training on the job.”

WHAT DOES YOUR STRATEGIC PLAN 
FOR RECORDS AND INFORMATION 
MANAGEMENT LOOK LIKE? 16%

12%

21%

21%

30%

Multi-year plan with budget 
and senior management 
support

Records manager has budget 
and multi-year plan

Records manager plans 
annually

Departmental basis only

No plan 72%

15
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Retention covers both the preservation of information  
assets and the systematic destruction of records at the  
end of their business life. It should support your efforts to 
manage intellectual property, control the cost of information 
storage and locate and retrieve documents to support a  
range of business processes — from customer service to  
legal discovery. 

Retention applies to all business records — across divisions 
and functions, and regardless of format. Your retention 

schedule should be routinely updated to reflect changes in 
regulations, industry and your business. 

ACHIEVING BEST-PRACTICE-LEVEL COMPLIANCE 
To achieve a best-practice level of compliance, you must 
start by implementing a records retention schedule and RIM 
program. But, the ultimate measure of an optimized program 
is consistent application of the retention schedule across all 
locations and types of records. 

DEFINING BEST PRACTICES:

Retention

—  Define a multi-year RIM roadmap  
and timeline

—  Identify all physical and electronic 
records — including email, IM, social 
media and SharePoint applications — 
their locations and retention models

—  Apply retention to critical records from 
high-risk areas first, and then address 
distributed records in both physical 
and electronic formats

—  Commit to updating your retention 
schedule every 12 to 18 months, 
including consideration of new media 
types, geographies and business units

A retention schedule that is current, clear and consistently followed is the cornerstone to reducing your risk profile. By 
adopting these retention best practices, you’re helping to protect your organization from the risk of non-compliance with 
evolving rules and standards for the preservation of business records.

To realize greater consistency, you should consider taking a step-by-step approach 
to establishing a single, organization-wide retention policy. Key actions include:
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When you make it easy for employees to 

reference retention policies, you’re MORE 

LIKELY TO SEE THOSE POLICIES 

ACTUALLY BEING APPLIED. Posting 

the schedule on an Intranet or other 

collaborative site is a best practice that 

many respondents are following.

CONVERGING OBLIGATIONS REQUIRE 

ORGANIZATIONS TO PRIORITIZE 

WHICH RECORDS TO RETAIN BASED 

ON POTENTIAL RISK EXPOSURE.

Traditional 
Regulatory or 

Statutory 
Compliance

Litigation
Imposed

Requirements

Privacy and
Information

Security

Corporate
Governance

and Operational
Controls

Core Requirements

Understand Information
Subject to Obligation

Locate, Classify, Retain,
Destroy, Produce and Hold

Security, Authenticate,
Traceability

Compared to 2009, there’s just a 2% 

improvement in the average score for 

this question. MORE THAN 20% OF 

RESPONDENTS DO NOT HAVE A 

LEGALLY CREDIBLE RETENTION 

SCHEDULE. 

The other 77% cannot rest easy because 

few update their schedules every 12 to 18 

months, which is a recommended best 

practice. And that means they could be 

blindsided by changes that put their 

policies out of alignment with current rules.

84%
HOW DOES YOUR ORGANIZATION MAKE ITS RECORDS RETENTION 
SCHEDULE AVAILABLE TO EMPLOYEES?

DOES YOUR ORGANIZATION HAVE A LEGALLY CREDIBLE RECORDS 
RETENTION SCHEDULE IN ALL PLACES YOU DO BUSINESS?

43%

23%?34%

Yes NoYes with reservations

17

“ Our enterprise-wide retention 
schedule is available on our 
Intranet.”
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THE NOT-SO-GOOD NEWS? 

Organizations struggle to put the 

retention policies they have into practice, 

particularly for electronic records. This 

gap between establishing a schedule 

and actually having it applied must be 

closed if your organization is to establish 

a solid foundation for unified records 

management as discussed earlier in  

this report. 

THE AVERAGE SCORE FOR THIS 

QUESTION HAS DECLINED BY 10% 

SINCE 2009 — an unfortunate trend. 

Organizations that do not formally manage 

inactive records are exposed to greater risk. 

How? They may be keeping discoverable 

records that could and should have been 

destroyed.

THE GOOD NEWS? Retention policies 

have evolved to cover a wider range of 

record types and formats. 

In the next Benchmark survey, we plan  

to look at new frontiers in business 

records — like social media and SharePoint 

2010 systems. Our customers are already 

telling us that these areas present new 

challenges, especially when it comes to 

retention. 

39%

HOW DOES YOUR ORGANIZATION MANAGE INACTIVE 
HARDCOPY RECORDS THAT MUST BE RETAINED  
FOR REFERENCE OR LEGAL REQUIREMENTS?

take an ad-hoc approach that includes doing nothing, 
storing inactive records in departments and scrambling to 
move records offsite when space gets tight.

DOES YOUR FORMAL RETENTION POLICY COVER 
RECORDS IN ALL FORMATS?

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
Data objects, 

such as data in 
transactional 
systems and 
databases

Data objects, 
such as data in 
transactional 
systems and 
databases

Electronic 
document 

objects (Word, 
Excel, etc.)

Electronic 
document 

objects (Word, 
Excel, etc.)

Electronic 
communication 

and collaboration 
(email, IM, etc.)

Electronic 
communication 

and collaboration 
(email, IM, etc.)

Hardcopy 
records

Hardcopy 
records

No

No

Not sure

Not sure

Yes

Yes

ARE YOU ABLE TO SUCCESSFULLY APPLY RETENTION 
TO RECORDS IN ALL FORMATS

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
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The Index and Access Best Practice Area addresses your 
organization’s ability to successfully identify and retrieve 
records. Your employees must have quick, effective access 
to information to do their jobs — or productivity suffers and 
service declines. And when it comes to litigation response 
and/or regulatory compliance, there are rules that mandate 
the turnaround of information requests — and impose steep 
penalties if you’re unable to comply.

Your records index helps people find records based on 
subject, record creator, method of creation, system of 

creation, intended recipient, date and more. It also says  
where a record is stored, such as a paper or microfilm filing 
system or electronic repository. Once the record and its 
location are identified, access should be authorized by various 
security controls.

ACHIEVING BEST-PRACTICE-LEVEL COMPLIANCE 
Your index and access strategy should cover all record types, 
and consider such things as the likelihood of a record being 
requested, priority of record content and speed and cost to 
produce the record. 

DEFINING BEST PRACTICES:

Index and Access

When it comes to indexing, key steps in  
moving to a best-practices level include:

—  Defining a record classification scheme  
(also known as a taxonomy or file plan)  
with standard indexing parameters, such as 
record class code, business function  
and creator 

—  Establishing a consolidated RIM process  
that links records to your retention schedule 
via the classification scheme

—  Systematically indexing your records by 
subject matter, regardless of the storage 
medium or location

To move to a best-practice level for access,  
you should:

— Define who owns a group or profile of records

—  Designate access rights for each record 
type as a means of controlling access to 
confidential information

—  Consider limiting employee access to only 
what is needed to perform his or her job 
duties and support business processes

—  Use imaging on a selective basis in specific 
operating instances, and/or consider 
establishing a process for transitioning  
paper to imaged records

Finally, retention can play a key role in improving index and access. By disposing of records per your retention policy, 
you’re reducing volume. That, in turn, makes it easier to access the records that remain.
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60% OF THOSE SURVEYED RATE 

THEIR ABILITY TO FIND A SPECIFIC 

RECORD AS LESS THAN IDEAL. The 

business impact is twofold. First is the 

productivity loss as people search for 

information — or spend time recreating 

it. Second is the risk exposure associated 

with the inability to produce the 

information required for audit or litigation 

events in a timely manner.

The use of imaging helps organizations 

more effectively bridge the physical to 

electronic divide — making a complete 

record available even when some parts are 

paper and others electronic. THOSE WHO 

PERFORM AT A BEST-PRACTICE LEVEL 

WEIGH WHAT TO IMAGE, AND WHEN, 

WITH ACCESSIBILITY. This approach also 

balances storage and imaging costs with 

business process requirements.

The potential for discovery requests is ever-

present. It’s important that organizations 

proactively plan for their responses by 

following best practices for index and 

access. Unfortunately, THE MAJORITY OF 

BENCHMARK RESPONDENTS ARE ILL 

PREPARED for these events. 39%

IN WHAT CASES DOES YOUR ORGANIZATION USE IMAGING?

“ We are able to respond 
to discovery requests 
in an organized, 
effective manner.” 61%

“ We struggle when it 
comes to discovery.”

HOW WELL IS YOUR ORGANIZATION 
POSITIONED TO RESPOND TO DISCOVERY 
AND AUDIT REQUESTS?

20

68%
use imaging in specific 
operating instances or have a 
regular process for transmitting 
paper to electronic format.

WHICH SCENARIO BEST DESCRIBES YOUR ORGANIZATION’S 
ABILITY TO LOCATE SPECIFIC HARDCOPY RECORDS?

17%  
STRONG  

23%  
GOOD  

31%  
NOT IDEAL  

13%  
POOR  

16%  
DIFFICULT

Records are indexed and 
we have technology with 
search capabilities

Most records are indexed and we  
have technology with search

Some records are indexed, but we still have 
trouble locating them

We are just starting 
to standardize 
indexing processes

We lack any standard 
indexing procedures
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THE SHAREPOINT 2010 
OPPORTUNITY

The index-access challenge with electronic 

records is certain to grow along with the 

explosion in data stores. International Data 

Corporation (IDC) predicted that the volume of 

digital content will grow to 2.7 zettabytes (ZB) 

in 2012, up 48% from 2011.3 Video, audio and 

image content, social media, blogs and wikis and 

SharePoint applications are a few areas that drive 

this growth.

Many organizations view new records 

management capabilities within SharePoint 2010 

as a possible solution. These features include:

—  New in-place records management and 

improvements to the records management 

center

—  Enhanced capabilities for managing audio,  

video and image content types

—  Better usage reporting and logging

—  A new managed metadata service and better 

tagging features

However, capabilities alone do not make for 

stronger records and information management. 

Organizations must have a foundation of policies 

and practices in place that can be implemented 

in SharePoint 2010. This is where records and 

information management best practices and 

unified records management can make a big 

difference.

In a study4 sponsored by Iron Mountain, IDC 

found “The emergence of new content types 

(such as social media applications) is creating 

new retention management and governance 

challenges for organizations migrating to or 

deploying Microsoft SharePoint 2010.” Most 

notably, IDC found that only 46% of respondents 

are employing RIM practices for new SharePoint 

applications, like social media, blogs and wikis.

But, there is hope. “IDC finds that less than 

20% of organizations have completed their 

Microsoft SharePoint 2010 deployments. This 

means that organizations still have opportunities 

to strategically execute their deployments so 

that they are able to take advantage of the full 

capabilities of the platform and realize better ROI 

on their investments.”5

Management of electronic records of all kinds remains 
a challenge for Benchmark survey respondents. 65% 
said they were unable to classify/index user-created 
electronic records, such as email, instant messages 
and Microsoft Word or Excel files. 



22 A View Into Unified Records Management: Iron Mountain Compliance Benchmark Report

The Privacy and Disposal Best Practice Area addresses 
your processes and policies around the proper destruction 
of records, as well as protection of sensitive or confidential 
assets.

When your organization follows consistent disposal practices 
per a legally credible records retention schedule, you reduce 
storage costs and decrease corporate risk. Stories of identity 
theft regularly make headline news and regulatory mandates 

are growing. You’re under tremendous pressure to protect 
customer and employee privacy, as well as take extra steps to 
safeguard confidential information.

ACHIEVING BEST-PRACTICE-LEVEL COMPLIANCE 
When it comes to reaching best-practice-level compliance for 
privacy and disposal, the single most important action to take 
is the development of a policy, supported by a program. 

DEFINING BEST PRACTICES:

Privacy and Disposal

As the guideline for systematic destruction and 
disposal of records, your policy should include:

—  An accurate classification of records that 
links to retention policies

—  Documented instructions on how records are 
identified and approved for destruction

—  A method for accurately holding records 
impacted by legal intervention

—  Secure processes for destroying records, 
including a documented chain-of-custody and 
certificate of destruction

—  Well-defined security and authorization 
access levels

A program puts your privacy and destruction 
policies into practice and should include:

—  An enterprise-wide rollout that includes 
employee education — and is driven by your 
corporate records manager with the support 
of your steering committee and records 
administrators at the business-unit level

—  Ongoing assessment and accountability for 
the confidentiality of information as it is 
destroyed

When you have a policy supported by a program, you gain the confidence that comes from knowing your information — 
and your organization — is protected from the risks of inadvertent disclosure and improper destruction.
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58% of respondents have developed and 

implemented an information security 

program that is maintained and monitored. 

The other 42% ARE AT RISK OF 

SIGNIFICANT FINANCIAL EXPOSURE 

AND LOSS OF BRAND EQUITY due to 

poorly defined and managed privacy and 

disposal practices.

The Benchmark survey results have 

shown a 9% IMPROVEMENT IN HOW 

ORGANIZATIONS MANAGED THE 

SECURE DESTRUCTION OF HARDCOPY 

RECORDS since 2009. Disposing of records 

per your retention schedule reduces storage 

costs and mitigates business risk. 

The key to sound privacy and disposal 

practices is making them a natural part 

of every employee’s day-to-day processes 

through a shred-all policy. Unfortunately, 

THE AVERAGE RESPONSE TO THIS 

QUESTION HAS DECLINED 5% since 2009. 

There’s simply no substitute for a formal, 

well-communicated program that leaves 

nothing to chance when it comes to the 

disposal of sensitive and confidential 

information.

23

100%

42%58%

60%
are using shredding to 
some degree.

Few or no 
formal policies

Comprehensive, 
written information 
security program —  
some use of 
encryption

are leaving it up to 
individual employees to 

make the decision about 
what to shred and when.

WHAT PROCESS IS USED TO DESTROY OR DISPOSE OF ACTIVE 
HARDCOPY RECORDS, I.E., THE RECORDS THAT PEOPLE HAVE ON 
THEIR DESKS AND IN THEIR DRAWERS AND FILING CABINETS?

HOW DOES YOUR ORGANIZATION FACILITATE THE DESTRUCTION 
OF HARDCOPY RECORDS?

HOW DOES YOUR COMPANY MANAGE PERSONALLY IDENTIFIABLE 
INFORMATION (PII) AND OTHER SENSITIVE INFORMATION, SUCH 
AS CUSTOMER RECORDS, EMPLOYEE 401K INFORMATION AND 
PAYROLL DATA?

BUT

Systematically destroy 
paper records by 
calculating destruction 
dates, getting approval

Follow ad-hoc or no 
destruction policies

9% Improvement

47%

53%
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REGULATORY 
SPOTLIGHT:  
PRIVACY EDITION

A partial list includes:

—  FACTA Disposal Rule: Instructs all 

businesses, regardless of size or industry, to 

protect confidential consumer, employee or 

internal data — and assess the effectiveness of 

their process for doing so.

—  FACTA Red Rules: Require financial 

institutions and creditors to identify, 

prevent and effectively respond to activities 

associated with identity theft.

—  State and local privacy laws, such as 

Massachusetts 201 CMR 17.00, Nevada Senate 

Bill 227 and California’s Senate Bill 1386, 

which was the first to shine the spotlight on 

security breaches during the disposal process 

and has become the model for laws in at least 

45 other states.

There’s a growing body 
of legislation designed to 
protect consumers from 
fraud and prevent the 
inadvertent disclosure of 
private information. 

WHAT’S THE BOTTOM LINE?  
Privacy pressures are unrelenting, 
which means adopting best practices 
around the protection and disposal 
of all forms of information is critically 
important. A “shred all” policy is 
the best way to improve compliance 
because it removes the “Does this 
need to be shredded?” decision from 
your employees’ hands.

24
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The Best Practice Area of Audit and Accountability applies  
to the enterprise-wide ownership of your RIM program,  
as well as the ongoing evaluation of your day-to-day 
compliance practices.

A proactive approach is recommended and should include 
the integration of the program into your organization’s 
formal internal audit process. Audit requirements should be 
defined, communicated, measured, reported and resolved. 
This will ease the burden of responding to external audits or 
regulatory assessments and allow for remediation actions 
before things get too far off track. 

In today’s environment, organizations need to be prepared 
for a variety of external and internal audits, including records 
management program and financial (Sarbanes-Oxley Act 
(SOX) of 2002) and regulatory compliance (SEC). A focus on 
best practices demonstrates a good faith effort to build a 
compliant records and information management program.

ACHIEVING BEST-PRACTICE-LEVEL COMPLIANCE 
Driving consistency in records and information management 
requires a culture of accountability. 

DEFINING BEST PRACTICES:

Audit and Accountability

—  Has visibility, involvement and  
support at the highest levels of the 
organization

—  Has a system of checks and balances —  
audit and remediation — in place to 
ensure that consistency is being driven 
to all areas of the organization

A best-practice-level of compliance for Audit and Accountability can only be 
achieved when your RIM program:

A best-practices-based RIM program has clear and established ownership 
and accountability. The optimal way to achieve this is by establishing 
a steering committee that includes a Compliance Officer and risk-
management stakeholders from Legal, IT, Finance and other important 
departments. This committee will provide the necessary oversight and 
strategic direction for the program.

Finally, your organization should develop and implement a process for 
periodic audits. These can occur in conjunction with internal financial audits 
and should be aimed at ensuring consistent compliance with RIM policies 
and procedures. 
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With an average score approaching the 

Formalized range, THERE’S A VERY 

POSITIVE MOVEMENT TO PLACE RIM 

PROGRAM GOVERNANCE IN THE HANDS 

OF LEGAL OR COMPLIANCE — and 

to establish a Steering Committee with 

members from key functional areas and 

business units. 

Monitoring compliance with policies 

continues to be a challenge — THE 

AVERAGE SCORE DECLINED 11% 

SINCE 2009. This highlights the apparent 

difference between intent and application. 

Many respondents are doing a better 

job of establishing RIM policies and 

procedures and rolling them out across 

the organization, but when it comes to 

monitoring compliance, they fall short.

This is an area where a unified approach to 

records management can help. When you’re 

able to define a single policy that applies  

to all records — regardless of format or 

location — the process of monitoring and 

reporting on application should be easier.

The average score here has fallen 20% 

since 2009, which is puzzling given the 

importance of verifying that legal hold 

policies are followed. After all, THE BEST 

HOLD POLICIES IN THE WORLD ARE 

WORTHLESS IF THEY AREN’T APPLIED 

WHEN A SITUATION ARISES. 

74%

HOW DO YOU MONITOR COMPLIANCE WITH 
RECORDS AND INFORMATION MANAGEMENT 
POLICIES AND PROCEDURES, INCLUDING YOUR 
RECORDS RETENTION SCHEDULE?

HOW DO YOU MONITOR AND AUDIT COMPLIANCE 
WITH LEGAL HOLD NOTICES?

do not monitor their program 
or do so on an ad-hoc or 
decentralized basis.

More Formal Records  
Management Program  
Governance >

2007

2012

 33% Improvement

26

23%
Legal tracks via spreadsheets, 
emails and in-person meetings

24%
Employees are notified and 
assumed to comply

21%
Processes and technology are 
used to automate legal hold 
communication and compliance

32%
Legal follows up as best  
as they can

?



27A View Into Unified Records Management: Iron Mountain Compliance Benchmark Report

Records Management: 
Where Does it Report?
Where Records Management reports in the organizational hierarchy 
can impact best-practice-level compliance. When it reports to 
Legal/Compliance or Audit/Risk Management, organizations record 
higher scores in the Benchmark — and this, in turn, signifies greater 
organizational focus on the RIM program. The latest Benchmark 
results show a positive trend in this regard.

Legal/Compliance: 
48%

Audit/Risk: 12%

Finance/Accounting: 15%

Facilities: 12%

Business Unit/Admin: 11%

Other: 2%

OUR RECORDS MANAGEMENT FUNCTION REPORTS TO:
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THE BENCHMARK 
REPORT SURVEY 
PROCESS

These metrics, which are based on anonymous aggregate data, can also be valuable in drawing cross-

industry comparisons and in revealing trends over time. The trends, in turn, can serve as a generic 

barometer to gauge how organizations are functioning and also as a basis for creating standards and 

best practices.

Starting in 2007, we designed and executed a large-scale, cross-industry study on the state of records 

management. This study encompasses the responses of over 4,178 individual participants from more 

than 3,200 private, publicly traded, government and nonprofit organizations with employee-size 

ranges of less than 1,000 to more than 100,000 and revenues of less than $1 million to greater than 

$30 billion. Input came from various titles within surveyed organizations and included General Counsel, 

CIOs and Records Managers.

These assessments, which calculate mean and comprehensive ratings for each area, also provide 

the foundation for individualized continuous improvement plans, which Iron Mountain provides to 

organizations that complete the assessment.

Benchmarks are broad metrics that help 
organizations understand where they stand in a 
defined area and how they compare to their peers. 

APPENDIX
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ASSESSMENT DEMOGRAPHICS

TOP FIVE INDUSTRIES 
REPRESENTED:

Financial Services/Banking
Professional Services
Manufacturing
Healthcare
InsurancePublicly Traded:

78%

Privately 
Held: 19%

Non-Profit:
1%

Government
Agency:

2%

Over $1 billion:
91%

$100M to 
$1B: 5%

$10M to 
$100M:

2%

Annual Revenue

Types of Business

Number of Employees

Less than 
1,000: 41%

1,000 to
5,000: 22%

7%

5,000 to
10,000:

11%

10,000 to
100,000:

19%

100,001+:

Under 
$10M: 2%

2009 > 25%

2011 > 60%

Records Management reports 
to Legal, Compliance, Risk 
Management or Audit:

The 2010-2011 survey results show a significant change in where  
organizations’ records management departments  
report. More respondents say they report to  
Legal/Compliance and Audit/Risk Management.  
This is a positive trend that shows a greater  
awareness of the value of a strong records  
management function.

OTHER SIGNIFICANT INDUSTRIES 
REPRESENTED: 

Accounting

Architecture, Construction, 
Engineering and Consulting

Communications

Energy/Utilities

Entertainment

Food Service

Pharmaceuticals

Real Estate

Retail

State and Federal Government

Technology
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The Iron Mountain® Health Scale provides a uniform 
evaluation of an organization’s performance and 
procedures in a defined Best Practice Area, in addition  
to an overall assessment of compliant records 
management performance.

The Health Scale range is a standardized five-point scale 
with ratings from “1,” which indicates an “Undetermined” 
status, and escalating to “5,” which is defined as 
“Optimal.” Decimal numbers demonstrate that a final 
score falls in between two ratings. For example, a ranking 
of 4.2 in Retention communicates that an organization is 

just past “Formalized” — and on its way to “Optimal” — in 
its implementation of best practices in that area.

The average overall Health Scale score was a 3.5 on a 
scale of 5. Results varied by industry and by the degree 
of regulatory impact within each industry. 

Our most recent figures show the highly regulated 
segments have the highest overall scores. These 
include Financial Services/Banking, Pharmaceuticals, 
Accounting, Energy/Utilities, Food Service, Government, 
Healthcare, Insurance and Manufacturing. 

Understanding the Health Scale Rating System

1.0 5.0

Undetermined Emerging Variable Formalized Optimal

Addresses most, 
if not all record types 
and media

Average Health Scale Rating: 3.5

Addresses limited 
record types and 
select media 

Addresses limited 
record types and 
select media 

Record types and 
media are not identified

Records management 
department provides 
compliance monitoring 
for all business units

Business units 
may provide limited 
compliance monitoring 

Compliance monitoring 
is done on an 
individual-basis

No compliance 
monitoring

Occasional training 
by business units

Inconsistent and 
limited training 

Training is done on 
an individual-basis 

No training offered

Program exists but 
inconsistently applied 

Program in infancyA program does 
not exist

A program does 
not exist

Policies are designed 
but inconsistently 
applied 

Existing policies 
implemented by 
multiple business units

If policy exists, it is 
implemented on an 
individual-basis 

Policies are not 
designed or 
implemented

Policies are designed 
and implemented
across the enterprise

Program is designed
and implemented
across the enterprise

Addresses all records
and media, including
electronic

Formal training
consistently provided
across the enterprise

Compliance monitoring
is implemented across
the enterpriseP
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