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DADDING
BANDWIDTH
FOR TODAY,
TOMORROW

MAINTAINING WIRELESS
NETWORK AVAILABILITY
IN HOSPITALS
A proliferation of mobile devices and legacy network architecture
means many hospitals are planning wireless infrastructure invest-
ments. CIOs have options to consider and challenges to overcome.

DWANS, LANS AND
MOBILE BROADBAND



EALTH CARE organi-
zations are prime
candidates for wire-
less networks. Ad-
vances in mobile

technology, myriad nooks and cran-
nies within facilities and the continual
need for information serve as drivers
for wireless implementations.
But sorting through the technolo-

gies available, understanding their
pros and cons, and determining a
strategy for them can be confusing.
This article provides an overview of
the three primary wireless technolo-
gies to help health care IT organiza-
tions better understand how to

provide wireless access to their users.

WIRELESS LOCAL AREA NETWORK
The most common means of provid-
ing wireless access to mobile users
within a facility is the wireless LAN.
A wireless LAN lets users connect
to a local area network via a wireless
connection. Mobile clients, such as
iPads, communicate with wireless
access points, which are connected
to the facility’s wired network. Be-
cause the access points are on site,
a wireless LAN requires hardware
administration and management.
Access to a wireless LAN is limited
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Organizations that occupy several buildings in a campus
setting have options when it comes time to upgrade their
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security and technical requirements. BY CRYSTAL BEDELL
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to the areas covered by the access
points, so particular attention must
be paid to how hardware is set up to
ensure wireless coverage throughout
the facility. Transmission from de-
vices can create interference and
walls can create gaps in wireless cov-
erage—both of which hamper the
reliability and availability of the net-
work. To avoid this, health care
organizations should conduct a site
survey to ensure that access points
are placed accordingly.

WIRELESS WIDE AREA NETWORK
A wirelessWAN is a means of con-
necting the wired networks of two
or more buildings wirelessly. It
eliminates the need to pay an ISP for
point-to-point T1 between buildings,
said Anthony Annexy, inside solu-
tions architect for the health care
division of CDW LLC. This enables
both buildings to be on the same
LAN. The connection is made by
installing a bridge on each site. Each
bridge connects into the wired net-
work of its respective facility.
A wirelessWAN can save IT

organizations money and effort by
eliminating the need to lay cable and
the need to pay an ISP for bandwidth.
Jamie Steck, director of information
technologies at the Central Utah
Clinic, cited cost as the reason why
his IT organization uses point-to-
point wireless devices to connect

buildings. “It provides higher speed
at lower cost for access to those
locations,” he said.
A wirelessWAN is useful in a cam-

pus setting, but one can also be used
for facilities up to 20 miles apart. The
key is line of sight: buildings must be
seen clearly from one to the other.
Trees, buildings, power lines or any-
thing else obstructing a clear line of
sight creates interference and pro-
hibits transmission of the signal from
one building to the other.
Annexy recommended conducting

a site survey for a wirelessWAN if a
building is up to 10 miles away. “Wire-
less bridging can span 10-15 miles,
but the curvature of the earth can
throw things out of whack,” he said.
A wirelessWAN does not eliminate

the need for a wireless LAN within
either facility; it simply connects the
two buildings so that users appear to
be on the same LAN. If a health care
organization wants to provide wire-
less access to users within either
building, it will still need to imple-
ment a wireless LAN in each one.

MOBILE BROADBAND
So how can IT professionals pro-
vide remote access to clinical appli-
cations?Wireless access can be
extended to remote users via mobile
broadband. This public data network
is operated by cellular service pro-
viders and delivered to users of
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smartphones and other handheld
devices. When it comes to a health
care or-ganization, “cellular mobility
comes into play for any application
that requires mobility, portability or
remote access,” said KathrynWel-
don, principal analyst, enterprise
mobility at Current Analysis.
While working within a health care

facility, a physician may use any num-
ber of technologies over a wired or
wireless LAN. As soon as that doctor
needs to access patient information

from a remote location, though—a
branch clinic, a home office or the pa-
tient’s home, to name three—mobile
broadband becomes a viable option.
The iPad, which has garnered a lot

of attention in health care, serves as a
great example. Home health care
nurses can use the tablet to access
patient records and test results over
the carrier’s network—without having
to connect to the patient’s wireless
network, assuming they even have
one. The ability to remotely access

FIVE MOBILE HEALTH SECURITY TIPS
AT THE Foundation for the National Institutes of Health's mHealth Summit in 2010,
three speakers discussed the issue of mobile health security and privacy: Col. Ronald
Poropatich, MD, deputy director of the U.S. ArmyMedical Research &Material Com-
mand; Herbert Lin, chief scientist at the National Research Council's Computer Sci-
ence and Telecommunications Board; and Adam Greene, senior health IT and priva-
cy specialist at the Office for Civil Rights, the agency overseeing HIPAA
enforcement.
From their discussion, five key mobile health security tips emerged.

1 Encrypt, encrypt, encrypt. This includes devices as well as data.

1 Perform a risk analysis before implementing mobile technology. Ferret out weak
points and buttress them with security.

1 Create, and enforce, policies that prevent improper information sharing. Privacy
and security are separate things, and require different maintenance methods.

1Make email or text message communication with patients free of protected health
information.

1Use two-factor, bidirectional authentication. Check a password and token at both
the device level and the server level. —DON FLUCKINGER



clinical applications and records is a
significant benefit to using mobile
broadband.
Another benefit is the lack of tech-

nical equipment required onsite. Cus-
tomers use the carrier’s infrastruc-
ture, relieving the IT organization
from having to manage hardware on
the premise. However, that leads to
one of the disadvantages of mobile
broadband—each device must have a
paid data plan in order to access the
network.
This may not be a significant issue

now for facilities that allow physi-
cians and other users to bring in per-
sonal mobile devices. As more
devices are deployed or assigned to
patients (consider, for example, wire-
less glucose or heart rate monitors
that are worn by patients and that
send data to clinical applications),
questions arise. Who pays for the
data plan—the insurance company
or the patient? The answer to that
question is as yet undetermined.

ENCRYPTION AND COMPLIANCE
Security and HIPAA compliance are
minor concerns when it comes to
wireless LANs, WANs and mobile
broadband networks. Each technolo-
gy encrypts data as it is transmitted
over the network; in the case of carri-
er broadband networks, virtual pri-
vate networks can be used.
For additional security, a wireless

intrusion prevention system (WIPS)
can be used on wireless LANs to
detect and prevent unauthorized
access and malicious activity.
Authentication is handled by whatev-
er the IT organization already has in

place for the wired network—Active
Directory or RADIUS, for example.
Of greater concern when IT organ-

izations implement wireless net-
works is the risk posed by the mobile
devices used to access the network.
These devices can be easily lost or
stolen and, moreover, are capable of
storing large amounts of potentially
sensitive data. IT organizations
should establish and enforce a mobile
device policy (see sidebar) that
addresses who can access what
resources on the network and from
what type of device, as well as securi-
ty requirements for doing so. �

Crystal Bedell is a freelance technical copywriter
and content strategist.
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FOR ADDITIONAL
SECURITY, A WIPS CAN
BE USED ON WIRELESS
LANS TO DETECT AND
PREVENT UNAUTHORIZED
ACCESS AND MALICIOUS
ACTIVITY.



DVANCES in medical
device technology
have made it possi-
ble for patients’ vital
signs, or other key

metrics such as blood glucose level,
to be measured any time of day from
almost any location. These remote
patient monitoring devices rely on a
broadband network to send data from
the patient’s location to a nursing
station or clinical analytics system.
With rapid development occurring

in the health caremachine-to-machine
(M2M) space, it behooves health
care IT organizations to understand
how these devices connect to the
network and the potential security or

HIPAA compliance issues they raise.
“As more and more health manage-

ment organizations become IT data
management experts, more than
diagnostic experts, having access to
widespread information that you then
take action on on an exception basis
is becoming a significant part in the
improvement of patient outcomes,”
said Alex Brisbourne, the president
and COO for KORE Telematics Inc.,
an independent wireless service
provider focused exclusively on the
machine-to-machine communica-
tions market. “People recover better
if they are in their home environment
rather than in the medical environ-
ment.”

WANs, LANs
and mobile
broadband

Making
machine-to-

machine
connections

Adding
bandwidth for

today,
tomorrow

Good policy,
right tech

mean success

6 Maintaining wireless network availability in hospitals A SearchHealthIT.com e-book

A

k CHAPTER 2
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

MAKING MACHINE-TO-
MACHINE CONNECTIONS
Remote patient monitoring devices are useless if they cannot
connect to a health care provider's wireless network and,
in turn, to other hardware. In this case, believe it or not, a
faster network isn't necessarily a better one. BY CRYSTAL BEDELL

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++



Brisbourne said health care is the
largest growth area for his business.
“There are many, many conditions that
very appropriately benefit by being
able to monitor patients in their own
environment through low-cost, small,
wearable communications devices.”
Brisbourne’s experience echoes the

findings of research firms. According
to Juniper Research, revenues from
remote patient monitoring using
mobile networks will rise to almost
$1.9 billion globally by 2014.
“In M2M the home health care

market is the biggest cellular oppor-
tunity,” says KathrynWeldon, princi-
pal analyst, enterprise mobility,
Current Analysis.
Heart-based monitoring in the

U.S. accounts for the majority of early
mobile monitoring rollouts, Juniper
has found. Other low-hanging fruit
includes diabetes monitoring, chronic
disease management and variations
of traditional track-and-trace applica-
tions such as Alzheimer’s trackers.

DON’T HEED THE NEED
FOR SPEED…
These devices typically transmit
small bursts of data to the health care
organization’s application server over
a carrier’s 2G wireless wide area net-
work (WAN).
“Although there’s a lot of talk about

3G and 4G in health care, coverage
and access is the most important
thing,” Brisbourne said. Case in point
—a heart rate monitoring application
that runs on a 4G network is of little
use if the only time it is operational is
while the patient is in one of the 60
cities in America that actually has 4G
access. In cases like these, the ubiq-
uity of the connection is very impor-
tant. Speed is not.
Bandwidth on the 2G network isn’t

an issue, since the vast majority of
M2M health care applications don’t
transmit a lot of unnecessary data.
Data usage is in small amounts
because it is limited to when there’s
an exception. “Very few [applica-
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BENEFITS OF M2M DEVICES
1 Safer patient care resulting from access to accurate patient data

1 Improved efficiency and productivity of medical staff

1 Improved patient comfort, as they can be monitored from home

1 Improved patient outcomes as caregivers can make better informed diagnostics
and detect potential warning signs earlier



tions] use a megabit of data in a
month in the M2Mworld,” Bris-
bourne said.

…UNLESS VIDEO, IMAGING
CROSS THE AIRWAVES
Along with its ubiquity, 2G is less
expensive and uses less power than
newer generations of broadband
wireless. Still, some applications are
only made possible over a high speed
network.
One such application lets first

responders stream information about
a patient’s vital signs and test results
from an ambulance directly to the
hospital over a 3G network. This
means that a complete battery of
tests may have already be performed
by the time the patient arrives at the
emergency room, allowing physicians
to take the next steps to care for the
patient, Brisbourne explained.
Moreover, as video and imaging

enter the mix, higher data transfer
speeds will become a requirement.
“In the M2Mmarket, there’s a lot

of talk about high speed data apps,”
Weldon said. “M2M tend to [use]
sensors that have low speed require-
ments, but I think this is going to
change pretty quickly. We’re still in a
2G or 2-and-a-half G world. If video
or imaging is in the mix at all, then
you have to think about 4G.”

CONSIDER NETWORK SECURITY
When it comes to securing patient
data and complying with HIPAA
requirements, M2M devices do not
pose a significant threat.
According to Brisbourne, the appli-

cations in the remote monitoring
devices do not actually store patient
data; they merely transmit it. There-
fore, they do not fall under HIPAA’s
purview.

However, the GSM and CDMA
radio networks are themselves
encrypted. Wireless carriers can
build wireless virtual private net-
works, providing secure connections
between the mobile devices and the
application servers.
Finally, because M2M devices con-

nect to a carrier’s wirelessWAN,
there is no network equipment to be
managed on premise. Health care
organizations pay to use network
services. —C.B.
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HEART-BASED
MONITORING IN THE
U.S. ACCOUNTS FOR
THE MAJORITY OF EARLY
MOBILE MONITORING
ROLLOUTS.



HEN planning a wire-
less network imple-
mentation, health
care organizations
must look beyond

their current bandwidth needs. The
use of electronic health records,
imaging, mobile devices and tele-
medicine are expected to grow rapid-
ly, due in part to federal mandates
that providers expand their use of IT
and in part to the overall goal of im-
proving efficiency and care quality.
As a result, health care IT organiza-
tions must ensure that their wireless
networks can provide the throughput
required for tomorrow’s clinical appli-
cations.

“Customers don’t always consider
how 20 new iPads are going to
impact the network,” said Anthony
Annexy, inside solutions architect for
the health care division of CDW LLC.
“It behooves you to look at newer
gear. As more and more people use
wireless, you want to make sure you
have the right number of [access
points] to support the users who are
connecting concurrently,” he says.

RIDING THE BANDWIDTH
SUPERHIGHWAY
Health care organizations that limit
their use of the wireless network to
email and basic data transfer don’t

WANs, LANs
and mobile
broadband

Making
machine-to-

machine
connections

Adding
bandwidth for

today,
tomorrow

Good policy,
right tech

mean success

9 Maintaining wireless network availability in hospitals A SearchHealthIT.com e-book

k CHAPTER 3
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

ADDING BANDWIDTH
FOR TODAY, TOMORROW
When planning a wireless network implementation, don't just
look at today's needs. Make sure networks can accommodate
enough traffic for the electronic health record, imaging and
mobile health applications of tomorrow. BY CRYSTAL BEDELL
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need “fatter pipes,” Annexy said.
Those who are doing a lot more with
the wireless network—location track-
ing, video, telephony and so on—
should upgrade their wireless net-
works to 802.11n technology, which
provides a faster methodology of
transferring wireless data.
The bandwidth of a wireless local

area network (LAN) is determined by
the networking technology. Wireless
access points based on the IEEE
802.11 set of standards are limited to
the bandwidth defined for that spe-
cific standard.
The latest version of the standard,

802.11n, allows for 300Mbps of
throughput, according to Annexy,
compared to 54Mbps for 802.11b/g
technology. “802.11n is the widest
highway for a wireless LAN,” he said,
likening network bandwidth to the
lanes on a highway. The more lanes
you have, the less traffic is slowed
down.

DEVISING AN ACCESS
POINT STRATEGY
The number and placement of access
points is critical to achieving the opti-
mum throughput of any wireless net-
work, but it is especially crucial in a
health care environment. Many vari-
ables within a health care facility can
cause interference with the wireless
signal and slow network traffic. These
variables range from the building

materials used to construct the facili-
ty to the microwave ovens in break
rooms to the medical equipment and
mobile devices already in use. For this
reason, health care IT organizations
should first conduct a careful site sur-
vey before implementing a wireless
LAN. This will help ensure that
access points are positioned to pro-
vide users a strong signal wherever
they may need it.
Another important factor when

considering wireless LAN throughput
is the bandwidth of the wired net-
work. “At some point that wireless
network has to come into a wired
network to get access to additional
resources—workstations, printers,
servers—[and] that’s where people
often haven’t thought through the
network design,” said Kenneth L.
Desforges, who formerly worked in
health care IT and now works as the
director of information systems for
the City of Diamond Bar, Calif.
“Wireless access points have to get
plugged back into a network, and
that’s usually the issue.”
Annexy agrees: “A wireless LAN is

designed to run in conjunction with a
wired LAN.” Put another way: One
does not replace the other.
Having too few access points con-

nected to the LAN can potentially
cause a bottleneck. This problem can
be overcome by implementing addi-
tional access points.
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PREPARING FOR PACS, VOIP, VIDEO
HOSPITAL WIRELESS NETWORKS are expanding to accommodate increasing traffic from
patient laptops and the deployment of electronic health record (EHR) systems.
Some IT managers, however, figure that as long as they’re going through the trouble
of site surveys, requests for proposals, ripping and replacing access points, and
upgrading capacity, they might as well build enough infrastructure to do even more
over wireless—such as picture archiving and communications system (PACS) traffic.
Grove Hill Medical Center, a multispecialty clinic headquartered in New Britain,

Conn., but spread across four cities in two states, has a “large, pretty substantial
orthopedic department” that makes a lot of use of magnetic resonance imaging

(MRI) technology, MISManager Carl Labbadia said.
“[Physicians] like to be in their room with the patient,

on their tablet, looking at the medical record, go[ing]
into the PACS system, hit[ting] the image,” Labbadia
said, noting that anMRI might have 300 images in it,
for 300MB of total memory.
Grove Hill’s previous wireless network was good

enough to support such functions as e-prescribing—
which the hospital set up five years ago. Not surprisingly, the network frequently
“bombed out” when it handled images, Labbadia said, and manually resetting it
required several vendor service calls a week, plus site visits.
An upgrade Grove Hill completed in the last six months added the capacity and

access points to accommodate present demand—and, Labbadia hopes, future
demand, which includes Voice over Internet Protocol (VoIP) communications and an
increasing need to serve video over the wireless network. On top of that, clinicians
are bringing in smartphones and other devices, such as the iPad from Apple Inc.
Likewise, VoIP communications, better coverage and patient demand for Internet

connectivity drove the 210-bed East Orange [N.J.] General Hospital to upgrade its
wireless network, said IT director Jean Zahore. Along with those needs, the hospi-
tal’s pending EHR implementation on numerous wireless devices was a factor in
determining howmuch coverage and saturation the network would need eventually.
“Down the road, [VoIP] will be part of the electronic medical records implementa-

tion,” Zahore said. “The [EHR] vendor we have chosen includes in its plan laptop
PCs and iPads as well, and other devices compatible with the system.”Wireless
PACS access is part of future plans, too. —D.F.
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WIRELESS PACS
ACCESS SHOULD
BE PART OF
FUTURE PLANS.



PROVIDING ROOM TO GROW
Another consideration when upgrad-
ing or deploying a wireless network in
a health care facility is antenna tech-
nology. Even though 802.11n access
points allow for 300Mbps of
throughput, wireless LANs don’t
always achieve full speed. Systems
that use an adaptive array—or smart
antenna—are designed to enable bet-
ter throughput.
In conventional wireless communi-

cations, an omnidirectional antenna
is used to broadcast a uniform, 360-
degree signal. An adaptive array con-
sists of multiple antennas that identi-
fy an incoming signal’s direction of
arrival and conduct beamforming.
In other words, the antenna knows

where the mobile client is and adjusts
the signal so that it is taking the best
path to reach that device. The signal
is targeted at the client, rather than
blanketed throughout the surround-
ing area, thus enabling a stronger,
more consistent signal. And a
stronger signal means a faster data
transfer rate.
After struggling with performance

and other problems with its Cisco
Systems Inc. wireless LAN, Satilla
Regional Medical Center upgraded to
a Ruckus ZoneFlex system from
RuckusWireless Inc. Terry Ammons,

Satilla Regional's network administra-
tor, said ZoneFlex uses an adaptive
array, which he credits for improved
performance. “Ruckus provided
almost twice as much throughput.”
The technology has given Georgia-

based Satilla Regional room to grow.
In fact, Ammons said, none of its cur-
rent applications need the transfer
speed of 300Mbps. The network
now handles a number of clinical
applications and devices, including
robotic pharmacy delivery, MedNet
wireless IV pumps, 64-slice MRI
scanner, more than 100 wireless bar-
code scanners, 20 monitors and
more than 50 cars on wheels. Satilla
hasn’t yet started using video, but
Ammons is confident the wireless
backbone can now support it.
When asked what advice he offers

other health care organizations look-
ing to optimize bandwidth on wire-
less LANs, Ammons suggests care-
fully considering each application
before allowing it on the network.
Many application vendors are eager
to claim that their software is wire-
less compatible, he said, but that’s
not always the case.
“It’s a huge challenge to make sure

that every app you put on your envi-
ronment is going to be wireless
friendly,” he said. “You don’t want
one that is a bandwidth hog.” —C.B.
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OR hospitals, a wire-
less network imple-
mentation or up-
grade features all the
task’s trials and

tribulations with which CIOs in other
industries are familiar: namely, over-
coming low-signal areas, solving
spectrum issue and guarding against
rogue access points. The objective on
the back end is the same too: main-
taining a consistent signal without
dead spots that makes it easy to
switch from one access point to
another and as a result, reduces the
time spent troubleshooting.
On top of that are two challenges

unique to health care. There’s the
constant proliferation of medical

devices transmitting wireless signals.
That causes bandwidth and spectrum
issues in some areas, especially the
emergency department. There’s also
strong security and privacy regula-
tion; noncompliance means a finan-
cial penalty running into the millions
and a public listing on a government
website, both of which can cause
immeasurable damage to a facility’s
reputation.
Done right, though, a wireless

network implementation can be a
game-changer.
“Wireless enables a lot more than

mobility in health care,” said Patrick
Hale, chief technology officer at Spar-
row Health System in Lansing. Mich.,
which set up a new enterprise wire-
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GOOD POLICY, RIGHT
TECH MEAN SUCCESS
Hardware is key to any wireless network implementation. In
hospitals, anything that can drop a signal—including pipes, bath-
rooms and microwave ovens—also matters. BY DON FLUCKINGER
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less network in a new hospital tower
three years ago. “We’re still learning
the true impact of that, and [it’s
already] had a tremendous impact—
everything from our emergency
department being mobile and achiev-
ing better patient care scores, to our
food service department being able
to turn on concierge service.”
Hale and Jason Loznak, Sparrow

Health’s network manager, are apply-
ing the tower’s wireless topology to
satellite facilities on multiple cam-
puses, where they are ripping and
replacing the existing network to sup-
port a new rollout of Epic Systems
Corp.’s electronic health record
(EHR) system. Sparrow anticipates
caregivers will use Epic heavily on
wireless devices. In the new tower
already, wireless is improving Spar-
row’s patient experience in a number
of ways. Physicians access the EHR
system on tablets, patients order
meals from their beds and nurses
admit patients at the bedside.

BUILD AN IMPLEMENTATION
PLAN
Setting up a hospital wireless net-
work starts with a strong implemen-
tation plan. The first thing to do is
select a hardware vendor, Loznak
said. Sparrow Health ultimately used
Meru Networks Inc. Other vendors to
consider include Cisco Systems Inc.
and Aruba Networks Inc.

Determining the best fit involves
more than listening to sales pitches.
Loznak recommended testing a ven-
dor’s gear to get a feel for how well it
works in your environment and with
the devices your hospital network

supports, be they laptops and tablets,
or wireless patient diagnostic tools or
infusion pumps.
“Every vendor will come in and tell

you they’re device-agnostic, every-
thing will work on their product. It’s
just flat not the case,” Loznak said.
“Some things are going to work
much, much better than others. You
really want to battle-test your current
client environment against the prod-
uct, in a live environment, to find
what kind of issues you’re going to be
dealing with after go-live.”
In addition, get a feel for a vendor’s

wireless network management tools.
In Hale’s view, this is a key differen-
tiator. These tools have improved sig-
nificantly during the past few years,
from rudimentary dashboards to
more sophisticated utilities, he said,
but even the best in class could use
some improvement.
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SETTING UP A HOSPITAL
WIRELESS NETWORK
STARTS WITH A STRONG
IMPLEMENTATION PLAN.



HEED SITE CONSIDERATIONS
Once you have decided which
vendor will supply your wireless net-
work, plan for its implementation.
Determine the areas of the facility
it will cover, and what the workflow
inside those areas looks like. Key con-
siderations include which devices
staff will use, how mobile the staff is,
and whether interference from any-
thing, such as a radiology lab, will be
a concern.
“If this is your first install, I would

highly recommend spending the
money to bring somebody in that’s
got the back-end experience at many,
many other locations, who has seen a
lot of gotchas you aren’t prepared
for,” Loznak said. It comes down to
“yourself vs. someone who’s done
several hundred of these.”
Issue a request for proposals (RFP)

and collect responses as you would
for other network projects. Neverthe-
less, talk to your peers about the inte-
grators who respond, and ask for
their experience and opinion.
You should be “very particular”

about integrator selection, Loznak
said. “You want to not only focus on
their technical prowess and capabili-
ties, but you also want to put some
keen focus on their project manage-
ment capabilities.”
Wireless network integrators who

are organized and deadline-driven
will help you meet your timelines,
recover from the challenges and

roadblocks that inevitably arise dur-
ing the implementation process, and
work with manufacturers when de-
fective or malfunctioning hardware
comes in.
Part of evaluating an integrator is

considering how the company does
a site survey. Loznak recommends
avoiding computer models of your
site, except for “ballparking” costs.
These models fail to take into
account the impediments that might
weaken wireless signals or (as Loznak
described them in referring to his
room-by-room physical site survey)
“weird areas.” Such areas include
medical records rooms filled with 3-
feet-thick walls of paper-filled boxes
and other bookcases, pipes not
shown in the building schematics,
and bathrooms on top of bathrooms
on multiple floors.

WHEN PLACING ACCESS
POINTS, CONSULT EVERYONE
A spot that would provide a strong
wireless signal might not be ideal for
other reasons, however. If, for exam-
ple, a wireless access point malfunc-
tions in a room where infection con-
trol precautions are in effect, how do
you fix it? Where can you situate a
router so that it optimizes signals from
within a high-efficiency particulate
air tent, and is simple to replace or
repair? These are questions only your
infection control office can answer.
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Safety managers will have their con-
cerns, too, and the facilities manager
will have tips for protecting gear from
air-handling units. You will spend a
lot of time determining where to place
wireless access points and their power
supplies so that they are easy to
maintain but at the same time don’t
interfere with heating and air condi-
tioning, as well as with patient care.
It’s an arduous but necessary

process, best accomplished with all
stakeholders at the same table, Loz-
nak said. That way, physicians in, say,
the neonatal intensive care unit or
the post-anesthesia care unit “under-
stand exactly what you’re doing” and
why it’s important.
Hale concurred: “It’s critical. It’s just

dangerous if you don’t take those
steps.”

MAKE TECHNOLOGY, POLICY
WORK TOGETHER
Spending money, unfortunately, is
part of getting a hospital wireless
network ready for an EHR system,
Hale said. Although it’s a tough sell,
it’s important to convince the hospi-
tal board of directors to invest in a
solid wireless infrastructure and sup-
port it from the beginning—either
that, or suffer a painful outage later
when patients’ lives are on the line.
Even after the upgraded network in

Sparrow Health’s hospital tower went
online, problems cropped up and

continue to do so. That leads to
another piece of advice from Hale
and Loznak: Plan for wireless network
implementation to be an ongoing
process. You may have to move or

add a wireless access point around a
high-traffic area, such as the emer-
gency department, so signals don’t
drop as harried nurses carry their
tablets from one room to another.
In addition, diagnose and work

around persistent problems that
cause service call after service call.
This isn’t always easy. Monitoring
tools can’t recreate what was hap-
pening in a room when a problem
was reported—and by the time IT
staff arrives, things can have reverted
to normal.
For Hale and Loznak, the problem

was “microwave alley,” a group of five
employees who all have microwave
ovens at their desks that, it turned
out, negatively affect the wireless
network around lunchtime.
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IT'S IMPORTANT TO
CONVINCE THE HOSPITAL
BOARD OF DIRECTORS
TO INVEST IN A SOLID
WIRELESS INFRASTRUC-
TURE AND SUPPORT IT
FROM THE BEGINNING.



“We went in there with [radio fre-
quency] studies, [and] it was fine,”
Hale said. “It was one of those really
frustrating, intermittent—but when it
happened, really serious—wireless
problems.”

Eventually, with some outside
help, they traced the problem to the
microwaves. Diagnosing the problem
was one thing, but solving it has been
a different matter: “We’re still fight-
ing the battle to get rid of those
microwaves,” Hale said with a laugh.
That brought him to one final tip for

a successful hospital wireless imple-
mentation: Give users a realistic
explanation of what to expect in a
new wireless network. Performance—
and experience—will vary.
“Tell them [that], from time to

time, even the best wireless networks
will drop you,” Hale said. “It doesn’t
mean there’s anything wrong. It just
means that’s the price you pay for
mobility. There’s no truly, completely
bulletproof wireless network.” �

Don Fluckinger is features writer for
SearchHealthIT.com.
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