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With the evolution of security information and 
event management (SIEM) tools, it is important to recognize 
the benefits of SIEM technology. When implemented 
properly, a SIEM system provides a complete picture of the 
security events that come from a number of activities across 
the enterprise. This expert E-Guide deep dives into the 6 point 
checklist to follow for an SIEM solution evaluation, and why 
your enterprise should focus on SIEM integration.  
 

6 Point SIEM Solution Evaluation Checklist 
By: Satish Jagu 

 

Over the years, security information and event management (SIEM) tools 

have matured to keep pace with the ever growing number of log-generating 

devices, as well as provided value additions to compliance and regulatory 

efforts. Considering the cost and wide range of SIEM solutions, we will look 

at the things to keep in mind while procuring an SIEM solution.  

 

SIEM is the extension to an organization’s log monitoring capability. SIEM 

solutions bring in the advantage of automation and intelligence in terms of 

analysis. Correlation is one of the most important functions provided by SIEM 

solutions. Earlier, with syslog servers, analysis was performed manually — 

an impossible task today. 

 

From a business perspective, SIEM is usually a compliance and regulatory 

requirement for most certifications. One of the major advantages gleaned 

from implementing an SIEM solution is the perspective it brings to the 

organization’s security posture, accessibility  and the usable metrics it 

generates. All analysis and dashboards are available on a single console to 

aid decision making. 

 

Given the security edge an SIEM solution it gives an organization, careful 

consideration is due prior to procurement. The following points should be 

kept in mind while investing in an SIEM solution. 

http://searchsecurity.techtarget.com/guide/SIEM-systems
http://searchsecurity.techtarget.com/guide/SIEM-systems
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1. Device support: 

While selecting an SIEM solution, you should pay close attention to the 

devices supported by the solution. Ensure that the tool can understand 

logs/events generated by devices in use. It should be able to analyze logs 

from devices like firewalls, routers, Unix/Windows servers, antivirus console, 

IDS/IPS and VPN devices. 

 

A customizable option that allows the creation of your own device category is 

a good feature. The SIEM tool should be able to support logs from unknown 

devices like legacy devices and applications, which generate logs in their 

own non-standard formats. 

 

2. Integration with other applications/tools: 

Yet another important aspect to consider while shopping for an SIEM solution 

is integration with existing applications and tools. A tool that only supports 

independent operation is redundant, and will not give an extended view of 

the organization’s risk posture. 

 

Integration with existing tools like vulnerability scanners, the work-

flow/ticketing system supporting automation, mail/SMS alerting system or 

even with the Active Directory (for user management) is a good capability to 

have in an SIEM solution. These will extend SIEM functionality and scope. 

 

3. Support for groups:  

Your prospective SIEM solution should be able to support multiple groups, 

and restrict access on a need-to-know basis for alerts and events. 

Segregation of groups based on departments and geographic location allow 

clarity and efficiency while dealing with incidents. 

 

For instance, an incident management team in China need not track 

incidents in India. If all incidents are fed into the same system, chaos and 

confusion will be inevitable. One of the basic information security tenets is 

access on a need-to-know basis. 

 

4. Reporting:  
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Reporting capabilities of an SIEM solution are the next evaluation criteria. 

The solution should be able to generate reports/views for various levels of 

personnel like technical, mid-level and executive management. 

 

From an operational standpoint, different levels need distinct perspectives to 

make decisions and perform duties. Management is concerned with business 

issues and high-level summaries — they do not need a technical readout. 

Similarly, security technicians may need to go in-depth, through regular 

reports that span thousands of lines. 

 

5. Regulatory/standards requirements: 

Check if the SIEM solution supports and understands parameters required to 

be monitored as part of regulatory requirements of certifying authorities like 

PCI DSS and ISO 27001. This also holds true for certifications that your 

organization may be thinking of pursuing, and will help to generate the 

required reports in the correct format to be submitted as evidence for 

certifications. 

 

6. Criticality of devices/servers: 

Several SIEM solutions provide an option to define criticality of the 

devices/servers. This is a good-to-have feature, as it helps rate severity of 

alerts based on the device’s criticality. Events can be sorted to achieve the 

maximum efficiency, and reduce the turn-around times for critical incidents. 

 

For instance, a medium severity alert on a high critical server will be rated 

higher, and take precedence over a high severity alert on a less critical 

server. This helps reduce the overall risk to the organization and address 

serious issues on a priority basis, efficiently leveraging the available time and 

resources. 

 

Finally, vendor support is critical to be able to make optimal use of your SIEM 

solution. This is all the more important when it comes to customization of 

SIEM to your organization’s needs. 

 

About the author:  
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Satish Jagu is the senior manager for corporate information security at 

Genpact. With more than 12 years of professional experience in IT, Jagu has 

expertise in security, network and system administration on UNIX/Windows 

platforms, security systems and Internetworking devices. He has TCP/IP 

network experience in design, in addition to implementation of Internet and 

Intranet services. Jagu has worked on ISO 27001 implementation and 

certification projects, as well as SAS 70 and SoX IT controls.  

 

Why Focus on SIEM Integration, Coverage Maximizes 
Anomaly Detection 
By: Andrew Hutchison, Contributor 

 

Recognizing the benefit of SIEM technology, and making the decision to 

implement a SIEM system, are important initial steps for an enterprise that 

takes security and threat management seriously. SIEM systems can be 

invaluable for anomaly detection, but the challenge lies in how best to 

approach SIEM, and how to ensure the implementation supports the best 

possible coverage, insight and response. 

 

As the security "nerve center" of an organization, a security information and 

event management (SIEM) implementation, when done well, gives an 

enterprise a holistic view of the security events that originate from a whole 

multitude of devices, applications and activities across the enterprise. The 

advantage of such a view is that correlation of events can be conducted and 

patterns can be identified in ways not possible without such a consolidation 

of security information. 

 

By having a unified view of security-related activity on network devices, 

firewalls, servers, desktops and even applications such as ant ivirus or 

transactional systems, a vigorous SIEM integration effort provides security 

operations teams with a much richer and more accurate knowledge base 

from which to observe, interpret and react to possible threats to the 

organization. 
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The architecture of a SIEM system typically consists of a central processing 

engine, which is fed by agents or collectors that are distributed throughout 

the managed environment. A database or storage repository generally holds 

events, and a console for managing and visualizing event activity is 

presented. A wide range of SIEM implementations and products is available, 

but these general characteristics are commonly found in most products.  

 

It should be clear that a SIEM's maximum benefit is derived by including as 

comprehensive a set of security information feeds as possible. Candidates 

for inclusion should range broadly from infrastructure devices, to application 

systems, as well as environmental feeds. 

 

At an infrastructure level, SIEM agents can be placed on servers or 

desktops, firewalls or IDS/IPS devices to propagate security events from 

these sources to the SIEM database and processing engine. In some 

instances syslog events are incorporated by the SIEM, and this is one of the 

most direct and easy ways of integrating system information.  

 

At an application level, integration options depend on how accessible and 

map-able application originating events are. With many enterprise 

applications, especially those custom built in-house, it can be quite tricky to 

obtain a feed of security-related events that could be integrated into a SIEM 

for monitoring, analysis or response. More customized activity may be 

required to include security-related activities from a transactional system or 

business-specific application than from, for example, antivirus software 

deployed on a workstation or server. The latter type of software can be 

helpful in providing an evolving view of how (and where) virus detection is 

proceeding across an organization. In many instances, antivirus software 

does ship with its own console and management system that in and of itself 

provides sufficient reporting, but incorporating antivirus events into the SIEM 

can add a valuable dimension to the "view" of organizational security, 

especially when correlated and analyzed with other types of events.  

 

From an environmental perspective, a SIEM can be enriched by having other 

types of information made available to it. In a process-control environment, 

this could include temperature, pressure or valve status information. In a 



 

Page 7 of 10  Sponsored by  

Focusing on SIEM Integration: A 6 Point 
SIEM Solution Evaluation Checklist 

 

Contents 

6 Point SIEM Solution 
Evaluation Checklist 

Why Focus on SIEM 
Integration, Coverage 
Maximizes Anomaly 
Detection 

 

 

building or facilities management scenario, this could include door access 

events or other traps relating to activities occurring in the environment 

(position of elevators, air conditioners or fire systems). One of the big areas 

of development for SIEM is that of cyber-physical systems, and the type of 

environmental feeds indicated can bridge the IT infrastructure world of an 

organization with its production systems as well.  

 

With the integration options indicated, it is important for an enterprise to first 

consider which feeds will be prioritized. Most organizations should consider 

starting with the "pillars" of the IT infrastructure, and also the most mission-

critical servers and systems. This would include primary servers, key 

networking and communications devices (firewalls, routers and the like), key 

security defenses (intrusion prevention systems) and then looking further to 

desktops and their applications. Prioritization should be, in a sense, threat 

driven: the areas where an attack could cause greatest damage should be 

identified first. 

 

An effective approach can be to identify phases whereby an initial round of 

integration is implemented (especially where off-the-shelf connectors can be 

used, as opposed to custom-built connectivity for in-house applications, for 

example). If there are already connecter elements in the SIEM software (as a 

mechanism to import events from a particular system), then those feeds 

would also be easier than complex event formats that may require 

customization of the connecters. This is followed by another phase of 

integration where connectivity and event-format mapping may require more 

customization and time. 

 

Once the feeds are incorporated and the best possible coverage has been 

achieved, security operations teams must spend time understanding the 

event patterns and getting a "feel" for normal activity vs. unusual activity. The 

beauty of using a SIEM system is that different views and visualizations are 

generally provided, and combinations of event streams can be overlaid to 

offer further insight into activity patterns that may seem suspicious. In this 

way SIEM operators can "zoom in" and get detailed insight into the managed 

environment. 
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Naturally, initial analysis will quickly dictate the need for tuning, which often 

includes the narrowing or broadening of focus. Voluminous event feeds such 

as antivirus may actually be to filtered out if they are not providing useful 

information. Pre-processing at nodes and/or servers is done in SIEMs so 

only some or certain most relevant event types are propagated. A related 

approach some may consider is integrating the antivirus management 

system as a consolidated feed into the SIEM. For example, using SNMP 

messages from the antivirus management system itself, incorporating 

aggregated and/or interpreted information, may be easier than drawing in 

raw antivirus system data. This sort of tactic can help to reduce some of the 

volume that can overwhelm a SIEM (and make it difficult to "find" the relevant 

activity that is crucial in any anomaly detection effort). The danger of filtering 

out too much too soon is that it can dilute the insight and effectiveness that 

can be achieved. 

 

The final question relating to using SIEM for anomaly detection is how to 

ensure appropriate and necessary response. The intent of the SIEM is that 

security operations teams can become more proactive and equipped to 

detect and respond to security threats. Once the SIEM has been 

implemented and "tuned" to the environment, response and intervention 

plans should be tested and assessed so that, if necessary, technical or 

personnel originating actions can be performed quickly and exactly to 

mitigate a perceived threat. In the best case, early warning and detection of 

attacks should be possible, but after-the-fact review and analysis can also be 

highly valuable to understand what may have happened and to implement 

rules or pattern profiles to ensure such activities (or combinations thereof) do 

not become a threat to an organization again. 

 

More powerful techniques of anomaly detection and big data-type processing 

hold the promise of ever more effective SIEM deployments in the future. But 

by following the SIEM coverage, integration and response recommendations 

outlined here, organizations become poised to benefit from these new and 

helpful analysis techniques as they are embraced by SIEM software and 

service providers. 
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Andrew Hutchison is an information security specialist with T-Systems 

International in South Africa. An information security practitioner with 20 

years of technical and business experience, his technical security work has 

included secure system development, security protocol design and analysis, 

and intrusion detection and network security solutions. He has held executive 

responsibility for information security in a large enterprise, establishing its 

chief security officer role and initiating an ISO27001 security certification 

program. As business sponsor for large SIEM rollouts, he has experience in 

deploying and operating SIEM systems in a managed service provider 

environment. He is an adjunct professor of computer science at the 

University of Cape Town in South Africa. 
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Free resources for technology professionals 
TechTarget publishes targeted technology media that address your need for 

information and resources for researching products, developing strategy and 

making cost-effective purchase decisions. Our network of technology-specific 

Web sites gives you access to industry experts, independent content and 

analysis and the Web’s largest library of vendor-provided white papers, 

webcasts, podcasts, videos, virtual trade shows, research reports and more 

—drawing on the rich R&D resources of technology providers to address 

market trends, challenges and solutions. Our live events and virtual seminars 

give you access to vendor neutral, expert commentary and advice on the 

issues and challenges you face daily. Our social community IT Knowledge 

Exchange allows you to share real world information in real time with peers 

and experts. 

 

What makes TechTarget unique? 
TechTarget is squarely focused on the enterprise IT space. Our team of 

editors and network of industry experts provide the richest, most relevant 

content to IT professionals and management. We leverage the immediacy of 

the Web, the networking and face-to-face opportunities of events and virtual 

events, and the ability to interact with peers—all to create compelling and 

actionable information for enterprise IT professionals across all industries 

and markets. 

 

Related TechTarget Websites 

 

 

 

 
 

 


