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----------------------------------Secure access to confidential data
----------------------------------Governmental authorities aim to improve the quality of life for their
citizens, by effective and efficient delivery of public services. Federal
and local governments are organized in different departments that have
to work closely together. Having access to data on internal networks and
applications is thus paramount. Due to the sensitive nature of these
data, confidentiality is of the utmost importance. That is why more and
more government agencies and departments opt for a multi-factor authentication solution to secure access to their networks and applications.
These strong authentication solutions replace insecure static passwords
with highly secure one-time-passwords, thus eliminating unauthorized
access to confidential data.
VASCO’s strong authentication solutions are widely deployed to secure
access to:
-- Online tax declaration applications
-- Web applications for public services such as permits,
driver license renewals, police reports, etc.
-- Exchange portals for citizen information
-- VPN for home workers or mobile workforce
-- Web-based invoicing systems
-- Confidential data and critical systems
-- Corporate e-mail and webmail
-- Cloud services

Benefits
---------------

Regulatory compliance
End-user convenience
Enhanced confidentiality of critical information
Industry expertise
Cost-effectiveness
Flexibility
Scalability
Future-proof
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Sollentuna Kommun secures ‘paperless office’ with DIGIPASS and
VACMAN Middleware.
Sollentuna Kommun is a municipality in Uppland province in East Central Sweden. Located 15
km northwest from Stockholm, Sollentuna is made up of 8 districts and currently has 60,500
inhabitants. The municipality already implemented DIGIPASS® to secure its VPN and Citrix
applications. When looking for a security solution to secure access to their e-invoicing application
without having to invest in additional infrastructure, VASCO was again their preferred vendor.
Objective
Sollentuna Kommun wanted to implement an e-invoicing
application with secure authorized (remote) access.
Challenge
Sollentuna Kommun was looking for an authentication
solution to secure (remote) access to the online invoicing
application without having to invest in additional hard- or
software which could be fully integrated into a RADIUS
environment.
Solution
Sollentuna Kommun was already familiar with VASCO’s
DIGIPASS authentication which was implemented
to secure remote access to the municipality’s VPN.
Integration of DIGIPASS authentication into the
invoicing application went smoothly guaranteeing
secure (remote) access for authorized users only.
VASCO’s flexible licensing system allowed for a
cost-efficient expansion of the amount of DIGIPASS
users without the need for installing additional soft- or
hardware.
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PZ Vlas makes security a priority by using VASCO’s DIGIPASS 820
e-ID reader.
In this digital age, Belgium was one of the first countries to implement and distribute eID cards
to its citizens. Data like the name of the citizen, the card number and a photo are printed on these
new eID cards, while other data like address information are stored on the chip of the card. The
information on this chip can only be viewed with an eID card reader.

Objective
Police officers on the road have to be able to read the
addresses of citizens stored on their eID card.
Challenge
The eID reader has to be portable and easy to use by
the police officers on the road. It has to be suited for
all the police units by car, by motor, by bike and on
foot.
Solution
VASCO’s Digipass 820 eID reader is easy to put
away in a police uniform thanks to its convenient flat
design. It can also be used in all weather conditions, as
the eID reader is shock proof and is protected against
dust and liquids by its rubber key pad. The high ease
of use permits the police officers to check a citizen’s
address information in seconds.
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The municipality of Arnhem deploys VASCO’s DIGIPASS GO 6 and
DIGIPASS Plug-in for Novell to guarantee secure remote access.
Arnhem is a flourishing city and municipality in the east of the Netherlands with more than
147,000 inhabitants. The local government fulfills the role of service provider to the local people,
taking care of administrative duties as well as developing policies in domains such as environment,
education and infrastructure. To allow its employees to work from home or while on the road in a
secure and easy way, the municipality decided to deploy strong two-factor authentication to secure
its remote access solution. Arnhem opted for VASCO’s DIGIPASS GO 6 and DIGIPASS Plug-in for
Novell to guarantee secure (remote) access to the local government’s network.

Objective
The municipality of Arnhem was searching for a secure
and easy way to allow employees to work from home.
Challenge
The security solution needed to fit perfectly into the
existing infrastructure, while the total cost of ownership
needed to remain low.
Solution
The combination of VASCO’s DIGIPASS Plug-in
for Novell and DIGIPASS GO 6 could be seamlessly
integrated in the municipality’s remote access solution.
Because additional installations were unnecessary and
thanks to the long lifetime span of the authentication
devices, the costs remained low.
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CD&V enables its staff and volunteers to remotely access its
network in a secure way thanks to DIGIPASS technology.
CD&V, currently the largest political party in Belgium, needed a secure remote access solution
enabling its staff to log-on to the network anywhere, anytime. They implemented VASCO’s
DIGIPASS solution with the software server IDENTIKEY, a straightforward and user-friendly
authentication method that is far more secure than the use of traditional static passwords.

Objective
CD&V wanted to implement a remote access solution enabling
its staff to work from home or on location. The political party
wanted a more secure means of logging on to its network than
traditional static passwords in order to secure its confidential
information and prevent unauthorized access.
Challenge
A high user-acceptance was crucial. Employees shouldn’t
perceive the solution as an obstacle. Furthermore, the solution
mustn’t cause any delays in data transfers and had to be easy
to manage by the political party’s IT staff.
Solution
VASCO’s DIGIPASS technology combined with IDENTIKEY,
allowed CD&V to secure its Citrix XenApp solution in a very
cost-effective manner. Thanks to IDENTIKEY’s web-based
administration interface, managing the authentication
process is simple as a breeze. The one-button authenticator is
very simple to use and was readily accepted by its end-users.
Employees can now securely access confidential information
anywhere, anytime using DIGIPASS GO 6.
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Combination of PKI encryption and dynamic passwords secure
Dorset County Council’s network and confidential information.
Dorset County Council is an elected administrative governmental authority. To secure access to
its internal network and confidential data, the council required a secure remote access and PKI
solution that met mandatory requirements and guidelines as indicated by the UK Cabinet Office.
Dorset County Council implemented DIGIPASS GO 3 and DIGIPASS 860 with PKI functionality
to protect its business critical data and network infrastructure from unauthorized access.

Objective
Dorset County Council was in need of a multiple
authentication solution that could secure remote
network access for all employees as well as ensure the
confidentiality of data stored on laptops.
Challenge
Implement a user-friendly, cost-efficient and easy-todeploy authentication solution that is compatible with
the Council’s existing back-end infrastructure.
Solution
VASCO’s DIGIPASS GO 3 provides Dorset County
Council’s ambulant workforce with a secure remote
access solution. By deploying DIGIPASS 860 with
PKI-functionality, laptop users are able to access the
council’s network remotely by generating dynamic
passwords without compromising business-critical data
stored on the laptop’s drive thanks to hard-disk encryption.
Both DIGIPASS solutions were fully compatible with the
council’s existing back-end infrastructure; allowing them
to deploy two-factor authentication at the lowest total
cost of ownership.
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Fire brigade of Dendermonde secures its Citrix.
The Dendermonde fire brigade is a regional volunteer service, which is part of the fire department
zone East. It acts officially under the authority of the town council. Besides fire fighting, the fire
brigade is also responsible for other tasks such as the ambulance service, wasp extermination,
interventions with hazardous substances, prevention and control visits,…
Objective
The firefighters of the Dendermonde fire brigade are
volunteers who, adjacent to their day time job, make
themselves available for the fire department. For
these firemen, the fire department needed a secure
remote access solution enabling its volunteers to logon to the network from home or any location. Strong
authentication methods needed to be put in place in
order to protect confidential information and to adhere
to the duty of medical professional confidentiality.
Challenge
Implement a robust and user-friendly remote access
solution using strong authentication within a limited
time frame.
Solution
DIGIPASS GO 3 in combination with VACMAN secures
remote access to the Citrix network and applications
of the Dendermonde fire brigade throught the use
of dynamic passwords. Officers and administrative
employees can now securely log-on to the network
and the department’s internal application from any
location.
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Secure Access to the GCSx: Achieving CoCo Compliance
Government employees can now safely connect to the GCSx and share “sensitive personal data”
with other local and central governments. By using strong dynamic passwords, identity theft and
data leakage can be prevented.

CoCo: simplifying and securing information flows
Obtaining sensitive personal data of citizens
needs to remain easy for government employees.
However, it must remain secure from hackers
and fraudsters. Therefore Government Connect
enforces the usage of the Government Connect
Secure extranet (GCSx) when exchanging sensitive
information. By centralizing the information on
the extranet, the public sector can benefit from
this secured communication channel. It can
improve reputation and gain public confidence
and enhance citizen centric services.
Obtaining CoCo Compliance
CoCo compliance is obtained when local
authorities comply with the list of security
requirements. These requirements prescribe the
following criteria need to be met:
-- Secure mobile access to government
applications
-- Enhanced user authentication and controlled
public access
-- Enforce the usage of more complex
passwords
By
implementing
a
strong
two-factor
authentication solution based on dynamic, onetime passwords, the CoCo security requirements
can be met. Dynamic passwords are generated by
a DIGIPASS, that generates a unique code every
32 seconds.

The fact of combining something you know (a
username or a PIN code) with something you have
(a One-Time Password generator), is what is called
in industry terms: strong user authentication,
which is what the CoCo criteria stipulate.
Remembering complex passwords is no longer
needed, with one push on the button on the
DIGIPASS device, you receive a unique code
that will allow you to access your applications
regardless of the place where you are working
from. This unique code can only be used once
and is valid for a limited period in time, thus
preventing identity theft and data leakage.
Strong authentication solution benefits
-- Complies with the most stringent government
standards
-- Seamlessly works over any network and
traverses any firewall
-- Access to web, applications, and to files from
a single solution
-- Significant savings in user costs because
deployment isn’t necessary
-- Total solution at a competitive TCO & ROI

This code is then used in combination with your
username and/or PIN code whenever you need to
logon remotely or enter a government application.
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Belgian Federal Government service for ICT
(Fedict) selects VASCO to enable the use of eIDcards for government and private applications.
Since the launch of the electronic identity card (eID) in Belgium, in 2002, numerous applications
have been developed for citizens, businesses and federal authorities. In order to access and use
these applications in a secure way, an eID card reader is required. Fedict, the Federal Government
service for ICT, selected the VASCO DIGIPASS 905 eID card reader because of its high quality and
user-friendliness.
Objective
Due to the increasing number of eID projects
and popularity of online tax declaration, Fedict
was looking to standardize the purchase of
eID card readers for its officials and citizens
into a 2-year contract.
Challenge
In order to achieve a high user acceptance
rate, user-friendliness was a key selection
criterion. Fedict also required a high quality
eID card reader that could be customized at
a competitive price. Furthermore quality of
after sales services was crucial to ensure endusers convenience.
Solution
Fedict awarded the contract to VASCO and its
DIGPASS 905 for its high quality standards
and ease of installation. Belgian citizens can
now use DIGIPASS 905 to securely access and
communicate with the government using the
my.belgium.be portal. Through this online
portal, citizens have access to government
applications like: Tax-on-Web (tax
declaration), My MinFin (pension),
e-lotto, Police-on-Web, Student
at Work and many more.
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Companies can also use the portal to request
VAT reimbursements, consult the National
Bank of Belgium or search the Crossroads
Bank for other enterprises. At the same
time, government employees use the portal
application to safely request certificates from
various federal administrations.
Additionally the DIGIPASS 905 eID card
reader also supports the use of other chipcard applications such as: e-health (SIS
card), online banking,
e-commerce,
loyalty cards and more.
For more information
please
visit
www.digipassforeid.be

Singapore and VASCO set a new standard in convenient security.
The Singapore National Authentication Framework (NAF), a nationwide platform for strong
authentication, was launched in December 2011. Secure access to the platform is achieved through
the OneKey authentication device, a VASCO DIGIPASS 275 device.
The platform establishes a secure and trusted environment that facilitates the delivery of online
services from the public and private sectors.

Objective

Challenge

Safeguard online user transactions from
man-in-the-middle attacks by implementing
a robust two-factor authentication platform
that supports one-time passwords, challengeresponse and transaction signing.

Achieve pervasive adoption of strong
authentication by public-facing applications
that handle sensitive information and
facilitate transactions. Providing costeffective authentication in a user convenient
way was of the utmost importance.
Solution
The combination of the OneKey authentication
device, a VASCO DIGIPASS 275, and the NAF
platform delivers the perfect balance between
security and user convenience.
The OneKey device is the size of a name card
and sets a new standard in user-friendly twofactor authentication. It enables consumers
to enjoy the convenience of using a single
authentication device to access multiple online
services that require strong authentication.
At the same time it will increase the security
of online transactions between governments,
businesses and citizens.
Benefits include enhanced protection against
online identity theft for online services and
this for both consumers and online business
owners.
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T A K E A C T I O N
-------------------In order to secure confidential citizens’ data and to avoid unauthorized
access, governments opt for multi-factor authentication, which is much
safer than the traditional static passwords.
For additional information please contact VASCO:
info@vasco.com
+32 2 609 97 00
www.vasco.com/government
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