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INTRODUCTION

This report, prepared by the M86 Security Labs team of experts, discusses the top Web and email security threat predictions 
for 2012. Over the year, three trends dominated the landscape: targeted attacks, social media threats and mobile malware. 
Targeted attacks have escalated and entered into the public consciousness with successful, high-profile attacks on 
companies such as Sony, Lockheed Martin and RSA. Furthermore, the ubiquity of social media has driven cybercriminals to 
focus their efforts on highly-sophisticated, legitimate-looking scams via sites such as Facebook, Twitter and LinkedIn to steal 
user data and further spread malware. Perhaps one of the most troubling security trends is the development of malware that 
exploits vulnerabilities on mobile devices. From turning mobile devices into bots, to infiltration of mobile applications, driven by 
the use of personal devices in the workplace, cybercriminals are taking full advantage of this market.

As 2012 approaches, we look to the future to determine what’s in store for organizations and users. This report details 10 of 
the top Web and email trends and threats we anticipate over the next year.

TARGETED ATTACKS GROW MORE DAMAGING AND COMPLEX

The past two years have marked a breakthrough in incidents of targeted attacks that were made public. This is most likely 
due to hacktivist groups such as Anonymous and LulzSec as well as the rise of Advanced Persistent Threats (APTs) being 
used against commercial organizations. In the past year we’ve seen these kinds of attacks go to the next level, as large, 
global organizations and government agencies were attacked for commercial, political or military reasons.

Examples include the series of attacks that caused Sony to shut down their PlayStation service for a considerable amount of 
time, thus causing financial damage and leakage of private user information; and the cyber-attack on Lockheed Martin that 
could have been launched to steal fighter jet schematics.

We can see different levels of complexity in such attacks. For instance, while the attack on Sony merely involved the 
compromise of an unpatched Web server run by Sony, the Lockheed Martin attack was a result of a successful blended 
email attack on RSA: First, some employees in RSA received an email with a seemingly-benign spread sheet attachment. 
That attachment exploited a zero-day in Adobe Flash Player (CVE-2011-0609) and installed a backdoor and other malware 
components. The malware was then used to gain access to certain RSA systems and steal technical information, related  
to SecureID, its two-factor authentication solution. RSA confirmed that the information was used in the attack against 
Lockheed Martin.

It is obvious that the victims of such attacks pay a high price, including reputation damage, loss of consumer confidence, 
share price drops and costs to remediate the technical issue.

Recently, APTs have demonstrated their capabilities, and the sophisticated Stuxnet worm is one of the best examples. When 
we consider the fact that Stuxnet used a legitimate digital certificate, and look at the recent story about stolen certificates 
from DigiNotar, we believe that targeted attacks will increase next year with a higher level of complexity, exploiting stolen 
digital certificates, using zero-day attacks (software vulnerability exploits for which security fixes from the vendor are not yet 
available) and multi-stage attacks. We expect to see more attacks released by APTs and more attacks launched against large 
commercial organizations.

ILLICIT SOCIAL MEDIA SCAMS ESCALATE

Social media has emerged as one of the primary ways for consumers and businesses to communicate, interact and share on 
the Web. Unfortunately these services are also magnets for cybercriminals.

Last year, our prediction that malicious spam would increasingly mimic that of the major social networking providers has 
held true. This year, campaign after campaign has mimicked Facebook, LinkedIn, YouTube, Twitter and even Google+, as 
cybercriminals capitalize on the inherent trust in these brands to dupe users into clicking on links.
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Spam, scams and malicious campaigns are widespread across social media sites. One of the main ways Facebook 
campaigns have been spread is via ”likejacking,” a form of clickjacking where users are tricked into liking a page, with the 
result of posts being published to their Facebook walls to be freely viewed by their friends. Most often the posts are presented 
as a sensational story, such as deaths of Osama Bin Laden or Amy Winehouse, but then lead to a malicious page or other 
dubious page. One common theme is an online survey that a user must fill out prior to viewing a “video”. Each ”survey” that 
gets completed earns the affiliate scamster money. Other campaigns use URL shorteners that redirect users to malicious Web 
pages or get users to directly paste ”video” code into a browser address bar. 

The big social networking providers like Facebook and Twitter have hundreds of millions of users and are now joined by a 
newcomer: Google+. Despite improvements in security measures by the social media companies, this concentration of  
users and data in just a few platforms is irresistible for cybercriminals, so expect more nefarious social media tricks to appear 
in 2012.

MOBILE MALWARE MENACES USERS AND ORGANIZATIONS

Only during 2011 has malware targeted to mobile platforms grown in any significant numbers. Examples in the wild have been 
growing exponentially, and at the end of 2010, were estimated to be more than 2,500 samples as reported by Bullguard. So 
far in 2011, this has grown quickly to more than 7,500 samples. 

In 2011, the most prolific cybercrime platforms, Zeus and Spyeye, developed malware for the Android platform in order 
to intercept the SMS-based security controls deployed by banks to protect their customers from banking Trojans. This is 
a good example of the constant “cat and mouse game” between the attackers and defenders. Android has become the 
most-targeted platform for malware, surpassing Symbian in the first half of 2011. Another area of mobile malware that has 
just started to emerge includes the use of mobile devices as bots in the bot networks that are so widespread on desktop 
computers. As more devices/computers become networked, attackers will attempt to comprise these resources for their own 
use. 

Android is in many ways a victim of its own success. As users flock to devices running the operating system, so do the 
attackers. Also, Android is not helped by its relatively open development environment in which any developer can publish 
applications to the marketplace relatively easily. Another interesting development was the announcement of the new Amazon 
Kindle “Fire”, which by default will only connect to an Amazon application store. We hope that Amazon takes more care with 
the applications they allow on their application store.

All organizations should be concerned with the increasing number of employees who use their own devices at work and sync 
organizational data, such as email and files, to these unmanaged devices. This is a trend also known as consumerization 
of IT or Bring-Your-Own-Device (BYOD). With senior management being at the front of device adoption, we often see IT 
security policies catching up after the fact. Organizations will need to prepare for security and compliance issues posed by the 
introduction of devices provided by the company as well as BYOD. 

In 2012, we will see significantly more mobile malware with increasing complexity and impact. With social media being an 
attacker’s utopia, we predict that much of the malware targeting social media will spread even faster as mobile devices are 
increasingly used to access and update social media. Expect to see malware that targets not only user data, but that could 
also potentially track GEO location information, which could be a big concern for child safety. Child pornographers and 
kidnappers could be interested in personal photos on a device, each stamped with the GPS coordinates of where it was 
taken, even on parents’ devices.

The biggest concern with mobile malware are the limited capability of current security solutions and the vulnerability of the 
general user base. An organization’s PC is controlled by the IT security team, whereas an employee’s own mobile device 
that is being used to access and store corporate data is likely not controlled by the security team. Organizations will need to 
extend their security policies, including providing secure Internet browsing to their mobile devices while ensuring that personal 
devices accessing the company Wi-Fi and networks can be included under the same policies. This, coupled with the relative 
infancy of mobile anti-malware solutions, results in M86 Security Labs labeling this area as one of the most concerning areas 
for cybercriminals to exploit in 2012.
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THIRD-PARTY SOFTWARE EXPLOITS GAIN TRACTION 

Some third-party browser software such as Java, Flash Player and Acrobat Reader have huge worldwide install bases. 
Because numerous vulnerabilities in these products are found and often exploited, and because it is difficult for IT 
administrators to promptly update these products throughout their organizations, these software products have become 
an increasingly viable vector for attacks. Consumers face similar challenges. Sometimes the functionality that the browser 
software provides, or some parts of it, is unnecessary for many customers, and in those cases, disabling that functionality can 
effectively reduce the risk of exploits.

In addition to growth in magnitude, these attacks are also growing increasingly more complex as technologies are combined 
to create more sophisticated attacks such as embedding malicious files within other files to avoid detection (see the Targeted 
Attacks section). Attacks that use malicious Flash files embedded within various document files and similar combinations are 
more frequently observed in the wild, and are likely to become even more common.

The variety that these technologies and file formats offer also allows use of such exploits both in widespread attacks, such as 
malvertisements and compromised websites, as well as in targeted attacks. This flexibility makes them even more dangerous 
when used as part of targeted attack campaigns because traditional security solutions, such as URL blacklists or signature-
driven security protection, will not be adequate. Detection will require actual analysis of the embedded malicious files, which 
few security solutions currently perform.

EXPLOIT KITS AND MALWARE REUSE PROLIFERATE 

Malware reuse is a growing phenomenon in the underground economy and the Zeus family of malware is a great example. 
For the last few years, Zeus (a.k.a. Zbot) functions as one of the preferred types of malware used by cybercriminals. Until May 
2011, Zeus source code was sold only to private groups, and older compiled versions of the tool were available to anyone, 
but then the source code of Zeus crimeware kit was leaked and is now publicly available on the Web.

As the source code of the Trojan is available, cybercrime groups are using it to generate their own mutations. For example, 
a new version of Zeus 2.3.2.0 was released in September 2011. That month, a cybercrime group also released Zitmo 
(Zeus in the Mobile), a Zeus plug-in that monitors SMS messages that have been sent to banks in order to validate money 
transactions committed by clients.

Given the recent malware evolutions, we expect to see more variants of Zeus that will probably force anti-virus vendors to pay 
more attention to its mutations. Moreover, we expect to see additional sophisticated Zeus variants, such as Zitmo, that will try 
to bypass banking security checks.

Exploit kits have also become one of the most important tools for spreading malware among cybercriminals. Many attacks 
often use an iFrame tag with a redirection to an exploit kit.

Usually, we witness several dominant exploit kits spread in the wild. This year, the most notable of those observed was the 
Blackhole exploit kit. However, we also noticed a significant increase in the number of new exploit kits that are re-built by 
anonymous cybercriminals who prefer not to use known exploit kit bundles. As part of this trend, we have observed progress 
in the toolkits’ code quality. Generally toolkits are written in PHP, and most of them provide a sophisticated administration 
panel. These panels once suffered from Cross-Site-Scripting issues (XSS) and SQL-injection vulnerabilities, but recently they 
began to use commercial and open-source libraries, which have made them generally immune to such attacks. Moreover, by 
switching to a more modern user interface based on AJAX, the administration panels now have the look and feel of popular 
Web applications.
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From a technical perspective, some of these toolkits now use dynamic obfuscation which often allows them to bypass some 
security scanners. This means that malicious websites serve a slightly modified variant of the malicious code every time a user 
accesses that site. For more details, go to http://www.m86security.com/labs/code-obfuscation.asp.

By combining information we gathered from forums that discuss feature requests for toolkits, and by observing the increase in 
code quality, we predict that toolkits will become even more professional in 2012.

Figure 1: The Administration Panel of the Prevalent Exploit Kit Blackhole
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COMPROMISED WEBSITES SERVING MALICIOUS CONTENT ACCELERATES

As technology advances, more organizations turn to the Web for interacting with their customers and prospects. Social 
networking sites such as Facebook and LinkedIn are now being used by businesses to promote their organizations, generate 
leads and inform customers of special offers or important messages. Additionally, almost every self-aware organization has 
either started a blog or is in the process of starting one. Regardless of the fact that these blogs run on corporate Web servers, 
they often are not sufficiently protected against malicious attacks, because they allow remote attackers such as Botnet 
operators and traders to compromise the corporate Web server, turning it into a redirector to their malware.

In order to increase the number of infected Web visitor clients, attackers are interested in compromising as many legitimate 
Web servers as possible within the shortest time frame. Weak FTP/SFTP and Web application credentials as well as SQL 
injection and Cross-Site-Scripting (XSS) vulnerabilities are regularly exploited by malicious toolkit operators and malware 
authors to gain many redirectors to malicious landing pages. Just recently, the main website for the popular rational database 
project, MySQL (www.mysql.com), was compromised and started serving malware by redirecting visitors through an injected 
iFrame to a malicious server. Later it became known that administrative access to MySql.com was also sold for $3,000 US. 
Even the U.S. Treasury Department website was once compromised due to weak security on several external servers.

Many open-source Web applications, such as Wordpress, Joomla and other supporting extension plugins and add-ons can 
be authored by developers with varied coding skills. We have observed that these applications are constantly exploited due to 
lack of sufficient security auditing practices employed by the plugin/add-on developers. As an example, TechCrunch, Europe’s 
WordPress site was compromised in September last year, precisely due to the range of problems described above.

Compromised sites are also used for spam and phishing campaigns. One of the key elements of most spam campaigns 
is a URL, which a user must click on to be presented with a payload. As anti-spam and anti-malware technologies have 
improved, spammers have increasingly turned to legitimate compromised websites and redirection as a way around the URL 
reputation engines. We see more compromised websites being used in spam campaigns. Once a site is compromised, small 
HTML pages are added that simply redirect the user to another URL with a meta refresh, or setting the location to a remote 
site via Javascript. This mass-hacking of websites is widespread and automated and is only going to worsen in 2012 as 
cybercriminals will continue to use legitimate websites, bypassing the issue of URL reputation, to distribute their malicious 
campaigns.

BOTNETS DISRUPTION ATTEMPTS SHORT-LIVED 

Botnets, vast armies of compromised machines around the globe, are the cybercriminals’ weapons of choice, and nothing 
suggests that this will change anytime soon. Whether it’s spam, data stealing, DDOS, or mass website hacks, botnets provide 
the horsepower and anonymity that cybercriminals need to perpetuate their crimes.

In the past 12 months, we have seen a few widely-publicized botnet “takedowns”. These efforts are welcome and necessary, 
but ultimately will not have a huge impact on cybercrime. It takes a lot of research, effort, resources and time to disable 
botnets, let alone try and pursue the botnet operators themselves. And there are thousands of botnets out there that are in a 
constant state of flux and renewal. Unless the operators are actually apprehended, botnet takedowns tend to have a short-
term effect only. The Cutwail and Lethic botnets are classic examples. Despite being ”disabled” multiple times, they are still 
spamming today.

Even if you disable a botnet, today it is easier than ever to get a botnet going again, thanks to pay-per-install programs, which 
are services that install malware on already-compromised machines for a fee. Pay-per-install is a commodity—an established 
part of the underground marketplace. Pay-per-install programs have networks of affiliates that compromise computers and 
sell them to the program. This means it is easy to recover from a botnet takedown. Rebuild new control servers, pay someone 
to distribute your malware out to a network of compromised computers and away you go.

Pay-per-install programs is one area researchers should focus on, so at least building botnets will be a more difficult feat for 
cybercriminals.
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SPAM REBOUNDS TO DISTRIBUTE DAMAGING MALWARE

Much to the benefit of email administrators everywhere, spam volumes plummeted by over 50% in the last 18 months. The 
prime reason for the decline was the September 2010 closure of underground spamming network, SpamIt.com . This caused 
an overnight drop in volume from some of the major spamming botnets. Later botnet disruptions and takedowns, particularly 
of Rustock, also had an effect, albeit this was short-lived. 

However, despite some successes in botnet takedowns, the fact remains that long-running major botnets like Cutwail, Grum, 
Maazben, Festi and Lethic are still spamming wildly, and are improving at evading security researchers. These top five botnets 
alone are responsible for 80% of spam. Given how easy it is to distribute malware via pay-per-install programs, it will not take 
a lot for a new Rustock to emerge and start pumping out spam again, perhaps through a reborn Spamit.com.

Email remains an important communications tool, and the message comes to you as opposed to you pursuing it. These 
facts are not lost on malware authors, who have returned to distributing malware through these big spamming botnets like 
never before. In mid-2011 there were days where the percentage of malicious spam, which includes both attachments and 
malicious links, reached 25% of total spam. Most of the malware was Trojan downloaders, like Chepvil, whose purpose is to 
fetch and install other malware such as Fake AV, data stealers like Spyeye, or spambots like Cutwail or Asprox. Expect this 
trend to continue in 2012, as email-borne malware distribution is not going away any time soon.

MAJOR SPORTING EVENTS DRAW MAJOR CYBER ATTACKS 

The FIFA World Cup attracted much attention in 2010, with many victims falling for various scams, including counterfeit 
ticketing, fake merchandise and rogue travel agents. To counter these scams, we hope organizers of perhaps the biggest 
event in 2012, the London Olympic Games, are prepared and will be vigilant in the lead-up to the event. One suggestion is 
to be proactive through their online communications. This can be accomplished by publishing a section on their website that 
details the expected and possible scams and attacks that fans may face, and to promote this section extensively. Another 
suggestion would be to set up a fraud-watch line, where suspicious fans could submit examples of possible scams for 
validation that it legitimate. Of course, this will only apply to the organizations working directly with the games’ organizers.

Consumers must be vigilant at all times when purchasing products and services through the Internet. As discussed previously, 
attackers will follow the money—the users. Historically, this has not been a difficult prediction to make. Because attackers 
tend to stick with what works, it would be prudent to understand the types of scams levied during the build-up to the FIFA 
World Cup. Many of these include spam offering fake tickets, spam that pushes other products but is littered with football 
references in the subject line and email body, fake travel and accommodation offers, and competitions for tickets and travel 
packages.

Phishing is usually a key element in these attacks. It is relatively straightforward to spoof an email to make it look like it came 
from another legitimate organization. Or simply send it from a domain name that resembles the legitimate organization, 
as in a typo-squatting attack. This type of cybercrime is easy: make an email resemble the look and feel of the legitimate 
organization, insert the URL to a fraudulent website and wait for potential victims to flock to the site. 

M86 Security Labs will be vigilant in looking for spam-driven phishing campaigns involving the Olympics, but users have to do 
their part as well. Blackhat SEO attacks will be another tactic, so users should be suspicious of any search engine results and 
anything that does not appear legitimate. If in doubt, don’t click on it!



M86 Security is the global expert in real-time threat protection and the industry’s leading Secure Web Gateway 
provider. The company’s hardware, virtual appliance, software, and Software as a Service (SaaS) solutions for Web 
and email security protect more than 25,000 customers and 26 million users worldwide. M86 products use patented 
real-time code analysis and behavior-based malware detection technologies as well as threat intelligence from M86 
Security Labs to protect networks against new and advanced threats, secure confidential information, and ensure 
regulatory compliance. The company is based in Irvine, California with international headquarters in London and 
development centers in California, Israel, and New Zealand. For more information about M86 Security, please visit: 
www.m86security.com.

ABOUT M86 SECURITY

M86 Security offers free product 
trials and evaluations.  
Simply contact us or visit:  
www.m86security.com/
downloads.

TRY BEFORE YOU BUY

© Copyright 2011 M86 Security. All rights reserved. M86 Security is a registered trademark of M86 Security. All other product and company names mentioned herein are trademarks or registered trademarks of their respective companies.

Corporate Headquarters

8845 Irvine Center Drive
Irvine, CA 92618
United States

Phone: +1 (949) 932-1000
Fax: +1 (949) 932-1086

International Headquarters

Renaissance 2200
Basing View, Basingstoke
Hampshire RG21 4EQ
United Kingdom

Phone: +44 (0) 1256 848 080
Fax: +44 (0) 1256 848 060

Asia-Pacific

Suite 3, Level 7 100 Walker St.
North Sydney NSW 2060
Australia

Phone: +61 (0)2 9466 5800
Fax: +61 (0)2 9466 5899

ATTACKS ON CLOUD SERVICES INEVITABLE

Many people and organizations are moving to various cloud services to take advantage of convenience and attractive pricing. 
There are valid security concerns about moving sensitive data and critical systems to the cloud, including control of data, 
downtime due to an outage and lack of visibility. Despite excellent security practices employed by many cloud providers, the 
fact remains that these services are likely to be prime targets for cybercriminals. 

During 2011, as mentioned previously, Sony’s PlayStation network was hacked, leading to a shutdown in the service that 
affected 77 million users. LastPass, a Web-based password management company, also had its system breached, resulting 
in the necessity for all users to change master passwords. On a smaller scale, we have seen email marketing companies’ 
systems being hacked, and some client accounts, with their email address lists, being used for malicious spam campaigns. 

Cloud service providers are huge targets, and their profiles are high. The data is concentrated, and the systems are 
standardized; however, a successful breach could yield a lot of valuable data for a cybercriminal. For these reasons, we 
predict more high-profile attacks on cloud service providers to come in 2012.

In addition to the predictions detailed in this report, we will discuss the many security issues that we monitor and 
track in the second half of 2011 in our upcoming bi-annual report from M86 Security Labs.


