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JUST AS ENTERPRISE security teams were in the thick of budgeting for 
next year, I took the post of editorial director of TechTarget’s secu-
rity websites, as well as this magazine. The excellent editorial team 
I now work with was deep into creating this issue and analyzing the 
priorities security folks have told us they’re most concerned about. 

As you already know, within the pages of Information Security, we’re not 
trying to write about everything that might be construed to have something to 
do with security. To take a far-flung example, you won’t find us offering lists of 
the funniest moments in IT security. My arrival here won’t change that. Much 
of what makes up the block and tackle of security programs remains stubbornly 
constant from year to year. The classics endure, I guess. 

Recently our News Director Robert Westervelt reported on Dmitri Alpero-
vitch, co-founder and CTO of security firm CrowdStrike, who claimed that the 
time for “active defense,” had arrived. “Active defense,” he said, “is a euphe-
mism for going outside of your network and taking some action to disrupt, de-
grade or take down your adversary’s infrastructure.”

That’s a lot more active than the defenses most organizations currently pur-
sue. It’s not entirely clear what the legality of such actions are, nor is it neces-
sarily clear which country’s laws will have jurisdiction in any case where pack-
ets have crossed international borders. 

The active defense strategy already has some strong critics. In his Search-
Security.com column, security consultant Gary McGraw takes on the military 
side of the active defense issue: 

Thinking Outside  
the Network
Emerging vulnerability markets, mobile biometrics and  
critical infrastructure pose new challenges. BY ROBERT RICHARDSON
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http://searchsecurity.techtarget.com/news/2240169994/CrowdStrike-advocates-offensive-security-proactive-defense-approach
http://searchsecurity.techtarget.com/news/2240169994/CrowdStrike-advocates-offensive-security-proactive-defense-approach
http://searchsecurity.techtarget.com/news/2240169976/Gary-McGraw-Proactive-defense-prudent-alternative-to-cyberwarfare
http://searchsecurity.techtarget.com/news/2240169976/Gary-McGraw-Proactive-defense-prudent-alternative-to-cyberwarfare
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Perhaps the real purpose behind active defense is to act as deterrence. But is a 
strong offense a real deterrent? What is critical to understand is that developing 
offensive capabilities does nothing to prevent others from doing so.

Just because you can attack your attacker doesn’t mean they’ll stop attacking 
you. The odds are that you’ll both wind up taking some hard hits. 

Speaking of “active”—perhaps even aggressive—security behavior, how 
about Luigi Auriemma, co-founder of security research firm ReVuln, who is 
quoted in this issue saying that when his team finds zero-day flaws, “we don’t 
report our findings to vendors, in order to respect both the investments of our 
customers and the other companies that follow a business model similar to 
ours.” Forget about the common good, I guess. Find out more on the state of 
vulnerability management in the feature “Private Market Growing for Zero-Day 
Exploits and Vulnerabilities” by Robert Lemos. 

Information Security also interviewed several prominent players about criti-
cal infrastructure protection this month to determine whether there are any 
immediate solutions to the complex problem. Old, antiquated systems and a 
widening skills gap are adding to the challenge of protecting critical infrastruc-
ture. Those experts say stronger defenses are necessary to defend against esca-
lating nation-state cyberweapon and cyberespionage activities, as well as the 
threats posed by hacktivists and terrorist groups. 

We also look at options for authentication that don’t rely solely on conven-
tional passwords in this issue. Contributor David Jacobs took a preliminary 
look at biometric authentication on smartphones for our SearchSecurity.com 
site last May, but he’s back this month to update his findings on new strategies 
to consider as mobile devices outnumber desktops in the enterprise.

As for those budgets of yours, we’re just finishing up our annual survey of 
what you see as next year’s priorities. We’ll be drilling down on your concerns 
both here and at SearchSecurity.com. n 

ROBERT RICHARDSON recently joined TechTarget as editorial director of the Security Media Group. 
Previously, he served as editorial director for Black Hat and, prior to that, he was director of the Com-
puter Security Institute. Reach him at rrichardson@techtarget.com. 
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http://searchsecurity.techtarget.com/definition/zero-day-exploit
http://searchsecurity.techtarget.com/video/Debating-international-cyberespionage-poor-secure-coding-practices
http://searchsecurity.techtarget.com/definition/hacktivism
http://searchsecurity.techtarget.com/definition/biometrics
mailto:rrichardson@techtarget.com
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RECENTLY, I WAS asked to consider the question, “Do CISOs need 
to be techies at heart?” Having become a CISO after a history 
of technical roles, I could see why one might think the answer 
was a very clear “yes,” and yet I feel very strongly that the an-
swer is “no.” A CISO should be able to rely on a solid team to 

handle the “techie” stuff; if a CISO spends too much time in the weeds, he will 
miss the broader picture. Especially in a small- to medium-sized business, a 
CISO needs to be much more than just a techie—really, a good CISO should be 
a jack-of-all-trades, and nearly a master of most.

Information is the heart of any business, so a CISO is very nearly the same 
as the chief risk officer, especially at a smaller firm. A good CISO needs to un-
derstand the risks to the organization beyond the traditional IT risks, and be 
able to articulate how the IT controls fit within the framework of the business. 
He needs to be a good executive, and be able to weigh the risks of business ob-
jectives vs. IT controls to help the company make the right tradeoffs. He needs 
to be able to take the long view, and give other executives the confidence that 
the CISO deserves a chair at the executive table, because he has the right objec-
tives at heart. 

A good CISO is a good listener: It’s too easy to take a draconian approach and 
lock down everything except the essential technology. Ultimately, users will al-
ways find a way around the controls, even without realizing they are doing so. 
I’ve found that users can have no idea that the notes they are taking on their 

The Recipe for a  
Well-Seasoned CISO
A good CISO should be a jack-of-all-trades to rally the IT  
security team to support the business needs by minimizing risk.  
BY MATTHEW TODD
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personal tablet are copied off to servers somewhere in the ether. Instead, a 
good CISO will observe how the staff operates, ask about what frustrates em-
ployees or what tools they want to use, listen carefully to what they say, and 
then come up with solutions that both meet the needs of the business and were 
clearly informed by the staff. A good CISO will make sure employees have what 
they need to do their jobs well and safely, based on their own input.

A good CISO is a good marketer: Most employees think the CISO’s job is to 
keep them from doing things they want to do and keep viruses off their com-
puters. Instead, a CISO should promote the idea that security and risk manage-
ment are a collaborative effort, where everyone works toward a common goal. 
During orientation, I like to deputize every new staff member personally as a 
junior security specialist, playing an integral part in the protection of our cor-
porate and client information. Good security means that the staff can rely on 
systems running when it needs them. It means employees can trust that the 
right people have access to the right data at the right time, and the wrong peo-
ple never have that access. A good CISO will help promote good security in a 
way that helps the business market itself as trustworthy – not only for staff, but 
also for clients, shareholders and the public in general. Good security should be 
good for business, and a part of any in-depth business presentation.

A good CISO is a part-time legal and legislative analyst: It’s not enough to 
read the news and alert the IT team of the next advanced persistent threat 
(APT). A good CISO will be a critical resource and a trusted partner for the le-
gal team, and a source of information and analysis about cybersecurity legisla-
tion as well as be a part of the contract process for both clients and vendors, en-
suring the security needs are appropriately addressed while properly protecting 
both parties. A clear understanding of insurance comes in handy for the CISO, 
especially when it comes time to discuss coverage, cost and risk with the chief 
financial officer CFO.

A good CISO speaks the language of audit: He will understand the goals of au-
ditors—clients, regulators, or external auditors—and anticipate their needs. A 
good CISO knows that the objective is to demonstrate sound controls, not just 
check the box, and that the ultimate goal is always to have solid processes and 
controls that protect the business.
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A good CISO knows that very few of his or her peers understand the lan-
guage of cybersecurity and risk, but is able to explain the role of security in the 
context of each department. Department heads need to understand that secu-
rity is not about getting in the way of business, but is essential to everything. If 
the development team takes security seriously early in the development cycle, 
and incorporates it into the development process, it will spend less time clean-
ing up the mess of a vulnerability later. If the operations team understands 
the need for access controls, and works with the security team to ensure that 
proper controls are in place, operations won’t be shut down later when some-
one with the wrong access does the wrong thing. If the HR team understands 
the risks around proper and timely assignment of roles and responsibilities, it 
will work with management to be sure onboarding and off-boarding processes 
are efficient and timely.

Advice for CISOs: Be a good leader and a good listener. Understand your com-
pany’s goals, client’s concerns, and employees’ needs, and be a part of the so-
lution. Be a valued resource and a trusted partner. Promote good security by 
making sure it’s good for business. It doesn’t hurt to be a techie, too—you still 
have to understand what your firewall engineer is talking about. Always keep 
the best interests of all of your customers (in the broadest sense of the word!) 
at heart. n

MATTHEW TODD is chief security officer and vice president of risk and technical operations for Finan-
cial Engines Inc. These are his opinions, and not necessarily those of Financial Engines. Todd has been 
a local mentor for the SANS Institute, is a CISM and CIPP, and holds the GSEC certification. He has 
more than 20 years of experience in the technology space and has been actively involved in information 
security, risk management, privacy and IT governance for the last 15 years. He obtained his Ph.D. from 
Northwestern University and was a fellow of both the U.S. National Science Foundation and the Dan-
ish National Science Foundation. He currently serves as president on the board of directors of the San 
Francisco Bay InfraGard Chapter.
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SCAN: SECURITY COMMENTARY, ANALYSIS AND NEWS

Before Justice is Served
Appliance gets thorough review prior to being introduced  
to law enforcement. BY ROBERT WESTERVELT

POLICE UNDERGO THOROUGH training to prepare for physical attacks, 
but when it comes to cyberattacks, the systems supporting 
some of the country’s largest law enforcement agencies have 
proven vulnerable. Reports are on the rise of hacktivists and 
other cybercriminals looking to expose sensitive information 

and sully the reputation of these organizations.
The onslaught of attacks has made security top of mind among chief tech-

nology officers (CTOs) and other IT pros who maintain the police systems. 
And Nick Selby, CEO of Southlake, Texas-based StreetCred Software Inc., has 
taken notice. StreetCred taps into multiple systems containing arrest warrants, 
driver’s license information and location data, and then organizes the data to 
help police track down fugitives. Selby, also a Texas police officer, said his big-
gest fear is that his appliance could be attacked, forcing jurisdictions to publicly 
disclose a data breach.

“It ends up with potentially highly sensitive information on fugitives,” 
Selby said. “We take really seriously our responsibility to be stewards of this 
information.”

Selby’s firm is among a growing trend in third-party vendors: Customer de-
mands for information security are forcing system providers to invest in soft-
ware security testing, scanning and pen testing. A recent study by Burlington, 
Mass.-based application security vendor Veracode found a small, but steadily 
rising number of third-party firms obtaining a code review. “The enterprise has 
to put policy in place to outline the criticality of defects that are required to be 

http://searchsecurity.techtarget.com/news/2240147299/2012-Verizon-DBIR-Hacktivists-make-impact-on-data-breach-statistics
http://searchsoftwarequality.techtarget.com/definition/penetration-testing
http://searchsecurity.techtarget.com/news/2240171099/Enterprises-at-core-of-software-security-testing-Veracode-finds
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fixed and a certain time frame to get them fixed,” said Chris Wysopal, CTO of 
Veracode Inc.

Injecting security early in the development process improves efficiency but 
is a major culture change at most established enterprises, said Phil Cox, direc-
tor of security and compliance at Santa 
Barbara, Calif.-based cloud management 
vendor RightScale. Cox, who was a con-
sultant with SecurityExperts, used to give 
advice about developing effective secu-
rity programs. He acknowledged the dif-
ficulty of implementing changes into the 
company culture. 

“The hard lifting part is to walk into the 
organization and figure out how to inject 
additional software security within the 
organization’s DNA,” Cox said. “There 
are a lot of frameworks to help you do 
risk assessments and code reviews, but 
we’ve come to point where we’ve got to 
modify things to be RightScale-specific.”

Security must be viewed as a tool to build trust with customers, said Dave 
Aitel, CEO of Miami-based Immunity Inc. Only forward-thinking companies 
inject it early on into the development process, he said.  A security breach as 
the result of a faulty product or service immediately damages that provider’s 
reputation, Aitel said. 

“You should spend about as much on security as you do on marketing,” he 
said. “All the startups that have a 10-person marketing team really need to think 
about why they don’t have a 10-person security team.”

Selby said his company can show potential clients that the system will re-
duce costs, improve efficiencies and ultimately make it easier for police to track 
down individuals with an arrest warrant. But IT departments that maintain po-
lice agency systems often want assurances that the appliance is secure. Provid-
ing the pen testing report and proof of Web application testing makes it clear 
that the company is serious about security, Selby said. 

“We say, ‘Here’s our architecture, here’s our reports’ and they immedi-
ately get it; the CTO understands,” Selby said. “We all equally arrived at the 

 ”You should spend about  
 as much on security as  
 you do on marketing.  
 All the startups that  
 have a 10-person mar-  
 keting team really need  
 to think about why they  
 don’t have a 10-person  
 security  team.” 
—Dave Aitel, CEO, Immunity Inc. 

http://searchsoftwarequality.techtarget.com/tip/Web-application-testing-The-difference-between-black-gray-and-white-box-testing
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conclusion that there was no way that we could go into a place where we’ve 
seen agencies get breached and have to deal with a mess, without doing proper 
testing.”

The checkbox mentality with compliance is unfortunately often what hap-
pens with software security, said Jerry Hoff, vice president of static code analy-
sis of Santa Clara, Calif.-based application testing firm WhiteHat Security. Be-
cause there are no standards for what constitutes a secure application, there 
are no legally binding definitions for code that is free from bugs, Hoff said. 

Hoff said system providers that are serious about security get a complete 
architecture review to determine if encryption is properly used and other 
controls are properly configured. Continuous static code analysis should be 
done throughout the development lifecycle and manual human code review is 
essential. 

“I used to get called about two weeks before an application went into pro-
duction and I always had to be the bearer of bad news,” Hoff said. “Today peo-
ple understand that software is insecure and are pounding on the door and ask-
ing what the company is doing to secure the data.”

For Nick Selby and his company, StreetCred, getting the software tested for 
security holes before engaging clients was a no-brainer. Selby, an information 
security expert and former analyst at the 451 Group, said he continues to fol-
low the security industry closely. The alarming number of cyberattacks demon-
strates that basic security blocking and tackling isn’t being done.

“Often it’s the smallest mistake that comes back to haunt you,” Selby said. 
“Basic errors wouldn’t be tolerated by law enforcement because it often means 
the difference between life and death.” n

ROBERT WESTERVELT is news director in the Security Media Group where he helps prioritize and 
build cohesive news coverage across the group’s websites. As a news reporter and editor for Search-
Security.com, he produces news stories daily on breaking cybersecurity news and trending topics as 
well as topical podcasts and videos. He is producer of SearchSecurity’s Security Wire Weekly podcast. 
Since joining TechTarget in July 2003, Westervelt has covered SAP, Oracle and the database industry for 
SearchDatabase.com, SearchSAP.com and SearchOracle.com.

http://searchsecurity.techtarget.com/news/2240163366/BSIMM-study-expands-scope-identifies-new-software-security-activities
http://searchsecurity.techtarget.com/news/2240034917/Software-code-analysis-firm-gives-security-vendors-poor-marks
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Q&A WITH RANUM

A Chat With Marcus Ranum 
Security expert and Information Security magazine  
columnist goes one-on-one with Aaron Turner, co-founder  
of the security consulting firm N4Struct.

 RANUM  The other day over lunch you were telling me about a rather amazing incident 
that you were dealing with. I understand that you can’t get too detailed about some 
parts of it, but what can you tell us?

 TURNER  I guess the first surprising thing we found was that there were at least 
three different adversaries on the network, each attacking a different aspect 
of the infrastructure. One group was after the crown jewels—and was very fo-
cused and organized—another was picking up the crumbs of the ‘A Team,’ and 
another was running a payment card harvesting operation focused on the or-
ganization’s P-Cards [purchasing cards] associated with the organizations bank 
accounts. The most interesting thing about the ‘A Team’ is that essentially, we 
found evidence that this group of sophisticated attackers was using wireless 
communications capabilities to not only bypass the organization’s security con-
trols, but they were doing so to accelerate the exfiltration of information from 
the organization. Think of it as the attackers got impatient with the organiza-
tion’s slow MPLS [multiprotocol label switching network] lines and decided to 
do something about it.

 RANUM  So what are the takeaways, here? I think that most of the organizations I know 
of aren’t ready to cope with radio-spectrum penetrations or penetrations carried out by 
agents. I know I used to imagine how many places a hacker could get into if they had a 
job working for a cleaning company or a phone company, but this upsets all the defen-
sive paradigms I’ve been thinking of for decades.

http://searchenterprisewan.techtarget.com/definition/Multiprotocol-Label-Switching
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 TURNER  It starts where we always look to start: Get a baseline of what’s going 
on in an organization. If we aren’t looking at a technology as a potential channel 
for badness to happen through it, then we aren’t doing our jobs. While this inci-
dent involved what we believed was purpose-built wireless gear, the risks posed 
by a planted 4G device tethered to the back of the desktop used by the CEO’s 
administrative assistant can do a lot of damage. Set up a couple of spectrum 
sweeps with a trained individual who has access to the latest software defined 
radios. There aren’t that many people who have the training and equipment, 
so look to get references from others who have already done it. Once the base-
line sweep is done, then go back periodically and look for anomalies. Especially 
around specific high-impact business periods [like the quiet period before earn-
ings release dates, or when a company is rumored to be part of a merger and 
acquisition deal]. For certain situations where an organization needs real-time 
monitoring, there really aren’t very many solutions out there. We’re testing a 
couple of platforms to determine their strengths and weaknesses, but as in all 
cases of immature technologies, it’s going to take time to get a real-time moni-
toring solution deployed that is reliable. What we’re looking for are specific 
scenarios where organizations want real-time awareness of either unauthor-
ized devices emanating radio signals heading outbound with data, or unauthor-
ized base stations trying to trick authorized devices into connecting to them. 

 RANUM  What are some reasonable things to do? Some of this, I would imagine, would 
show up via careful network analysis. But I can imagine that technology for doing this 
will just get better and stealthier. Do I need to start looking for a signal analysis package?

 TURNER  Unfortunately, buying a bunch of expensive software defined radios 
is not going to help you without having a trained operator. Find a trained and 
reliable operator with verifiable references. Wireless spectrum analysis is at 
the stage today where network packet analysis was when I got started in the 
mid-90’s. There are relatively crude tools and it’s more art than science. On 
the wired network, start where you can and look for ways to slice and dice your 
NETFLOW logs.

 RANUM  (interjecting): Watch your routing topology too, I suppose…

 TURNER  One of the things we saw was that the attackers would consolidate 

http://searchnetworking.techtarget.com/definition/network-analyzer
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information before attempting to exfiltrate it. Look 
for those parts of your infrastructure that are serving 
as vacuum cleaners that shouldn’t be.

If you have full-packet capture analysis capabili-
ties—or are paying someone to do that for you—then 
begin doing periodic audits on different segments 
that have large amounts of unstructured data flowing 
over them. Do an inventory to understand why cer-
tain file shares are new versus ones that have always 
been there. Essentially, you’re looking for the hard-
wired network clues to where the information is getting concentrated before it 
makes its way wirelessly out of the organization.

Also, look for allies. We’re in very early discussions with the network opera-
tors about this problem. They are interested in knowing more about this threat, 
but they won’t invest in it until their customers make them aware that this is 
a priority. If we can show them that their network capacity is being reduced 
through data theft at certain locations then we can work together to solve the 
problem.

The bottom line is we need to understand more of these scenarios and then 
pass them on to the carriers. We need to share more information among our-
selves about how to go about solving this network threat detection problem.

 RANUM  The bit about multiple adversaries attacking at once gives me the “heebie 
jeebies,” but it totally makes sense when you think about it. I was recently debug-
ging a real-world chemical process in my photographic darkroom and realized that we 
computer people tend to think that problems are singletons: Our systems either work 
completely or fail completely. In my chemical process, I had two things go wrong simul-
taneously that produced the same kind of failure. When I tried to isolate the problem, 
the redundant failures masked each other out. The lesson I am taking away from what 
you’re saying is that we need to also start thinking in terms of not “a penetration” but 
“multiple ongoing problems in parallel” and changing our problem-isolation workflows 
accordingly.

 TURNER  I totally agree that most of us in information security are linear think-
ers. We set out to solve a problem and then try to figure out how to solve it 
through single-track approaches. Nowadays, it’s not about one service that is 

AARON TURNER

http://searchsecurity.techtarget.com/news/2240159018/Network-threat-detection-moves-beyond-signatures
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compromised by one attacker, it’s multiple services/gateways being attacked 
simultaneously by multiple attackers or attacker organizations. The same holds 
true about deploying security controls. We can no longer have point solutions 
as our bastions. Multifactor VPN? That’s not the castle wall we once thought 
it was. 

 RANUM  I’ve been saying for years that the obvious avenue for attack is to position 
people on the inside, as system or network administrators. After all, they’re the people 
with access to the data center, the backup tapes and the locked cabinets. One thing I’ve 
been pondering is that, in the future, it might be an interesting career path for people 
who want to play on the “dark side” to deliberately embed themselves with an eye to-
ward eventually moving on, but leaving a backdoor that could be re-sold later. It seems 
to me that the only way to defend against a lot of this kind of stuff is: audit, audit, audit, 
configuration management and audit. What do you think?

 TURNER  The most disturbing case of the insider-as-attacker scenario was that 
of one Tim Foley—if that’s even his real name. He is the son of two Russian na-
tionals, living in the greater D.C. area.

Could you imagine what kind of stuff that kid could have planted as a part-
time IT support technician? Talk about taking a long-term view of the pros-
pects. These organizations moved to the U.S., waited for their kids to get old 
enough to become active assets, and then started working. As the saying goes, 
“Only the dumb ones get caught,” and it appears that some of these folks were 
dumb, or at least very lazy in their craft.

It’s time for organizations to move to a whitelist approach for everything. 
Instead of relying on blacklist technologies like antivirus, it will be more im-
portant to get around the fact that only authorized code can run in an environ-
ment and only authorized network connections can be active. It’s going to have 
to turn our Wild West networks inside out—and severely impact our opera-
tional culture for a while—but it’s one of the few ways to proactively manage 
the risk, instead of waiting for a major incident to occur. Moving from permit-
ting everything and trying to block a few things, to blocking everything and 
only permitting a few things, will be hard on users, but I see very few other de-
fensible positions. n

http://online.wsj.com/article/SB10000872396390444097904577537044185191340.html
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By Robert Lemos

MARKET FOR 
VULNERABILITY 
INFORMATION 
GROWS
Companies are  
paying a big bounty  
for zero-day exploits,  
creating a market  
that researchers  
can profit from. 

IN 2011, VULNERABILITY researcher Luigi Auriemma discovered more than six 
dozen vulnerabilities in a variety of enterprise software packages, selling each 
software bug for a modest bounty to the Zero Day Initiative, a group set up by 
TippingPoint, and now a subsidiary of Hewlett-Packard. 

A well-known white-market buyer for software vulnerabilities, HP’s Tip-
pingPoint, uses the information to protect its customers while working with 
the vendor whose software is affected to close the security hole. While the com-
pany does not disclose how much it pays researchers, payments typically fall 
between $1,000 and $5,000, with most less than $2,000, according to sources. 

http://searchsecurity.techtarget.com/news/1526734/TippingPoint-Zero-Day-Initiative-fixes-record-number-of-vulnerabilities
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Yet, with penetration testers, industrial spies, law enforcement, intelli-
gence agencies and the military all looking for exploits to undisclosed flaws to 
fuel their cyber-operations, such modest bounties are no longer the incentive 
they once were. Vulnerability researchers, once starved for a market for their 
security flaws, now have new options.

Aureimma, for example, partnered with another researcher, Donato Fer-
rante, to launch his own firm ReVuln, which sells information on vulnerabili-
ties to subscribers for both defensive and offensive purposes.

“We have our own team focused on researching vulnerabilities, and we 
don’t report our findings to vendors in order to respect both the investments of 
our customers, and the other companies that follow a business model similar 
to ours,” Aureimma said in an email interview. 

Auriemma is not alone. Security researchers from the Zero Day Initiative 
split off to form their own firm, Exodus Intelligence, to report exploitable vul-
nerabilities to subscribers. Dustin Trammell and NSS Labs partnered to create 
ExploitHub, a place to resell exploits to penetration testers to use on their own, 
or their clients’, networks. And offensive security firm VUPEN sells exploits for 
undisclosed vulnerabilities to governments worldwide.

“I absolutely see the more experienced researchers increasingly foregoing 
the route of non-disclosure or selective disclosure, and more often seeking to 
be compensated for their work,” said Dustin Trammell, director of technology 
and co-founder of ExploitHub.

The result of a market that values vulnerability information is security re-
search rapidly becoming privatized. While Microsoft has not strayed from its 
promise to not pay for vulnerability information, Facebook, Google and Mozilla 
all pay researchers who work with them. The Zero Day Initiative and the Vul-
nerability Contributor Program—the first bug bounty program started by secu-
rity-intelligence firm iDefense, now part of VeriSign—also pay for vulnerabil-
ity information. And a gray market, where researchers sell vulnerabilities to be 
used in offensive operations, is rapidly expanding.

“The market has evolved in a way such that this information is useful—it has 
some value that it didn’t have before,” said Aaron Portnoy, co-founder and vice 
president of research for vulnerability information startup Exodus Intelligence. 
“People [researchers] just don’t find value anymore in getting the accolade of 
their name on an advisory.”

https://twitter.com/revuln
https://twitter.com/ExodusIntel
http://searchsecurity.techtarget.com/video/Narcissistic-vulnerability-pimp-Baker-on-researchers-and-bug-bounties
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Vulnerability Researchers: In Pursuit of Compensation
In the past, researchers typically had three options: full disclosure, no disclo-
sure or work with an often-unappreciative vendor for free—so-called “respon-
sible” disclosure. While most arguments focused on how to best serve software 
users, a secondary issue has always been whether researchers should be com-
pensated for their work. 

The ability to get paid for vulnerabilities that can be practically exploited is 
changing the market dynamics for researchers. Exploits have become the cur-
rency for all sorts of groups that have put themselves in the role of attacker on 
the Internet. From governments to cybercriminals to pen testers to industrial 
spies, many attacks need a working exploit to successfully compromise a tar-
get’s systems. 

“The utopia of full-disclosure … to improve the security of the world, proved 
to be a failure for both final users waiting months for a patch, and for research-
ers who see their works used to make the business of other companies,” Au-
riemma said in an email interview.

At the turn of the century, security researchers largely fell into two oppos-
ing camps: Either the flaw finder turned in their vulnerability information to 
the vendor and worked through a long process to get the issue fixed, or the re-
searcher decided to post the information publicly. 

Security experts who supported full-disclosure argued that the shaming of 
a company and the resulting headaches would cause it to take security, and se-
cure development, more seriously. Yet, the approach was also easier: Research-
ers did not have to worry about dealing with companies that had, for the most 
part, negative feelings. “The idea of public disclosure is a good idea, because it 
forces software developers to get things done,” said Adriel Desautels, CEO and 
founder of Netragard, a security consultancy and vulnerability brokerage. “But 
the reality of the past 10 years is that has not been the case.”

In the midst of that debate, the first third-party white-market bounty pro-
grams were created. In August 2002, VeriSign’s iDefense established the Vul-
nerability Contributor Program (VCP), offering to pay researchers for informa-
tion about flaws. TippingPoint—who hired David Endler, the original creator 
of iDefense’s VCPcreated its own program in 2005. In 2004, Mozilla started of-
fering its own modest bounties of $500 for bugs, followed by Google, Facebook 
and now PayPal, which in June announced its own rewards for bugs found in 
the company’s websites.
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Yet, buying vulnerabilities is of questionable value to software companies 
and defensive-technology companies. For the most part—except for Google 
and its Pwnium contest, which awards $60,000 for critical issues in the com-
pany’s Chrome browser—vulnerability information has not sold for what many 
researchers believe its worth.

“We have approached vendors about vulnerabilities, and many of them 
didn’t think it was important,” said Netragard’s Desautels. “Software vendors, 
for the most part, are focused on how much money they can make and not on 
securing their users.”

No wonder, then, that some researchers have turned to the morally gray 
area of selling to groups and organizations that intend to use the information 
to fuel attacks. While there has always been a shadowy gray market for vulner-
ability sales to governments, other programs have had mixed success. Two at-
tempts to auction off vulnerabilities in 2005, for example, ran afoul of eBay’s 
policies, and a vulnerability auction site, WabiSabiLabi, started up in 2007, but 
fizzled out in the face of legal and technical challenges.

White, Gray, Black: Money and Morals
With the success of several cyberattacks carried out by nation-states—such as 
Stuxnet, Flame and Aurora—that changed, however. The attacks have shown 
researchers that there is tremendous value in information on unknown, or not 
publicly disclosed, vulnerabilities, and that the sale of information is a legiti-
mate endeavor. By demonstrating value, such attacks are driving a move to a 
more private market.

“The success of Stuxnet and Flame—and the use of the zero-day exploits in 
those attacks—would not be possible without a market out there,” said Aviv 
Raff, chief technology officer for Israel-based security intelligence vendor Se-
culert. “I would not say those zero-days were necessarily sold on the market, 
but they are proof that a thriving market is feasible.”

A gap between the number of exploitable zero-day vulnerabilities and the 
actual number of zero-day exploits developed suggests that researchers have a 
lot of fertile ground to explore, said ExploitHub’s Trammell. In one analysis, 
NSS Labs found that the leading penetration testing products—such as Core 
Impact, Immunity’s CANVAS and Metasploit—included less than 10% of the 
approximately 14,000 public vulnerabilities ranked high- or critical-risk that 

http://searchsecurity.techtarget.com/news/2240161549/Google-Pwnium-hacking-contest-backed-with-2-million-in-rewards
http://searchsecurity.techtarget.com/news/2240161549/Google-Pwnium-hacking-contest-backed-with-2-million-in-rewards
http://www.computerweekly.com/feature/Stuxnet-the-prototype-cyber-weapon
http://www.computerweekly.com/news/2240155418/Flame-malware-gets-kill-command
http://searchsecurity.techtarget.com/tip/Operation-Aurora-Tips-for-thwarting-zero-day-attacks-unknown-malware
http://searchsecurity.techtarget.com/news/2240157867/Stuxnet-Flame-link-confirmed-Kaspersky-researchers-say
http://searchsecurity.techtarget.com/tip/Why-attackers-exploit-multiple-zero-day-attacks-and-how-to-respond
http://searchsecurity.techtarget.com/definition/zero-day-exploit
http://www.computerweekly.com/opinion/Plug-your-zero-day-vulnerability-gap
http://searchsecurity.techtarget.com/tip/Using-Metasploit-for-real-world-security-tests
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were disclosed over the prior five years. “Any additional resources to help make 
up that more than 90% gap in coverage would be a good thing,” Trammell said.

Sales of vulnerability information fall into a spectrum. At one end, the white 
market includes bounties offered by soft-
ware vendors for vulnerability informa-
tion in their own products as well as sales 
to third parties that work with the software 
developer to fix the issue. At the other end, 
a black market has evolved around sales of 
vulnerabilities to criminal enterprises.

In the middle lies the most interesting 
market for vulnerabilities: A gray market of 
legitimate buyers who do not report the issues but intend to use the vulner-
abilities to compromise systems. Government buyers fall into this category as 
do the vendors of espionage and monitoring Trojans, who argue that exploiting 
vulnerabilities to surveil criminals or potential enemies is a natural evolution 
of today’s digital society. 

Companies that sell services or software to be used in penetration testing 
are also in a gray area because the buyer of the vulnerability does not inform 
the software vendor of the issues. Yet, such software is arguably a defensive 
technology because it helps identify weak spots in corporate network security, 
said Seculert’s Raff. “I believe that if it helps pen testing, then it helps security,”  
he said. Other uses of vulnerability information are even harder to categorize. 
Hacking Team, based in Milano, Italy, develops a remote surveillance program 
know as the Remote Control System, which is used by a variety of govern-
ments to keep tabs and collect evidence on people breaking laws. The software 
has reportedly been sold to 30 different countries across five continents. The 
company abides by the “various blacklists” and doesn’t sell the software to re-
stricted nations, said Eric Rabe, a spokesman for the company. In addition, the 
company does not sell to private industry.

“We think it is an important product for the safety of society,” Rabe said. 
“Because this is a new area, it is not clearly defined, but we as a company have 
made a decision that we don’t want to see the software that we produce to be 
used by bad actors.”

Sales in the gray market have driven competition in the white market. White 
market bounties typically vary from $500 to $5,000, though $10,000 is not 

 A black market has  
 evolved around sales  
 of vulnerabilities to  
 criminal enterprises. 

http://searchsoftwarequality.techtarget.com/definition/penetration-testing
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unheard of. Gray market prices may start at $20,000 and reach up to $200,000 
or more, experts estimated. 

Yet, white market sales are driven by morals as well as money. While prices 
are typically higher in the gray market, researchers that sell to the white mar-
ket are getting the vulnerability fixed, said Brian Gorenc, a security researcher 
with HP Tippingpoint’s Zero Day Initiative. 

“There are researchers out there that don’t want to focus on the research or 
on the business side of the market,” he said. “They bring us the bugs so we can 
handle the responsible disclosure part.”

Needed: A Less Vulnerable World
While the gray market offers more opportunity to security researchers, it has 
also reopened the debate over the sale and use of vulnerabilities to compromise 
computers. In many ways, sales to clients that intend to use the vulnerability 
information keeps the general user populace vulnerable. And making a value 
judgment about what is a “good” use of an attack is difficult, said Don Jackson, 
director of threat intelligence for Dell Secureworks, a managed security firm.

“The problem with making that judgment, is that our government is some-
one else’s bad guy,” Jackson said.

Yet, zero-day exploits are being used. In a recent academic paper, two Sy-
mantec researchers used analysis of antivirus detections and the vulnerabili-
ties exploited by malware to find 18 zero-day attacks, including 11 that had not 
been previously discovered. At the end of the four-year analysis, more than 
two-thirds of the zero-day attacks were still ongoing. 

“There are two possibilities,” said Tudor Dumitras, senior research engineer 
with Symantec Research Labs. “Attackers are still using those attacks against 
vulnerable systems or they are using them even though some systems have 
been patched.”

Stockpiling exploitable, unpublished vulnerabilities by intelligence and mil-
itary agencies is like the United States military trying to prepare for the eventu-
ality of two simultaneous wars, argued Chris Soghoian, principal technologist 
with the Speech, Privacy and Technology Project at the American Civil Liber-
ties Union. They have to keep the ability for cyber-operations viable and that 
will drive the market. Moreover, the limited shelf life of vulnerabilities—at 
least 10 months after first use, according to Symantec’s research—means that 
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the military will always need new information.
“You could have a flaw that is good for a year, or a flaw that is good for a 

week,” Soghoian said. “They don’t know when Google or Microsoft will fix 
these things, so there is an unending demand.”

Even if someone believes that stockpiling exploitable vulnerabilities for use 
on another nation’s systems is a good idea, it’s a poor exchange, if it means 
keeping our own systems vulnerable, he added. The key problem is that the 
software flaw only remains exploitable if we keep our own systems vulnerable 
as well.

“I’m not even arguing ethics,” he said. “I think it is stupid to allow people to 
be vulnerable. We complain that the Iranians and the Chinese are hacking us, 
then we should want every U.S. computer to be up-to-date and patched.”

Yet, Netragard’s Desautels points out that zero-day attacks enabled by pur-
chased vulnerabilities are not going to target the general populace. Any govern-
ment would have specific targets that pose some risk.

“If the zero-day market disappeared today, it would have no impact on the 
proliferation of malware among public computers,” he said. “Instead, it would 
be great if software vendors could be better about their development, and then 
there would be no zero-days left to sell.”n

ROBERT LEMOS is an award-winning technology journalist, who has reported on computer security 
and cybercrime for 15 years. He currently writes for several technology publications.
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THE VULNERABILITY 
OF CRITICAL 
INFRASTRUCTURE
Protecting facilities  
of strategic importance  
from cyberthreats is a  
complicated problem,  
according to several  
security experts.

INFRASTRUCTURE PROTECTION

IN 2010 SECURITY researchers uncovered a complex piece of malware that infil-
trated the systems of an Iranian uranium enrichment facility. Once it pene-
trated the outer wall of the facility—presumably by simply being plugged into 
a Windows system via a thumb drive—Stuxnet was designed to cause seri-
ous damage, targeting the Natanz-based facility’s industrial control system. It 
was programmed with one goal: Disrupt the nuclear enrichment processes by 
slightly altering conditions at the facility.

The malware, which targeted four Windows zero-day vulnerabilities, was 
later tied to the United States and Israel. While both countries have neither 
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confirmed nor denied a role in the attack, most experts agree that it represented 
the first time nation-states are believed to have unleashed a cyberweapon with 
destructive capabilities. 

The attack brought the issue of critical infrastructure protection to a fevered 
pitch with cyberwarfare and cyberespionage activities frequently making front 
page headlines. The owners of power generation, water utilities, oil and chemi-
cal refineries, and other critical infrastructure facilities must fix vulnerabilities 
in their systems, assess them for configuration weaknesses and create a more 
secure posture to guard against a serious attack, according to a group of secu-
rity experts interviewed recently by Information Security magazine.  

But getting systems up to par is a long and difficult road, those experts say. 
Like many organizations, the owners of critical infrastructure facilities face a 
widening skills gap. Many facilities lack individuals with the right technical 
staff to assess security threats and respond to them. Coupled with aging sys-
tems long past their prime and a very limited set of administrators that are ca-
pable of maintaining them, most facilities are implementing security improve-
ments at a snail’s pace. 

What organizations, both public and private, should be designated critical infrastruc-
ture or key resources?
COOSE: There are 18 sectors defined in the National Infrastructure Protection 
Plan. They include nuclear reactors, water, transportation, health care, emer-
gency services and the like. Food and agriculture obviously are important, too. 

TIERNEY: It’s really about interconnectedness. If it happens in cyberspace, it 
happens somewhere physically, and if it happens somewhere physically, it also 
happens somewhere in cyberspace. So we need to look at interrelationships, 
look at our ecosystems, and look at our supply chains, both as an attack vector, 
but also as an opportunity to mitigate attacks, and reduce that attack surface. 
When you ask what should we be looking at for critical infrastructure and key 
resources, we should be looking at all the pieces that come together to form our 
purely interconnected world. 

So this goes beyond just critical infrastructure facilities and their owners, right?
DEREK GABBARD: Sure. One of the key mindset changes over the past year or two 
is a real understanding in both the government and the critical infrastructure 
providers themselves that the third parties they rely upon have direct impact on 
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http://searchsecurity.techtarget.com/magazineContent/The-state-of-critical-infrastructure-security
http://searchsecurity.techtarget.com/video/Debating-international-cyberespionage-poor-secure-coding-practices
http://www.dhs.gov/xlibrary/assets/nipp_executive_summary_2009.pdf
http://www.dhs.gov/xlibrary/assets/nipp_executive_summary_2009.pdf
http://searchsecurity.techtarget.com/magazineContent/The-state-of-critical-infrastructure-security
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their ability to carry out their mission, but they 
also have a direct impact on their ability to stay 
secure. So I think that one trend is a method for 
understanding, tracking and holding account-
able the third parties that make up the critical 
infrastructure provider network. The critical in-
frastructure providers should start to raise the bar for themselves but also have 
expectations to raise the bar for their information supply chains, and, in doing 
so, become significantly more secure and more resilient, both through their ef-
forts and through efforts of the third party.  I think the first step is to pick out 
the right critical infrastructure sectors and providers and then to branch it out 
and look at the providers and the overall interdependencies in the extended 
networks for them.

COOSE: From where I come from, when we talked about supply chain, it was 
largely in the context of where you’re buying your products and services from. 
That’s certainly a risk factor, and a lot of effort going on there, and there still 
needs to be focus there in terms of reducing risk. The second supply chain 
I think Derek is talking about is a little different. The idea that the partner 
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1  Panelist Matthew Coose  
is the former director of fed-
eral network security at the 
National Cyber Security Divi-
sion of the U.S. Department 
of Homeland Security.

http://www.computerweekly.com/news/2240106190/Critical-infrastructure-providers-are-less-engaged-with-government-cyber-protection-despite-growing
http://www.computerweekly.com/news/2240106190/Critical-infrastructure-providers-are-less-engaged-with-government-cyber-protection-despite-growing
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supply chain or your ecosystem supply chain, in 
terms of supply chain with respect to who you’re 
connected to, is equally as critical. You may have 
key goods and services from another company, or 
you’re connected to a supplier upstream. That’s a 
vector for someone to go in and exploit your net-
work. I don’t think that is talked about enough in 
the context of supply chain.  

Let’s talk about the threat landscape. We hear so 
much about cyberespionage and nation-state attacks. 
How do you gauge the threat landscape right now and 
what is the most serious threat?
GABBARD: [U.S. Department of Defense] Secretary 
Leon Panetta said recently that the top unspoken 
threat is nation-states and nation-state-backed 
organizations. I think that mimics what a lot of 
insiders have felt for a long time. While you may 
get some brilliant hackers that are one-offs and 
can do significant damage, nation-state actors 
are the most problematic because there’s actually 
military-style planning and execution that allows them to do more than just 
one-off attacks. It’s a pretty big step down to the next group, organized crimi-
nals, and from there it’s individuals and terrorist organizations, who aren’t as 
well-funded, and are less disciplined and less coordinated.

TIERNEY: Derek, when you say “hackers” and “terrorists,” you’re talking about 
the large-scale movements, as opposed to hobbyists?

GABBARD: That’s right, Sean. Mainly Anonymous and LulzSec; these some-
what loosely affiliated organizations. They have some real capability, but just 
are not well-organized or well-focused. 

TIERNEY: We can’t forget the hacktivists. Rather than being economically fo-
cused, what we really see is political and ideological motivation for their at-
tacks. And that’s a wild card. 

Do the owners and operators of critical infrastructure facilities have the skilled staff in 
place to assess risk and learn who their true adversaries really are? 
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1  Panelist Derek Gabbard is the CEO  
of Lookingglass Cyber Solutions Inc. and  
a former CERT technical staff member  
at Carnegie Mellon University. 

http://www.computerweekly.com/news/2240164618/Swedish-government-sites-targeted-by-Anonymous
http://www.computerweekly.com/news/2240105679/FBI-arrests-LulzSec-hacker-suspect-Cody-Kretsinger-over-massive-Sony-data-breach
http://searchsecurity.techtarget.com/news/2240147299/2012-Verizon-DBIR-Hacktivists-make-impact-on-data-breach-statistics
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TIERNEY: During the past five or six years, organizations have moved away from 
doing the fundamentals properly in a lot of spaces. In the late 1990s and early 
2000s security was a new space, and so you had innovation at all levels. But 
I think that, economics being what they are today, we tend to operational-
ize. Now we don’t have individuals at the lowest levels with the right skill sets 
across all critical infrastructure sectors to be able to truly asses the threats and 
respond to them.

COOSE: I would definitely agree with Sean. We don’t do a good job of fixing 
the known issues, patching and assessing configurations. I think a big part of 
that is attributable to the lack of skilled technical workers across the different 
sectors. I think that continues to be a major issue that we need to address.

How close are we coming to something catastrophic, such as a takedown of U.S. critical 
infrastructure? And how serious of an attack would it take to have a major economic 
impact? 
TIERNEY: I think that there are probably two classes of attacks. There’s the truly 
catastrophic and what’s perceived as catastrophic. While I think that the events 
we saw on 9/11 were emotionally catastrophic, and we lost a number of peo-
ple—and I would not want my words misconstrued in any sort of way—but if 
you look at the impact it had on the transportation industry, as well as some 
other sectors, it wasn’t an attack on the transportation industry directly, but it 
had a catastrophic impact on that industry. 

At the same time, if we have either a physical or logical attack against power 
and water providers, it can result in having to do a lot to protect those indus-
tries and protect those resources. In effect, it becomes catastrophic because it 
can be financially burdensome. I don’t have any insight or clairvoyance to be 
able to tell you how close we are to a direct attack against power or water, but I 
think a motivated, dedicated attack could do some serious damage.

GABBARD: Some folks I’ve worked with have done forensics on events and in-
cidents on the power grid and other critical infrastructure systems and they 
haven’t come back with great things to report. That’s a lot of infrastructure 
to upgrade, change and protect against a constantly evolving attack surface; I 
can’t really say that I think we’re some number of months away, but I will say 
whenever it happens, I won’t be surprised. 

We’ve been hearing so much about the need for greater information sharing to 
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improve defense. What do you think of the ex-
isting efforts to share threat information, such  
as the national Information Sharing and Analysis 
Centers, or ISACs. Are they working? 
COOSE: I think they’re getting better. I’m still 
not convinced that it’s enough. The cycle 
time involved in figuring out what threat ac-
tors are doing, how they’re doing it, and get-
ting that into a usable form of information is 
not short. By the time that information gets 
out, it’s not all that valuable, so I think that 
some opportunities exist there. But we’re not 
where we want to be yet. 

TIERNEY: There is a lot of information shar-
ing and a lot of it depends on the maturity 
both of the organization and of the individu-
als that are exchanging information. And then there is the trust factor. Do you 
trust people and [are you] going to share openly? Do I trust [that] the person 
that’s sharing with me got it right? They may be sharing with the best inten-
tions, but how do I know that the data they’re giving me is something I truly 
need to act upon? I believe that if you have the right people in the right places, 
they will make that information actionable and probably learn a few things 
along the way. I’ll also add that I find it amusing when I see articles and we 
have people in the government calling for regulation, calling for legislation, 
and it makes it sound like those of us in the industry aren’t talking to each other 
and really don’t know what we’re talking about. And I don’t believe that that’s 
the case. We want to have legislation that protects us from sharing this stuff. I 
think that would be the thing I would hope for most from legislation. It would 
be nice to know that I can’t be prosecuted if I was attempting to do the right 
thing. 

Let’s talk about Stuxnet, Flame and some related attacks. Does this offensive, strike-
first approach lead to a deterrence effect, or does this have a negative impact on cyber-
security for critical infrastructure?
GABBARD: I think that there’s a certain upside for a nation-state to flex some mus-
cle and start to have the discussion around cyberwar deterrence. And I think 
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1  Panelist Sean Tierney is  
the director of cyber threat  
intelligence for UBS AG at  
Carnegie Mellon University. 

http://www.computerweekly.com/feature/Stuxnet-the-prototype-cyber-weapon
http://searchsecurity.techtarget.com/news/2240157867/Stuxnet-Flame-link-confirmed-Kaspersky-researchers-say
http://searchsecurity.techtarget.com/feature/GRC-Management-and-Critical-Infrastructure-Protection
http://searchsecurity.techtarget.com/feature/GRC-Management-and-Critical-Infrastructure-Protection
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you can’t have a deterrence discussion until you set off your “test nuke” and 
show what you can do. And I think Stuxnet and Flame, if they were in fact ac-
tually created by the nation-states mentioned, it sends a message that there are 
capabilities that haven’t been seen yet, and they’re not afraid to use them. But it 
doesn’t work with terrorist organizations. It only works when there’s a rational 
state player on the other side. 

In the short term, is there anything that can be changed or done to strengthen the cy-
bersecurity posture of critical infrastructure?
COOSE: I think going back and starting with the basics and fixing known issues is 
step one. Thinking more broadly, it’s more about creating the economic incen-
tives for more action to be taken. I think that starts with discussion, familiar-
izing different constituencies with the risks to individuals, customers, partners 
and businesses.  

If you had infinite capabilities and finances, what would you do to protect critical infra-
structure? Would there be some sort of law, recommendation, partnership or anything 
that could have an impact on critical infrastructure protection? 
TIERNEY: It would be nice to have something akin to a national critical infrastruc-
ture cybersecurity data clearinghouse, as well as creating something like a joint 
forces training command for the private sector.  

GABBARD: In a perfect world, I would have the government organizations in-
volved in critical infrastructure spend the next 18 months to two years pro-
actively sharing as much cybersecurity information as they can with critical 
infrastructure owners and operators, establishing their credibility, creating a 
reliance and demand for the information that they share. A regulation, law or 
executive order that does anything other than instruct the government to de-
liver viable, actionable information is probably ill-fated and will end up failing.n 

Special thanks to contributing editor Ernie Hayden for participating in this roundtable discussion. 

ROBERT WESTERVELT is news director in the Security Media Group where he helps prioritize and 
build cohesive news coverage across the group’s websites. As a news reporter and editor for Search-
Security.com, he produces news stories daily on breaking cybersecurity news and trending topics as 
well as topical podcasts and videos. He is producer of SearchSecurity’s Security Wire Weekly podcast. 
Since joining TechTarget in July 2003, Westervelt has covered SAP, Oracle and the database industry for 
SearchDatabase.com, SearchSAP.com and SearchOracle.com.

http://searchsecurity.techtarget.com/video/Marcus-Ranum-on-cyberwar-critical-infrastructure-protection
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By David Jacobs

MOBILE AUTHENTICATION

ENTERPRISES  
HAVE SMART-
PHONE BIOMETRIC 
OPTIONS
Facial recognition, fingerprint  
identification are available,  
but BYOD complicates  
the matter.

BIOMETRIC AUTHENTICATION TECHNOLOGIES are available to protect critical data resid-
ing on smartphones and tablet devices and while the options are increasing, en-
terprise security professionals will find that choosing a single technology could 
be a complicated process. 

The trend toward Bring Your Own Device (BYOD) muddles the selection 
process because not all authentication methods are available on all phones. 
Facial and voice recognition methods are either available or can be developed 
on most phones since virtually all have a microphone and camera. Fingerprint 
readers are available on only a few phones. When choosing a solution, security 
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professionals will need to analyze security requirements and the selection of 
phones in use across the enterprise. 

In some cases, custom software development may be required to inte-
grate authentication with applications. Some solutions are provided through 
phone-resident software while others require interaction with Web or hosted 
applications.

Making the Case for Smartphone Biometrics 
Authenticating users of smartphones and mobile device users has become im-
perative in today’s world. Laptops have long required user authentication since 
they can typically be used to access a broad swath of confidential data and 
email. Now smartphones are used in the same way and often receive the same 
broad network and data access as notebooks, thus they require the same level 
of security and authentication.

Usernames and passwords/tokens have been effective mobile device authen-
tication methods in the past, but recent malware attacks have demonstrated 
that additional steps must be taken to prevent unauthorized access to highly 
sensitive data via smartphones.

For example, the Zitmo variant of the Zeus Trojan has infected thousands 
of Android-based phones. Anti-virus companies report that new variants have 
been observed and that the virus is now targeting Blackberry. So far, hackers 
have focused on bank login credentials, but coupling the same malware tech-
nology with spear phishing could enable an attacker to gain access to an enter-
prise. For situations like this, biometric authentication can add an additional 
level of security.

Comparison of Biometric Authentication Methods
Biometric authentication methods and technologies are based on a physical 
characteristic of the user, and are therefore difficult for an attacker to copy. 
Available types of biometric authentication include:

 n Fingerprint authentication 
 n Voice recognition 
 n Facial recognition and retinal scanning 

http://searchsecurity.techtarget.co.uk/news/2240146347/Surveying-the-landscape-of-todays-mobile-device-security-risks
http://searchsecurity.techtarget.com/definition/Zeus-Trojan-Zbot
http://searchsecurity.techtarget.com/definition/spear-phishing
http://searchsecurity.techtarget.com/answer/Electronic-access-control-system-and-biometrics-authentication
http://itknowledgeexchange.techtarget.com/itanswers/tag/fingerprint-authentication/
http://searchcrm.techtarget.com/definition/voice-recognition
http://whatis.techtarget.com/definition/facial-recognition
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Fingerprint Authentication
Fingerprint authentication is a highly secure form of authentication since each 
individual’s fingerprints are unique. The choice of phones with a built-in finger-
print reader is currently limited. The Motorola Inc. ATRIX 4G Android phone 
includes an integrated fingerprint reader. The Fujitsu REGZA and more recent 
ARROWS models include a fingerprint reader, but neither phone is available 
in the US. 

Both the Motorola and Fujitsu products rely on hardware and software from 
AuthenTec, Inc., but the future is unclear for these products. Microsoft in July 
offered to buy AuthenTec. In September the press reported that AuthenTec 
had informed its non-Apple customers that it will not offer its products to them 
in 2013. The sale was completed in early October.

Other vendors offer fingerprint technology. Innovatrics offers software for 
Android, iPhone and Windows, but the products were originally developed for 
PCs and must be integrated with an external fingerprint reader. Neurotechnol-
ogy also sells a product developed for PCs and also requires an external reader. 
Aware Inc. offers fingerprint authentication software and engineering services 
for Android, BlackBerry, iOS, and Windows.

Apple iPhones do not include a fingerprint reader but Precise Biometrics 
has developed Tactivo, an iPhone case with an integrated fingerprint reader. 
The case slides over the phone, connects to the phone via the standard 30-pin 
connector, and includes a slot on the back that accepts a smartcard. Precise 
Biometrics provides an iOS toolkit that can be used to create and integrate 
authentication solutions using the fingerprint, the smartcard or both. Tactivo 
currently supports only the iPhone 4 and 4s.

Voice Recognition
Voice recognition performs authentication by matching the smartphone us-
er’s voice against a pre-recorded sample. No specialized hardware is required 
since all phones include a microphone. Voice recognition is not appropriate for 
phone users who need to access their phones to check email during meetings, 
presentations or other events when speaking into the phone is not acceptable 
behavior.

PerSay Ltd., recently acquired by Nuance Communications, has developed a 
product that requires a caller to authenticate by repeating a passphrase. Another 

http://www.AuthenTec.com
http://www.innovatrics.com/
http://www.neurotechnology.com
http://www.neurotechnology.com
http://www.aware.com
http://www.precisebiometrics.com
http://www.persay.com
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PerSay product requires no passphrase, but monitors the caller’s speech for 
several seconds to determine whether the caller’s voice matches a pre-recorded 
sample. All software executes on a server at the customer site. 

PhoneFactor Inc. and Rapidsoft Systems Inc. both offer host-based voice 
authentication software that works with any phone. Users access a website and 
speak a passphrase. Software on the host verifies the user against a pre-recorded 
voice sample. A Software Development Kit (SDK) is provided so partners can 
integrate the products with other server-based applications. Rapidsoft also of-
fers professional services to aid in this integration. 

Facial Recognition, Iris Scanning, Retinal Scanning
Facial recognition performs authentication by matching the picture taken by 
the phone’s camera to a previously taken picture of the authorized user. Nearly 
all phones now include a camera, making facial recognition a readily available 
biometric option for a wide variety of customers. The recently released Sam-
sung Galaxy S III comes equipped with apps that implement both facial and 
voice login. 

Multiple vendors provides SDKs and engineering services for integrating  
facial recognition for each phone technology. Animetrics Inc., Solidpass and 
Visidon Ltd. product offerings include SDKs that security staff or integrators 

BIOMETRIC METHOD

Fingerprint 
authentication

 
 
Voice recognition

 
Facial recognition  
and retinal scanning

Biometric Authentication For Smartphones

ADVANTAGES

Fingerprints are  
unique to individuals.

 
 
No extra hardware 
required.

Extra hardware not 
usually required; many 
available applications.

DISADVANTAGES

Currently available on only 
three released phones; requires 
integration with network access 
software

Not viable in settings where user 
must remain quiet

Does not work well in low light. 
Reports that it’s possible to defeat 
authentication with a picture of 
the phone owner

http://searchsecurity.techtarget.com/answer/Will-biometric-authentication-devices-integrate-with-in-house-software
http://www.phonefactor.com
http://www.rapidsoftsystems.com
http://searchsecurity.techtarget.com/answer/Clarification-on-motion-mining-and-facial-coding
http://animetrics.com/
http://www.solidpass.com/
http://www.visidon.fi/en/Home
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can use to integrate with network access software.
Iris or retinal scanning technology has not yet been made widely available, 

but BI2 Technologies’ Mobile Offender Recognition and Identification System 
(MORIS) product is currently in use by police forces.

In choosing a solution, be aware that what is sometimes described as a 
ready-to-deploy solution for voice or facial authentication may control access 
to remote resources only. Access to data resident on the phone is not protected. 
These solutions are sufficient where all that is required is user authentication 
before creating a VPN link. Where critical data is stored on the phone itself, it 
may be necessary to modify or create phone-resident code to protect access to 
that data.

Before recommending an authentication method, consider unique user re-
quirements. Factor in the environment where the phone will be used, the types 
of information that employees will access or download to their phones, and 
how valuable information would be to an attacker. For some employees, pass-
words may be sufficient, while the CFO and financial staff may require a highly 
secure solution. 

As in the case with all aspects of security, no solution is static. It’s essen-
tial that security professionals constantly monitor emerging threats as well as 
newly available authentication products. n

DAVID B. JACOBS of The Jacobs Group has more than 20 years of networking industry experience. He 
has managed leading-edge software development projects and consulted to Fortune 500 companies as 
well as software start-ups.

http://www.bi2technologies.com/
http://www.thejacobsgroupconsult.com/
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