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Overview 

Microsoft® Desktop Virtualization enables organizations to optimize their core desktop infrastructure by 

separating the different layers of the computing environment—user state, applications, and the 

operating system— and managing them independently.  With Microsoft System Center, organizations 

can achieve desktop virtualization benefits without increasing the cost and complexity of management 

by consolidating security and management applications into a unified platform, and making it easy to 

inventory, patch, and configure physical and virtual desktops. IT can deliver agility and efficiency 

through automation, self-service, and rich extensibility.   

This whitepaper will focus on maximizing the benefits of Microsoft desktop virtualization with System 

Center covers the following topics: 

 Desktop Virtualization:  Overview of desktop virtualization technologies including user state, 

application, and operating system virtualization. 

 System Center Products:  Overview of System Center products that provide management of 

desktop virtualization, including System Center Configuration Manager, System Center 

Operations Manager, and System Center Virtual Machine Manager.  

 Managing Desktop Virtualization:   

o Managing User State Virtualization:  Overview of the technologies that manage user 

state virtualization and how it is important for a complete desktop virtualization 

solution. 

o Managing Application Virtualization:  Deep dive on how Configuration Manager and 

Operations Manager manage Microsoft Application Virtualization (App-V) and 

RemoteApp™.   

o Managing Operating System Virtualization:  Deep dive on how Configuration 

Manager, Operations Manager, and Virtual Machine Manager manage Microsoft 

Enterprise Desktop Virtualization (MED-V), RDS Session virtualization and Virtual 

Desktop Infrastructure (VDI). 
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Desktop Virtualization Overview 

Desktop virtualization is a set of technologies focused on optimizing desktop operations. It helps IT 

tune the desktop environment to better fit different end users’ needs by separating desktop resources 

(data and user settings, applications, and operating system) from each other.  Following is a brief 

description of each desktop virtualization technology: 

User State Virtualization 

User state virtualization increases business flexibility by having the user’s personal profile and data 

available dynamically on any authorized PC.  With User state virtualization users can access their data 

(documents, presentations, videos, etc.) and settings (application settings, personalization, operating 

system standards) from any corporate PC. User state virtualization also helps IT improve business 

continuity by backing up user data and settings in the data center.  

Application Virtualization 

Application Virtualization enables reduction in application management costs and acceleration of 

application deployments. Application virtualization helps in avoiding traditional application installation 

on the desktop, delivering applications and updates much faster with fewer interruptions. Microsoft 

offers App-V and RemoteApp for local and hosted virtual application delivery. 

Microsoft App-V:  Microsoft App-V is a local delivery and execution solution, where applications are 

packaged into a resource or service that is executed on a user’s computer.  This enables offline usage 

and utilizes the user’s local device resources while eliminating regression testing and application 

conflicts. 

RemoteApp:  RemoteApp is a feature of Remote Desktop Session Host (RDSH) where applications 

appears to be running locally on a user’s desktop, but are executed on a server.   

Operating System Virtualization 

Operating system virtualization separates the operating system workloads from the underlying 

hardware. It enables a single PC to run virtual machines side-by-side to address legacy application 

compatibility or hosted virtual desktops in the data center, providing simplified  management, business 

flexibility, and security.  There are three choices for operating system virtualization: virtual desktop 

infrastructure, session virtualization, and Microsoft Enterprise Desktop Virtualization (MED-V).   

Microsoft Enterprise Desktop Virtualization:  MED-V delivers a client-hosted operating system 

virtualization solution that accelerates an organization’s upgrade path to the latest version of Windows, 

such as Windows 7, by enabling incompatible or unsupported applications to run in a well-managed 

virtual machine running Windows XP.  

Session Virtualization with Remote Desktop Services: Session virtualization provides access to 

applications either by providing access to the server’s desktop.  Session virtualization provides a 

shared desktop experience for users from any connected device, running user applications on a single 

Windows Server® operating system with multiple sessions.  
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Virtual Desktop Infrastructure:  With VDI, users access their Windows desktops that are hosted on 

servers. This provides users access to their desktop with full-fidelity from any connected device. VDI 

provides integrated management, improved  security and compliance, anywhere access from 

connected devices, and increased business continuity.   

Additional detail on Microsoft Desktop Virtualization technologies is available at the following sites: 

http://www.microsoft.com/windows/enterprise/solutions/virtualization/default.aspx  

http://technet.microsoft.com/en-us/windows/gg276319.aspx  

  

http://www.microsoft.com/windows/enterprise/solutions/virtualization/default.aspx
http://technet.microsoft.com/en-us/windows/gg276319.aspx
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System Center Overview 

Microsoft System Center solutions play a central role in the long-term Microsoft vision for helping IT 

organizations benefit from self-managing, user-centric, dynamic systems. System Center solutions 

capture and aggregate knowledge about the infrastructure, policies, processes, and best practices so 

that IT pros can optimize IT operations to reduce costs, improve application availability, and enhance 

service delivery. These integrated and automated management solutions enable IT organizations to be 

more productive service providers to their businesses with both physical and virtual environments. 

Below is a list of the System Center products that provide direct benefits and solutions for desktop 

virtualization management.  For a complete list and more information on all System Center products 

visit http://www.microsoft.com/systemcenter. 

System Center Configuration Manager 

System Center Configuration Manager comprehensively assesses, deploys, and updates servers, 

client computers, and devices—across physical, virtual, distributed, and mobile environments. 

Configuration Manager distributes applications and updates to all traditional and virtual desktops 

environments, inventories assets (hardware and software), reports desktop compliance with desired 

configuration states, and deploys operating systems and updates from any previous state or bare-

metal machines. 

System Center Operations Manager  

System Center Operations Manager is the end-to-end service-management product that is the best 

choice for Windows because it works seamlessly with Microsoft software and applications, helping 

organizations increase efficiency while enabling greater control of the IT environment. Operations 

Manager leverages Microsoft expertise and best practices to enable successful identification and 

resolution of issues affecting the health of distributed services.   

System Center Virtual Machine Manager 

System Center Virtual Machine Manager provides a management solution for today’s virtualized data 

center, affording centralized management of the IT infrastructure, increased server utilization 

capability, and dynamic resource optimization across multiple virtualization and physical platforms.  

Virtual Machine Manager consolidates physical servers into a virtual infrastructure with physical-to-

virtual machine conversion and provides intelligent placement of workloads on host servers that match 

workload requirements. Virtual Machine Manager also enables rapid deployment of virtual machines, 

centralized storage of base virtual machines, delegated self-provisioning by authorized end users, and 

dynamic response to failure scenarios that are identified in hardware, operating systems, or 

applications. 

  

http://www.microsoft.com/systemcenter
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Managing Desktop Virtualization with System Center 

Microsoft System Center provides integrated management of Microsoft Desktop Virtualization 

solutions.  Often the focus of Desktop Virtualization is on the specific technology solution, whether it is 

user-state, application, or operating system virtualization.  However, no single or combination of 

virtualization technologies is complete without management across the entire solution.  This document 

will show how the current Microsoft System Center products can be used to develop a complete 

desktop virtualization solution. The following list provides a summary of the System Center products 

and Microsoft Desktop Virtualization technologies, where their management features can be utilized. 

 

Table 1: Desktop Virtualization with System Center Matrix 

Management 

Solution 

App-V MED-V Remote 

Desktop 

Services 

Microsoft VDI Third-Party 

VDI 

Configuration 

Manager 

Full 

Integration 

Full 

Integration 

Yes, Limited 

delivery 

Personal 

Desktop 

Personal 

Desktop 

Operations 

Manager 

Infrastructure Infrastructure Infrastructure Infrastructure Infrastructure 

Virtual 

Machine 

Manager 

NA NA NA Recommended* Requirement 

*The Remote Desktop Connector for Virtual Machine Manager enables Remote Desktop 

Services to use the virtual machine placement capabilities of System Center Virtual Machine 

Manager 2008 R2 for personal virtual desktops.  

Management Benefits of Desktop Virtualization with System Center 

Microsoft offers the complete technology solution for managing the desktop to the data center.  This 

integrated management solution provides a set of common and familiar tools for managing all aspects 

of an organization.  Following are the benefits of managing Desktop Virtualization solutions with 

System Center: 

 End-to-End Data Center Service Management 

 Increased Efficiency and Control 

 Common Tools and Interfaces 

 Improved Reliability and Uptime 

 Cost Reduction 

This document is presented in a format that lists individual Desktop Virtualization technologies and 

how System Center products can be used to manage each solution.  Throughout the document there 

are links provided to additional documentation for more detail on each solution. 
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Managing User State Virtualization 

User State Virtualization is a built-in feature to the Windows operating system and implemented by 

utilizing a combination of Roaming User Profiles, Folder Redirection, and Offline Files.  Management of 

User State Virtualization is accomplished with the built-in tools available in the operating system 

through account management and/or Group Policy objects.  Although it does not require System 

Center for management, this technology should be implemented to all desktops, both traditional and 

virtual, to provide a complete Desktop Virtualization solution. 
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Managing Application Virtualization  

Managing Application Virtualization with Configuration Manager 

Adding improved management of application virtualization solutions begins with Configuration 

Manager.  Configuration Manager provides integrated management of both traditional and virtual 

applications across the entire set of desktop virtualization technologies.  This section will describe the 

specific features of Configuration Manager as they relate to application virtualization technologies. 

App-V 

Configuration Manager 2007 R2 provides a fully integrated App-V delivery and management solution.  

With Configuration Manager, the typical App-V infrastructure is reduced to the App-V Sequencer and 

App-V Client.  Configuration Manager takes the place of the publishing and streaming components in a 

typical App-V full infrastructure, while providing additional benefits like scheduled delivery of 

applications, staging of updates, and machine- and user-based targeting.   

Additional information on App-V Integration with Configuration Manager 2007 R2 is available in the 

Virtual Application Management with Microsoft Application Virtualization 4.6 and System Center 

Configuration Manager 2007 R2 whitepaper available at:  

http://go.microsoft.com/fwlink/?LinkId=127120  

RemoteApp 

RemoteApp applications can be delivered to the RDSH servers with Configuration Manger.  Using 

RemoteApp, administrators can solve application-to-application compatibility issues by redirecting 

where the application is executed, abstracting the application from the desktop environment. 

Alternatively, RemoteApp applications can be App-V virtual applications.  App-V applications that are 

delivered to RDSH servers can be published to users and gain the benefits of App-V with RDSH and 

enable redirected execution by adding the App-V Remote Desktop Services Client on the servers. 

Deploying applications (traditional or virtual), in the current implementation of Configuration Manger is 

recommended for computer-based targeting of RDSH servers.  This is because the Configuration 

Manager agent only listens to the console session of the RDSH server so user logons to sessions 

won’t start policy evaluation to learn of new advertised applications, traditional or virtual.  Publishing 

RemoteApp applications, whether traditional or virtual, requires administrator intervention and the 

RemoteApp Manager console.   

Configuration Manager performs additional management tasks for Remote Desktop Services with 

software update, hardware and software inventory, software metering, and desired configuration 

management. 

  

http://go.microsoft.com/fwlink/?LinkId=127120
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Managing Application Virtualization with Operations Manager 2007 R2 

Operations Manager improves the management of application virtualization infrastructures through 

management packs available from Microsoft and third-party companies.   This enables views that show 

state, health, performance, as well as alerts for specific events with application virtualization 

infrastructures.  This enables administrators to be automatically informed of performance or service 

degradation, providing additional information, guidance, and tools to react quickly and with minimum 

impact on users. 

App-V Management Pack 

Desktop Virtualization environments where virtual applications are deployed with an App-V Full-

Infrastructure can be monitored with the features of the App-V Management Pack.  This enables IT 

professionals to use Microsoft System Center Operations Manager 2007 to monitor App-V server 

systems. The App-V Management Pack is designed to maximize App-V Server availability for handling 

App-V Client requests. This component delivers an enterprise-level solution to proactively monitor 

Microsoft Application Virtualization 4.5 server systems. 

The Microsoft Application Virtualization Management Pack is available at:  

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=82b0397f-fac8-4c5a-b906-

e87d0e57982a&DisplayLang=en  

Configuration Manager Management Pack 

Desktop Virtualization environments where virtual applications are deployed with System Center 

Configuration Manager can be monitored with the features of the Microsoft System Center 

Configuration Manager Management Pack.  The System Center Configuration Manager 2007 

Management Pack can help prevent errors, increasing your organizational uptime and helping you 

build a more secure and reliable Configuration Manager 2007 infrastructure. This Configuration 

Manager Management Pack contains configuration items intended to manage your Configuration 

Manager 2007 site system roles using the desired configuration management component in 

Configuration Manager 2007.   

The Microsoft System Center Configuration Manager 2007 Management Pack is available at:  

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=82b0397f-fac8-4c5a-b906-

e87d0e57982a&DisplayLang=en  

Remote Desktop Services Management Pack 

Desktop Virtualization environments where virtual applications are deployed via the RemoteApp 

feature and all other features of Remote Desktop Services can be monitored with the Remote Desktop 

Services Management Pack. The Remote Desktop Services Management Pack helps you manage 

your computers that are running Remote Desktop Services on Windows Server 2008 R2 by monitoring 

the health of Remote Desktop Services role services: 

The Remote Desktop Services Management Pack is available at:  

http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=bd5710af-7218-4162-

9b94-23396625e3b3  

 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=82b0397f-fac8-4c5a-b906-e87d0e57982a&DisplayLang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=82b0397f-fac8-4c5a-b906-e87d0e57982a&DisplayLang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=82b0397f-fac8-4c5a-b906-e87d0e57982a&DisplayLang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=82b0397f-fac8-4c5a-b906-e87d0e57982a&DisplayLang=en
http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=bd5710af-7218-4162-9b94-23396625e3b3
http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=bd5710af-7218-4162-9b94-23396625e3b3
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Managing Operating System Virtualization 

There are three choices from Microsoft for operating system virtualization: virtual desktop infrastructure 

(VDI) and session virtualization, both of which are enabled through Windows Server 2008 R2 Remote 

Desktop Services, and Microsoft Enterprise Desktop Virtualization (MED-V), which is part of the 

Microsoft Desktop Optimization Pack (MDOP).    

This section, like the previous ones, covers how the System Center products play a role in Microsoft 

Desktop Virtualization solutions.  This section also discusses the scenarios and options for delivering 

applications to operating system virtualization solutions. 

Managing MED-V 

MED-V 2.0 accelerates migrations to Windows 7 by allowing legacy Windows XP applications, 

including applications that require older versions of the Internet Explorer browser, to run seamlessly in 

Windows 7. MED-V allows legacy applications to run within a Windows XP compatibility workspace.  

MED-V 2.0 has enhancements over previous versions that provide a more seamless user-experience, 

streamline deployment, and simplify administration.   

For more information on MED-V visit:  http://www.microsoft.com/medv.  

Managing MED-V with Configuration Manager 

In this scenario, the administrator installs all of the MED-V components and delivers the Workspace 

Package (MED-V Virtual Machine) with System Center Configuration Manager.  By default, the 

prerequisite agent and Workspace package provide typical (EXE and MSI based) installers to facilitate 

easy deployment with Configuration Manager.  The proper installation and sequence of installation of 

all of the MED-V components and Workspace are accomplished with Configuration Manager task 

sequences. 

After deployment of the MED-V components, requirements, and workspace, Configuration Manager 

should also be leveraged for ongoing management of the MED-V workspace. Install the Configuration 

Manager agent in the workspace to manage the installation of additional traditional or virtual 

application packages, updating the operating system with patches, and performing normal desktop 

inventory and metering operations.  

Additional information on managing MED-V is available at:  

http://go.microsoft.com/fwlink/?LinkId=207065 

Managing MED-V with Operations Manager 

As MED-V doesn’t have any infrastructure components, the only management would be for 

Configuration Manager, which is mentioned in the Application Virtualization section of this document 

and would apply similarly here. 

  

http://www.microsoft.com/medv
http://go.microsoft.com/fwlink/?LinkId=207065
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Managing Remote Desktop Services 

Remote Desktop Services (RDS) provides the common server infrastructure for centralizing the 

desktop via VDI or session virtualization with Remote Desktop Session Host. This section will discuss 

the use of RDS for session-based desktops.  Session-based desktops present the user with an entire 

desktop computing environment that is executed remotely.   

Remote Desktop Services Management was discussed earlier in the Application Virtualization section.  

The same two components apply for management of Remote Desktop Services: utilizing Configuration 

Manager and Operations Manager. 

For more information on Remote Desktop Services visit:  http://www.microsoft.com/rds.  

Managing VDI Solutions 

When looking at managing VDI, there are several pieces of management that must be addressed.  The 

following management tasks are the same for VDI-based desktops, even though the management 

solutions may be different than traditional desktops. 

 Applications:  VDI-based solutions need a management solution for applications, either 

traditional or virtual.  Nothing changes because they are moved to data center. 

 User Data and Settings:  VDI supports both personalized and pooled desktops.  In both 

scenarios, removing the user data and settings with User State Virtualization will improve the 

management.  Another reason to implement User State Virtualization is the ability to eliminate 

or reduce the amount of personalized desktops that require the most resources in the data 

center and that cost the most to manage. 

 Virtual Desktop Updates:  Virtual desktops, whether personal or pooled, in a VDI solution 

require updates for patch management as well as updates for typical security solutions like 

anti-virus, anti-malware, and security software and settings. 

Management solutions for VDI differ depending on the type of virtual desktop that is being 

implemented.  There are more management solutions available today for personalized desktops 

because they operate more like a traditional desktop environment and each user’s desktop is 

maintained between user sessions.  The next section discusses the management features available 

with Configuration Manager today.  

Managing Microsoft VDI with Configuration Manager 

Management of VDI with Configuration Manager must be broken into the two scenarios presented 

earlier in this section.  Personalized desktops have a much broader set of management tasks that can 

be performed by Configuration Manager, whereas pooled desktops have a flatter management story. 

Personal Virtual Desktops 

Configuration Manager provides a complete management solution for personal virtual desktops 

because they are very similar to physical desktops with respect to management.  In this scenario, the 

Configuration Manager agent is installed on the personal virtual desktop.  Because the targeted user 

base for personalized virtual desktops is knowledge workers, concerns about management causing 

performance-related issues with disk activity are minimized.  Since most knowledge workers log on 

and off at different times, the concerns for additional load on a VDI infrastructure, most notably disk, 

should be minimal.  One area where there should be consideration is when implementing software 

http://www.microsoft.com/rds
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updates and third-party updates for security-based software that is done on a specific schedule. One 

way to mitigate the impact of these cadence-style updates is to stagger them.  

Pooled Virtual Desktops 

Given the intent and nature of pooled virtual desktops, there are many considerations for management.  

Pooled virtual desktops are created off a base image where the virtual desktop itself is not persisted 

over any length of time.  In general, Configuration Manager was designed assuming that any managed 

machine is persisted, and pooled virtual desktops are made to be torn down after a period of time and 

then rebuilt from the base image.  This means that many of the features of Configuration Manager, like 

application installs and updates to the operating system, would need to be performed every time a new 

pooled desktop was created. This limits the benefits of managing pooled desktops with Configuration 

Manager. 

Managing VDI with System Center Virtual Machine Manager 

System Center Virtual Machine Manager provides management solutions for Microsoft VDI solutions 

with the Remote Desktop Services connector for Virtual Machine Manager (RDS Connector for VMM) 

and VDI-based virtual desktops for third-party VDI based solutions.  For Microsoft VDI, the RDS 

Connector for VMM lets Remote Desktop Services in Windows Server 2008 R2 use the virtual machine 

placement capabilities of System Center Virtual Machine Manager 2008 R2 for personal virtual 

desktops. A personal virtual desktop is a virtual machine that is assigned to a user account in Active 

Directory Domain Services and is hosted on a Remote Desktop Virtualization Host server.  For more 

information on the RDS Connector for VDI visit:  http://go.microsoft.com/fwlink/?LinkID=195952  

For third-party VDI solutions Virtual Machine Manager works in combination with the Connection 

Broker to build, store, and remove user desktops according to on-demand or preconfigured thresholds.  

Virtual Machine Manager integrates with Operations Manager, providing load management and 

failover capabilities.  And together with Configuration Manager, virtual desktop updates can be 

provisioned as services with the Virtual Machine Servicing Tool.  This enables administrators to 

automate updating the base image for pooled desktops.   

Managing VDI with Operations Manager 

Like previous technologies within Microsoft Desktop Virtualization, Operations Manager can play a 

critical role in managing the infrastructure that supports VDI.  The following is a list of Management 

Packs that can be implemented to provide monitoring of the VDI infrastructure available at: 

http://pinpoint.microsoft.com/en-US/systemcenter/managementpackcatalog  

 Operations Manager 2007 R2 Management Pack   

 Remote Desktop Services Management Pack 

 Windows Server Operating System Management Pack 

 Windows Server Hyper-V Management Pack 

 System Center Configuration Manager 2007 SP2 Management Pack 

 Microsoft Application Virtualization Management Pack 

 System Center Virtual Machine Manager 2008 Management Pack 

Also, there are several third-party management packs available for partner VDI-based solutions. 

  

http://go.microsoft.com/fwlink/?LinkID=195952
http://pinpoint.microsoft.com/en-US/systemcenter/managementpackcatalog
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VDI Application Delivery Scenarios 

Another key area when planning for virtual desktops is to determine how users’ applications will be 

deployed to desktops. As traditional desktop applications require patching and updates, by leveraging 

the centralized nature of virtual desktops, patching can be performed directly on the virtual machine in 

the data center. The ability to quickly deliver updates is increased and the impact to users is 

minimized. 

There are several options when delivering applications to VDI.  The following table shows the matrix of 

the two types of desktops (personal and pooled) and the delivery options (Configuration Manager, 

App-V, RemoteApp, and Citrix XenApp). 

 

Table 2: VDI Application Delivery Options 

VDI Desktop 

Type 

Configuration 

Manager 

App-V/Shared 

Cache 

RemoteApp Citrix XenApp 

Personal Yes Yes Yes Yes 

Pooled No Yes, only App-V 

Shared Cache 

Yes Yes 

 

Application Delivery with Configuration Manager 

Configuration Manager as an application delivery mechanism for VDI solutions enables delivery of 

traditional and virtual applications to personal desktops.  Due to the nature of pooled desktops, where 

changes are discarded between sessions, Configuration Manager would not be a preferred method of 

deploying software.  In this scenario where personal VDI desktops are used, the Configuration 

Manager agent would be included as part of the desktops and since they are persisted between 

sessions, the desktops are managed like traditional desktop operating systems.  There are some 

exceptions to this that have been previously mentioned or referenced in links for additional 

documentation around staggering schedules for installations of operating system, antivirus, and other 

updates for performance reasons. 

Application Delivery with App-V and App-V Shared Cache 

Utilizing App-V for delivery of applications to a VDI environment has several different smaller 

scenarios.  App-V has many benefits for management of the software lifecycle that have been 

mentioned previously.  For VDI, there are two different types of configurations that each has benefits 

and limitations.  The first is storing virtual applications for personal desktops locally on each instance of 

virtual machine in the App-V cache.  The second is storing virtual applications centrally, outside of the 

personal or pooled virtual machines in a shared App-V cache. 

As depicted in the table above, personal desktops can use either App-V with a local cache or App-V 

with a shared cache.  When choosing between the two, the below technical details   must be 

considered: 
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Table 3: App-V Cache Location Benefits and Drawbacks 

App-V Cache Type Benefits Drawbacks 

Local  Dynamic delivery and 

updates 

 Individual user 

provisioning 

 Duplication of virtual 

applications across all 

desktops 

Shared  Minimal storage (each 

application in cache 

once outside of VDI 

desktops) 

 Manual cache updates 

 Provisioning of 

applications into 

desktops via base 

image updating, 

scripting, or App-V 

Full Infrastructure 

 

Application Delivery with RemoteApp 

Another method of delivering applications to VDI personal or pooled desktops is RemoteApp.  

RemoteApp enables users to launch an application from their start menu, or desktop, but the 

application execution is done remotely on a RDSH server.  This enables applications, either traditional 

or virtual, to be managed centrally at the RDSH server(s).  This scenario doesn’t require additional 

footprint of application installation on the VDI desktops and reduces the SAN requirements for the VDI 

infrastructure.   

There are some technical details that are important for deploying applications to VDI desktops that are 

listed below: 

 Configuration Manager can be used to deliver both traditional and virtual (App-V) applications 

to the RDSH servers.  However, Configuration Manager doesn’t support draining users prior to 

installation, so installs should be done in maintenance windows when they are not accessible 

by users.  This requirement is for traditional software installs and updates to existing App-V 

packages. 

 Publishing of RemoteApp applications requires administrator intervention for enabling 

applications for RemoteApp, as well as creating RDP or MSI files for deployment. 

 RemoteApp RDP or MSI files can be deployed in two ways.  On personal desktops, 

Configuration Manager could be used to deliver these files.  In pooled desktops, the base 

image would need to be updated with these new files to enable their execution. 

 Some applications aren’t supported on server operating systems.  

In order to further improve the VDI desktop experience when delivering applications via RemoteApp, 

administrators should enable the RemoteApp and Desktop Connections (RAD) feature of Windows 7.  

RemoteApp and Desktop Connections is a new feature in Windows 7 and Windows Server 2008 R2 

that builds on this by bringing RemoteApp programs to the Start menu, giving them the same launch 

experience as local applications.  With RAD enabled on personal or pooled desktops, the list of 

RemoteApps will be dynamically updated. 
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Utilizing RemoteApp with RAD on the client enables a solution for delivering applications to VDI 

desktops without the footprint of application installation and provides dynamic application addition and 

removal for pooled desktops.  Combined with App-V, delivering applications to VDI desktops with 

RemoteApp and RAD provide a compelling solution and also can be used to support traditional 

desktops, both local and remote. 

 

Managing User Data and Personalized settings in VDI 

User State Virtualization should be part of all VDI solutions.  Generally, for personal VDI environments, 

User State Virtualization should be used to reduce the storage requirements of the infrastructure by 

redirecting and storing user data and settings on separate storage locations than the VDI desktops.  In 

pooled virtual desktop solutions, two options exist.  The first is that the pooled desktops don’t save any 

user data or settings changes.  However, in a second pooled solution enabled with User State 

Virtualization, user’s changes to data and settings would persist on a remote location.  VDI with User 

State Virtualization provides benefits by taking the data and settings layer and making it portable in 

either virtual desktop solution.  With pooled environments it allows for a more personalized experience 

where administrators can choose which data and settings can be persisted.  In personal virtual desktop 

environments, it reduces the storage requirements.    

Folder Redirection:  Use to remotely host application settings that are located in the 

AppData\Roaming folder in addition to redirecting users’ data folders on pooled desktops. However, 

some applications may experience performance issues if the AppData\Roaming folder is redirected 

because they will be accessing this folder over the network. If this causes problems, consider not 

redirecting the AppData\Roaming folder; however, this can increase logon/logoff times.  

Offline Folders should be disabled in both pooled and personal VDI environments because VDI 

requires constant network connectivity between the client and the data center, and Offline Folders 

provides no real advantage for such always-connected scenarios. Another reason Offline Folders 

should be disabled in VDI environments is that the servers that contain the data that users need to 

access typically reside in the same data center and therefore on the same high-speed LAN as the 

Remote Desktop Virtualization host on which the virtual desktop runs. Finally, enabling Offline Folders 

on virtual desktops can lead to backups of outdated user state if the servers that contain the data that 

users need to access reside outside the data center and are connected to the data center over slow or 

unreliable WAN links.  

Roaming User Profiles. Roaming User Profiles stores users’ desktop and application setting 

information from the HKCU registry hive on users’ computers in profiles that are stored on network 

servers so that they can be downloaded to other computers where users might log on. For users who 

need access to their data files from both Windows 7–based computers and personal or pooled virtual 

desktops in VDI environments, the following Roaming User Profiles concept is relevant: 

Managing Virtual Desktop Updates in VDI 

Updating VDI-based desktops is an important task because personal and pooled desktops require 

different process.  In a personal virtual desktop environment, Configuration Manager can be utilized to 

update the operating system as it is a persisted machine.  However, with pooled desktops that are 

destroyed after a period of time, these updates would need to be reapplied over and over.  With 

Microsoft VDI the personalized desktop can be managed with Configuration Manager, but pooled 
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desktops need to be serviced offline when not in use, and the automation tasks are not built in to 

Remote Desktop Services.   

With third-party solutions that build off of the powerful and automated Virtual Machine Manager 

technology, a combination of Virtual Machine Manager and the Virtual Machine Servicing Tool, as well 

as Configuration Manager, can be used to update the base images that are used to create new pooled 

and personal virtual desktops.  

For more information on the Virtual Machine Servicing Tool   visit:   http://technet.microsoft.com/en-
us/library/cc501231.aspx  
 

http://technet.microsoft.com/en-us/library/cc501231.aspx
http://technet.microsoft.com/en-us/library/cc501231.aspx
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Preview of Configuration Manager 2012 

Configuration Manger provides great management of desktop virtualization environments today, and 

Microsoft continues to expand these capabilities with the upcoming release of Configuration Manager 

2012.  IT faces new challenges as the boundaries between work and life blur, and people expect 

consistent access to corporate resources from wherever they are, on any device they are using – 

whether that is a desktop, laptop, smartphone, slate, home PC or other consumer device.  To support 

rich user experiences across a wide range of mobile devices, IT will need to adopt new processes, 

physical infrastructure, and – most important to this discussion – virtualization technologies.  They are 

also going to need a way to manage and secure these new technologies to meet corporate compliance 

requirements without driving up operational costs.   

Configuration Manager 2012 helps IT empower their users with the devices and applications they need 

to be productive, while maintaining the control they need to protect corporate assets.  It provides a 

unified infrastructure for managing mobile, physical, and virtual environments that allows IT to deliver 

and control user experiences based on user identity, connectivity, and device specifics.  Along with all 

of the world-class inventory, operating system deployment, update management, assessment, and 

settings enforcement you’ve come to expect from Configuration Manager, the new release will deliver:  

 Integrated Mobile, Physical, and Virtual Management:  Provides a single, unified tool to 

manage all your client desktops, thin clients, mobile devices, and virtual desktops.   

 Personalized Application Experience:  Evaluates devices and network capabilities to deliver 

applications in the most optimal way for the user, whether that is through local installation, 

streaming through App-V, or a presentation server.  It integrates with Citrix XenApp to give 

users access to any business application from a wide array of mobile platforms.   

 Application Self-Service:  Allows users to securely self-provision applications from anywhere 

with an easy-to-use web catalog.  

 Integrated Security and Compliance:  Integrates with Forefront Endpoint Protection to 

provide a single solution for protecting against malware, identifying and remediating 

vulnerabilities, and gaining visibility into non-compliant systems.  

 Continuous Settings Enforcement:  Automatically identifies and remediates non-compliant 

physical or virtual personal desktops. 

 

For more information on the beta version of Configuration Manager 2012 visit: 

www.microsoft.com/systemcenter.  

  

http://www.microsoft.com/systemcenter


 

Managing Microsoft Desktop Virtualization 20 

Conclusion 

Desktop virtualization provides a broad set of technologies to help address desktop management 

needs across physical and virtual desktops.  These technologies improve the management strategy, 

providing reduced costs for the desktop, increased business flexibility, enhanced security, and 

regulatory compliance. 

This whitepaper has presented what is available today from Microsoft System Center technologies and 

how they can improve the desktop virtualization solution, as well as a preview of the upcoming 

Configuration Manager.  By utilizing System Center, organizations can reduce their efforts through 

increased automation, enable business intelligence with inventory and asset management, and react 

to changing business needs with proper health and performance for the infrastructure components. 

 

 


