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to protect data stored in the cloud
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Cloud computing involves a collection of hardware, networks, storage and 
services. These resources are managed by a cloud computing provider, and 
are made available as a service to end-users and consumers. In recent years, 
interest in cloud computing for both personal and business use has shown a 
significant upward trend because of the flexibility it provides. Cloud computing 
can be used to reduce the constraints of conventional computing architectures, 
benefiting a company in terms of space, time, power, cost and simplified 
business processes. 

Cloud computing might well become the future convention but, just as with 
any computing system, information security should be a major consideration. 
An organisation that moves data and operations to a cloud loses much of the 
essential control it had previously. A number of techniques can be used to 
reduce various security risks that might arise. These includes both technical 
and procedural controls, which can help to provide security services, such as 
confidentiality, integrity and availability. 

Cryptography, in particular encryption, is often used to provide confidentiality 
in conventional computing environments. However, its applicability needs 
to be analysed to understand how such measures can also help to provide 
confidentiality in a cloud computing environment. If it is possible to provide 
effective and efficient encryption, and manage the problems that key 
management introduces, then cloud encryption would be another benefit that 
should help to encourage the adoption of cloud computing. 

This article introduces various cloud characteristics and models, and reviews the 
various threats they introduce. The role of cloud encryption in addressing these 
threats is discussed next. Several challenges for cloud encryption are identified, 
and some approaches presented for solving them. Lastly, several areas are 
described in which potential solutions and best practice can be developed.

Cloud security: the role of encryption
Security and confidentiality of data are of paramount concern for organisations seeking to use cloud 
computing. Effective and efficient encryption would provide an attractive solution, but there are 
significant issues to overcome for this to be achieved

by Daniel Cuschieri and Po Wah Yau

Figure 1: The five characteristics of cloud computing
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Cloud formation

The term ‘cloud computing’ is a relatively recent addition to information 
technology vocabulary. It represents a number of concepts that were 
established before the phrase was first used. The increase in the popularity 
of cloud computing has prompted the US National Institute of Standards 
and Technology (NIST) to describe cloud computing formally in terms of five 
characteristics, three service models and four deployment models. 

Characteristics

Cloud computing differs from conventional computing in a number of ways. The 
five identified characteristics of cloud computing are shown in Figure 1, and are 
defined as follows: 

n  On-demand self-service: the ability for consumers to request and consume 
resources whenever these are needed.

n  Broad network access: the cloud is accessible over a network from various 
types of hardware and software. 

n  Resource pooling: cloud resources are shared by several services, and 
allocated as necessary to meet various demands.

n  Rapid elasticity: a cloud application can expand and contract to meet its 
demand for required resources. 

n  Measured service: resource usage is metered and the consumer is charged 
accordingly. 

Service models

Cloud computing also uses the software, platform or infrastructure as a service 
(SPI) classification model (again, defined by NIST). This consists of three main 
approaches for cloud computing, each of which has particular uses, advantages 
and disadvantages from the perspective of both security and end-user 
requirements. These three models are:

n  Software as a service (SaaS): a software application is deployed and managed 
by the cloud provider, allowing the consumer to use the application without 
needing to maintain or administer it. 

n  Platform as a service (PaaS): various services that make cloud software 
development possible, removing the need for the consumer to either set up or 
configure the underlying infrastructure. 

n  Infrastructure as a service (IaaS): an infrastructure, running on the cloud, 
through which consumers can set up and run various applications or services. 

The cloud computing service models can be depicted as concentric circles, 
as shown in Figure 2. At one extreme, IaaS uses only a subset of a cloud’s 
functionality and infrastructure. Out of the three models, IaaS is the most 
comparable to a conventional computing environment, and it gives the cloud 
consumer the most control over the infrastructure and cloud data. 

On the other hand, SaaS encompasses most of what can be offered by a cloud. 
Here, the cloud consumer has the least control over the cloud architecture 
because this is already set up with minimal end-user involvement. Generally 
speaking, this also means that SaaS provides higher levels of information 
security when compared to IaaS, because a reliable cloud provider would 
ensure security measures are set up and properly configured for its consumers.

Deployment models

Any of the three cloud computing service models can be deployed using one of 
four deployment models defined by NIST. These models determine access to 

IaaS gives the cloud 
consumer the most 
control over the 
infrastructure and 
cloud data

Figure 2: Cloud computing service models
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the system, as shown in Figure 3, and they also influence the level of control and 
security provided. The four deployment models are:

n  Private cloud: the cloud computing infrastructure is used exclusively by a 
single consumer. 

n  Community cloud: the cloud is available only to a closed group of 
organisations. 

n  Public cloud: the cloud is made available to a much wider group of users.
n  Hybrid cloud: the cloud comprises a mixture of private, community and/or 

public clouds linked together. 

Cloud risk assessment

Despite being an interesting prospect for organisations, cloud computing 
introduces a number of concerns about security. It is therefore essential 
that security risks are identified and addressed adequately according to the 
organisation’s risk profile. This can be achieved using cloud risk assessment 
methods, which are typically more complex than those for conventional IT 
systems because of the inherent increase in complexity. 

In recent years, many frameworks and models have been put forward that cover 
different parts of a cloud risk assessment. Examples include those proposed 
by the Cloud Security Alliance. Another example is the Cloud Computing 
Risk Assessment Method (CC-RAM), which was developed as part of our 
research. This uses a cyclic model comprising 11 main phases, which combine 
conventional risk assessment models with cloud-specific analysis. 

As part of a cloud risk assessment, potential threats need to be analysed. In 
addition to the generic information security threats to confidentiality, integrity and 
availability, cloud-specific threats should also be considered. The susceptibility 
of a cloud to these threats is influenced by many factors, including the chosen 
service and deployment models. We introduce seven pertinent threats:

n  Data security: once users place data on a cloud, they lose much of the control 
they had over it because data storage, transmission and copying will be 
managed by the cloud provider. This is mainly relevant to public models where 
the cloud is outside the organisation’s direct control.

n  Cloud management: cloud management interfaces can be vulnerable to 
attacks, with repercussions such as data loss, suspension of the cloud service 
and financial costs. Public models are most at threat because they can be 
accessed by a wide user base.

n  Cloud provider insiders: there might be cloud provider employees with 
malicious intent, who can access and manipulate customer cloud data. This is 

As part of a cloud 
risk assessment, 
potential threats 
need to be analysed

Figure 3: Cloud computing service models
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a concern in SaaS models, where the data is structured and relatively easy for 
insiders to find and understand.

n  Unknown risk profile: sometimes it is unclear what security measures (if any) a 
cloud provider has implemented to protect customer data. SaaS models are 
subject to this threat because the provider is entrusted to manage the cloud 
infrastructure as well as the application and the data. 

n  On-demand self-service: cloud computing potentially gives malicious users 
unlimited computing power with which to perform attacks. This is especially 
relevant in the IaaS model, in which users have increased control over the 
cloud infrastructure. 

n  Forensics: in a cloud setup, it is sometimes overly complex, or even 
unfeasible, to collect sufficient forensic and auditing information. Clouds that 
are based on a public model are particularly vulnerable to this threat because 
such a cloud is external to the consumer organisation.

n  Multi-tenancy: a cloud infrastructure is typically shared by various tenants, 
who might exploit vulnerabilities to gain access to another customer’s 
data. This threat is prominent in IaaS and PaaS models, because of user 
involvement in low-level management.

Role of cloud encryption

After an initial risk assessment is performed, a number of countermeasures 
need to be implemented to reduce the identified risks. Although cryptography 
alone will not address all possible threats, it can be used to tackle a number 
of security concerns, especially when combined with other countermeasures. 
It can also be used to help provide various security services, such as user 
authentication, data origin authentication, data integrity, non-repudiation and 
confidentiality. The mechanisms used by these services include digital signatures 
and message authentication codes.

Encryption, in particular, can be used to implement confidentiality in a cloud 
environment. Encryption by itself does not prevent data from being lost or 
stolen, but using it makes data significantly less valuable to anyone other than 
an authorised user. To a certain extent, encryption can help address a number 
of threats that are faced in a cloud computing environment. We consider several 
of the threats mentioned above:

n  Data security: encryption can be applied at various stages of the data lifecycle 
to protect against attacks such as malicious, or accidental, disclosure of 
confidential information.

n  Cloud management: encryption can protect not only the confidentiality of 
business data, but also that of cloud-management messages and API calls.

n  Cloud provider insiders: depending on the type of encryption and key 
management used, encryption can protect against unauthorised data access 
by cloud provider insiders.

n  Unknown risk profile: since a cloud consumer might be unaware of various 
threats to which the data could be exposed, encryption can provide some 
assurance of confidentiality while the data is stored in the cloud.

n  Forensics: encryption can help to ensure the confidentiality of cloud audit 
information is maintained, and that access to it is controlled with need-to-
know restriction policies.

n  Threats to compliance: encryption can sometimes help an organisation to 
comply with legislation.

Implementing cloud encryption

Encryption can be applied to data that is at rest, in transit or in use. The choice 
depends on the findings of the risk assessment – that is, the level of risks 
involved and the organisation’s risk appetite. Also, the chosen cloud service and 
deployment models should influence where encryption can best be applied. 

Cryptography alone 
will not address all 
possible threats, but 
it can be used to 
tackle a number of 
security concerns

Cloud-specific 
security threats
n  Data security
n  Cloud management
n  Cloud provider insiders
n  Unknown risk profile
n  On-demand self-service
n  Forensics
n  Multi-tenancy
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Encryption in an SaaS model can be implemented by various principals and 
at different points of the workflow. It can be performed by the consumer 
before data is transmitted, by the provider once data is received, or by a third 
party before the data is transmitted to the cloud. In PaaS, as an alternative, 
encryption can be performed at two levels – at the application and at the cloud 
infrastructure levels. The implementations of encryption are managed by the 
consumer of the PaaS services and by the cloud provider, respectively. Finally, 
encryption in IaaS can be volume-based, file-based or at application level. 

Although encryption can be applied at various points of the data lifecycle, 
most organisations prefer to do it before the data is placed on a cloud. Also, 
organisations tend to be reluctant to entrust a cloud provider that stores 
encrypted data also to perform key management operations. Instead, such 
organisations prefer to be responsible for this task themselves, or to allocate it 
to a trusted third party. 

Challenges to using cloud encryption

Irrespective of which party performs encryption, and at which point it is done, 
the implementation and management of cloud encryption presents various 
challenges and difficulties. The challenges are quite similar to those faced by 
encryption-based security solutions in general, but with the added complexity 
that cloud computing brings. We note that there is a dichotomy between 
challenges that are inherently present in the encryption process, as opposed 
to the challenges that need to be addressed when implementing desirable, but 
non-essential, functionality in an encryption system. 

The following paragraphs describe the inherent challenges, and considerations 
that should be made, when implementing cloud encryption:

Encryption policy

The different encryption policies of various parties involved in cloud encryption 
make the management of encryption challenging. The management and 
alignment of encryption policies becomes increasingly difficult as more parties 
are involved. A holistic approach should ensure that encryption policies cover an 
entire cloud encryption workflow, and are supported by appropriate procedural 
and technological controls. For example, ‘attribute-based encryption’ could 
allow access policies to be incorporated directly into the encryption process.

Availability of encrypted data
 If data is encrypted in a cloud, then ensuring the availability of this data and 
the related decryption services can be a challenge. This is particularly true if 
encryption is performed by the cloud provider instead of the customer. If the 
provider’s cryptography services suffer a fault that leads to service unavailability 
or degradation, then the data owner might be unable to access the data in its 

Most organisations 
prefer to apply 
encryption before 
the data is placed  
on a cloud

Challenges and considerations when 
implementing cloud encryption
n  Encryption policy
n  Availability of encrypted data
n  Integrity of encrypted data
n  Encryption client security
n  Compliance with legislation and standards
n  Key management
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unencrypted form if alternative key stores and decryption services have not 
been made available. A similar situation occurs if the cloud provider loses the 
cryptographic keys.

Integrity of encrypted data
 
Measures to ensure that encrypted data has not been tampered with should 
be considered. Although modifying parts of an encrypted file might result in 
garbage data upon decryption, this is not always the case and it is preferable to 
use purpose-built cryptography services for integrity protection. The proof-of-
storage protocol is one example of a specific scheme that has been proposed 
for cloud users to verify the integrity of encrypted data.

Encryption client security
 
In addition to the security aspects of a cloud’s infrastructure, the client device 
should also be evaluated. A cloud is often accessed from a variety of devices, 
including computers and mobiles, configured to differing levels of security. 
This expands the potential attack surface to include session communication 
between a cloud consumer and its provider, and so may provide access to 
data in unencrypted plaintext form. Therefore, security measures must be taken 
to protect the client device, especially when it is responsible for running the 
encryption process.

Compliance with legislation and standards
 
Not all challenges introduced by cloud encryption are technological. Legal and 
compliance issues related to the storage of data and to its encryption must 
also be addressed when dealing with encryption. This is particularly challenging 
when cloud data is stored and processed across various jurisdictions.

Key management
 
Managing key lifecycles is a fundamental process of any encryption system. Key 
management is often the Achilles’ heel of an encryption system and it should 
therefore be carefully considered. There are a number of challenges in trying 
to implement cloud key management. For example, in an SaaS model, data 
management is the responsibility of the cloud provider; entrusting that provider 
with key management processes would not follow the practice of separation of 
duties, and could introduce many security risks. 

As with encryption itself, potential solutions have procedural and technical 
elements. Procedural measures include following established key management 
standards. For example, the Key Management Interoperability Protocol, 
proposed by Oasis, is particularly suited to a cloud environment. Potential 
technical solutions include ‘federated key management’, which allows multiple 
participants (the cloud consumer, provider and third parties) to communicate 
directly with the same key management provider.

Desirable functionality

As well as the challenges faced by potential users of cloud computing, there 
are a number of obstacles that providers must also overcome. These manifest 
themselves as functionality that customers might require before using cloud 
services for sensitive data. 

Processing encrypted data
 
In most circumstances, data can be processed and used only in its decrypted 
form. The decryption and re-encryption of encrypted data adds a cost in terms 
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of time and processing power. Researchers are looking into schemes that allow 
data to be used in its encrypted form, for example ‘homomorphic encryption’. 

However, current proposals are not yet more efficient than decrypting and re-
encrypting data. Perhaps what is most valuable is that such schemes could 
potentially provide data confidentiality against malicious cloud insiders. 

Searching encrypted data
 
It is common for users to access their data using search engines, which is often 
the only feasible approach with large volumes of data. However, this becomes 
significantly more complicated when the data that needs to be searched is 
encrypted. Unless the associated decryption key is available within the cloud, 
this data is not easily accessible to search engines. 

And even if the key is available, decryption could still be too expensive when 
considering the need to repeatedly decrypt large datasets for each search 
request. So, providing search facilities with data encryption still proves a 
challenge, although areas such as ‘searchable encryption’ hold much promise. 

Sorting encrypted data

Just like the issues of searching, sorting large datasets provides another 
challenge when data is encrypted. Unless an economical technological 
approach can be found to address this issue, sorting will have to be performed 
on plaintext data. This can be inefficient when considering datasets that are 
updated frequently. It also means the introduction of security risks, which 
depend on the location of the data as it is being processed. 

Encryption interoperability 

Data decryption can take place on various types of device, in environments 
with changing security risks. This makes interoperability a major consideration, 
with the use of standardised encryption algorithms an advantage. From the 
consumer’s perspective, interoperability is particularly desirable because it 
enables the consumer to change cloud and/or encryption service provider 
without significant migration work. 

Interoperability also opens up a market for trusted third parties to act as backup 
agents, performing key management or encryption functions. This would help to 
ensure the availability of encryption services and, possibly more important, the 
availability of the consumer’s data. 

Conclusion 

Although it is unlikely that the threats, risks, challenges and best practices 
mentioned in this article will apply to every cloud-based scenario, we have 
highlighted some of the considerations required when developing a cloud 
computing use case. Cloud information security is an issue. Even though it is a 
challenge to implement and manage encryption, its merits should not be ignored 
because it can help to provide information security in a cloud environment. 

When cloud encryption is used properly, cloud computing should be even more 
attractive for potential users that are concerned about data security. However, 
these approaches will introduce complexity for both the consumer and the cloud 
provider. Issues surrounding the design, provision and use of a cloud encryption 
architecture, especially key management, are no exception to this rule. 

It is important that each issue is addressed, with involvement from all principals, 
so that cloud information security can be further improved. n

Obstacles that 
cloud providers 
must overcome

n  Processing encrypted data
n  Searching encrypted data
n  Sorting encrypted data
n  Encryption interoperability
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