Consumerization of IT and
BYOD Plans
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Spring 2013 EMEA




Key Takeaways:

e Primary drivers of BYOD:
- To make workers more productive
- To make worker collaboration better
- Pressure from business leaders

= o 94% fear a potential network security breach as their highest
‘%\ concerns regarding the consumerization of IT

\W/ - More than 9 out of 10 people are looking for a solution to keep corporate
data inside their organization and secure.

- This percentage has grown over 40% from 2012 to 2013

/\V‘& e Top IT spending areas that are likely to increase or have
L because of a BYOD project:

- Network Security
- Wireless Networking
- Mobile Application Management



Survey Demographics

141Total Respondents

What best describes your role at

your workplace?

+  36% IT Admin/Staff

* 23% IT Manager/Director

* 12% Line of business professional,
manager, director or VP not affiliated with
an IT product or SP

« 11% CISO

* 6% Compliance Officer

* 4% VP/EVP IT executive

Employee Size

e 31% 1-99

e 23% 100-499

* 7% 500-999

« 16% 1,000-4,999
5% 5,000-9,999
5% 10,000-25,000
« 12% 25,000+

Industry

21% IT-related
Manufacturing/Distribution/Services
18% Financial Services

14% Non-IT
Manufacturing/Distribution/Services
(including pharma)

9% Consulting

7% Education

7% Other

4% Government - Federal

4% Health Care (non pharma)
Manufacturing/Distribution/Services
1% Transportation

1% Retall

Where do you work?

71% Europe
29% Middle East
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Survey Demographics (cont.)

e Which vendor is or was your primary desktop/laptop hardware provider?

HP

Dell
S w
)
)

Lenovo

Other

We have no standard or primay
desktop/laptop provider

0% 5% 10% 15% 20% 25% 30% 35% 40%
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“BYOD” trumps “Consumerization”

e The terms of “Consumerization of IT” and “Bring Your Own Device” (BYOD) are often used
interchangeably. Which of these terms is the one you last used to describe the phenomenon
whereby end users decide upon and select their own devices and/or applications without
necessarily involving the IT department?

This has never come
up in conversation
16%

Consumerization or
Consumerization of IT
16%

Bring Your Own
Device (BYOD)
67%
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Reaction to “consumerization of IT”:

Majority Still Wants to Enable and Support

e When you hear about “consumerization of IT” what is your first reaction?

2013 Data 2012 Data
No opinion No opinion
Control and 13% Control and 19%
lock down lock dow
26%

36%
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e How many of your largest projects for the next 12 months will be justified as

enabling, securing or managing either BYOD or consumerization of IT?

1-24%

0% of our largest projects

In 2012, 48% of the
largest projects were not

N=141

25-49% . e .
justified by enabling,
securing, or managing
07 BYOD/ Consumerization
° (-30% yoy)
75-100%
0% 10% 20% 30% 40% 50% 60%
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Pressure from business leaders: Key: Driver: for

BYOD

e Which are the primary drivers for the consumerization of IT/BYOD within your organization?
(Select up to three)

To make workers more productive

To make worker collaboration better
Pressure from business leaders

To support new mobile business applications
Pressure from general employees

To implement new business processes
Pressure from younger employees

Cut device costs

Consumer devices are better than corporate devices

U

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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Security and Compliance: Key Concerns for

BYOD

Security

Compliance

Additional IT staff overheard to support devices

Difficulty meeting compliance challenges

Wireless network capacity

Additional costs to the organization

End user training

Device onboarding

i

0% 20% 40% 60% 80% 100%

© TechTarget 9



Wi-Fi Upgrades and MDM are Top Evaluation

Projects for 2013

0% 20% 40% 60% 80% 100%

Upgrading Wifi Network
Mobile Device Management
Mobile Application Management

PLP = Have a
Desktop Virt/VDI PrOJect/Cu_rrentIy
Implementing

Network Access Control )
m Evaluating/ Planned

Mobile App Development Evaluation
Mobile Anti-Malware

m Completed
IAM
Device Standardization

No Plans
Remote Wipe
Remote Backup
Mobile App Stores N=141
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BES and ActiveSync Top Products in:Use

No clear leader In current consideration

BlackBerry Enteprise Server
Exchange ActiveSync

Symantec

Zenprise/Citrix

BlackBerry Enteprise Service 10 ® Currently Use
Good Technology
Mobilelron

or within 12 months
AirWatch
No Current Plans
Boxtone
Apperian
AppSense MobileNow

|
|
|
|
|
|
| m Evaluating currently
|
|
|
|
Fiberlink MaaS360 !
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e Which of the following mobile applications is your organization managing or distributing to
users? (Check all that apply)

Mobile file synchronization applications (e.g. Box,
Dropbox, Citrix FileShare, and similar)

None. We are not managing or deploying any
applications to our mobile users

Aevanced Applcetions (EHHL BR0 EHH andor

vendor

3rd party browser applications (not the one that _
came with the device)

Internally or custom developed mobile applications of
any sort

Document editor, note taking, or other basic
productivity applications

Enterprise app store

0% 7% 14% 21% 28% 35%
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Top Mobile Security Vendors for BYOD

e Which mobile security vendors do you consider to be a good fit for your organization with
regards to BYOD? (select up to 3)
Cisco
Microsoft
Apple
BlackBerry
McAfee/Intel
Vmware
Symantec/Norton
Kaspersky
Zenprise/Citrix
Juniper
Airwatch
Mobilelron
Good Technology

TrendMicro

I don't know
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Top Wireless Vendor for BYOD

Cisco 19%
Aruba

Juniper

HP Networking
Xirrus

Meru

Avaya

Airtight Networks

| don't know 25%

0% 10% 20% 30% 40% 50% 60%
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BYOD Effects on IT Spending

Network security

Wireless Networking

Mobile Application Management
Application Security

Cloud Applications/SaaS
Desktop Virtualization
Network Management Tools
Unified Communications
Data Center Networking
Telecom Services

Server Virtualization

Video Conferencing

0% 5% 10% 15% 20% 25% 30% 35%
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More than half of respondents are still-looking

for consistent BYOD experience

® Have the capability currently ~ mDon’t have this capability, but would like to ® No interest

50%

40%

30%

20%

10%

0%
Consistent Prevent Visibility Automated Grant/ Automated Remote Enable Remote  User
BYOD unauthor-  into delivery Revoke  policy device  self-service wipe of self-provi-
experience ized app workers of appsto  access enforce. mgmt. guest devices  sioning
across all downloads usage devices to apps access
devices/ patterns
Oses

N=141
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Top BYOD Products from Endpoint Hardware Providers

Apple leads the pack

Apple
Samsung
Dell
Lenovo
Google
HP

HTC
Sony
Asus

Acer

0% 5% 10% 15% 20% 25% 30% 35% 40%
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Most organizations recognize the need fora

usage policies for BYOD

I’'m not
sure

No, and we are not currently
developing a policy
14%

Yes, we have a
policy in place
47%

No, but we are
developing a policy
36%
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Similar Positions on Smartphones and Tablets

In the Enterprise

Allowed, but not supported

Supported by IT, but mainly used by
C-level/Senior Level executives

Supported by IT and in use among
the general employee population

m Tablets
Strictly forbidden ®m Smartphones
Other
Don't know

0% 10% 20% 30% 40% 50%
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Status of Mobile Operating Systems:in Your
Organization

Mobile Operating Systems Explicitly not allowed to Allowed to connect to We have standardized on
connect to network corporate network this OS

Employee owned Apple iOS

devi 36% 57% 6%
evices

Apple iOS devices provided by 0 i o
your employer 2L ek A
Employee owned Android 0 . 5
devices 38% 57% 4%
Android devices provided by o o o
your employer A et L
Employee owned 48% 48% 3%
BlackBerry devices 36% 48% 16%
BB devices provided by your o o 0
employer 18% 55% 26%
Employee owned Windows o n
Phone 42% 52% 7%
Windows Phone devices 24 60% 16% N=141

provided by your employer
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