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In the previous article in this series, we showed you how to secure a 
Mac using the functions built into its operating system, OS X.  
 

• See photo story here 
• Read full article here 

 
These functions range from simple password protection and patch 
management through to full-disk encryption.  
 
However, these are not the only security functions available. Indeed, 
OS X has a whole security and management infrastructure available 
for administrators called Managed Preferences, which can be managed 
most easily using OS X Server.  
 
Capable of running on any Mac that can run OS X 10.8, it is priced at 
£13.99 for unlimited client connections, so easily affordable.  
 
Apple also sells a customised Mac mini desktop computer with 
improved storage capabilities, which comes with OS X Server installed 
for small and medium-sized companies, as well as workgroups, which 
want a dedicated machine. 
 
In this article, we’ll show you just a couple of the security features of 
OS X Server: global password policies and data loss prevention.  
 

http://www.apple.com/uk/mac-mini/server/
http://www.computerweekly.com/photostory/2240174489/Securing-Macs-in-the-enterprise/1/Account-privileges#contentCompress
http://www.computerweekly.com/feature/How-to-secure-Macs-in-the-enterprise
https://itunes.apple.com/gb/app/os-x-server/id537441259?ls=1&mt=12


 
 
 
Configuring Mac OS X Server for the first time 
Once you have installed OS X Server, you will need to configure it. All 
management of services is conducted using the Server application that 
has been installed into your Applications folder.  
 
The Server application can manage not just the server you have just 
installed, but also any other Mac that you can access on the network, 
so can be installed on an administration machine, for example, so that 
you don’t have to physically access the server. 
 
When you launch Server, you will be walked through some of the basic 
steps for configuration, using the set-up assistant. 
 



 
 
1) If you’re planning to set up or manage another server on the 
network, click on Other Server; otherwise, click on Continue. 
 



 
 
2) Enter a name for the computer that Mac users will see on the 
network if they try to connect to the server for service.  
 
Then enter a Host Name – this should be a host name (for example, 
server.computerweekly.co.uk), a Bonjour name for local users (for 
example, server.local) or, if you are planning on allowing access to the 
server only via a VPN (OS X Server has a built-in VPN server), a name 
ending in .private.  
 
Types of user account 
User accounts on standalone Macs have so far been split between 
ordinary accounts and administrator accounts.  
 
However, Macs can also access network accounts held in directories, 
such as Active Directory, as well as OS X Server’s Open Directory, an 
LDAP-based directory of accounts, which can be securely accessed 
over a network by both client and server Macs.  
  



 

 
 
Setting up Open Directory 
 
1) Click on Open Directory in the Server application, then slide the 
off/on switch to on. 



 
 
2) Click on Create a new Open Directory domain, then click on Next. 



 
 
3) You will now have to create a new user to administer Open 
Directory.  
 
The default is Directory Administrator – of diradmin for short – but you 
should choose another name and short account name to be more 
secure. 



 
4) You should then enter your organisation name and a contact 
email address. 



 
 
5) OS X Server will now start up Open Directory and create the new 
administrator account.  
 
This will take a few minutes, so if you are worried the process is taking 
too long, open up the Terminal application in your Utilities folder and 
use “tail -f /Library/Logs/slapconfig.log” to get a running update on 
how far along the process is and whether it is having problems. 
 



 
 
6) To be secure, all configuration information sent to client devices 
will be encrypted using SSL.  
 
You can create or install SSL certificates using the Server application’s 
Certificates function… 



 
 
…but you can also use a self-signed certificate created by OS X Server 
to encrypt traffic.  
 
This will not automatically be trusted by devices until it is installed on 
them as well, so for a full deployment, the extra effort of getting a 
certificate signed by a trusted authority is worth it.  
 



 
 
7) The server can send you push notifications warning you of 
problems. These will be sent to whatever Apple ID you enter in the 
next dialogue. 
 
8) The server is now set up. 
 



 
 
Setting up a global password policy 
 
Now that you have Open Directory running, it is a good idea to set up 
a global password policy for users. 
 
1) Click on Open Directory in the sidebar of the Server application. 
 
2) Select your server then click on the cog icon and select Edit 
Global Password Policy. 



 
 
3) From the options available, select as many as are needed to 
comply with your corporate password policy. The more complex, the 
harder the password will be to crack, so an eight-character minimum 
with numeric and other characters is recommended. 
 
4) Click on OK.  
 



 
 
Creating a network user 
 
Any new user you create on the server using the Server application 
will now be a network user.  
 
1) To create a new user, click on Users in the sidebar, then the + 
button at the bottom of the Users window. 
 
2) Enter a full name. The application will then create an account 
name based on that full name, which you can change if you want. 



 
 
3) Enter a password and verify it. The key icon next to the 
password field is a strong password generator, so use this to create a 
random password for the user. If it fails to meet the global password 
policy, you will receive a warning and have a chance to change it. 
 
4) When you have finished, click on Done. 
 



 
 
Managing preferences 
 
Although OS X Server’s Profile Manager application offers device 
management capabilities for both Macs and iOS devices, it uses a 
different system that is not supported by older Macs. Instead, to lock 
down settings for Macs, use the more advanced Workgroup Manager 
tool available for free here.  
 
Download and install this as you would any other Mac app, then log in 
using the ID and password you created in step 3 above.  
 

http://support.apple.com/kb/DL1567


 
 
 
1) Make sure that the bar at the top of the window says you are 
authenticated to the LDAPv3 server, rather than the local node. 



 
 
2) Now click on Preferences in the toolbar.  
 
To manage a preference of any user or users, click on their user 
accounts in the sidebar then select the preference you want to manage.  



 
 
3) If you want to manage the preferences of everyone, click on the 
group icon above the list of names and select Workgroup. 



 
 



 
 
4) To manage the ability of users to burn CDs and access disks, click 
on Media Access. You can then remove access to various types of disks, 
make them read-only and/or require authentication to access them. 
Click Apply Now and then Done to save your changes. 
 



 



 
 
5) You can stop users being able to add or access printers or force a 
footer to be added to any documents using the Printing tab. 
 



 



 
 
6) Using the Applications tab, you can restrict users to being able to 
use only specific applications or applications in specific folders. You can 
also stop applications in specific folders from launching and OS X 
Dashboard widgets can also be blocked from running. 



 
 
7) Individual system preferences panes can be removed from the 
System Preferences application, using the System Preferences icon. 
Remove the ones you don’t think users should be able to access, such 
as the Parental Controls, Sharing and Security & Privacy. 
 



 
 
Binding clients 
 
With the server configured, you can now configure client Macs to 
access the server when they log in.  
 

1) On each client Mac, go to System Preferences and select 
Users & Groups.  

 
2) After authenticating, click on Login Options and then click on 

Join… next to Network Account Server. 



 
 

3) In the sheet that opens, enter the server address or select it 
from the pull-down menu if it’s on the local subnet. 

4) Click OK. 



 
 
5) If you don’t have trusted SSL certificates installed on the server, 
the Mac will ask if you want to trust the server’s self-signed certificates. 
Click Trust. 



 
 
6) If you want to have the client Mac authenticate its binding, enter 
the directory administrator ID and password. You can leave these 
blank, since it’s less network overhead, but this will increase the 
chances of a man-in-the-middle attack. 



 
 
7) Click OK. There should now be a green “light” next to the Network 
Account Server and the server name. 
 
Anyone now logging onto the Mac with the existing local accounts on 
the client Macs will not be subject to any configuration directives you 
have set up in Profile Manager, since the Mac will look to the local 
account first, the network account second. Therefore, if you have an 
existing estate of Macs, you should set up separate network accounts 
for all your users using OS X Server, and then migrate the local data 
to the new accounts, before deleting the old local accounts. 
 
Next steps 
 
Locking down settings and applications is just the beginning of 
integrating Mac security with the rest of your security estate using OS 
X Server. From here, you can look to integrating Open Directory with 
Active Directory, enrolling devices into Profile Manager for remote 
wiping, more advanced configuration, creating and deploying VPN and 
Wi-Fi configuration files, and many more advanced features. 


