
Cloud computing offers IT managers access to applications and computing on demand, 
reducing capital IT costs for businesses and bringing flexibility and scalability. 

However, non-cloud users still have concerns about the network computing model. 
Research by Vanson Bourne, on behalf of cloud services provider Savvis, identified the 
five biggest concerns preventing IT managers from opting for cloud-based services.

This independent survey of non-cloud users was conducted with 456 CIOs, CTOs, IT 
directors and heads of IT of global mid- to large-scale organisations based in the UK, US 
and Singapore, and was completed in April 2010.

Security tops the list, with questions about the value and concept of cloud computing 
also featuring in the top five concerns. 

However, many of those negative perceptions can be easily overcome. Early adopters 
are already choosing to transfer parts of their IT estates into the cloud. There are 
many strong arguments to counter the concerns raised by the Savvis research, while 
recognising that it is important to mitigate the risk of adopting cloud-based services.

1 The security of sensitive data (cited by 52% of respondents)
Security in the cloud is a legitimate concern, and one that cloud service providers are 
taking seriously. As organisations consider moving sensitive business information outside 
their private IT network, and into an external datacentre that they access over a network, 
there is a fundamental shift in the security boundary. 

But it is worth recognising that organisations faced such a shift when they began to 
incorporate home and remote working, web-based e-mail, social networking, and 
smartphones. 

Consequently, as IT organisations expand their borders, there is a need for a more 
pervasive approach to application, data, and infrastructure security, with businesses and 
external service providers both taking responsibility for security. 

For their part, cloud service providers are able to use data and network encryption, 
secure the cloud infrastructure itself at multiple levels, and offer access control to 
business users. 

For many private cloud service providers, they will detail these procedures in the service 
contract, as well as offering multi-tiered service level agreements (SLAs). These can cover 
security, backup and recovery, infrastructure and service reliability, and quality of service, 
which can help business users to limit their risk exposure. 

However, it is worth checking the credentials of a prospective service provider, as 
security, reliability and risk mitigation can vary greatly across different cloud suppliers. In 
fact, in recent years, a number of mass-market cloud solutions have not offered the high 
security standards and SLAs available from reputable enterprise cloud service providers, 
which has tarnished the reputation of all cloud providers.
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Forrester Research vice-president Jonathan Penn describes security as a “speed bump, 
not a show-stopper for cloud adoption”, arguing that the security industry is now focused 
on the cloud, offering service providers the dedicated security technologies.

“Security supplier strategists are finally turning their attention to securing broader IT 
application and data workloads as these migrate from corporate datacentres into 
managed cloud services. This shift, from security in the cloud to security of the cloud, 
marks the beginning of a significant and sustained transformation for the IT security 
market,” says Penn.

2 Unconvinced of the value proposition of cloud computing (27%)
According to Savvis’ research, Singapore is leading the way in the use of cloud services, 
with the US and UK following. 

However, US IT leaders have higher expectations of the cost savings that cloud services 
will bring than the other two regions. On average they expect to save around 18% of their 
IT budget by using cloud services, compared with 16% anticipated by Singapore cloud 
users. 

UK firms still expect to save 12% in IT costs, and in reality cloud computing could offer 
more than this. First of all, depending on the degree of cloud usage, an organisation 
can reduce its IT infrastructure equipment and management costs, as well as IT staffing 
levels. 

Secondly, businesses can gain efficiencies through the use of software-as-a-service 
(SaaS) or business process-as-a-service (BPaaS). These come through IT flexibility, 
productivity efficiencies, the ability to use the latest applications, and IT standardisation.

According to the research, 63% of respondents already use cloud to some degree within 
their organisation, with three-quarters of organisations saying they will use cloud at some 
point. In addition, enterprises are entrusting the cloud with mission-critical applications, 
rather than merely office productivity tools.

ERP, CRM, HR and salesforce automation tools are now commonly accessed using 
a SaaS cloud model, with thousands of businesses being fully convinced of the value 
proposition of cloud computing.

3 An unproven concept for the larger organisation (24%)
Cloud computing is attractive to both small and medium-sized enterprises (SMEs) and 
larger organisations because it provides a standardised IT capability – such as services, 
software or infrastructure – delivered via internet technologies in a pay-per-use, self-
service way.

As such, it is a concept that should appeal to SMEs, for which IT may not be a core 
capability, and also to large organisations and their departments and branch offices, 
which can benefit from using online applications, storage and processing.

Both public and private clouds have been used for some time by blue-chip companies 
and household names, for a wide variety of reasons. 

Some organisations have gained economies of scale from developing and testing 
software using public cloud. Others have ramped up web support in peak usage times, 
while others have cut their IT costs by moving particular IT operations, such as HR, CRM 
or salesforce automation, onto the private cloud.

Private clouds, in particular, have been deployed by many large organisations for a 
number of years, through virtualisation technologies. As a result many enterprises have 
reduced their server count and gained IT efficiencies through pooling their IT resources.

4 Integration with existing infrastructure (19%)
Many prospective cloud users have a concern about integration with their existing IT 
infrastructure, and this is an area that is in the process of maturing. 

When it comes to SaaS applications such as salesforce automation, leading cloud 
suppliers now have a lot of experience delivering the data to users in an appropriate 
form, so that it can be integrated with on-premise systems such as databases.

There are several options to consider when it comes to integrating the cloud with an 
organisation’s IT system. One of the most successful is to use a cloud integration 
platform which communicates between both systems.

Standards are progressing at the cloud infrastructure level, as is the case with security, 
and these cover such things as how cloud images can be provisioned across clouds, 
scaled up and scaled down. There are also standards for identity and single sign-on, 
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which can help SaaS deployments to succeed in larger enterprises.

5 Legal/compliance issues about processing workloads in an unknown location (19%)
Enterprise-class cloud service providers should be able to cover legal and compliance 
requirements in their contracts and SLAs, being responsible for enterprise data in the 
cloud. 

In terms of the geographical location of business information, for most industries there is 
no good reason why data has to be kept in-country. 

In some industries, moving data outside the UK may carry legal implications. For 
example, with PCI payment card processing rules, private clouds are able to attain the 
highest level of PCI compliance, though this may not be the case with public clouds.

However, in general, EU data protection laws have been effectively transferred to the UK 
and cover data transfer in the EU. In addition, there is a “safe-harbour” agreement with 
the US, allowing UK organisations to have the same data protection rights there.
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