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Introduction
Three years ago, Gartner made the 
claim that certificates can no longer 
be blindly trusted; a statement which 
seems more and more prophetic as 
the digital world relentlessly develops 
its capabilities at a pace which digital 
certificates is struggling to maintain.

In an era of SDNs (Software-defined Networks), cloud 

implementation and lightweight agile solutions, many 

modern deployments of the certificate-based security 

methodology known as PKI (Public Key Infrastructure) are 

beginning to look increasingly outmoded, representing a 

very manual and increasingly unmanageable approach. 

PKI has undoubtedly formed an integral part of internet 

security, but the SSL (Secure Sockets Layer) / TLS 

(Transport Layer Security) based system is proving 

increasingly vulnerable under the weight of the latest 

digital ecosystem. Whilst PKI was at best acceptable for 

desktops and laptops operating over closed networks 

inside corporate firewalls, the mobile revolution has 

exposed existing cracks, making the commonly accepted 

methodology look cumbersome and ultimately, unsecure. 

PKI still has a role to play in the less ‘mission critical’ 

aspects of internet security, and to start describing it as a 

legacy architecture is premature, but within an increasingly 

connected world, it clearly needs to narrow the scope of 

its usage. According to research from Ponemon’s paper 

entitled “2015 Cost of Failed Trust Report” the average 

number of keys and certificates in use has grown at a rate 

of over 34% to 24,000 per enterprise
1
. For PKI to remain 

effective it must rein-in these levels of expansion and learn 

to co-exist with powerful, secure and more versatile forms 

of encryption.

To provide context, it’s often stated that we’re at the third of 

the internet’s biggest evolutionary stages: we began with 

the era of mainframes and terminals, before moving to the 

second evolutionary platform which constituted the client 

/ server model thereby introducing us to internet / LAN 

(Local Area Network), or “Web 2.0” as it was often labeled 

in the media. This was the climate in which PKI began 

to thrive, lasting until around 2005 when the net began 

to take on new dimensions. We’re now fully submerged 

in “Platform 3.0”, which is defined as an era of mobile, 

cloud, big data, IoT (Internet of Things), M2M (Machine-

to-Machine), and BYOD (Bring Your Own Device) which 

brings with it a unique set of security demands.
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Smartphone, IoT and Fragmented 
Platforms Bring Challenges and 
Inconsistencies to PKI 
If PKI reached its practical zenith under the narrow 

platform of laptops and desktops, the IoT and the 

smartphone could represent the beginning of its demise 

due to an abundance of devices and operating systems 

all having different security requirements and equally 

different capabilities. Connected cars and other pervasive 

devices, smart cities and especially the smartphone have 

meant PKI has struggled to maintain any consistent level 

of security. 

Security applications and protocols such as SSL / TLS 

and the hashing functions associated with the SHA 

(Secure Hash Algorithm) family have become particularly 

complicated in the delivery of safe and secure mobile 

commerce. On the Android platform, TLS 1.1 is available 

from version 4.1 (Jelly Bean) and SHA-256 is only available 

from version 5.0 (Lollipop) onwards, which is currently 

deployed on less than 10% of Android devices. 

At the same time, banks, service providers and software 

vendors are expected to deliver secure mobile applications 

to the broadest possible audience on the most Android 

operating systems. In the most extreme cases some 

mobile banking apps are still intended to run on Android 

version 2.3, which only supports SSL3.0 and SHA-1. 

Aging protocols represent a critical problem in both a 

commercial and a security sense with Google announcing 

that they will start penalizing secure HTTP (Hypertext 

Transfer Protocol) sites where certificate chains are using 

SHA-1 with validity past January 2017
2
.

Inherent Security Flaws Associated 
with Interoperability 
As a byproduct of PKI’s need to incorporate a range of 

algorithms and protocols via the server / client handshake, 

the system becomes susceptible to a number of exploits 

and attacks whereby security protocols are renegotiated 

depending on the client device. This is exemplified by 

the likes of POODLE and FREAK where server and 

client “rollback” to less secure protocols. Then there’s 

threats such as CA (Certificate Authority) compromise, 

impersonation, side-channel attacks and MitM (Man in the 

Middle). 

As a security methodology, PKI’s hybrid cryptographic 

nature means that side-channel attacks are worthy of 

special mention. PKI combines asymmetric and symmetric 

cryptography, exchanging symmetric session keys over 

public networks following asymmetric authentication. 

Millions of these session keys are exchanged over public 

networks each year and this poses a huge attack vector 

for cybercriminals. 

Earlier this year the Royal Bank of Scotland claimed that 

their busiest branch is the 7.01am commuter train between 

Paddington and Reading, emphasizing how the risk profile 

of the average customer has changed and also how many 

more opportunities may have arisen for hackers targeting 

the PKI methodology. 

Even if the crypto algorithms themselves aren’t under 

attack, it’s logical that hackers will take the easiest path, 

which means they’ll seek to exploit a system through buffer 

overflows, SQL (Structured Query Language) injections, 

XSS (Cross-site Scripting), or by using packet sniffers 

which will seek to detect and use session keys which have 

been pilfered over open networks.
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Cost and Complexity
Even if PKI users can iron out its most obvious algorithmic 

weaknesses such as migrating their applications to TLS 

1.2 and SHA-2, the limiting factor all PKI schemes inevitably 

share is that they naturally incur a high degree of cost and 

complexity. This cost is represented not just in the initial 

capital expenditure, but also in the ongoing total cost of 

ownership. 

PKI relies on a variety of moving parts thus vastly reducing 

the service provider’s autonomy over their own security 

network. Certificate authorities become trusted third 

parties, providing the actual certificates and offering 

additional services such as hosted solutions; expensive 

third party administration is often needed due to the 

complexity and ongoing needs of the admin process. 

At the heart of the system, mission critical PKI 

implementations rely on costly HSMs (Hardware Security 

Modules) to store and generate keys, which are derived 

through equally costly and elaborate key generation 

ceremonies, requiring intensively manual implementation 

and maintenance programs. 

This is a particular pain point for companies, as evidenced 

in Thales’ “2015 Global Encryption and Key Management 

Trends Study”. 51% of respondents perceived key 

management to be the most important feature of an 

encryption technology solution, with 33% finding the 

ongoing management of these keys to be one of the 

biggest challenges in planning and executing an encryption 

strategy
3
.

On top of this, PKI bears the burdensome cost of secure 

facilities, installation and configuration, complicated audits 

and a consistent level of staffing for continued maintenance, 

operation and monitoring. The blind use of PKI as a fix-all 

solution makes these costs an ongoing expense, leaving 

an obvious gap in the market for a rapidly deployable, low 

complexity, high security solution.

A company with a PKI infrastructure can attempt to reduce 

complexity by using self-signed certificates but this in turn 

reduces levels of security and has a negative effect on the 

company’s security profile itself. If a web server detects 

a self-signed certificate, it’ll often display a security alert 

which is obviously bad public relations.

Self-signed certificates once again demonstrate the 

mismatch of open networks and PKI. Hackers can attempt 

techniques such as ARP (Address Resolution Protocol) 

spoofing and DNS (Domain Name System) tampering to 

intercept traffic and redirect banking users to illegitimate 

sites or as the basis for DoS (Denial of Service) attacks. 

Alarmingly, a recent study by IOActive discovered that 

40% of the global banking apps which they tested didn’t 

validate the authenticity of SSL certificates
4
. 

According to Ponemon, the total impact of an exploited 

enterprise mobility certificate is valued at $126m
5
. The 

prevalence of these attacks and the stratospheric costs 

associated with them have led NIST (National Institute 

of Standards and Technology) to publish actual industry 

guidelines entitled “Preparing for and Responding to 

Certification Authority Compromise and Fraudulent 

Certificate Issuance.”
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Transitioning into the Future
PKI resembles a heavyweight and complex machinery in 

a world where security solutions are becoming far more 

fluid. 

Evolving threats and the perils of open networks mean that 

the next generation of internet usage demands modular 

and agile solutions which can be deployed from the cloud, 

are adaptable in nature and have a number of delivery 

methods such as EaaS (Encryption as a Service). As much 

as delivery models need to be adaptable to cross-platform 

usage, security needs to be consistent, using the most 

secure protocols and the most suitable key exchange 

methods. 

As we move towards network developments such as 5G 

and concepts such as Li-Fi, the digital world demands a 

perfectly fluid, adaptable and low cost solution to everyday 

encryption, working instead of, or in tandem with a PKI 

architecture.

As much as this forward thinking approach is essential, 

tying together an expanding network of both legacy and 

cutting-edge devices is also key to interoperability and 

inclusion.  The ability to unite a disparate set of legacy 

components with consistent, cross-platform security 

protocols is imperative in building the most inclusive 

network.

The message is clear. Over the last few years PKI has 

been charged with the increasingly impossible task of 

absorbing a fragmented range of devices with a common 

set of encryption protocols. Rather than settling for 

patchwork variations of PKI and commissioning improper 

deployments across the IoT, we need to rethink how we 

implement security across a range of devices. 
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