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DESPITE ALL THE progress organisations may make in securi-
ty, users remain the weakest link, and there’s no patch for
stupidity, dishonesty or vindictiveness.

A recent survey report, The Risk of Social Engineering on
Information Security (.pdf), painted a worrying picture of
global office workers, who are apparently more than happy 
to hand over sensitive information to people who send them
emails or who befriend them on social networking sites. 

The survey, commissioned by Check Point Software
Technologies, found 42% of UK enterprises (the global fig-

ure was 48%), have experienced more than 25 social engineering attacks in the last
two years. More than a third of the UK respondents who admitted to being victims said
the average cost per incident was more than £15,000.

It turns out new employees and contractors are the most vulnerable to the attacks,
which can include phishing emails and approaches via social networking sites. Once
the attackers gain information about employees, they can then mount targeted spear
phishing attacks to get to the more valuable data. Financial gain was cited as the most
common motive, followed by access to private information (46%), competitive advan-
tage (40%) and revenge (14%).

Given the state of the economy—with thousands losing job security, pension rights
and other benefits—the only surprise is the revenge figure is not higher. Give it time.

Anyway, this sorry state of affairs was mirrored by another survey, this time spon-
sored by Websense and carried out by the Ponemon Institute.

This survey too found companies were torn between a desire to adopt social net-
working wholeheartedly to improve marketing and customer communications, and 
a paranoid fear that their employees were spending all day on Twitter and Facebook,
while also leaking confidential information.

“There is a huge gap between social media enterprise adoption and protection,” said
Ponemon in the report. “But social media has emerged as an integral part of what peo-
ple do, so organisations are being careful not to upset their best employees and drive
away younger talented individuals to competitors.”

Which sums up the problem: Companies know the the risks exist, but few organi-
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Addressing Social 
Networking Risks

Organisations know the risks of social networking, 
but they don’t seem to know what to do about them. 
UK Bureau Chief Ron Condon wonders why.

http://searchsecurity.techtarget.com/news/1280099544/Firms-struggle-to-address-social-networking-security-risks-survey-finds
http://www.checkpoint.com/press/downloads/social-engineering-survey.pdf
http://www.checkpoint.com/press/downloads/social-engineering-survey.pdf


sations feel able or even willing to grasp the nettle and do something about it. 
One depressing statistic from the Check Point report was 44% of UK organisations

offered no training or guidance to employees regarding social networking security
risks. Sure, it is possible to apply one of the many new technology tools to control
what employees can or cannot do on social networking sites. But they cost money
you probably don’t have at the moment. 

On the other hand, social networking user training and awareness programmemes
cost less and can be more effective than technology. It’s a new twist on an old mes-
sage—training users to think and act securely is hard, yet it does make a difference—
but it’s a message so many organisations still choose to ignore.w

Ron Condon is UK bureau chief for SearchSecurity.co.UK. Send comments on this column to
feedback@infosecuritymag.com.
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The Problem 
with Passwords 

A pen tester explains the importance of secure passwords.
BY MIKE MCLAUGHLIN

IN MY DAY-TO-DAY work as a penetration tester, I find it often isn’t the latest vulnerabili-
ty or exploit that compromises most organisations: It’s weak passwords. 

Passwords are everywhere: Internal logins, remote access products, laptops and
smartphones all require users to have passwords for authentication. As pen testers, we
simulate many situations for our clients, including stolen laptops, remote access and
internal “disgruntled employee” situations. Whether it is through simple password
guessing techniques or cracking password hashes, we tend to find at least one account
with a simple password such as “password”, “Password123”, the organisation’s name, or
the standard password that admins set when a user has forgotten his or her password. 

In order to create a secure password, there’s a myth that they must be at least eight
characters in length, be alphanumeric and contain special characters in order to be
secure. This causes users to create passwords that are not only difficult to remember, 
but also easy for attackers to crack. This is due to the fact that computers can crack
short passwords effectively, regardless of complexity. (Ophcrack, free software for
cracking Windows password hashes, boasts a greater than 90% success rate for cracking
standard Windows XP passwords.)

Workarounds 
Supplementing passwords with other factors is a common way to handle this problem.
Password supplementation is based around three basic factors: something you know,
something you have and something you are. 

The popular token-based two-factor authentication requires the user to provide his
or her password (something you know) as well as a one-time code, which is usually 
supplied via an electronic token or software (something you have), to gain access. This
mechanism is widely deployed on the Internet to protect remote access services, VPN
endpoints and sensitive Web-facing infrastructure, and I have seen it deployed inside
the corporate network to protect crucial assets. If the user reveals or an attacker gains 
a password, it is essentially useless without the code-generating token. Implementing
token-based two-factor authentication will also stop attackers from simply guessing
passwords against a service. Biometrics generally rely on a password (something you
know) and a physical attribute, usually a fingerprint, iris scan or facial recognition
(something you are). The implementation of biometrics is often in hardware and most-
ly seen in laptops. Biometrics are excellent for protecting mobile devices, especially lap-
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tops, from attacks against the login process.
Yet these technology options will not protect organisations if users reuse the same

insecure passwords on other systems that use only single-factor, password-based
authentication. For example, removing the hard drive from a biometric-protected 
laptop will render that factor of protection useless, and allow the disk contents to be
read, including any password hashes present. Using an encryption system to encrypt 
the entire hard disk, however, will render the hard disk unreadable to anyone who 
doesn’t have the password to unlock the encryption.

Solutions for password management 
It may be infeasible to implement multifactor authentication throughout an entire 
network, so what are the other options? User awareness training is the first; particularly
teaching users why passwords are impor-
tant and how they can choose secure,
easy-to-remember passwords. The
passphrase (a passphrase is the use of
multiple words or a sentence to form 
the password) “I’m not too keen on my
password” is much easier to remember,
and much stronger than a password like
“x5Lsd£f/” with only a few characters.
This is due to the amount of time pass-
word-cracking software will have to cycle
through each character in order to guess
the correct one. Changing internal cor-
porate password policies to enforce the use of passphrases will not only help secure
your data, but may reduce help desk calls for forgotten passwords, as well. 

When pen testing, we  have seen positive results from conducting awareness training,
with a significant increase in password (or passphrase) strength after users have under-
taken the training.

Making your case for improving password security
The ideas discussed above will help secure your assets, but convincing management to
fund the products required to implement them can be difficult. Start by explaining
what these passwords actually protect, and how much this information would cost the
company if it were in the wrong hands. With the appropriate consent, you can use any
number 
of tools to crack a selection of password hashes gathered from your environment (I
wouldn’t keep the usernames, for privacy reasons). Presenting your findings in a way
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When pen testing, we
have seen positive results
from conducting aware-
ness training, with a 
significant increase in
password (or passphrase)
strength after users have
undertaken the training.
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that shows how many passwords were cracked in a short amount of time (for example,
five hundred passwords cracked in five minutes) can be powerful. Finally, describe the
ideal technology implementations—such as multifactor authentication—and how they
serve to increase password security. Keeping all this information in a short presentation
(say, five slides) will get all the required information across in a fashion that can drive
the important points home whilst keeping the audience’s attention.w

Mike McLaughlin is a penetration tester working for First Base Technologies, an information security 
consultancy in the UK. Mike’s daily work consists of both internal and external network-based penetration
testing, Web application penetration testing, and social engineering.
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ONE FACT LEAPS out of the Symantec Intelligence Report
for July 2011: The sharp rise in “aggressively polymor-
phic” malware delivered by email over the last six
months. This form malware adopts a range of techniques
to disguise itself to avoid detection, even changing its
code each time it starts up.

“This new aggressive approach to distributing generic
polymorphic malware on such a scale should be concerning
for many businesses, particularly those who rely solely on
more traditional security countermeasures, which this
type of malware is designed to evade,” Symantec wrote 
in the report.

The report’s author, Paul Wood, a senior intelligence analyst at Symantec, con-
cludes: “Technology cannot rely on signatures and heuristics alone, and must also
take into account the integrity of an executable based on knowledge of its reputation
and circulation in the real world.”

It is a problem that has been bubbling up over several years, but the surge in recent
months is worthy of note. Polymorphic malware accounted for 23.7% of all email-
borne malware intercepted in July, more than double the rate detected in January. In
the same six-month period, according to the Symantec report, the number of vari-
ants, or different strains of malware involved in each attack, has also grown dramati-
cally, by a factor of 25 times.

Traditionally, whenever antimalware companies have detected a new piece of mal-
ware, they take a sample of the code—its signature—and, in an early version of cross-
industry cooperation, share that with the rest of the antimalware industry. Thus, when an
antivirus programme next recognised that piece of code by its signature, it would know
to reject it.

But, if you need to write a new signature for every new variant of every piece of
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The End of the Line 
for AV Signatures?

Traditional antimalware can’t keep up with the 
threat landscape. Are antivirus signatures destined 
for the rubbish bin?  BY RON CONDON

http://searchsecurity.techtarget.com/tip/Polymorphic-viruses-call-for-new-antimalware-defenses
http://searchsecurity.techtarget.com/tip/Polymorphic-viruses-call-for-new-antimalware-defenses
http://www.symantec.com/about/news/release/article.jsp?prid=20110726_01
http://www.symantec.com/about/news/release/article.jsp?prid=20110726_01


malware, you end up with a large and unwieldy signature database; one which is 
constantly lagging behind the malware authors. 

Faced with this fast-changing threat landscape, antimalware companies have had
to supplement signatures with other techniques, such as reputation scoring, heuristics,
code analysis and whitelisting. But signatures have remained a cornerstone of anti-
malware defences up to now.

Some companies, however, have started to question the need for antivirus signa-
tures, arguing that, no matter how fast the AV companies react, many users will be
affected by new variants of malware before they reach the signature database. And, by
that time, the malware will have mor-
phed into something new anyway. 

One such company is Colorado-
based Webroot Software, which has just
launched Webroot SecureAnywhere, 
a technology that dispenses with signa-
tures altogether and relies on a bundle 
of other techniques to spot malware
before it has a chance to do any damage.
The result is a piece of security software
that occupies just 580K of memory and
can conduct a complete virus scan on an
endpoint in a couple of minutes.

According to Webroot’s vice presi-
dent of product management, Brian
Czarny, security companies, including
Webroot “have been miserable at protecting users online, offering solutions still
focused on yesterday’s threat landscape.”

Webroot has done a complete rewrite of its own software, incorporating technolo-
gies from recent strategic acquisitions—cloud-based antivirus from PrevX, and categori-
sation of Web content from Brightcloud. 

“We now focus on file behaviour as the file executes, rather than having to rely on
having a copy of the malware, creating a definition for it, and then pushing it out to
the end user’s machine,” Czarny said. “We rely heavily on the cloud, which gives us a
small footprint on the machine. And we use the overall intelligence gathered from all
our users, consumers and businesses, to protect everyone.”

Webroot is not alone. FireEye, a California-based company, has been courting 
customers with a range of security products designed to deal with zero-days threats,
which by definition, have no recognisable signature. The company published a report
in September showing that 99% of organisations suffered at least one malicious infec-
tion in their networks each week, and 80% suffered more than 100 infections per
week. It concluded signatures and what it described as “crude heuristics” were no
longer suited to the more dynamic threat landscape.

However, even though most companies still cling to signatures, the nature of signa-
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tures is changing. According to David Emm, a senior security researcher at Kaspersky
Lab, the signature now tends to be most useful in cleaning up infections rather than
stopping them. “We’re not at a point where signatures will disappear,” he said. “They
are valuable for remediation, where a business is dealing with an outbreak. The signa-
ture is a great way of finding infections, and helping to clean up the systems.”

Greg Day, CTO for Symantec EMEA, agreed: “Signatures help in investigation and
forensics,” he said. “It doesn’t matter that we get signatures after the fact. Other tech-
nologies will become more predominant in blocking threats, but we will always want to
put a name to the problem, and then
understand what the malware was trying
to do.”

Even so, the sheer size of the signa-
ture database is still a problem, and
companies have to find ways of keeping
it manageable. As Day admits, many
customers already complain about the
size of the current database and ask how
it can be cut down, possibly by stripping
out signatures for old DoS-based virus-
es.

While most researchers are uneasy
about doing that, vendors have found
ways of building generic signatures that
seek to help ease signature database-size
complaints. “We do manage to ratio-
nalise signatures, and try to write a generic signature that covers a collection of
viruses or variants,” Day said. “We are always trying to consolidate. As much as we
keep adding more in, we equally try to take things out.”

Emm said similar techniques have been so successful at Kaspersky that the size of
the company’s signature database began to fall at one point last year, thanks to the
creation of more generic signatures. “Generic signatures need to be specific in one
sense, but also fuzzy enough to find variants within a group,” Emm said. “But there’s
no guarantee you’ll find every one, and if another variation comes along that is suffi-
ciently different, it may get by, but then you can retroactively go back and rewrite the
signature to detect it. Signatures are not fixed in stone for all time.”

Size and frequent changes in the signature database have also sparked debate
among researchers about where it should sit: on the client PC or in the cloud some-
where. Symantec’s Day said a lot of people favour taking the database off the client
altogether, as it can be better maintained and stored in the cloud. 

But as he said, most endpoints work offline sometimes, and while that might 
save them from Internet-borne threats, there is still the danger of a dodgy USB stick
(remember Conficker?) introducing an infection. And, for that reason, he thinks 
signatures will still sit on the endpoint for some time to come.w
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“We do manage to 
rationalise signatures, 
and try to write a generic
signature that covers a
collection of viruses or
variants. We are always
trying to consolidate. As
much as we keep adding
more in, we equally try 
to take things out.”

—GREG DAY, CTO, Symantec EMEA

http://searchsecurity.techtarget.co.uk/news/1516407/How-to-stop-Conficker-Anti-Conficker-patch-management-defense
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Security teams strive to gain visibility from a deluge of security

information and put that data to work. BY R O N C O N D O N

THE JOKE voted the funniest at the Edinburgh Fringe this year was about an unlikely sub-
ject: “I needed a password eight characters long so I picked Snow White and the Seven
Dwarves.” 

Funny or not, the fact that it made so many people laugh just shows how much pass-
words—and the challenges they pose—have become part of our mainstream 21st centu-
ry existence.

Passwords have been a problem since the dawn of computing. They tend to be either
so complex that no one can remember them, or so obvious that anyone could guess
them. 

And the problem is getting even tougher. Anyone who has an encrypted laptop, con-
ducts online banking or online shopping, and uses social networking sites is likely to have
dozens of passwords to remember: far too many for one human mind to retain. 

Some users choose to write their passwords down on paper and keep them in their
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desk drawers or (even worse) stick the paper to their computer screens. Others take the
line of least resistance and use the same password for multiple accounts. Either route is
risky.

So have we reached a point where we have to dump the password and look for
some other way of proving who we are—such as biometrics—or is the password des-
tined to cling on forever? Just as Cliff Richard once sang of rock’n’roll “They say it’s
gonna die but honey please let’s face it, they just don’t know what’s going to replace it”,
the same might be said of the password; we can’t come up with anything better.

Or can we? Any quick search of the Internet shows masses of learned papers and
research about password strength, which explain how to improve on the way we use
passwords. For example, there are free tools, like the Microsoft Password Checker, that
help users check the strength of a password. And the US National Institute of
Standards and Technology also has a guide to enterprise password management (.pdf)
packed full of useful tips.

But most people ignore the advice,
according to Peter Wood, CEO of
Brighton-based security firm First Base
Technologies. “The reuse of passwords is
emerging as a massive problem,” Wood
said. “The password databases that our
friends at Anonymous and LulzSec pub-
lished all seem to indicate some impor-
tant hacks took place on 
the back of that very problem.”

And once hackers have one password,
the user’s other accounts then become an
easy target, said Graham Cluley, senior technology consultant with Abingdon-based
security firm Sophos. “One thing people should be paranoid about is their email
address getting hacked,” he said. “That is often the skeleton key for a lot 
of other accounts. When you register with websites, you give them an email address to
which they will send a replacement password if you forget. So if your email account is
compromised, it can unlock a lot of other things.” 

One way to manage many passwords securely is to use a password management tool
that will store, and even generate, strong passwords for you in encrypted form; all you
have to do as a user is remember a single password or passphrase. Wood is a strong 
exponent of this, and has made it mandatory that all pen testers working for his compa-
ny use such a tool. They all have a complex passphrase that locks their encrypted lap-
tops and ensures only they have access to the various passwords stored on their
machines. 

Cluley agrees: “I don’t know the passwords to my accounts for Twitter, Facebook or
Gmail, because they are long, complicated gobbledygook. There is no way I’ll be able to
remember all the logins I need and have passwords that are sufficiently complex. The
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email address getting
hacked. That is often the
skeleton key for a lot of
other accounts.”

—GRAHAM CLULEY, senior technology consultant, Sophos
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password management software does all the remembering for me. Whenever I need 
any of my passwords, I just use my master password, which is complicated, but which 
I have committed to memory.”

He also praises a new function from Google that offers users two-factor authentica-
tion for its cloud-based services, such as Gmail. Once the user turns on two-factor
authentication and provides a phone number, Google then sends a random code by
text to a mobile phone, or by voice to a landline, which the user then has to key in. 

“So if I get hacked and someone were to get my username and password, that
would not be enough to get into my Google account,” Cluley said. “Hackers would need
physical access to my mobile phone as well. [This function is] available for free, and it’s
a great idea. I would love Facebook and Twitter to do something similar.”

What about biometrics?
While stronger passwords, passphrases and extra factors (such as one-time passcodes)
can help tighten security, they will always be open to a clever breach. For instance,
some man-in-the-middle attacks can intercept passcodes sent to phones.

But what if you could prove who you are by using something that is unique to you,
such as your voice, your fingerprints, the iris of your eye, or the veins in your hands?

All of these biometric measures offer workable solutions, although some are more
practical (and affordable) than others. Iris scanners are now in operation at airports
and provide a high level of security, and some Japanese banks have deployed terminals
to recognise vein patterns in the palms of their customers’ hands. Both of those tech-
nologies have proven extremely effective, but they are currently expensive and require
specialised scanners. 

However, authentication by voice or fingerprint is already becoming mainstream in
certain industry sectors, particularly for smartphone users, according to Alan Goode,
managing director of London-based research firm Goode Intelligence. 

In a recent report, “Mobile Phone Biometric Security—Analysis and Forecasts
2011–2015” (.pdf), Goode predicts mobile phone biometric security products and 
services, which currently generate around $30 million a year globally, will grow to 
$161 million by 2015. 

He argues that with mobile phones being increasingly used for e-commerce and as
a contactless payment device via near-field communication, biometric authentication
is more convenient and effective than PINs or passwords. “AuthenTec, which supplies fin-
gerprint sensors, has shipped more than 13 million of the product for mobile phones,”
said Goode, adding that the majority of these have so far gone to the Japanese market. 

Some USB drives and laptop computers have had fingerprint readers for some time,
but Goode says devices like the Motorola Atrix smartphone, which uses fingerprint
authentication, will see the most growth. “It is easy to enrol yourself on the device, and
you just need one swipe to get into your phone instead of putting in a PIN,” Goode
said. “It would not be used for high security, but it’s a start. It’s good enough for a
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phone and more convenient, and if I lose the phone, it adds another layer of protec-
tion.”

As for some other types of smartphone biometrics, he says they are still at an early
stage. “If you go on the Apple or Android app stores, you’ll see facial recognition and 
iris recognition apps ready to download, but in my opinion they are just gadgets at the
moment,” he said. 

However, voice recognition for user authentication (as opposed to speech recogni-
tion) does seem to be making inroads in a variety of industries, particularly in banking
and insurance. “Voice is useful in banking because it can be used across the channels,”
Goode said. “It can be used as part of an IVR [interactive voice response] to authenti-
cate into a phone-based bank as well as providing out-of-band authentication for
Internet banking.  Instead of sending a one-time passcode, which is susceptible to
man-in-the-middle attacks, the bank phones you and gets you to say a phrase, which it
matches against a pre-registered voiceprint.” 

According to Nik Stanbridge, director of product marketing for Reading-based
Voicevault, which sells voice authentication software, the technology has proved itself 
to be reliable. In fact, it was going to be
the foundation of a voice-based service at
Dutch bank ABN Amro back in 2008.
But then RBS took over ABN Amro,
killed the project, and shortly afterward,
the whole banking world melted down.
Stanbridge admits the episode set back
acceptance of the technology, but among
the vendor’s current customers are a US
insurance company that accepts the
voiceprint as a legally binding signature,
and a London stock broking firm that
uses it to verify high-worth clients calling
to trade their shares.

Crucially for the companies using it,
the system requires little effort from the
clients. They enrol themselves by saying the numbers “0579 9075 5709 0957” down the
phone, and this provides the system with a unique voiceprint. Then, 
to authenticate themselves when they 
call, customers are asked to say one of the four-digit combinations into their phone.

Stanbridge said the small voiceprint provides enough information about how the
individual produces sound to provide a unique voiceprint that cannot be impersonat-
ed, but which is unaffected by a bad cold, for instance. “Wherever you use a PIN or
password, you can use voice biometrics,” he said. “Voice is the only biometric that
doesn’t require a specialist kit. Even fingerprint readers need to be tethered, but phones
are ubiquitous.”
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“Wherever you use a PIN
or password, you can use
voice biometrics. Voice is
the only biometric that
doesn’t require a specialist
kit. Even fingerprint readers
need to be tethered, but
phones are ubiquitous.”

—NIK STANBRIDGE, director of 
product marketing, Voicevault



So while the password may be the subject of jokes, for most of us, it will still be 
featured in our lives in some shape or form for the foreseeable future. However, it is
clear more of us will need to use password management software (a lot of it is free,
and even the commercial products are cheap), and as fingerprint readers appear on
more devices, we’ll get used to the convenience they bring too, even as some of our
banks may start to recognise us by our voices. 

For enterprises needing to manage large workforces, the big secure authentication
companies such as Entrust, Vasco, RSA and CrypoCard now support a wider range of
authentication factors, including biometrics, soft tokens and SMS messages, enabling
organisations to mix and match various technologies for different applications and risk
levels, but do so within one security infrastructure. And then maybe they’ll finally put
an end to the sticky note with passwords written on it.w

Ron Condon is UK bureau chief for SearchSecurity.co.UK. Send comments on this column to
feedback@infosecuritymag.com.
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gETTING A HANDLE on “big data” has become a priority for every aspect of business, and
information security is no exception. The number and variety of threats and vulnerabili-
ties have exploded in recent years. Add in the challenges of managing exposure in com-
plex IT environments, and the burden on security organisations just to stay abreast of
it all can be overwhelming.

Yet security’s own data deluge also conceals an opportunity, for in this mass of infor-
mation is the evidence that could help businesses better understand the reality of their
security posture and manage risk more effectively. How can security teams turn big data
from a threat into an opportunity?

This is the objective of security intelligence, a term that is undergoing a re-definition
on multiple levels. As the number and variety of potentially rich data sources has expand-
ed, security professionals are striving to develop disciplines and expertise that yield

Security teams strive to gain visibility into a deluge of security
information and put that data to work. BY S C OTT C RAW FO R D
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more actionable intelligence. Security technologies also are turning to more dynamic
data sources to drive their functionality, in the beginnings of a trend that may trans-
form 
the nature of IT defence. As these initiatives gain momentum, innovations from related
domains such as business intelligence and the rise of what Turing Award recipient Jim
Gray calls the “fourth paradigm” of data science, may become more visible in the world
of IT risk. 

The changes being wrought by an abundance of information and the demand for
greater insight into the reality of information risk are already well underway. How 
security teams learn to make the most of both the opportunities and the challenges 
these changes present may transform what the practice of security becomes tomorrow, 
as a focus on “data-driven security” shapes the way information turns to insight—and
action.

DRIVING THE NEED FOR CHANGE
The need to tame runaway data is just one issue facing security teams. A far more signif-
icant factor,  particularly for organisations
responsible for high-value information
assets, 
is an increased recognition of the economics 
of exploit. Those who know their assets are 
a target also know that dedicated attackers
have the means to evade many common
defences. Nick Selby, a Texas police officer
and managing director of
PoliceLedIntelligence.com, says, “If it costs
you 50 million to build intellectual property
but only 3 million to steal, [what attackers]
can say no to numbers like that?” The need
for realistic awareness of the threat land-
scape—within the enterprise and beyond—
has led many businesses to expand their investment in both broader insight outside the
organisation, 
and deeper visibility within.

Large enterprises aren’t the only organisations that have become more sensitive to
information risks. According to Rick Howard, general manager of Verisign’s iDefense
security intelligence unit, a growing awareness of more sophisticated techniques for get-
ting at sensitive data or threatening business priorities has heightened the need for security
intelligence across a broader spectrum of organisations than in the past. “Cyberwarfare,
espionage—large companies and governments have known about these threats for a

“If it costs you 50 
million to build intel-
lectual property but
only 3 million to steal,
[what attackers] can
say no to numbers 
like that?”

—NICK SELBY, Texas police officer and managing 
director of PoliceLedIntelligence.com
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long time,” says Howard. “But when it comes to things like hacktivism, reputation risk
or the more dedicated adversary, a much larger swath of businesses are worrying
about these today than they ever have before.”

Within the enterprise, businesses need to improve their performance with the information
they already collect. In the 2009 Verizon Data Breach Investigations Report, evidence of
a breach was available to the victim organisation in 82 percent of cases, but was either
not noticed or not acted on. That figure actually increased to 86 percent in Verizon’s
2010 report. In its 2011 report, 86 percent of breaches were discovered by a third party.
Many companies recognise that their current approaches will not address these failures,
and 
are looking for ways to make better use of the information they collect.

Many businesses also recognise that potentially meaningful data may be locked up 
in silos of information that, if better used, could reveal the nature of threats more fully. 
For example, marketing data says much about behaviour across entire populations, while
within the business, logistical and facilities
data can reveal where physical activity corre-
sponds to a digital threat. Executive protec-
tion services may correlate suspicious
behaviour in IT with a specific target, while
resources from social media to brand protec-
tion services can be used by defenders to
identify potential threats before they materi-
alise.

These factors suggest how the drivers 
of security intelligence may have much in
common with those behind the growth 
of business intelligence (BI) for yielding
valuable insights out of large volumes of
often disparate data sources. Not surpris-
ingly, more than a few major enterprise
technology vendors such as EMC, HP and
IBM have increased their investments in
both security and BI in recent years. These
two lines of business may not have much 
in common—yet—but the opportunity is
there. The converging interests of security and areas such as data analytics suggest
where they may intersect tomorrow, as the demand for security intelligence drives the
need for better performance in information management, and as linkages grow and
expand across data sets that, on the surface, may seem unrelated.

A focus on technology, however, can 
distract security organisations from where investment in intelligence may be needed

“Intelligence is a 
discipline. It may be 
a noun that describes
what you get, but 
ultimately it is a
process. The problem
is not with getting
information dissemi-
nated. It’s with
extracting meaningful,
actionable truth.”

—NICK SELBY, Texas police officer and managing 
director of PoliceLedIntelligence.com

http://searchsecurity.techtarget.com/news/2240034890/Verizon-data-breach-report-2011-Attackers-refining-their-targets
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most. “Intelligence is a discipline. It may be a noun that describes what you get, but 
ultimately it is a process. The problem is not with getting information disseminated. It’s
with extracting meaningful, actionable truth,” Selby says. This highlights the need for
organisations to develop both individual expertise and organisational processes for
making the most of security data.

NEW SOURCES OF INTELLIGENCE DATA
IT security product vendors and intelligence services have long provided current infor-
mation on vulnerabilities and attacks to their clients. With increased growth and diversi-
ty in adversaries and threat tactics, these services have expanded their range. Providers
such as Cyveillance, Verisign’s iDefense business and Vigilant’s recently introduced intel-
ligence services enable organisations to extend their eyes and ears into domains outside
their 
normal reach. Subscribers often benefit from information available only to those with 
specific expertise, credentials or ability to participate in restricted groups or organisa-
tions. Providers may offer access to in-country foreign expertise or specialised insight
into brand or reputation risks that may be hard to come by otherwise. Intelligence servic-
es may also play to their strengths, as with iDefense insight that supports assurance for
critical services such as DNS, thanks to its relationship with parent Verisign.

The ability of intelligence services to connect threats against IT with physical risks has

The Risks of Intelligence
Intelligence gathering has sparked privacy and security concerns.

privacy

Today’s information explosion can be a potent enabler of security initiatives, but it has its risks. First off, the
tools that enable security teams to better understand malicious activity may also be just as available to the
adversary. Search, for example, is already recognised as a technology that can reveal more personal and
corporate information, including security weaknesses, than many would care to acknowledge.

The explosion of social networks has amplified these concerns. “One of the biggest changes we’ve seen
in the last year or more has been the use of social networks by criminals, not only through malicious
URLs,but also to discover more personal information about targets to elicit a specific response,” says James
Brooks,  Cyveillance director of product management. He cites the openness of social networks that leads
many to assume a false sense of security. Others point to the difficulty of keeping up with a broad, intricate
and often changing scope of privacy settings on sites such as Facebook.

Civil libertarians and those who advocate for greater access to the information collected by governments
and other organisations have spoken out, not just about intelligence gathering in the name of security, but
also about risks such as the relentless collection of personal information by search and social networks. In
a recent interview with Russia Today, Wikileaks founder Julian Assange called Facebook “the most appalling
spying machine that has ever been invented.”w —SCOTT CRAWFORD

http://rt.com/news/wikileaks-revelations-assange-interview/
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become particularly valuable in industries such as utilities, where these interests often
intersect. Lester “Chip” Johnson, a 28-year veteran of South Carolina law enforcement
and security for the energy sector who now heads his own security and risk management
consulting firm, says, “You could literally have your own staff doing just this alone, full
time. No one’s budget will allow for that, yet utilities and energy companies can’t do
without this sort of information in today’s world. Intelligence services help meet that
need.”

As the availability of information increases, so does access to what some regard as
“open source” intelligence. Security professionals are always seeking new ways to obtain
data. “We’re always trying to get as close to the source as humanly possible,” says one

Security Intelligence and

“Big Data”
The techniques of large-scale data analysis could help security.

tools

So far, discussions of “big data” in the realm of security have largely to do with the sheer volume of data that
confronts security teams. Outside the field, “Big Data” (note the capitals) may more frequently invoke large-
scale data analysis, data warehousing and mining, and tools such as multidimensional databases and the
increasingly recognised toolsets such as Hadoop and techniques for optimising large-scale analysis such as
MapReduce. Do these two notions of big data ever intersect? Do the techniques of large-scale data analy-
sis have potential for application to security and intelligence?

Though they still have a ways to go before these intersections become common, the answer is a
resounding “yes.” Consider, for example, that not only can columnar databases such as Hadoop’s HBase and
Google’s BigTable scale out enormously, they may also free data management from the need for schemas or
pre-existing structural definitions. Schemas can be generated when data is retrieved, rather than relying on
a schema defined when the database is initially set up. This means that, when new types or formats of data
are introduced, they can be added to the database virtually as-is. This is a particular benefit to security and
intelligence data, which may include such things as malware variants or a wide variety of digital evidence—
some perhaps not previously used in intelligence gathering.

Consider also that techniques of distributed analysis such as MapReduce and highly scalable storage strate-
gies such as the Hadoop Distributed File System (HDFS) not only enable massive scale for data management,
they also provide techniques for improving the performance of analysis by assuring that computation is carried
out as close to the data as possible. And this, in turn, more closely fits models of cloud computing that make
highly responsive, large-scale data analysis for time-sensitive tasks such as intelligence gathering far more
accessible to a wider range of organisations than many legacy approaches.w

—SCOTT CRAWFORD



IT in Europe  • Information Security Edition Winter 201125

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

PASSWORDS

INTELLIGENCE

PATCHING

SPONSOR RESOURCES

security analyst for a financial services firm who, though his organisation subscribes to
intelligence services, relies even more on his relationships with leading researchers, com-
munity-based efforts, and information that can be collected directly by his organisation.

The ubiquitous information gathering capabilities of search and social networks are
also having an impact on security intelligence. Businesses increasingly look to sources
such as Google and Facebook for background on prospects, partners and job candi-
dates—a trend not lost on security intelligence services, which also use these resources in
gathering broader information on the risks their clients face. And more than a few securi-
ty pros rely on Twitter for keeping up with the latest thinking among their peers.

One increasingly visible source of intelligence is behaviour observable directly from 
network and application activity. Fraud data collected in this way helps defend tangible
assets against exploits in banking, for exam-
ple. Within the enterprise, technologies such 
as those of AccessData’s SilentRunner,
NetWitness (recently acquired by EMC),
Niksun and Solera Networks enable organi-
sations to record complete network traffic
content 
for threat investigation and forensic analysis.
At the service provider level, companies 
such as Narus (acquired by Boeing) can
derive intelligence from observation of net-
work content on carrier-class networks, while
others, such as Verint, provide analytic capa-
bilities for complex network content such as voice, video and unstructured text.

It’s worth noting that vendors such as Narus originated in network usage analysis 
to help service providers develop more profitable services. This echoes other ways in
which network management technology has become valuable in security, as with anomaly
detection technologies used in intrusion detection and security event management sys-
tems that use NetFlow data originally intended to support network management for
applications. This suggests the role other vendors with visibility into network activity
may play in delivering intelligence services in the future. Renesys, for example, provides
data on how network traffic actually moves throughout the world. Today, this capability
helps ISPs—and their customers—keep a closer eye on how network traffic is managed
in compliance with service agreements, for example. Tomorrow, this capability may find
useful application in providing insight into network traffic movement with direct impli-
cations for security.

Many data sources focus on what may be considered “inputs”—potential threat
sources, attacks in the wild or exploitable vulnerabilities. In the last few years, outcome
data has added a dimension of realism to security intelligence that was largely lacking. Few
examples highlight this more than information on data breach cases provided by those
such as the Open Security Foundation through its DataLossDB, the Privacy Rights

Many data sources
focus on what may be
considered “inputs”—
potential threat
sources, attacks in 
the wild or exploitable
vulnerabilities.

http://datalossdb.org/
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Clearinghouse, and Verizon’s annual Data Breach Investigations Report. These resources
reveal how compromise actually succeeds across multiple incidents, highlighting commonali-
ties and calling out trends.

PUTTING INTELLIGENCE TO WORK
One of security’s biggest challenges is turning data not only into understanding (which
is, of course, implicit in the very meaning of “intelligence”), but into action.

Intelligence services increasingly focus on tailoring the delivery of information to
meet specific customer requirements. Secunia’s Vulnerability Intelligence Manager
enables organisations to customise vulnerability alerts that target those most directly
responsible for handling specific systems or vulnerability remediation processes within an
organisation. Cyveillance, iDefense and Vigilant support the integration of their feeds
directly into centralised platforms for manag-
ing security data, such as security information
and event management (SIEM) consoles,
vulnerability management platforms such as
Qualys, and systems for managing IT gover-
nance, risk management and compliance
(GRC) priorities.

Recent years have also seen the rise of
data synthesis platforms such as Maltego and
Palantir that give investigators tools for con-
necting data points and visualising analysis
in ways that make understanding more vivid.
Forensic analysis platforms have also expand-
ed their ability to develop data synthesis,
combining tactical intelligence gathering
from the network with input from multiple
data sources and creative approaches to data
visualisation.

Intelligence is also being put to work more directly in the technologies of defence.
Legacy defence technologies may be considered “data-consuming,” caching local copies
of static data such as threat signatures that are updated intermittently. In contrast,
today’s emerging defences may be considered more “data-driven,” with more dynamic
dependence on data feeds or behaviour observed in real (or near-real) time.

Distributed threats such as botnets, for example, can be identified through techniques
such as recognising when compromised systems attempt to communicate with known
malicious command-and-control hosts. Team Cymru’s BATTLE service for law enforce-
ment and companies such as Damballa, FireEye, Umbra Data and Endgame Systems’
recently introduced ipTrust products enable customers to leverage their knowledge of
botnet behaviour gained across multiple enterprise and service provider networks. Using

Distributed threats
such as botnets, for
example, can be identi-
fied through techniques
such as recognising
when compromised
systems attempt to
communicate with
known malicious com-
mand-and-control hosts.
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these tools, businesses can identify—and in some cases, block—specific incidents of
compromise based on current insight into fast-changing botnet topologies.

Fraud prevention technologies also leverage insight into observed behaviour. Risk-
based authentication techniques use this data directly to increase the level of authentica-
tion required or deny access altogether when attempts to access sensitive resources appear
to 
be anomalous, such as access attempts from two distant physical locations within a few
minutes of each other. Silver Tail Systems monitors website traffic over time, recognises
attempts to abuse or manipulate application behaviour, and enables organisations to miti-
gate risk by modifying business flows in Web applications. Mykonos can both identify and
track malicious parties that seek to exploit Web applications while defending the under-
lying application itself.

Antivirus and antimalware technologies increasingly look to data sources to improve
performance in recognising new attacks. When suspicious content is not specifically 
recognised by security software on the endpoint, its characteristics can be referred to 
centralised resources for more immediate analysis and faster deployment of defence.
These approaches leverage insight into the prevalence of software gathered from among
their global customers to help differentiate threats and bring the identification of new
attacks to all customers more quickly. They help close the “zero-day window of opportuni-
ty” and reduce the footprint of security software at the endpoint. Such techniques are
already reshaping the nature of antivirus and antimalware, as exemplified by Symantec’s
Insight, McAfee’s Global Threat Intelligence, and Trend Micro’s Smart Protection
Network. 

THE ULTIMATE MEANING
Greater insight poses risks of its own. Intelligence can be an advantage to the adversary 
as well as to the defender. Concerns about both the scale and the nature of information 
collected in the name of intelligence have motivated some to take direct action to expose
what they see as abuses (see “The Risks of Intelligence”). 

Regardless whether intelligence is seen as an asset or a threat, there seems little doubt
that the growing abundance of data available to security teams will continue to drive the
demand for greater insight into risk. In order to make the best—as well as the most con-
scientious—use of this data, people will need to develop the individual skills and the
organisational practices that define the ultimate meaning of intelligence. Police-Led
Intelligence’s Selby says, “There is an ‘aliveness’ to intelligence that people often overlook.
Intelligence must be iterative, with constant feedback, checks on bias, constantly evaluating
and re-evaluating sources and calling conclusions into question.”

Those on the cutting edge of security information analysis would likely agree with
the human-centric nature of intelligence. In fact,  one such professional says,
“Technology can clear away a lot of the noise, but you must first make it understand
what is noise, and what isn’t. Automation can’t make any difference until we tell it what
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to care about, and we may not know what to care about until we’ve investigated.” 
This suggests the rise of a new approach to security practice, one where defence

becomes a function of visibility, and where automation is more dynamically and respon-
sively defined by investigative expertise. The value of the practice of investigation within
security organisations has already been called out by examples such as EMC’s acquisition
of NetWitness. Though a technology play, NetWitness primarily serves investigators who
know how to use its tools. Its output, however, can be used to refine the automation of
security information analysis, not just in correlating security events, but in mining security
data to discover concerns that might otherwise go unnoticed.

Ultimately, this trend may lead us in directions foreseen by those who see the rise of
data science as a new profession. What security becomes in the future may well depend
on the expertise being built today by those directly engaged not only in the work of intelli-
gence, but in the still-emerging discipline of investigation based primarily on data
analysis. Together, this fusion of expertise may well define the data-driven security strate-
gies and tactics that will make a difference in what security intelligence becomes tomor-
row.w

Scott Crawford is managing research director of security and risk at Enterprise Management Associates, an IT
industry analyst firm based in Boulder, Colorado. He is the former CISO of the Comprehensive Nuclear-Test-
Ban Treaty Organisation’s International Data Centre in Vienna, Austria, and has over 20 years’ experience as 
an IT security and operations professional in the private and public sectors, with organisations including the
University Corporation for Atmospheric Research and Emerson. Send comments on this article to feedback@infose-
curitymag.com.

mailto:feedback@infosecuritymag.com
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SPONSOR RESOURCESvVULNERABILITY MANAGEMENT is about more than patching. To build a truly robust pro-
gramme an organisation needs to incorporate inventory management, configuration
management and change management into the patching lifecycle. And for even more
effective control and governance, penetration testing and patch and control validation
should be added to the mix as well. That’s a lot of moving parts, and depending on your
organisation, these parts could span multiple business units and geographic locations.
Getting it right and keeping it running smoothly can be a challenge.

We will present a framework for building a vulnerability management lifecycle. Using
examples from practitioners, you will get a from-the-trenches view of what works and
what doesn’t when trying to win the ongoing vulnerability management war.

Beyond
Patching

VULNERAB I L ITY MANAGEMENT

A robust vulnerability management programme requires the 
integration of inventory, change and configuration management.

BY D I ANA K E L L EY

http://searchsecurity.techtarget.com/tip/Five-ways-to-simplify-the-vulnerability-management-lifecycle
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VULNERABILITY MANAGEMENT LIFECYCLE: 
DEFINING VULNERABILITY MANAGEMENT
Computing environments are complex systems comprised of hardware, software operating
systems and platforms, applications, services, and the people who interact with all of the
above to get their jobs done. Vulnerabilities can exist anywhere in an environment, and
managing vulnerabilities is a non-trivial task. 

At its simplest, vulnerability management (VM) is a matter of applying security patch-
es as they become available. But robust VM is about more than patching—it is about
defining the risk posture and policies for an organisation, creating a complete asset list
of systems, applications, and services, scanning
and assessing the environment for vulnerabili-
ties and exposures, and then taking action to
mitigate or accept those vulnerabilities. One way
to mitigate a vulnerability is to patch it, but
there aren’t always patches available—and even
when there are, it isn’t always possible to apply
them. Another issue is that most networks are
continually evolving; introducing new services
and applications can impact the vulnerability
profile of the system as a whole. 

All of these are reasons why an effective vulnerability management programme needs
to 
be part of a larger lifecycle, one that takes into account the existing network, new addi-
tions, ongoing testing, change management, ticketing, validation, and multiple mitigation
types—including patches and compensating controls. Because aspects of that lifecycle
interact with multiple departments and constituencies within an organisation, it must be
part of the fabric of the business operations, not the exclusive domain of security. Larry
Whiteside, CISO for the Visiting Nurse Service of New York, says that to have a truly suc-
cessful vulnerability management programme, it needs to be approached as “an organisa-
tional problem that includes operations, IT architecture, security, and the business.”

CORE VULNERABILITY MANAGEMENT 
PROCESSES APPLY ACROSS ALL NETWORKS
One of the most common pitfalls in VM can be trying to do too much too soon and get-
ting overwhelmed by the magnitude of the problem. J. Wolfgang Goerlich, network and
operations manager for a midsize money management firm, recommends starting small.
Rather than “trying to do everything at once and having too much for the team to
accomplish, build success on a select number of critical systems and processes” and grow
the programme from there, he says. 

To do that, first think about the process steps in the vulnerability management lifecy-

Vulnerabilities can
exist anywhere 
in an environment, 
and managing 
vulnerabilities is 
a non-trivial task.

http://searchsecurity.techtarget.in/tip/PCI-DSS-requirement-Maintaining-a-vulnerability-management-program
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cle. Each organisation is unique and may wish to implement these steps in different ways,
but the core milestones in the lifecycle share applicability across most networks.

Policies and postures inform the entire lifecycle because risk acceptance is ultimately 
up to each organisation. For example, most entities don’t wish to take on penalty costs for
failing to adhere to a compliance mandate, so these organisations will write compliance 
to regulations into their policy requirements. Business drivers play in to this as well: For
example, an organisation that relies on keeping its intellectual property highly protected
will write a data classification policy that puts a high priority on data confidentiality.
Include risk assessment and business impact analysis as part of defining acceptable securi-
ty posture. Policy definition work may feel abstracted from application patching, but it’s
essential for the impact assessment and prioritisation phase later in the lifecycle. 

ACCURATE ASSET INVENTORY VITAL TO VM SUCCESS
Once policies and postures are defined, the next step is determining what currently exists
in the network. Create an inventory listing all operating systems and applications, includ-
ing off-the-shelf and custom applications, databases, and application servers. Accuracy of

Mediation 
and Mitigation

Impact Analysis
and Prioritisation

Validation

Inventory 
and Assets

Policies and
Postures

Vulnerability
Scanning

Vulnerability Management Lifecycle
Policies and postures inform the entire lifecycle in 
an effective vulnerability management programme.
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these lists is critical to the health of the VM lifecycle, so ensure that updating the list(s) is
part of the process. Goerlich says he uses “a product lifecycle model that includes a vul-
nerability assessment during the project evaluation, during implementation, and again
post-implementation.” 

Once it has been implemented, a new service or application should be placed into the
inventory list. But not every organisation is able to put new devices or services through 
an assessment prior to having it on the network. Consider an environment such as higher
education where an influx of new students and their devices enter the network every
semester. Seth Shestack, associate director of information security for Temple University,
handles asset inventory for student devices by cordoning unregistered devices into a
quarantined network and having students register the devices and install endpoint protec-
tion before allowing them on to other parts of the network. In this model, registered
devices become part of the asset inventory list as they go through the registration process.

VULNERABILITY SCANNING OPTIONS ABOUND
Asset scanning (and discovery) can be included as part of vulnerability scanning, but true 
vulnerability scanning goes deeper into the actual exploits and risks. Vulnerability scan-
ning can also be done externally or internally. Internal scanning can target more devices
since an external scan may not be able to get past
security mechanisms to get to the internal net-
work—such as IPS devices in active prevention
mode—but does provide a more realistic view of
what an outside attacker sees. And it can also val-
idate that security mechanisms, such as IPSes
and firewalls, are doing their intended jobs and
preventing outsiders from being able to see deep-
er into the network.

Vulnerability scans can be done non-intru-
sively in passive OS fingerprinting mode that
returns the patch level and other basic informa-
tion about the host, such as which ports are
open. Credentialed scanning goes a step further to
gather more detailed information about the tar-
get, such as which applications are installed using
customer-supplied passwords and/or community
strings for SNMP scans. Scanning can also check
against recommended configuration levels as defined by policy. 

Another option is to perform automated or manual penetration tests as part of the
scan process. Penetration testing actively attempts to exploit a system. A simple example 
is to attempt to login to a database or wireless router using a vendor-supplied default 
password. A more complex example is to use blind SQL injection on a Web application to

Vulnerability scans
can be done non-
intrusively in pas-
sive OS
fingerprinting mode
that returns the
patch level and
other basic informa-
tion about the host,
such as which ports
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extract passwords or other information from a backend database. A penetration test can
also expose attack paths through a network that may not be visible using a standard vul-
nerability scan. Applications pose another level of complexity. Custom applications, less
commonly used and niche applications, and highly customised popular applications,
should be scanned and pen tested using custom
rules or manually. Most large vendor scanning
tools can’t ship with scan and test plans that
include all the possible vulnerabilities for all
applications; this is not a shortcoming of the
tools themselves, it is more about the sheer num-
bers of applications running on networks.

After running vulnerability scans, including 
credentialed scans, host-based scans, and pene-
tration testing where applicable, an organisation
should have a list of vulnerabilities or issues. 
Goerlich has integrated scan results with a ticket-
ing solution. “When something needs to be inves-
tigated, the results of the scan are exported and attached to a new ticket,” he says. At
Temple, the link between scanning and ticketing has been done manually, but Shestack
says the university is  currently in the process of integration. While automatic integra-
tion can speed up the process, the important step is to ensure there is a connection
between the scan results and systems or processes used in the next phase for impact
analysis, prioritisation, and remediation.

VULNERABILITY IMPACT ANALYSIS AND PRIORITISATION
With a list of issues either in a spreadsheet, a scan result report, or integrated into the trou-
ble ticketing system, the next step is to understand what kind of impacS the vulnerability
can have on the organisation and to prioritise the response activities. While it would be
nice 
to be able to fix all vulnerabilities as soon as they’re discovered, the reality is a bit more
challenging,  which is where the policy and posture work done in the first step really
comes in. If an asset or data on the asset is deemed to be highly critical or have a high
business impact, priority for the fix will be greater.

Other information that can be useful in the prioritisation process is information from
publicly available sources, such as the National Vulnerability Database and the Common
Vulnerability Scoring System calculator. Vulnerability scanning tools use standard scoring 
to provide scoring metrics, and vendor advisories many times provide their own scoring
on vulnerabilities as well. Whiteside at the Visiting Nurse Service of New York uses a com-
bination of resources, including Symantec DeepSite and ISAC feeds when creating a
scoring metric for his vulnerability programme. But he adds that while “vendors create
their own risk calculation based on vulnerability information, it doesn’t tell the whole

“When something
needs to be investi-
gated, the results of
the scan are export-
ed and attached to a
new ticket.”

—J. WOLFGANG GOERLICH, network and security
operations manager at a money management firm

http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2
http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2
http://nvd.nist.gov/home.cfm
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story for my enterprise.” Whiteside’s team places a metric around the vulnerability that
includes location, type of system  and other factors unique to the environment to come up
with a score that is adapted to his enterprise. Higher ranked vulnerabilities must be
patched or mitigated within 30 days, while others can be placed on a 60- or 90-day fix
cycle.

Another point to consider in the impact and prioritisation phase is whether or not a 
system is truly vulnerable. In some instances, a compensating control such as a firewall
may already be in place that prevents the vulnerability from being exploitable. In cases 
like these, it may be possible to tune the scanner to stop scanning for that particular 
vulnerability on the protected host or to create an exception report that “scores down” 
the impact due to the presence of the compensating control.

VULNERABILITY MANAGEMENT LIFECYCLE: 
REMEDIATION AND MITIGATION
With a list of vulnerabilities tuned to the real risk and impact of the organisation, it is
time to remediate or mitigate. Patching is the most commonly discussed remediation tech-
nique: If there is a patch available, now is the time to apply the patch to golden images and
testing servers to ensure it can be applied without unintended consequences, such as dis-
ruption of service. Some organisations deploy patches directly through their vulnerability
management solution consoles, while others deploy through an operations management
console used for other kinds of software delivery like maintenance updates and new soft-
ware deployments.

But there’s not always a patch for known vulnerabilities in commercial software, for
example when a vulnerability is known and the vendor doesn’t have a patch ready yet.
Custom software, including outsourced and in-house applications, can lag in the patch
department or the development team may not have the time and resources to create a
patch or rewrite the code. And some systems may not be available for patching for other
reasons: For example, if an audit cycle is in progress and all system changes, including
patching have been frozen, or in the case of some certified special-purpose devices, like
those used in health care, the federal sector, or payment systems.

When patching isn’t a possibility, organisations can address vulnerabilities in other ways,
like compensating controls; for example, Web application firewalls with custom rules to 
prevent exploits. Other options include stronger access controls, continuous monitoring
solutions, and sandboxed or terminal services to separate the service from the rest of the
host.

VALIDATION CONFIRMS PATCHES APPLIED AND WORKING
The last phase in the vulnerability management cycle is to validate that the fix has been
applied and is working as expected. Validation is often done using the same tools and 
techniques employed in the vulnerability assessment and scanning phase. Whiteside runs



IT in Europe  • Information Security Edition Winter 201136

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

PASSWORDS

INTELLIGENCE

PATCHING

SPONSOR RESOURCES

validation scans a few days after the fix window. “If the vulnerability still exists, it shows
the fix has failed,” he says. “On the reverse side, if the vulnerability is no longer reported,
[we have] verification that the process is working as expected.” At Temple, Shestack also
uses agent-based, host integrity checking that forces Windows Update to be on and
ensures Windows applications stay patched.

UPSIDES TO A MATURE VULNERABILITY MANAGEMENT PRO-
GRAMME
Though taking the time to implement a holistic vulnerability management lifecycle may
seem like more work than a simple patch programme, there are valuable upsides. As the
programme matures, efficiencies can be found that increase automation and reduce risk. 

All of the experts interviewed for this article agreed that increasing integration
between components within the lifecycle can bring significant benefits. Goerlich current-
ly uses Microsoft System Center because it’s integrated with change management and
helps his company to be more proactive.  The goal is to “put the system into production
in a secure fashion to begin with and bring on new systems and services in a manageable
way,” he says. But integration for all components may not always be possible, as Whiteside
observes: “Bigger players have done a good job with integration, but if you’re using small-
er vendor tools, integration will be harder; you can’t expect them to play in every single
sandbox.” 
So look for areas and solutions where integration wins can be implemented and keep an
eye out for increased integration as solutions and the programme matures. 

As the programme matures, look for success areas to expand on. Companies are put-
ting additional focus on software vulnerability management and adding deeper database
scanning and monitoring into their programmes. 

An area that vendors and organisations could improve over time is metrics and trending
data. Whiteside notes that trending is very important, but missing from many of the ven-
dor tools. And Goerlich says, “What we really need is solid information regarding what
the threats are and at what frequency they’re occurring. Knowing the likelihood of
exploit is very helpful.”

Robust vulnerability management is about more than patching—it’s about creating a
repeatable lifecycle that includes multiple components that are part of a larger risk man-
agement and control programme. Building a VM lifecycle may take some time, but it’s
time well spent if it means a reduction in exploits, as Shestack says, “It’s much easier to 
do incident prevention than it is to do incident response.”w

Diana Kelley is a partner with Amherst, N.H.-based consulting firm SecurityCurve. She formerly served as vice
president and service director with research firm Burton Group. She has extensive experience creating secure 
network architectures and business solutions for large corporations and delivering strategic, competitive 
knowledge to security software vendors.
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