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Who Owns Security in the Data Center?
A new world needs a new structure

by Martin Ward, Senior Director of Product Marketing, McAfee Security Management

Can we stop turning a blind eye to the reality that IT operations owns the security of 
your mission-critical data and applications in your data center? Sure, most companies 
actually have dedicated security teams and management, but they are treated like 
outside consultants. They can make recommendations for what security solutions and 
technologies should be loaded on servers and what should be used to protect critical 
databases and applications, but when push comes to shove, the server, network, 
and system administrators get the last word on what is actually implemented. So in 
essence, they own the decision. The IT operations teams own the assets, and their 
focus is on maximizing availability and performance to do what they feel is in the 
best interests of the business—which in many cases means no security for those 
application and database servers. 

Here’s the problem: 92 percent of data breaches 
are now attacking those mission-critical databases. 
Hackers know exactly where the crown jewels are, 
and they know the weaknesses of the defenses. 
They know the operations staff doesn’t want to 
put any security software on those servers, leaving 
them completely vulnerable.

Here’s the root cause: IT operations teams are 
rightfully focused on availability and performance, 
but because they are not currently held 
accountable for security and risk management, 
there is no motivation for them to understand 
how advanced security software has become. They 
assume that scanning technology could negatively 
affect performance.

The disconnect between security and operations 
teams is a function of organizational structure 
and historical behavior. When security first 
became an issue, it made sense to dedicate a 
specialized team to focus on those issues. The 
data center was relatively safe at the time, sitting 
behind a DMZ and not nearly connected as it is 
today to the outside world—not to mention that 
there were no disclosure laws at the time. The 
relatively few problems that did occur involved 
individual desktops, and later—laptops. Some of 
the problems included people connecting to a 

network when they shouldn’t have had access, 
or downloading an undesirable executable, 
or borrowing an infected floppy, CD, DVD, or 
eventually USB drive. Hence the security focus was 
on the “endpoint,” and the security specialists 
happily focused on protecting all those users while 
the IT operations staff marked their own territory 
in the data center.

Times have changed, but this historical 
organizational structure and behavior 
unfortunately has not kept pace. Data centers 
became more networked with the outside 
world—with partners, customers, investors, and 
prospects. And most deployed a network firewall 
or perhaps some front-end routers that they felt 
protected their environment. It was a good first 
step, but it was like putting a deadbolt on the 
front door and leaving all the windows open. 
With the consumerization of IT, new devices like 
smartphones and tablets have evolved to the 
point that we are routinely allowing them to 
connect into our corporate infrastructures to keep 
our users happy and productive. Applications 
and databases became decentralized, and some 
applications moved off-site to be hosted by third-
party providers. The walls of the data center have 
come down, but most organizations have not 
changed their structure to support this new world.
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We know the results. Applications and databases 
housing credit card and user information are in the 
data center, not on endpoints, and they have been 
targeted by cybercriminals. Hackers are taking over 
control of servers and networks inside the data 
center to launch additional anonymous attacks. 
Laws were eventually updated to make customers 
aware when issues like this happened, but for 
most organizations, it’s still 1995. Security teams 
still focus on desktops and laptops. IT operations 
teams still focus on availability and performance, 
and most servers with mission-critical databases 
and applications are running zero security. It’s the 
worst kept secret in the industry, and it’s time 
to change. 

Reuters journalists Liana B. Baker and Jim Finkle 
published this in April 2011: “Sony suffered a 
massive breach in its video game online network 
that led to the theft of names, addresses, and 
possibly credit card data belonging to 77 million 
user accounts in what is one of the largest ever 
Internet security break-ins.” But perhaps the 
most enlightening part of the article appears a 
little later, “Sony probably did not pay enough 
attention to security when it was developing the 
software that runs its network. In the rush to 
get out innovative new products, security can 
sometimes take a back seat.”*

There is not a day that goes by without news of 
yet another data breach or malware attack—and 
while no organization wants to be in that hot seat, 
it seems that some organizations would prefer to 
claim they were the victims of advanced persistent 
threats (APTs) than to admit a failing in their 
security. And, in that way, the question of who 
is responsible for security is again conveniently 
sidestepped. In an article by Robert McMillan of 
ComputerWorld, April 18, 2011, he quotes Bryan 

* http://www.reuters.com/article/2011/04/26/us-sony-stoldendata-
idUSTRE73P6WB20110426

Sartin, Verizon’s director of investigative response. 
“Blaming APT has ‘become the perfect excuse’ for 
companies recovering from a data breach,” Sartin 
said. “It’s almost as if it’s become chic in the US to 
blame it [on APT].” 

There is an opportunity for CIOs, CSOs, IT 
operations, and security architects to combine 
both their goals and organizations, and reverse 
this increasingly dangerous trend. In a recently 
commissioned study conducted by Network 
World, respondents viewed targeted attacks and 
security breaches as the biggest threat to “next-
generation” infrastructures—proof that security 
cannot be relegated to endpoints if businesses 
are to succeed. Strong security will actually enable 
businesses to move forward more quickly, with 
confidence that their business-critical services, 
spread across optimized and efficient physical, 
virtual, and cloud environments, will remain 
available, secure, and compliant.

Now is the time for CIOs to step up and 
transfer the accountability of security and risk 
management to the IT operations staff. This would 
force these organizations to research new security 
technologies for data and server protection, 
as well as application, database, and network 
security. Once they understand how far security 
software has evolved, they can architect their data 
centers with the proper balance of availability, 
performance, and security. And what they will 
discover is that the advancements in security have 
been so dramatic that they won’t have to face 
that tradeoff anymore.

McAfee is a leader in data center security solutions 
and can help organizations understand how to 
balance availability, performance, and security. Visit 
mcafee.com/datacenter, or contact your McAfee 
sales representative or reseller to learn more.
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