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Differences explained: Private vs.
public vs. hybrid cloud computing

A few years ago, the IT world was focused on public cloud computing. After
IT directors expressed concerns over public cloud security issues, the focus
shifted to private clouds. And now, because everyone wants operational
flexibility, hybrid clouds are at the top of the wish list. But with all this
conflicting data how can you determine which cloud computing model is
best for your organization? This expert e-guide from
SearchCloudComputing.com explains the key differences between private,
public and hybrid clouds. Find out which one best fits your organization’s
needs by weighing the risks and benefits of each cloud type.
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Hybrid cloud computing explained

By Bill Claybrook, Contributor

A few years ago, the IT world was focused on public cloud computing. After IT directors
expressed concerns over public cloud security issues, the focus shifted to private clouds.
And now, because everyone wants operational flexibility, hybrid clouds are at the top of the
wish list.

Several recent cloud surveys confirm these high levels of interest in hybrid cloud. A Unisys
survey in January 2011 indicated that 21% of IT organizations are focusing on hybrid
clouds, and a Sand Hill Group survey of over 500 IT managers indicates that hybrid cloud
use will triple over the next three years.

Examining hybrid cloud architecture

So what is a hybrid cloud? For starters, it is a composition of at least one private cloud and
at least one public cloud. The private cloud can be an on-premises private cloud or a virtual
private cloud located outside the enterprise data center. In the illustration below, we
provide one of the simplest macro views of a hybrid cloud -- a single on-premises private
cloud and a single off-premises public cloud:
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The black circles in the illustration represent active virtual server images and the white
circles represent virtual server images that have been migrated (using safe connections).
The arrows indicate the direction of migration. Enterprise users are connected to the clouds
using safe connections, which can be virtual private networks (VPNs) or secure HTTP
browsers.

A hybrid cloud could also theoretically consist of multiple private and/or public clouds. The
enterprise data center denoted in the illustration may have active servers (virtualized or
physical) that are not included in the private cloud.

What is driving hybrid cloud computing?

Hybrid cloud interest is powered by the desire to take advantage of public and private cloud
benefits in a seamless manner. Some of the risks associated with public and private clouds,
however, can also be issues in hybrid clouds. The benefits and risks of public, private, and
hybrid clouds include:

Public cloud benefits:
o Low investment hurdle: pay for what you use
o Good test/development environment for applications that scale to many
servers
Public cloud risks:
o Security concerns: multi-tenancy and transfers over the Internet
o IT organization may react negatively to loss of control over data center
function
Private cloud benefits:
o Fewer security concerns as existing data center security stays in place
o IT organization retains control over data center
Private cloud risks:
o High investment hurdle in private cloud implementation, along with purchases
of new hardware and software
o New operational processes are required; old processes not all suitable for
private cloud
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Hybrid cloud benefits
o Operational flexibility: run mission critical on private cloud, dev/test on public
cloud
o Scalability: run peak and bursty workloads on the public cloud
Hybrid cloud risks:
o Hybrid clouds are still being developed; not many in real use
o Control of security between private and public clouds; some of same concerns
as in public cloud

Addressing the hybrid cloud challenge

The challenge of hybrid computing is to provide seamless operation across platforms, cloud
application programming interfaces (APIs) and hypervisors. Users prefer to use their data
center tools to manage hybrid cloud environments. Ideally, they want to be able to create
applications, or move existing applications between the clouds in a hybrid cloud
environment, without having to change anything serious like networking, security policies,
operational processes or management/monitoring tools. This is a problem because, due to
issues around interoperability, mobility and differing APIs, tools, policies and processes,
hybrid clouds generally increase complexity.
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Public vs. private cloud computing: Which fits your
enterprise needs?

By Laura Smith, Features Writer

Enterprises are using public cloud services and starting to experiment with private cloud
computing to capitalize on time-to-market and efficiency gains. This development has
prompted IT executives to focus on investments and strategy around two service delivery
approaches.

By now, most enterprises have begun to use some form of Software as a Service, such as
email or customer relationship management, according to Drue Reeves, a vice president
and research director at Burton Group in Midvale, Utah.

"They're already doing that, and are rapidly interested in Infrastructure as a Service, which
is the fastest-growing segment of the market," Reeves said.

There's less interest currently in Platform as a Service, because pain points -- identity
management, integration and service-level agreements (SLA) -- persist at the lower levels
of the stack.

Despite these adoption rough spots, new cloud services continue to pop up, such as
Business Process as a Service (BPaaS). Forrester Research Inc., for one, has extended the
cloud stack to BPaa$S, as outlined in a new report on the evolution of cloud computing
markets.

The most dominant users of public cloud computing services don't work for IT, but for other
departments such as marketing and product prototyping, Reeves pointed out. CIOs and IT
departments nevertheless must formulate a strategy to help guide these users of external
services, and develop an overarching strategy for managing public and private cloud
computing.
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"By circumventing IT, [business departments] get their job done faster. If IT continues to
ignore this, they'll be circumvented more often," Reeves said. His advice? Help and

encourage use: "As with children, it is not effective to say 'don't touch that.

Mad (computer) science

IT executives indeed are formulating plans and taking action. "The public cloud forces us to
have more compelling services than [users] would find elsewhere," said Dr. Marcos
Athanasoulis, CIO of Harvard Medical School (HMS) in Boston.

"HMS is like the land of 1,000 CIOs," Athanasoulis said. "We cannot mandate that people
use IT services."

Most people at HMS are trained in life sciences but not IT best practices, Athanasoulis
pointed out. They write their own software, but don't know about source control; or they
buy a server and stick it under a desk without realizing the power and cooling requirements.
Athanasoulis was able to bring the mad computer science under control by articulating a
vision for private cloud computing that provides measured storage and CPU services.

The nature of biomedical research matches the elasticity of cloud computing services, so
Athanasoulis started with a small private cloud: It's growing by orders of magnitude, he
said. The process has unearthed best practices, such as iteration and constant
communication.

"How do you monitor that you have enough capacity? Check in with folks along the way a
lot," Athanasoulis said. "IT leaders don't hear when things are going well, only when they
aren't -- and sometimes not even then. If users aren't happy, you run the risk of them
doing their own thing."

The truth is, "it's actually very hard to create a cloud internally," said James Staten, a
principal analyst at Forrester. In his latest research on converged infrastructures, he
compared the IT department with a test kitchen: Enterprises have the basic ingredients to
cook up a cloud infrastructure, but there's no recipe and many of the ingredients don't
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combine well. "Complicating the story are traditional infrastructure silos around servers,
networks and storage that must work together in a new, truly integrated way," he said.

The most important point is to understand the value of the cloud over the existing virtual
infrastructure, Staten said. One difference is automation -- putting new workloads into the
cloud and automating maintenance. Another value is self-service, so users can bring things
to market quickly. "[The cloud is] a step well beyond the traditional virtual infrastructure,"
he said. How to get started? "Step away from the high bar, and figure out what to let go."

Public and private cloud computing: Different beasts

Public cloud computing services are more valuable the less you use them, according to
Reeves, who suggested that people think about clouds as they would a rental car on a
business trip to Miami: At your destination, you're likely to rent a car, even though the cost
far exceeds the daily costs of your vehicle back home. "The reason for that is when you're
not in Miami, the bill is zero," Reeves said. With an internal cloud, you're always paying for
the whole thing. "To save money, public trumps internal every time," he said.

Even internally, some departments -- such as engineering, human resources, marketing --
can take their bills to zero, but central IT never can. That's why it's so important for internal
clouds to be multitenant and as highly utilized as possible, Reeves said.

"If you set up clouds for individual units, you'll always be investing in a cloud with no
elasticity. Say the engineering cloud operates at 80% to 90% capacity: If you can convince
them to share the resources with marketing and HR on a usage-based metric, the IT delta is
solved by other departments," Reeves said.

Because they aim to serve the widest possible customer base at an attractive price point,
public clouds are highly structured and automated. In most cases, enterprises don't get to
set the terms of an SLA. Public clouds have an SLA, take it or leave it. "I always tell clients,

'You adapt to the cloud, the cloud does not adapt to you,'" Staten said. It's a big disconnect

for enterprises that are used to solutions being tailored to their needs, he said.
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For example, public clouds establish a standard means of security that meets the needs of
as many customers as possible, Reeves said. It's a matter of mastering the uneven
handshake, and enterprises need to determine what to add to meet their definition of
secure. What may be negotiable are terms of service that are more business-oriented, he
said, such as being able to sever the service at any time.

As enterprises are forced to embrace the public cloud, the question becomes, which
applications should be kept internal? The answer depends on an organization's risk

tolerance, according to Reeves.

"The more critical the data, the more important it is to keep in house," Reeves said. "Offload
the mundane, not part of the core business."
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Resources from HP and Intel

Click here for more information on HP Converged Infrastructure related topics

About HP and Intel

Hewlett-Packard is one of the world's largest computer companies and the foremost
producer of test and measurement instruments. The company's more than 29,000 products
are used by people for personal use and in industry, business, engineering, science,
medicine and education.

In addition, the company makes networking products, medical electronic equipment,
instruments and systems for chemical analysis, handheld calculators and electronic
components.

HP is among the top 20 on the Fortune 500 list. The company had net revenue of $42.9
billion in its 1997 fiscal year. More than 56 percent of its business comes from outside the
United States, and more than two-thirds of that is from Europe. Other principal markets are
Japan, Canada, Australasia, the Far East and Latin America. HP ranks among the top 10
U.S. exporters. HP is No. 5 among Fortune's Most Admired Companies and No. 10 among
Fortune's Best Companies to Work for in America.
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